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MopaenupoBaHue U €ro NpUMeHEeHHe B JIECHOU 0TPaCIu

AHapeil BaaaumupoBu4 AxknMenko®, Poman OpbeBn4 Mengenes’, EBrenuii
AJleKCaHAPOBHY AHNKeeB>™

1. 2. 3Boponeskckuii TOCYIapCTBEHHBIN JeCOTeXHUYECKUi yHuBepcuTeT uMeHu 1.
Mopo3soBa, Boponex, Poccus

takime77@mail.ru, https://orcid.org/0009-0001-7516-593X

medrom23@inbox.ru, https://orcid.org/

Seanikeev@gmail.com ¢, http://orcid.org/0000-0001-6114-9755

Annomauyus. B cTaTbe OIICHMBAETCS BAXXHOCTH MOJICTUPOBAHMS, KaK METOa
uccnenoBanus. [Ipencrasiena obo0eHHas kinaccudukanus mozaenet. OnucaHbl Ux
Pa3HOBHIHOCTH. PacCMOTpEHBI TEpPCHEKTUBBI TMPUMEHECHHS MOJCIUPOBAHUSI B
Pa3TUYHBIX 00JIACTIX JIECHOTO XO3SIMCTRA.

Knwoueswvie cnosa. Mosiens, MOACITHUPOBAHHUE, JIECHOE XO3SHCTBO.

MojenupoBaHue YCIHEIIHO MPaKTUKYETCsl BO MHOTHX c(epax uerloBEYECKOi
JESTEIbBHOCTH: TPOMBIIUIEHHOCTh, CEJIbCKOE XO03iHCTBO, TPAHCHOPT, 00pa3oBaHUE,
meaunuHa u ap. [3].

[Ton MmoenupoBaHreM MOHUMAETCS U3YUEHHUE pealbHbIX 00BEKTOB C TOMOUIBIO
MOJICIIEH.

Mopnenbio (B IIMPOKOM CMBICIIE 3TOTO TEPMHUHA) SIBISETCS aOCTpaKTHOE
MPEICTABICHUE KaKOro-Iubo OObEeKTa WM SBJICHMS, NMPEIHA3HAYEHHOE /JI €ro
MCCIIEIOBAHMS.

K onHoli u3 Hambosnee BaKHBIX XapaKTEPUCTUK MOJEIHU CIIETyeT OTHECTH €€
aJIeKBaTHOCTbH (CTENEHb COOTBETCTBUSI pEATbHOM CHUCTEME).

Mopnenu, mnpuMeHseMble B NPAKTUYECKOM  JIEATEIbHOCTH,  BEChbMa
MHOrooOpas3Hbl. Pa3nuuyHble  aBTOpPBHl  MpeyiaraloT  MHOXKECTBO  BapUaHTOB
CUCTEMATU3aLMM MOJENEH, OJHAKO, CO3JaTh WX E€IMHYI0, HCUEPIBIBAOLIYIO
KJIaCCU(UKALIMIO — 33/1a4a HETPOCTasl.

Ha puc. 1 npuBenena o6o61eHHas KiaccupuKaIys MOJCICH TT0 HECKOJIBKUM,
HauboJiee CyIeCTBEHHBIM, Ha HAlll B3IJISI, IPU3HAKAM.

[To obnmacTu mpUMEHEHUST MOXHO BBIJIETUTH MHOKECTBO BHUJOB Mojeneid. B
KauecTBe MpuMepa NpUBEIEM JIUIIb HEKOTOPBIE U3 HUX.

TexHuueckue MOAEIM HUMHUTHUPYIOT YCTPOMCTBO M MPUHLMUN JIEUCTBUA
pa3IMYHBIX  TEXHUYECKHX cucTteM. OHHM  HE3aMEHMMBbl B  TEXHHUYECKOM
KOHCTPYHUPOBAHUHU.

buonornyeckue Monaenu SBISIOTCS MCKYCCTBEHHBIMH aHAjoraMum OOBEKTOB
YKUBOM IPUPOABL. DTU MOJEIIA HAXOIAT IPUMEHEHUE B HAYUYHbBIX HCCIICTOBAHUSX.

ConuanbHble MOJENU CIYKaT I HM3YyYEHHs SIBIICHUW, MPOUCXOIAIINX B
obmiectBe. OHU UCTIONB3YIOTCSI B TYMAHUTAPHBIX HAYKaX.

© Axnmenko A.B., Mensenes P.1O., Aunkees E.A., 2023


https://www.gyrnal.ru/udk/ru/001.891.57/
https://ru.wikipedia.org/wiki/%D0%98%D1%81%D1%81%D0%BB%D0%B5%D0%B4%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5
https://ru.wikipedia.org/wiki/%D0%9E%D0%B1%D1%8A%D0%B5%D0%BA%D1%82_%28%D1%84%D0%B8%D0%BB%D0%BE%D1%81%D0%BE%D1%84%D0%B8%D1%8F%29
https://ru.wikipedia.org/wiki/%D0%9C%D0%BE%D0%B4%D0%B5%D0%BB%D1%8C
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DKOHOMHYECKHE MOJCJIN ONHCBIBAKOT PA3JIMYHBIC S5KOHOMHNYCCKHC ITPOLCCCHI.

HpI/IMCpOM IKOHOMHYECKOU MOACIIA ABJISICTCS 6H3H€C-MOI[€JIL.
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Puc. 1. Knaccuduxanus moaenen

[To crocoby oToOpa)keHHsl ACHUCTBUTEIBHOCTH Pa3IU4alOT SBPUCTHYECKHUE,
bu3ndeckue, MaTeMaTHIEeCKUE U MPOMEKYTOUHBIC MOJICIIH.

OBpUCTUYECKHE MOJETU — O5TO 00pasbl, cO3/laBacMble, Kak TMPaBWIO, B
YeJIOBEUECKOM BOOOPAKEHUH, M ONUCHIBAEMbIE CPEJICTBAMH €CTECTBEHHOTO SI3bIKA.

HenocrarkamMu 3BpUCTHYECKUX MOJIENEH SIBIAIOTCS WX CYOBEKTHMBHOCTH H
HEOJHO3HAYHOCTb. TeM He MEHee, 3BPUCTUUYECKOE MOJICIIMPOBAHUE UTPAET HE
MOCJIEAHIOIO0 POJIb HA HAYaJIbHBIX 3Tanax MPOEKTUPOBAHUS WU IPYTOM CO3UAATEIBHOM
JEATEIIbHOCTH.

B paznuyHbIX 00JacTAX 3HAHUM HAIUIM IIMPOKOE MPUMEHEHHE (uznueckue
MOJIEJIN, UMEIOIINE OJUHAKOBYIO Kau€CTBEHHYIO MPUPOAY C U3Yy4aeMbIMU OOBEKTAMHU.

dusznyeckoe MOJCIUPOBAHUE WIPaeT BaXHYIO pOJb B E€CTECTBEHHBIX U
TEXHUUYECKUX HayKax.

[IpenMeToM (PU3HMYECKOTO MOJCIMPOBAHUS MOXKET OBITh KaK MaTepualibHbIN
O0OBEKT (TEXHMYECKOE YCTPOMCTBO, JKMBOW OpraHu3M), TaK M MPOIece
(IpOU3BOACTBEHHAS! TEXHOJIOTHUSI, TPUPOIHOE SBJICHUE).

OCHOBHOE JTOCTOMHCTBO (DM3UYSCKUX MOJICIICH — UX HATJISITHOCTD.

Pa3HOBUAHOCTBIO (U3WYECKOW MOJENH SIBISETCS MaKeT — TOYHAas WIH
MPUOIM3UTENIbHAS] KOTIUST PEATBHOTO 00BEKTa, KaK MPaBUIiIO, HE 00JIaaromas MmoTHON


https://ru.wikipedia.org/wiki/%D0%AD%D0%B2%D1%80%D0%B8%D1%81%D1%82%D0%B8%D0%BA%D0%B0
https://ru.wikipedia.org/wiki/%D0%AD%D0%B2%D1%80%D0%B8%D1%81%D1%82%D0%B8%D0%BA%D0%B0
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(GYHKIIMOHATBLHOCThIO OpuruHaia. OOBIYHO, MAKEThl CIYXKAT JIEMOHCTPAIMOHHBIM
LETISIM.

duznyeckast MOJIeTb MOXKET ObITh BBIIIOJIHEHA B HATYpajibHYIO BEIUYUHY I10
OTHOIIICHWIO K OpUTMHANY (HaTypHas MoOjelib), WIM B MaciiTtabe (maciitabHas
MOJICIh).

Maremartuyeckast MOJIEIIb SBJISIETCS abCTpaKTHBIM ONHCAaHUEM
paccMaTpHUBaeMOi CUCTEMBbI C UCIIOJIb30BAHUEM MaTEMAaTHICCKUX METOIOB [1].

C moMOIIBI0 MaTeMAaTHYECKMX MOJENIed MOXKHO OIMCHIBAaTh OOBEKTHI WU
MPOIIECCHI, HATYPHOE MOJEIMPOBAHUE KOTOPHIX HEBO3MOKHO WJIM COIPSIKEHO C
TPYIHOCTSIMHU.

MaremaTnyeckue MOJENIH MMEIOT HECKOJbKO pasHoBHIHOCTEH. Cpenaw HHX
CIEMyeT  BBIACIUTh  AHAJTUTHYECKUE, YHUCICHHBIE, (POPMATHLHO-IOTHUECKHE,
KOMITBIOTEPHBIE MOJICITH.

AHaTUTUYECKUE MOJIETH CTPOATCS HA OCHOBE (YHKIIMOHATBHBIX 3aBUCUMOCTEH.
OHU [OCTATOYHO HArJSAHBI, HO JUISl UX peau3allMi 4acToO TPEOYIOTCS CIOKHbBIC
3aBUCUMOCTH.

UucrneHHble MOJENU TPEJICTABIAIOTCS B BHUAC JHUCKPETHBIX PSJOB YHCET
(Tabmui). OHu yHUBepcanbHbI, 3((HEKTUBHBI IIPU PEIICHUH CIIOKHBIX 3a/1a4, HO MEHEe
HATJISJIHBI, 10 CPABHEHUIO C AaHAIMTUYECKUMHU MOJIEIISIMHU.

dopManabHO-IOTUYECKHE  WH(OpPMAIMOHHBIE  MOJIETTM  CO3/Ial0TCS  Ha
dbopmalbHOM s3pIKE. B KadecTBe mnpuMepa MOXKET OBITh IpPUBEICHA MOJCIb
(bOpMaTbHON CHUCTEMBI, COCTOSIIICH W3 MHOKECTBA OOBEKTOB, OTHOIICHUS MEKIY
KOTOPBIMH TIOTYHHSIOTCS ONPECICHHBIM aKCHOMaM U TTPaBUJIaM.

KomnbrorepHasi Mozellb — THUII MaT€éMaTUYE€CKOM MOJENH, pPEeaau3yemMou ¢
nomomiso OBM.

KoMmbroTepHOE MOIETUPOBAHWE BO3HHUKIO OJlaromapsi CTPEMUTEILHOMY
Pa3BUTHIO MH(POPMAIMOHHBIX TEXHOJIOTUH M OTKPHLJIO HOBBIE BO3MOMHOCTH IS
HaAYYHBIX UCCIIeA0BaHuit [2].

[IpomexxyTouHas MoJenb co4YeTaeT B ceOe CBOICTBA HECKOJIBKUX U3
BBIIICTICPEUMCIICHHBIX THIOB Mojenei. K MpoMexkyTOUHBIM MOJIENSIM OTHOCSTCS
rpaduyeckue, aHaJIOTOBBIE U JIP.

['padrueckass Momenb MMeeT MPU3HAKK IBPUCTHYECKOM M MaTeMaTHUECKOU
MojieNield, W TpencTaBisieT coboi rpaduueckoe H300pakeHHe (PUCYHOK, CXEMY,
YepTEeX U T.11.).

AHarnoroBasi MOZIENIb TIO3BOJIIET MCCIIEAOBATh OAHO (DPU3MUYECKOE SIBJICHHE Ha
OCHOBE €T'0 CXOJICTBA C JIPYTUM SIBIICHHACM.

[To OoTHOMICHWIO KO BPEMEHH BBIJCIISAIOT JBA THUIA MOJECIICH: CTaTUYECKHUE U
JTUHAMUYECKHUE.

CraTryeckasi MOJICITb CITY>KHT JIJISI UICCIIETIOBAHUS O0BEKTA, COCTOSTHUE KOTOPOTO
HE HW3MEHSETCS C TEYCHHUEM BPEMEHW WM PAacCMAaTPUBACTCS MPUMEHHUTEIBHO K
OTIPEJICTICHHOMY MOMEHTY BPEMEHH.

Jlunamuyeckass MOJENIb OTpakaeT M3MEHEHHE HCCIEAyeMOro OOBbEeKTa BO
BpPEMEHU TOJ1 IEHCTBUEM BHYTPEHHUX M BHEITHUX (PAKTOPOB.

JlecHOM KOMIUIEKC, KaK U APYTH€ OTPACiId HAPOJHOTO XO35KUCTBA, SIBISIETCA
OJTHOM M3 MIEPCIEKTUBHBIX Chep MPUMEHEHHSI MOJIETUPOBAHMUS.


https://ru.wikipedia.org/wiki/%D0%98%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D0%BC%D0%BE%D0%B4%D0%B5%D0%BB%D1%8C
https://ru.wikipedia.org/wiki/%D0%98%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D0%BC%D0%BE%D0%B4%D0%B5%D0%BB%D1%8C
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MopenupoBaHue B JIECHOW OTpacid MOXKHO MOAPA3ACIUTh HA HECKOJIBKO
HaIpaBJIeHUH, KaXXJ0€ M3 KOTOPBIX OXBAaTBIBAET OIPEACICHHYIO YacTh JIECHOTO
KoMIuiekca. PaccmoTpum Hambosee akTyaibHble U3 HUX (puUc. 2).

Modesupobarue
MEXHUYECKUX
CUCIMEM U IREXHOAOZU

Mogenupobarue b
ZEOUHPOTMAL UTHHEIX
cucmemMax

Modenupobarive
TFKOHOMUSECKUX
nooyeccol

JECHON
KOMIERT

Fkanozudeckoe btionoziveckoe
mogeAupobanLe madeaupobanue

Puc. 2. MoaenupoBaHue B JIECHOM KOMILIEKCE

1. MongenupoBaHne TEXHUYECKUX CUCTEM U TEXHOJIOTHM.

B necHOM KOMILUIEKCE 3a1IECTBOBAH IIMPOKUN CITIEKTP MAIIMH, YYaCTBYIOIIHX B
pa3NUYHBIX TEXHOJIOTMYEeCKuX Impoueccax. OOopyaoBaHUE MJisi JIECHOM OTpaciu
JTUHAMUYHO  pPAa3BUBAETCSI M COBEPIICHCTBYETCA. AKTUBHO  IPAKTUKYETCA
aBTOMAaTHU3allMsl TPOU3BOJICTBEHHBIX IMPOLIECCOB M BHEAPEHUE HHPOPMALMOHHBIX
TEXHOJIOTUH.

Kak ObUIO OTMEYEHO BBINIE, CO3J]AHUE HOBBIX TEXHUYECKHX CPEIACTB H
TEXHOJIOTUI HE MPEACTABIISIETCS BO3MOKHBIM 0€3 MOJICTUPOBAHUS.

2. MopaenupoBaHue SJKOHOMUYECKUX IPOLECCOB.

MeTonbl 3KOHOMUYECKOTO MOJEIUPOBAHUS, HEOAHOKPATHO YHOMSHYTOIO
paHee, MOTYT OBITh IPUMEHEHBI K Pa3JIMYHBIM 337la4aM SKOHOMHUKH U YTPABIICHUS B
JecHol cdepe.

3. buonornueckoe MoJeIUpOBaHHE.

Jlec saBnsieTcsA, TMpexkae BCEro, OHOJIOTMYECKOM CHUCTEMOMW, IMOATOMY,
OMOJIOTMYECKUE MOJEIN MPUMEHSIOTCS B PAa3IMYHBIX 00JIACTAX JIECHOIO XO35MCTBa
(JlecHast reHEeTUKA U CeJIeKLUs, JaHAIAa()THOE MPOSKTUPOBAHUE U T.1.).

4. DKOJIOTMYECKOE MOAETUPOBAHUE.

Jlec mpeactaBiseTr co0OMl CIIOXKHBIM HKOJOTHUUECKUUA OOBEKT, JJISI KOTOPOTO
XapakTepHbl TECHbIE B3aUMOCBSI3M MEXKIY COCTABIISIONIMMU €r0 KOMIIOHEHTAMH, a
TAK)K€ AKTHUBHOE B3aMMOJECHCTBUE C BHEIIHEW cpenou. biiaromaps MCnonab30BaHHIO
HKOJIOTMYECKUX MOJIENIEH, CTAHOBUTCS BO3MOKHBIM MPOTHO3UPOBATH M3MEHEHHS B
JIECHBIX DIKOCHUCTEMAaXxX IO/ BIMSHUEM MPUPOIHBIX (HDaKTOPOB (IIOTOJHBIC SBIICHUS,
IIpoIIeCChl B Onocdepe, KoiaebaHus KJIMMaTa 3a C4eT HEaHTPOTIOTEHHOT'O BO3ICHCTBHS)
U B pe3yibTaTe XO3SICTBEHHOM MAEATEIbHOCTH YeJoBeKa (MOTpeOJIeHHEe JIECHBIX
pecypcoB, mpeodpazoBaHue JaHAMA(TOB, TAPHUKOBLII 2P hEKT).

5. MopenupoBaHue B TeOMH(POPMALIMOHHBIX CUCTEMAX.
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MonenvupoBaHue UrpaeT ocoOyrO poJib B Te0€3Un U KapTorpaduu, KOTOPHIC
UMEIOT HEMOCPEICTBEHHOE OTHOILIEHUE K JIECHOMY XO3SMCTBY (COCTaBJi€HHE KapT
JIECHBIX yroauit). B HacTosiiee Bpemsi, Korja J€CHOW KOMIUIEKC He o0xoauTcs 0e3
coBpeMeHHbIX reomHpopmaronnbix cucreM (I'MC), 3HaUMMOCTh MOJAEIUPOBAHUS
CTAaHOBUTCS €III€ BBIIIE.

Kak MBI BUAMM, MOJCIUPOBAHUE OXBATUIO TMPAKTHUYECKH BCE BHUJBI
YeJIOBEUECKOM JIESTEHLHOCTH B JIECHOU cdepe, U ero poib B pa3BUTHH OTPACiIH OyaeT
TOJIBKO BO3pPACTAaTh.
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Annomayun. B cratbe NpeNCTaBICHBI Pa3IMYHBIE METOJAbBl M TEXHOJOTHUH
3aIUTHI OT HEXKEJIATEIbHBIX PACCHUIOK B COIMATBHBIX CETSX, TaKUE KaK (QUIbTpaIus
KOHTEHTa, UACHTU(UKAIUS U OJIOKMPOBKA JOKHBIX aKKayHTOB, aHAJIU3 MOBEICHUS
MI0JIh30BaTeNIC, MAIIMHHOE OOyYEeHHE M MCKYCCTBEHHBIM MHTEIIEKT. PaccMOTpeHBI
MIPEUMYIIIECTBA M HEJOCTATKH KaKI0T0 METO/1a, a TaKke UX 3P(HEKTUBHOCTD.

Knioueevle cnosa: nadopmairionnasi 0€301acHOCTh, CIIaM, COLIUANIbHBIE CETH.

C pocToM MOIJSIPHOCTH COLMAIIBHBIX CETEH BO3pPAcTacT U yrpo3a, CBsI3aHHAs
CO CIIaMOM, KOTOPbIH MOXKET OBITh HE TOJIBKO pa3gpa’KaroluM, HO TaKkKe
MPEACTABIIATH YTPO3Y Jisi 0€30MaCHOCTH MOJIb30BATENEH U X MEPCOHATIbHBIX TaHHBIX.
[TosTomy pa3zpadoTka 3(PPEKTUBHBIX METOJIOB OOPHOBI CO CIAMOM B COLMAIBHBIX
CETSX CTAHOBUTCS Bce 0oJiee aKTyaabHOM 3a/1auei.

OnHUM M3 OCHOBHBIX CIIOCOOOB OOpPHOBI CO CIIAMOM B COLUANIBHBIX CETSIX
aBigercss (UIbTpalMell KOHTEHTa. OJTOT METOJ OCHOBAaH Ha MCHOJb30BAHUU
ONpPEENCHHBIX KIIOYEBBIX CJIOB, (ppa3 M APYrux MPU3HAKOB, YTOOBI BBISBIATH U
OJIOKUPOBATH CIAaM-COOOIICHHS WJIM HEeXKeNaTeIbHbIA KOHTESHT [1].

Kax npumep ucnonb3oBanus GpuiabTpanuu KoHTeHTa paccmoTpuM YouTube. Ha
JaHHOM MIaTGopMe UCIOIb3YETCs CUCTEMa aBTOMAaTHUECKON (DPUIIbTpAaLMK KOHTEHTA,
KOTOpast MPOBEPSIET BUICO HA HAIMYME HEXeENlaTeIbHBIX AIeMeHTOB. Takxke, YouTube
IIPENOCTABIISIET BO3MOXKHOCTD IOJIB30BATENISIM OTMEYATh BHJIEO0, KOTOPBIE COAEPKAT
HEXeJIaTeNbHbIN KOHTEHT, U cO00IaTh 00 ’TOM aJIMUHHUCTPAIIUHU TIIATHOPMEI.

[IpenmyniecTBOM GUIbTpallMK KOHTEHTA SIBJISIETCSI OTHOCUTEINbHAS IIPOCTOTA €€
peanuzanuu  06e€3 HEO0OXOIUMOCTH HCIIOJIB30BaHUS CJIOKHBIX TEXHOJOTUM U
BBICOKOTEXHOJIOTHYHOT0 000pyAoBaHus. OHa TakXe MOKET ObITh OBICTPO HACTPOEHA
U MOXeET ObITh 3((HEKTUBHOM 117151 OOPHOBI CO CIIAMOM, COAEPKAILUM OINpPEIEICHHbIE
KJIFOUEBbIE CJI0Ba WK (pasbl.

Henoctatkom (uibTpallui KOHTEHTA SBIAETCS TO, YTO OHAa MOXKET OBITh
Hea(dpexkTuBHA B OOpHOE CO clamMoM, He COJiepKallluM KIIFOUEBBIX CJIOB WM (pas,
KOTOPbIE MOTYT OBITh JIETKO OOHapyKeHbl puiibTpamMu. Kpome Toro, nHorna GpuiabTpbl

© AnekceeB A.A., Kapaces I1. 1., Hlamcynnun Xaitnap AomxynBaxxab X., 2023
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MOT'YT CUMTATh JISTUTUMHBIN KOHTEHT CIIAMOM, YTO MOKET IPUBECTH K OTEPE LIEHHBIX
COOOIICHHUI U OTHOIICHUN C KIIMEHTAMHU.

Nnentudukamus 1 GJIOKHUPOBKA JIOKHBIX aKKAyHTOB SIBIISIETCS KOMIUIEKCHBIM
METO/10M OOpPHOBI CO CITAMOM B COLIMAJIBHBIX CETSAX, BKIIIOUAIOIIUM aHAJIN3 ITOBEJICHUS
M0JI30BATENICH, COIMANBHBIX CBSA3EH U COJEpKaHUs TOCTOB.

AHanu3 TOBEJEHUSl TI0JIb30BaTeNIed OCHOBaH Ha HCCJIEIOBAHUM OTBETOB
MOJIB30BATEJSI HAa APYTUX MOJIb30BaTeNIe B KOMMEHTAPUSAX U JPYTHMX aKTUBHOCTEH B
coraibHOi ceTu. HeoObluHOE TMOBENEHHE WM TOBEJEHUE, HE COOTBETCTBYIOIIECE
TUMMYHOMY JJIs1 JAHHOM COIIMATIBbHOM CETH, MOXKET YKa3bIBaTh HA JIOKHBIM aKKayHT.

AHanu3 COUHAIBHBIX CBSI3€M OCHOBAaH HA WCCIECIOBAHUM CBS3EH MEXITY
MOJI30BATEISIMU B CONMAIBHON ceTH. JIOXKHBIE aKKayHThI MOTYT UMETh HEOOBIYHBIC
CBSI3U C IPYTUMU MOJB30BATEISIMU, KOTOPHIE HE COOTBETCTBYIOT TUITUYHBIM CBSI3SIM B
9TOM COLIMAIBHOM CETH.

AHanu3 cofepkaHusl IOCTOB OCHOBAH HA HMCCJENOBAaHUU COJEPKaHUS MOCTOB
noJib3oBaTesst. Yacras myOiauKalys MOCTOB C HEXENaTeIbHBIM COJIEPKaHUEM, TaKUM
KaK peKkjiama, cram Uiu (peiikoBble HOBOCTH, MOKET YKa3bIBaTh HA JIOXKHBIA aKKAyHT
[2].

B npumep ucnonp3oBaHus JaHHOTO METOJIa MOXKHO npuBecTH miatgopmy VK.
B 2020 rony ona 006bsaBmIa 0 OJOKUPOBKE O0JIEe 2 MUITMOHOB JIOXKHBIX aKKAYHTOB 32
Mmecsil. Cpeid METOJI0B, UCIOJIb3YEeMbIX JJIS BBISIBJICHUS JIOKHBIX aKKayHTOB, ObLIN
aHaJIM3 TIOBEACHMS IOJb30BATENEH, MAIIMHHOE OOydyeHue, aHanu3 (ororpaduii u
TEKCTOBBIX COOOIIEHNI. DT MeTo bl o3BoIIM BKoHTakTe 60poThCs CO criaMoM U
MOIIIEHHUYECTBOM B COIIMAJbHOM CETH, TOBBICUB Kay€CTBO IMOJb30BaTEILCKOTO
OTIBITA.

Onnako, HEOOXOAUMO YYHUTHIBaTh, YTO 3TOT METOJ TaKXe HMEET CBOU
OrpaHUYEHUs] W HeIocTaTku. Hampumep, s JaHHOTO MeEToJa HeoOXoauMma
MOCTOSIHHASI aJIalTalusl CUCTEMBI ISl BBISIBIIEHUSI HOBBIX ciydaeB. Kpome Toro, npu
WCIIOJIb30BAHUU HEKOTOPBIX METOJIOB HUACHTHU(UKAIIMK MOKET BO3HUKHYTH PHCK
HapyIeHus: KOHPUICHIIMATBHOCT JAHHBIX TIOJIb30BaTEIICH.

Hcnonp3oBaHne WUCKYCCTBEHHOTO WHTEJUIEKTa I OOphOBI CO cllaMOM B
COIIMATIBHBIX CETSIX MOXET OCYHIECTBIATHCA C TMOMOIIBI aHadu3a TEKCTOBBIX
COOOIICHHH, UICHTU(DHUKAIINN TTOBEIEHYECKUX TAaOJIOHOB M BBISIBJICHUS HEOOBIYHBIX
AKTUBHOCTEH Ha aKKayHTE MmoJib3oBatelis [3].

NcKyCcCTBEHHBIM WHTE/UIEKT MOXET OBITh HCIOJIB30BaH JJISI TPOBEPKU Ha
HaJu4yue MPU3HAKOB CIlaMa, TaKMX KaK HCIOJb30BaHUE OMNPEISICHHBIX KIIFOUYEBBIX
CJIOB U (ppa3, MOBTOPEHUE OJMHAKOBBIX WJIM MOXOKUX COOOIIEHUM, HATUIUE CChUIOK
Ha BPEIOHOCHBIC CalThl W T.A. [ 3TOro MOTYT HCIIOIB30BAThCS AJITOPUTMBI
MAIlIMHHOTO 00Y4YeHHUs, KOTOPhIE MO3BOJISIOT OOHAPY>KUBATh M KJIACCU(PUIIMPOBATH
CIaM-COOOIIEHHS] aBTOMaTHYECKH.

Taxoke, MOXKHO HCIIONIB30BaTh HEHPOHHBIE CETH I omnpeeneHus: 60otoB. OHu
MOTYT TPOAHATU3UPOBATh OOJIBIION O0BEM JAaHHBIX M BBIJCIUTH OMPEICICHHBIC
mabJIOHkl TIOBEACHUS, KOTOPBIE XapaKTepHbI It OOTOB. DTO MOXET OBITh
WCITOJIB30BAHO JIJIS1 aBTOMATHUECKOUM USHTU(UKAITUN U OJIOKUPOBKHU HEXKENIaTeIbHBIX
AKKayHTOB.
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[lomumoO mpouero, MOXXHO MPHUMEHSTH AQJITOPUTMBlI KJIAacTEpHU3ALUU IS
IpYNIHUPOBKU MOJO3PUTEIBHBIX AKKAYHTOB M COOOIIEHUN. DTO MO3BOJISET BBISBISTH
CBSI3M MEXIy AaKKayHTaMH M OOHapyXuBaTb OO0JIe€ CIOXKHBIE CXEMBbl CIIaM-
aKTUBHOCTH, TaKU€ KaK CETU OOTOB UM OPraHU30BaHHBIE IPYIIIbI CLIAMEPOB.

CyliecTByeT MHOXECTBO IMPUMEPOB  HMCHOJIb30BAaHUS  MCKYCCTBEHHOI'O
WHTEJUICKTa JUI OOphOBI C HEXeNaTeNbHBIMH pacchuikamu. Hampumep, Facebook
(coucerp 3ampemieHa Ha Teppuropun P®) ucnonp3yer ajiropuTmsl INIyOOKOTO
oOyueHusl IJsl aHaln3a TEKCTOBBIX COOOIIEHHWH M BbIsiBIeHHUS crnama. B 2018 Bo
(b paHIly3cKOM CErMEHTE COLMATBHON CETH y1aJ0Ch Pa3BesITh MOMYJIAPHBIA MU} O TOM,
YTO MOKHO CIIACTH YEJIOBEKA OT MHCYJIbTA, IPOKOJIOB MaJell MOCTPAAABIIETO UTIION U
yCTUB KpoBb. biaromaps stomy metoay Obu10 onpezeneHo 6oiee 20 romenos u 1400
CCBUJIOK, PAacCpOCTPAHSIOUINX 3Ty HHGOPMAITHIO.

Hcnonb30BaHne HCKYCCTBEHHOTO MHTEJUIEKTA JJ1s1 00pBOBI CO criaMoM 00J1aaeT
IPEUMYIIECTBAMH, TAKUMH KaK BBICOKAas TOUHOCTb U CKOPOCTh aHaju3a JIaHHBIX, a
TaK)K€ BO3MOXXHOCTh OOY4YEeHMsI Ha OCHOBE HOBBIX JaHHbIX. Ho Taxke cymiecTByroT
HEJIOCTaTKHU, BKJIIOYas BBICOKHE 3aTpaThl Ha pa3pabOTKy M BHEIPEHHE CHUCTEMBI, a
TaK)K€ BO3MOYKHOCTH JIOXKHOIOJIOXKUTEIBHBIX PELICHUN M OJOKUPOBKH HOPMaJIbHBIX
COOOILIEHUI UJIN aKKAYHTOB.

HccnenoBanue cnoco6oB 00pbObI CO CIaMOM B COL[MAJIBHBIX CETAX SBIISETCS
CJIO’KHOM U ITOCTOSIHHO OOHOBIIsieMoi 3aaueid. B pabote ObLIM pacCMOTPEHBI METObI
buIbTpaIi KOHTEHTA, UACHTH(PUKAIIUN 1 OJIOKUPOBKH JIOXKHBIX aKKayHTOB, aHAJIN3a
MOBE/ICHUS TI0JIb30BATENICH, MAIIMHHOTO OOYYEHHMSI W MCKYCCTBEHHOTO HMHTEJUICKTA.
Hecmotpss Ha mnpeumymiecTBa KaXKIOTO W3 DJTUX METOJOB, HX KOMIUIEKCHOE
UCTIONb30BaHUE MOXKET JaTh HAWIydlInid pe3ynpTaT. BaXHO OTMETUTh, 4YTO
TEXHOJIOTHH 3aIUTHI OT CllamMa M CraMepbl TOCTOSTHHO COBEPIIIEHCTBYIOTCS, TOITOMY
CHUCTEMBI 3alIUTHl JIOJDKHBI TIOCTOSSHHO OOHOBISTHCS M aJalTHPOBAThCS K
U3MEHSAOIIENCs: 00CTaHOBKE.
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Bxuiaa aBTopoB

Anexcees A.A.- unes, coop Marepuaia, oopadorka marepuaia (40%).
Kapaces I1.Y1. - naniucanue craTbd, HaydyHoe penaktupoBanue tekcta (30%).
Llamcynoun Xatioap A6oynsaxxab X. - vactnaHoe Hanucanue ctaTbi (30%).

KoH}ukT nHTEpEecOB OTCYTCTBYET.
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Anuomauuﬂ. PaCCMOTpeHI)I IIpoHecCChbl BOSBHUKHOBCHHA CKPBITBIX IIe(l)GKTOB B
NCu MCTOAbI UX BBIABJICHHUA C IIOMOIIBIO PAIUAIIMOHHO-CTUMYJIMPOBAHHOI'O MCTO/4.
HpI/IBOI[HTCH PE3YJIbTAaThl OKCIICPUMCHTA.

Knruesuvie cnoesa: MHKpOCXEMaA, CTOﬁKOCTB, 0T6pa1<0131<a.

B nacrosei paboTe mpeAcTaBlIeHbl PE3yIbTaThl UCCIIEIOBAHUI IO OTOPAKOBKE
MOTEHIHAIbHO-HEHAACXKHBIX ~ Ounosisipubix  MC  paanalimoHHO-CTUMYJIHPYIOIIUM
METOJIOM C INPUMEHEHUEM NPOrPAMMHO-MATEMAaTUYECKOTO0 KOMIUIeKca. CrtaTucTuka
napaMmerpuueckux oTkazoB MC mokasplBaeT, 4TO OCHOBHAs HMX JOJI1 BbI3BAHA
nedekTamMu B TOHKUX (TI0/13aTBOPHBIX ) M TOJICTHIX (MTACCHBUPYIOIINX ) MJIEHKAX OKCHJIOB
kpemaus [1]. DkcriepumenTsl 1o obnyderuto MC [2] moka3pIBarOT, 4TO B OKCHJIC
JTOMUHHUPYIOT JBa Tuma AepekToB ¢ sHeprusmu aktuBanuu 0,9 u 1,6 5B. Anamus
METOJIOB AaKTHBAIlMM CKPBITHIX JedEKTOB IOKa3aj, 4YTO Haubojiee MpPUEeMIEMbIM
SBJISIETCS] METO/1 OOTyUEHU S U3JCIIUIA TaMMa-U3Ty4EeHUEM C TIOCTEAYIOIUM UX OTKUTOM
U YCKOPEHHBIMU UCTIBITAHUSIMU Ha HAPAOOTKY.

Hcnonb3yst pe3ynbTaThl CTATUCTUYECKOM OOpaOOTKM [aHHBIX MO OTKa3aM C
MPUMEHEHUEM MPOTPAMMHO-MAaTEMAaTHUYECKOTO METOJla MOTEHIUAIBbHBIX (YHKITUH,
MO3BOJISIIOIIETO chOopMHUPOBAThH TOJISI «00pa3oB» HajexHbiXx (H) n nenanexusix (HH)
M3JIeNTMi JAaHHOTO THUIIA U OCYILIECTBISATh OTOPAKOBKY HEHA/IEKHBIX CXEM.

UccnepoBanuce MC 530MP18 na BwiOOpke 50 mr. IlpensaputensHo ObLI
NPOBEJEH KOHCTPYKTMBHO-TEXHOJOTHMYECKUA M cxeMoTexHuyeckuil anaims HC c
1eIbl0 BhIOOpa MH(MOPMATUBHBIX MAapaMETPOB, KOTOPbIE HauboJee MOJHO OTPaXKaroT
dusnueckue SBICHUS, MPOUCXOASIINE TPU AKTUBU3AIMU CKPBITHIX JCPEKTOB B
aKTUBHOM CTpYyKType. Kak mpaBuiio, 3T0 MOTYT OBITH HE TOJBKO MPEIYCMOTPEHHBIC B
TV nmapameTpsbl, HO 1 TOMOJHUTENHHO BbIOpaHHbIe. Tak, mig ucciexyemoit UC, kpome
CTaHJaPTHBIX MAPAMETPOB, U3MEPSIICS BHIXOJJHON TOK HU3KOTO YPOBHS.

YpoBeHb 00yUYeHUs OMpEENsICcsS MO Havyally pa3/ielieHHus MacCuBa 3HAYCHUH
nmapamMeTpoB Ha 2-3 TpyNIbl HA TUCTOTPAMMaXx Tociie 00TydeHHS U OTKUTA.

© AnukeeB E.A., 3aropyiiko O.B., ConogunoB M.A., Konecaukos /1.3., 2023
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Jns UC pexumbl paguanmoHHO-TepmMudeckoil oopadotku (PTO) cocraBumnu:
no3a 105 pax; Torx=125°C B teuenue 120 4. [Tocine PTO npoucxoauT MOJHBINA OTKUAT
BBEJCHHBIX paJMallMOHHBIX 3apsiioB B TJ| W craOuiuzaius MmapamMeTpoB Ha ypOBHE
3Ha4YCHUH, OJIM3KUX K IEPBOHAYATBHBIM.
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Puc.1. U3menenue napamerpoB UOL u  Puc.2 JuckpuMunannonHas QyHKIus
IOL B xoz1€ vcbITaHUI st ronabix(1) u merognsix (2) YUC.

C nenpio ompeneNneHus CTENeHH BIUSHUS J1e(EeKTOB BTOPOro Tuma (mocie ux
paauaIlMOHHON CTUMYJISIIIUM) Ha HAJACKHOCTHBIE XapaKTEPUCTUKH, TOCIE OTKHIra
POBOIMWINCH YcKopeHHbIe ucnbiTanus C Ha nHapabotky B Teuenue 4000 gacoB mpu
temneparype +125°C u Hanpsbkennu nutanus 5,5 B.

Ha puc. 1 npeacraBnen xon uzMmeHeHus napametpoB MC Ha kaxnon craguu
npoiiecca ucciaenoBaHus. 1o OKOHYaHUM YCKOPEHHBIX HCHBITAHUNA OCYIIECTBIISIACH
pazOpakoBka u3Aeauii 1Mo Oosee >KeCTKUM, 4eM B TY (1IeXOBbIM) HOpMaM H
(¢ukcupoBanuck otkazasiure usgenus. [lo pe3ynbraraM HayadbHBIX 3aMEPOB C YUETOM
JTaHHBIX M0 oTKa3zaM nocie PTO u ycKOpEeHHBIX MCHBITaHUI MPOBOAMUIIACH BhIPaOOTKA
npaBuia KiaccuUKalMi, KOTopas BKJOYana B ce0si: MOATOTOBKY CTATUCTUYECKUX
JAaHHBIX W ONTHUMH3ALUI0 YKcia WHGOPMATUBHBIX MapaMETpOB; pacyeT ToJel
WH()OPMATUBHBIX TAPAMETPOB W3JACIINNA, BBIJCPKABIIMX M OTKA3aBIIUX 3a BpeMs
YCKOPEHHBIX HCIBITAHUHN; pacdeT MOpora paclo3HaBaHUS M BBIPAOOTKA MpaBUiIa
KJaccuukanuu.

B pamkax wuccnemoBaHmii paszpaboTraHa mporpamma oOpaOOTKH pPE3yIbTaTOB
ucnbeiTanuii ooyvaromiedt Beioopku (IMAGE), xoTopas mpemycmaTpuBaeT BBIPabOTKY
nmpaBuja KiIacCU(PpUKAIMKA U pa3OpaKOBKy M3JCIUNA HA HAJIECKHBIE U HEHAJC)KHBIC TIO
IPOrHO3Y C 3aJaHHON BEPOSITHOCTHIO OMIMOKHK BTOPOro ponaa. B cooTrBeTcTBuM C Hel
CTpowJIach auckpuMeHanonHass pyHkuus ([IdP), kak pa3HOCTh MOTEHIIMAIOB B TOJISIX
UH(POPMATUBHBIX MapaMETPOB.
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texHonorum» GI'bOY BO «BI'JITY».

Conoounos M.A.- mnpenogaBarens CIIO xkadenpsr «HMubopmanmonHsie
texHonorum» ®I'bOY BO «BI'JITY».

Konecnuxog J[.9.-acniupant ®I'6OY BO «BI'JITY».

Bkiax aBTopos

Anuxees E.A.- unes, coop marepuana, oOpaboTka MaTepualia, 4aCTUYHOE
Hanucanue ctathu (25%), penakTUpOBaHHUE TEKCTA.

3azopyuxo O.B.- yactuuHoe HanucaHue ctatbu (25%).

Conoounos M.A.- yactTuaHOE Hanucanue crathu (25%).

Konecnurxos J[.0.- vactTuuHO€ Hanucanue ctathu (25%).

KoH(paukT nHTEpECOB OTCYTCTBYET.
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Pacuyer Bpemenn GyHKIIMOHMPOBAHMS 3JIEMEHTOB aNNAPATYPbI IPY BHEITHUX
BO3/1eMCTBUAX

Bajentnna HBanosna Annudeposa ™, Baagucaas Buraabesuu Koraspos 2,
Koncrantun Biragnvuposny 30abnuK0B 3, Anexcanap Cepreesnu Baryes *
1234 Boponesxkckuii rocyJapCTBEHHBIM JIECOTEXHHYECKH yHUBepcuteT um. I.O.
Mopo3zoBa, Boponex, Poccust
Vianc@rambler.ru “*,https://orcid.org/0000-0001-2589-2238
2, embro.contact@icloud.com, https://orcid.org/0000-0002-2811-2374
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4 vatuedA@mail.ru, https://orcid.org/0000-0003-2814-7705

Annomauyus. I1poBeeHbI SKCIIEPUMEHTATIBHBIE UCCIEA0BAaHUS BO3ACICTBUS HA
ounonsipusie MIC ramma—u3nydeHuss manoil MomHoctd. [IpuBoasiTCs pe3ysbTaThl
ucneiTanuil. [Ipegnoxena Moienb OLIEHKU Aerpaganuu sekTponapametpos NC.

Kniouegvle cnosa: Mmukpocxema, IpOCKTUPOBAHKE, pagrallusl.

IIpu skcmnyataiun MMC B KOCMUYECKMX JIETATENBHBIX ammaparax Ha HUX
BO3JECHCTBYET MOHU3UPYIOIICE M3IIYYEHHE MAJON MOIIHOCTH, MPUBOASIIEE K TOMY,
YTO HapAay C TMpoleccaMH Jerpajaliy 3JIEKTPOIMapaMeTpoB OT OOIydYeHHs,
MPUCYTCTBYIOT TIPOLIECCHI €CTECTBEHHOro cTapeHusi. (COBMECTHOE BO3ACHCTBUE
paayaluyi M €CTECTBEHHOTO CTapeHMs M3MEHSIOT HAJIeKHOCTh U pPaJUAllMOHHYIO
CTOMKOCTb M3JCIUH, U YTO OCOOEHHO Ba)KHO, BJIIMSHUE MOIIHOCTH BO3JICHCTBHS,
TeMrepaTyphl cpeabl U pexkuma padoTel MC 0Ka3bIBalOT CYIIECTBEHHOE BIUSHUE Ha
IOKa3aTeJ M CTOMKOCTH M HaaexHocTH [1, 2, 3, 4, 5].

[lenpr0 HACTOSIIMX HCCICAOBAHMS  SIBJSIETCS  ONPEACIICHUS KUHETHUKH
M3MEHEHUs anekTpornapamerpoB MC OT COBMECTHOrO BO3JCUCTBUS pagualiuud u
MPOLIECCOB €CTECTBEHHOT'O CTAPEHUS C YYETOM MOITHOCTH BO3EHCTBUS, TEMIIEPATYPbI
cpenbl 1 pexuma padotsr UC.

JUist uccrnenoBaHus STUX MPOLECCOB ObUI TMOCTaBIE€H MHOTO()AKTOPHBIN
HKCIIEPUMEHT, B X0Ji€ KOTOporo oueHuBanoch usmeHeHue I[IKI' ot Bpemenu 6e3
o0JrydeHus1, B X07e 00Jy4eHUsI pa3HOW MOIIHOCTH, NMPU BO3JECHCTBUU TEMIIEPATYPhI U
PA3JIUYHOTO JIEKTPUUECKOTO PEXKUMA.

Jlns ucciienoBaHusi 3TUX TIPOILIECCOB OBUIM TMPOBEICHBI WCIBITAHUS Ha
cnieruanbHO BbimosiHeHHbIX 00pasmax (MC 5301P18 ¢ TecToBBIMU CTPYKTYpaMH ), 4TO
MO3BOJIMJIO TTPOAHAIN3UPOBATH U3MEHEHHUE dJIeKTporapaMeTpoB kak y C B menom,
TaK ¥ TOBEJCHUE €€ OTJCIbHBIX AJIEMEHTOB (TPaH3UCTOPOB, PE3UCTOPOB, TUOIHBIX
LETIOYEK M Ap.). DKCIIEPUMEHTAIbHBIE UCCICAOBAHMS 3aKIIOUYAIMCh B MPOBEICHUU
UCIBITAHUM raMMma—u3nydeHueM Manoil momuocth Ha WC, Haxongmmxcs B
Pa3JIMUHBIX TEPMOTOKOBBIX peXHMax (IpU Pa3IMyHON TEeMIEpaType OKPYKarolleu
Cpelbl, B Pa3IMUHbIX peKUMaxX dKCIuTyatauu). [IpoBoaMINCh TaKKe UCIIBITAHUS Ha

" © Anmmgeposa B.U., Kormsapos B.B., 3onsaukos K.B., Batyes A.C., 2023
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nosroBeyHocTh B TedeHue 12000 4yacoB (Kak NOpU HOPMAIbHOW, TaK W MpHU
MOBBIIIEHHON TeMIiepaType). Kpome Toro, asis pa3paboTKu MOJHONW MaTeMaTH4eCKOM
MOJieNid OBbLITM UCIOJIb30BaHbl pe3ynbTaThl ucnbiTanuit UC na HITO "DOnektponuka" B
teueHue 6osee 20 jgeT paboThI.

DKCIEpUMEHTAIBHBIE PE3YNBTAThI MOKa3anu cienyromee: 1. JlomuHupytomee
BJIUSIHUE UMEIOT MPOLIECChl CTapeHus Mpu MourHocTh 103kl Huxke 0,1P/c ramma—
W3ITyYeHHUs], IPU MOITHOCTHU JI03bI CBbIIIE 1P/c noMuHupyIoIeM npoieccom sBIseTcs
Jerpajgaius dJIeKTponapaMeTpoB BcieacTBue oOmydenus; 2. [lpu  yBenmueHum
TEMIIEpaTypbl OKpPYXaloLleld Cpeabl MpoLecchl Aerpagaliu 3JIEKTPOIapaMeTpOB
yckopstoTes pu MoiHocTax Hwke 0,1P/c u 3amennsioTcs mpu MOUTHOCTSIX BBIIIE
1P/c; 3. I1pu ucnpITaHUM B aKTUBHOM PEXKUME MPOIIECCHI erpadallii YBETUIHBAIOTCS
npu MomHocTsIX Huxe 0,1P/c u 3amemisiroTest mpu MoiHOCTAX Bhie 1P/c.

Pe3ynbTaThl 3KCHEPUMEHTAIBHBIX HCCIEAOBAHUN MO3BOJMIM pa3padoTaTh
MO/JIeJIb POTHO3UPOBAHUS NTOKAa3aTeNe CTOMKOCTU U HaJiexHOCTH OunossapHbix MC.

OCHOBY HaHHOW MOJEIM COCTAaBJISET ypaBHEHHUE, ONMCHIBAIOLIEE W3MEHEHUE
anekrporapamerpa MC OT BpemMeHHM, C Y4ETOM HAKOIUIEHHOW J03bl, MOLIHOCTH
BO3/ICICTBUS, TEMIIEPATYPHI OKpYKatolel cpebl U pexxuma padotsl MC.

W3MmeHeHue aniekTponapamMeTpa onpeaensercs no Gopmyiie:

Y=Yo6+ Ycr+rYo0 Ycr,

rie Y  —o0liee u3BMEHEHHUeE dIeKTporapamerpa; Y CT —  H3MEHEHHuE
AJIEKTpOIIapaMeTpa BCIECICTBUE CTapeHusl; YOO — HM3MEHEHHE JIIEKTpolapameTpa
BCJICJICTBUE OOJyUCHUS; T — KOA(PUUUEHT BIUSHUS TPOILIECCOB CTapeHUs M
oOJy4eHus Ipyr Ha Jpyra.

Takum o0Opa3zoM, CyIIHOCTb JAHHOW MOJIEIM 3aKJIKOYAETCs B TOM, YTO OOIIee
M3MEHEHHE DJIEKTPOIapaMeTpoOB OT KOoMIUIeKca (akTOpoB (cTapeHue U oOJydeHue)
PAcCCUMTHIBAECTCS C MOMOILIBIO COCTAaBISAIOMMX. VM3MEHEHHe 3JIeKTpornapaMeTpoB OT
oOnyueHus (MepBbIN YiIeH ypaBHEHUS ), IBMEHEHHE DJICKTPONAapaMETPOB OT CTapEHUs
(BTOpOH 4JieH ypaBHEHHS) M y4eT HEaJJINTUBHOCTH 3TUX IPOLECCOB (TpeTUil 4ieH
ypaBHeHus1). Kpurepuem otkaza UC sBasieTcss JOCTHKEHHE TOJEPAHTHOTO Ipejiena
rpaHuibl TY, TOATOMY pelIeHUe 3TOro ypaBHEHUs ocyluecTBisieTcs npu U paBHOM
Hopme TY. B kauecTBe HEM3BECTHBIX IMAPAMETPOB B 3TU YpaBHEHUS BX0oIAT /1032 (D)
u Bpemsa (t). Jlna ompenmenenus m03bl oTka3za ypaBHeHus (1) m (2) pemarorcs
OTHOCHUTEJILHO JI03bl, IPU 3TOM BpeMS olpeesseTcs no popMmyie:

D
f= =
M

Jlist onpeneneHusi MUHUMAalIbHOM HapaboTke Ha oTKa3 ypaBHenus (1) u (2)
pelaiTcs OTHOCUTENIBHO BPEMEHHU IIPU 3TOM J103a OIpeessieTcs no popMmyie:

D=Mt

JUist peanu3anyy MporHo3a Mo 3TOM MOJIENI COCTAaBJIEHA POrpaMMa pacyeTa.

CnMcoK HCTOYHHKOB
1. TomysktoB A.B. MonenupoBanue kojeOaTeabHBIX MPOLIECCOB B IAKETE
MVSTUDIUM / TlonysktoB A.B., 3ompaukoB K.B., AnmudepoBa B.U. //
MopenupoBanue cuctem u nporecco. 2021. T. 14. Ne 4. C. 139-148.
2. 3onsHukoB B.K. CxemorexHnyeckue MeToibl 00ecreueHns CTOMKOCTH KO
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5. KosmokoB A.E. OO0Omme mnoaxoasl OILIEHKH CTOMKOCTA K BO3IEHCTBUIO
HOHU3HUPYIOIIETO M3JIy4eHUS KOCMHUYECKOTO TIPOCTPAHCTBA JJIs  3apyOeKHOM
AIIEKTPOHHON KOMIIOHEHTHOM 0a3bl mpeanpusatuii —paspadotunko / KostokoB A.E.,
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Cratpsa noctynuia B peaakuuio 24.04.2023; npunsita k myoaukaruu 10.05.2023.

HNudpopmanus 00 aBropax

Anuudeposa B.W.-k.T.H., goueHt, kadenpa «HGOpMaIMOHHBIX TEXHOJIOTHUI
OI'bOY BO «BI'JITY»

Kotnspos B.B.- mpenopasarens CIIO, xadeapa «HMHbopManmoHHbIX
texHosioruin» @I'bOY BO «BI'JITY»

3onbaukoB K.B. K.T.H., goneHT, u.0. 3aB. kKadenpoit «ba3zoBas kademnpa
TEXHUYECKOTO U IPOrPaMMHOT0 00eCreYeHHs BBIUNCIUTEIbHBIX U NTHPOPMAITMOHHBIX
cuctem» ®I'bOY BO «BI'JITY»

BaryeB A.C. - aciupant ®I'BOY BO «BI'JITY»

Briag aBTopoB

Anyugpeposa B.H.- unes, coop matepuana, oOpaboTka MaTepuana, 4aCTUYHOE
Hamucanue crathi (25%).

Komnspos B.B.- yacTuuHoe Hanucanue ctatbu (25%).

3onvnukoe  K.B.- uactuyHoe HamucaHue crtatbu  (25%). HaydHOe
peIaKTHPOBAHUE TEKCTA

Bamyes A.C.- vacTuuHoe Hanucanue ctathu (25%).

KoH}uKT HHTEpEecoB OTCYTCTBYET.
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O030p rocyrapcTBeHHbIX CTAHAAPTOB, PEryJIHPYOLIUX HCIOJIb30BAHHE
3JIEKTPOHHBIX noanuceu B Poccuu
Baapien ImurpueBud Adgonun >
HanmvonanbHblii uccnenoBaTenbCkul saepHbeil yHuBepcurer «MUO», Mocksa,
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inzanely@yandex.ru ™, https://orcid.org/0009-0003-0255-6571

AHHoTaums. PaccmaTpuBaroTCs OCOOCHHOCTH COXPAHEHHUS IOPHUIMYECKOM
3HAYUMOCTH JOKYMEHTA, NOANUCAHHOTO JJICKTPOHHOW TOAINKCHI0O B MPOIIECCe
XpaHEHMSI Ha OCHOBE aHajiu3a TOCYJapCTBEHHBIX CTaHIAAPTOB, PETYIUPYIOIIUX
HCTIOJIb30BAHUE JIEKTPOHHBIX noanuce B Poccurickont denepanum.

KiroueBble cjioBa: DJIEKTPOHHAs TMOJNMCH, DJICKTPOHHBIA JOKYMEHT,
uHdopmaImoHHas 6€30MacHOCTb.

B nacrosiiee Bpemst 3J€KTPOHHBIN JOKYMEHTOOOOPOT MIMPOKO PACHpOCTPAHEH
B OpraHW3alMsIX KaKk BHYTPH KOMITAHWH, TaK W MEXAy KOMITAaHHSIMH. B 1emsax
oOecrieueHusT MONIMHHOCTH JOKYMEHTOB M 3aIllUTHl MX OT HECAHKIIMOHUPOBAHHBIX
W3MEHEHHUH B Mpoliecce )KM3HEHHOTO IMKJIa MTPUMEHSIETCS TEXHOJIOTHSI SIEKTPOHHOU
noanucu. JloaroBpeMeHHOe XpaHEeHHE JICKTPOHHBIX MOANMKUCEH MPEACTABIsAET COO0M
BAXHYIO 3a/auy, pEIIeHHe KOTOpOWM TMOBIEYET 3a COoOOM pemieHre MnpoOIeMbl
COXpaHEHUS IOPUINYECKON 3HAYMMOCTH TIOJIMUCAHHBIX JOKYMEHTOB. B CBsI3U ¢ 3TUM
BO3HHMKAET HEOOXOAMMOCTh 00€CTIEUUTh COXPAHHOCTD SJIEKTPOHHBIX IOKYMEHTOB U MX
MOJANMKUCEH U MOATBEPIUTh WX TMOUIMHHOCTh W IEJIOCTHOCTh Ha MPOTSKEHUU BCETO
NeproJia XpaHEeHUS.

HecmoTtpsi Ha TO, 4TO TeKyllee 3aKOHOAATEIbCTBO HE OIKCHIBAET CHOCOOOB
aApPXWBHOTO XPaHEHUS JIEKTPOHHBIX MOMUCEN JOKYMEHTOB Ha MPOTSKEHUU TTOJIHOTO
IIMKJIa WX OJKU3HU, B PoOCCHW MOBONBHO IIMPOKO HCIONB3YIOTCS (OpMaThI
ycoBepIeHcTBoBaHHOM aekTponnoi moamucu CAJES. CMS Advanced Electronic
Signatures (CAdES) — 1o crangapt I, npeacraisiromuii cOO0H pacIMpeHHYIO
Bepcuto ctangapta Cryptographic Message Syntax (CMS). ['maBHBIM JOKYMEHTOM,
OMMCHIBAIOIINM JaHHbIN cTanaapt, sBisercss ETSI TS 101 733 «Electronic Signature
and Infrastructure (ESI); CMS Advanced Electronic Signature (CAdES)». CAdES
ctan pazsutueM CMS, B KOTOpOM OBITH MCTIpaBIEHBl TAKME€ OCHOBHBIE HEIOCTATKH
MIPEAIIECTBEHHNKA, KaK OTCYTCTBHE IIITaMIla JOBEPEHHOTO BpeMeHu cozfanusi Ol
oTCcyTcTBHE THNa cogepxumoro DIl U oTCyTCTBHE BO3MOXKHOCTHU JOJTOCPOUYHOIO
coxpaHeHHUs CBOMCTB ropuanueckor 3Haummoctu OIl. Popmar CAdES-A (B
nocienueit cneruduranuu, CAJES-LTA) - omudH u3 (opmaroB, ONMHCAHHBIX B
craggapre CAdES, comepxamuii mOMUMO BCEX OCTAJIbHBIX aTPUOYTOB apXUBHYIO
METKY BpEMEHH, a Takke OOeCIeUHBAOIIMM BO3MOXHOCTh €€ TOBTOPHOTO
noOaBIeHMs, YTO, BO-TIEPBBIX, pEIIaeT 3amady oOecledeHHus] FOPHINIECCKON

© Adonun B./1., 2023
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3HAYMMOCTH TOITUCH TP TOITOCPOIHOM (TIOTEHIIMAIBHO - OECKOHEYHOM ) XpaHEHUH,
a BO-BTOPBIX, B CUJIY CBOETO YCTPOMCTBA MO3BOJISET MPHU OCIa0eBaHUU aJITOPUTMOB U
yTpaTe UMH aKTYaJbHOCTH MIEPEUTH B HOBBIX apPXUBHBIX IITAMIIaX BPEMEHU HA HOBBIC
IrOpUTMbI 0€3 HEOOXOIUMOCTH KaK-TO U3MEHSTh UCXO/IHBIE IaHHBIE.

Takum 006pa3om, 3a1a4a apXMBHOTO XPAHEHHS HA TEKYIIUH MOMEHT CBOJIUTCS K
peanu3alyyd TPOCTOTO B HCIOJNB30BAHUM M B HMHTETpAlldd C CYHIECTBYIOUIUMU
cucremamu /10 [1] mporpaMMHOTro KOMILJIEKCa.

B namnoit paGore mpoBenéH 0030p TOCYJAapCTBEHHBIX CTaHAApPTOB,
PEryJMPYIOLIUX UCIOJIB30BAHUE JIEKTPOHHBIX Nonuceil B Poccuu, npoBenéH aHam3
NpealaraéMblX B 3aKOHOJATENbCTBE IOJIXOJ0B K JOJTOCPOYHOMY XPAHEHUIO
ANEKTPOHHBIX nojanucen. Kak Mbl yBuanuM nasnee, TeKylee 3aKOHOaTeIbCTBO HE JAET
BO3MOXXHOCTH TOJYYEHUSI MOJIOKUTEIBHOTO pe3ysibTara npoBepku OIl B TeueHwue
BCEro cpoka e€ XpaHeHHs. B kadecTBe pemieHus 3TOH MNpoOJIEeMbI MPEasIONKEHO
ucnonb3oBanue popmara 11 CAJES-A.

OtHomieHust B 00JIaCTU TPUMEHEHUS! DJIEKTPOHHOM MOAMHUCH PETYIUPYIOTCS
OenepanbHbiM 3akoHOM 0T 06.04.2011 No 63-®3 «O06 >IeKTPOHHOU IOIIHCHY
(denepanbubiii 3akoH No 63-D3), a Takke PepepanbHbIM 3akoHOM 0T 27.12.2019 No
476-®3 B KOTOpOM MOJIOKEHUs vacTel 2.3-2.6 ctatbu 3 nectByror no 31.12.2022
rojia BKJIIOUUTENbHO. DenepanbHbiM 3aKOHOM No 63-D3 onpeaenstorcsi MOHITHE
AJIIEKTPOHHOM MOJIUCU M €€ BUJIbI: MPOCTasi, YCUJICHHbIC HEKBATU(PUIIMPOBAHHAS U
KBaM(UIIMPOBaHHAs 3JeKTpoHHBIe moamnucu. B coorBerctBuu ¢ 'OCT P 54989-
2012/ISO/TR 18492:2005 [2], "ayTEeHTHUYHBIA SJIEKTPOHHBIA JOKYMEHT' — 3TO
ANIEKTPOHHBIN TOKYMEHT, COXPaHSIOIINI CBOIO TOUHOCTbh, HaJIEKHOCTD U II€JI0OCTHOCTD
CO BpeMEHEM. DTO 03HAYaeT, YTO JItOOOH BJIEKTPOHHBIA OKYMEHT, MOAMHCAHHBIN
ANIEKTPOHHON TMOAMUCHIO, CYUTAETCAd AayTeHTUYHbIM. Eciaum s moamucaHus
UCIIOJIb30BaIaCh KBATM(PUIIMPOBAHHASL JJEKTPOHHAS TMOAMUCH, TO DJICKTPOHHBIN
JIOKYMEHT paBHO3HA4YEeH OyMaKHOMY JOKYMEHTY, MOJIMMCAHHOMY COOCTBEHHOPYYHOM
NOAMUCHhI0. ['TTaBHOW mpoOIEeMOM 371eCh SBISETCS MPOBEPKA JACHCTBUTEIHHOCTU
cepruduKara MoaMMCcaHTa Ha MOMEHT MOJITUCAHUS dJIEKTPOHHOTO ToKyMeHTa. U mis
pemieHuss 3ajadyd  OOEeCIleYeHUs] AayTeHTUYHOCTH HEOOXOJMMO  peain30BaTh
BO3MO>KHOCTh MTPOBEPKH JIEKTPOHHOUN MOANMUCU JIOKYMEHTA B TEUEHUE BCErO CpOKa
xpanenus. CorjacHo TpeOOBaHMSAM, H3J0KEHHbIM B DenepaibHoM 3akoHe OT 10
saBapss 2002 roma Ne 63-d3 «O06 »snexkTpoHHON moamucw» [3], MOMIMHHOCTH
cepTuduKaTa TMOJNUCAHTA HA MOMEHT IOANUCAHUS DJJICKTPOHHOTO JOKYMEHTa
MOATBEPAKAACTCS TOJBKO MPU HAIWYUU "JOCTOBEpHOW HHGOpPMAIIUM O MOMEHTE
MOAMUCAHUS DJIEKTPOHHOTO TOKyMeHTa". JIjist mosrydeHus: Takoit nHGopMaIiu MOXHO
HCIIOJIB30BaTh METKYy noBepeHHoro BpemeHu (TSP), kotopas siBIsSI€TCS OTBETOM OT
JIOBEPEHHOTO LIEHTpa BpeMeHH (ciryk0br TSP).

Kak Obuto oTMeueHo paHee, B cOOTBETCTBUU € 63-03 «O0 31eKTpOHHON
MOMKUCH» JEUCTBUTEIILHOCTh CepTU(PUKAaTa HA MOMEHT TOJIMUCAHUS SJICKTPOHHOTO
JIOKYMEHTA MOJTBEPKIAaeTCsl MPH HAIIMYMU METKU JOBEPEHHOTO BPEMEHH, KOTOpas
MOKET OBbITh mojyyeHa OT ciyxObl TSP. Opnako camo mo cebe HaJu4yue METKU
BPEMEHU B DJIEKTPOHHOW NOAMUCH HHUYETO0 HE TOBOPUT O JACHCTBUTEIBHOCTH
cepruduKara MOAMUCAHTA. 3HAYMT, I OOECIIEYCHUS MOJIOKUTEIHHOTO Pe3ysibTaTa
MPOBEPKHU MOJANKUCU B paMKaX apXWBHOTO XPAaHEHUs OJHOM JUIIb METKU BPEMEHHU
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HEOCTAaTOYHO. JIpyrom BO3MOXKHBIM IIOAXOJ K OPraHM3alHuHd JOJTOCPOYHOIO
XpaHEHHUs TOANKCEeH omucaH B 3akoHompoekre Ne 1173189-7 [4], maxozsiieMcs B
cTaauu paccMoTpeHus ['ocygapcTBeHHol gymoit PO. [{ns obecrieueHus: COXpaHHOCTU
AJIIEKTPOHHBIX JOKYMEHTOB B apxXuBE IMpeJlaraerci MojlaraTtbCsi Ha MOJIUCH
apxXuBapuyca, KOTOPbI UMEET JUIEH3UIO0 Ha XPAaHEHUE DJIEKTPOHHBIX JOKYMEHTOB,
WM Ha JPYroe JMUI0, KOTOPOE OTBETCTBEHHO 32 XPAHEHUE JIEKTPOHHBIX JOKYMEHTOB.
B cnyuyae ucreyeHus cpoka nedcTBUsl cepTU(dUKaTa MCXOAHOrO MOANMCAHTa WIIU
apxuBapuyca, peKOMEHIYeTCs IEPENOANUCHIBAT AIEKTPOHHBIE IOKYMEHThI. OJTHAKO,
C yBEIMYEHUEM O0BbEMa 3JIEKTPOHHBIX JOKYMEHTOB, MEPENOANMUCAHUE BCErO apXHBa
MOJKET OKa3aThCs 3aTPyTHUTEIBHBIM [5].

Takum 0Opa3om, CyIIeCTBYIOMNE 3aKOHOAATEIIbHBIC HOPMBI M IPOSKTHI HE TAf0T
BO3MOXXHOCTh MOJYUYEHUS MOJOXKUTEIBHOTO pe3yJibTaTa MPOBEPKU B TEUEHUE BCETO
CpoKa XpaHeHus JOoKyMmMeHTa. Tem He MeHee, B Poccuum J0BOJIBHO IIMPOKO
UCIIONIB3YIOTCSL (hopMaThl yCOBEPIIEHCTBOBaHHOM siekTpoHHOU moanucu CAdJES
(CMS Advanced Electronic Signature), mpeactaBisitonieii co0oi pacuiupeHHYIO
BEpCHUIO CTaHaapTa sekrponHoi noamucu CMS (Cryptographic Message Syntax) [6],
u XAdES (XML Advanced Electronic Signature), 3akperui€HHble B CTaHJIapTax
opranm3aruu ETSI [7].

DneKkTpoHHAas MOANKUCH, TEXHUYECKU peann3oBanHas Ha ocHoBe CAdES, umeet
CTaTyC YCOBEPILIEHCTBOBAHHOMN AJIEKTPOHHOM MOAMHUCH [7]. DTO 03HAYAET, YTO

- OHAa OJIHO3HAYHO CBS3aHA C TMOJNUCABIIMM JIMLIOM; C OHa CIOCOOHa
UJIECHTU(PUIIMPOBATH MOIUCAHTA;

- TOJIBKO TOJIMCAHT UMEET KOHTPOJIb HAJ[ IaHHBIMH, UCIIOIb30BAaHHBIMU JIJISI
CO3/IaHUs TIOJIIUCH;

- €€ MOYKHO UJICHTU(UIIUPOBATH, €CJIH JaHHBIE, TPUIIOKEHHBIC K OAMKUCH, ObLIN
M3MEHEHBI TTOCJIE TOAMUCAHUS.

PesynpTupyromum cBoiictBom CAdES  sBnsercs To, 4YTO TOANMHMCAHHBIC
ANEKTPOHHOM MOJMKUCHIO0 JOKYMEHTBI MOTYT OCTaBaThCsl ICCTBUTEIbHBIMU B TCUCHHE
JUIMTEILHOTO BPEMEHM, JaK€ €CIM TMOJANKCABIIMKA WM MPOBEPSIONIAs CTOPOHA
BIIOCJIEJICTBUU MOMBITAIOTCSA ONPOBEPTHYTH AEHUCTBUTEIBHOCTD MOAIKCH.

OnekTponHas noanuck Ha ocHoBe CAdES npuanmaercs B cyneOHOM mpoliecce
B KAueCTBE JIOKA3aTelIbCTBA, IOCKOJBbKY YCOBEPILICHCTBOBAHHBIE JJIEKTPOHHBIC
MOJMKUCH UMEIOT IOPUANYECKYIO CHUITY, HO OHAa TPHUOOpETAET OOJBIIYIO TOKA3aTEIbHYIO
CUIIy, €CJIH CTAHOBUTCS KBaJU(UUHUPOBAHHOW SJIEKTPOHHOM MOAMMUCKHI0. YTOOBI
MOJIYYUTh TaKyl IOPUJIMYECKYI0 CHIIy, OHa JIOJbKHA OBbITh CHaOkeHa HU(pPOBBIM
ceptudukaToM,  3amMpPOBAHHBIM C  TIOMOIIBIO  YCTPOHCTBA  CO3JaHUS
KBATM(PUIIUPOBAHHONW MNOANUCH («KBadu(UUUPOBAHHAS 3JIEKTPOHHASI TMOJIHUCHY).
ABTOPCTBO 3asiBJIEHUS C KBaJU(DUIIMPOBAHHOMN A3JEKTPOHHON MOIMUCHI0 HE MOXKET
OBITH OCIIOPEHO — 3asIBJICHHUE HE TMOJICKUT OMPOBEPIKEHUIO.

[lonBons wtor, ¢opmatr CAdES-X Long Type 1 mno3Bossier oOecnedutb
BPEMEHHOE (ONMEPAaTUBHOE) XPAHEHUE U TMOJOXKUTENbHBIM pEe3yabTaT MPOBEPKU
ANIEKTPOHHON MOANMUCU JOKYMEHTOB CpoKoM 110 10—15 neT ¢ MomeHTa noanucanus.
OpHako ais JOKYMEHTOB JOJATOBpEMEHHOro (0ombine 15 jeT) uiam moCTOSHHOTO
XpaHEeHHs JaHHBIN (hopMaT MOAMMCH HE TIOJIXOIUT U3-32 OTPAHUYCHHOTO CPOKA KU3HU
ceprudukara ciIyxObl MTAaMIOB BpeMeHU (0ObIYHO He Oosiee 15 mer), KOTOpbId
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UCIIONIB3YeTCSl Al 3aBepeHus JokazarenbcTB mnoaiuHHOCTH. Dopmar CAdES-A
spisiercs pazsutueM popmara CAJES-X Long Type 1 u npenHazHadyeH A 3alluThl
HOJIIIMCHU AJIEKTPOHHOI'O JIOKYMEHTA B IIPOLIECCE €r0 JAOJATOCPOYHOro xpaHeHus. OH
NO3BOJIAET JOOABIATH JOIOJHUTEIBHBIE APXUBHBIE METKM BPEMEHM ISl 3aIUThHI
IpEIbIIYIIMX METOK BPEMEHH U JI0KA3aTeIbCTB MOAJIMHHOCTH NoAnucu. B otnuune ot
dopmara CAJES-X Long Type 1, nis CAJES-A HeoOxonumo 100aBISITH HOBBIC
apXUBHBIE METKM BPEMEHHM B TEUEHHE BCETO CpOKa XpaHEHUs JOKyMeHTa. OnHaKo
npoLenypy A00aBIEHUS METKH BPEMEHH HYKHO BBIIIOJIHUTH ropa3ao pexe (pa3 B 10—
15 5er) mo cpaBHEHMIO C €XKETOAHBIM MEPENOANUCAHUEM JOKYMEHTOB MOJAMHUCHIO
apxuBapuyca, a cam Ipoiecc 400aBJIE€HNs METKH BPEMEHU BBINIOJIHAETCA 3HAYUTEIBHO
ObICTpEE CO3/IaHUsI TOIIUCH.
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Annomayusn. B cratbe paccMaTpuBaroTCd MOAYJIU rpadUyecKor MOICUCTEMBI
T CUCTEMBl aBTOMAaTH3allMM IPOCKTUPOBAHMUS MHUKpocxeM. IlokazaHa cTpykTypa
rpaduyeckoro pemakropa. OHa TO3BOJSIOT A(DPEKTUBHO peaan30BaTh IIPOIIECC
OTIMCAaHUS BCEH COBOKYIMHOCTH JaHHBIX 0 TUMOBBIX dJieMeHTax KMOII BUC aBoiiHoro
Ha3HAUYCHUS W TpeoOpa3oBaHUE CTPYKTYPhl CXEM B paMKax paslIMYHBIX YpPOBHEH
MO/JICIUPOBAHUA.

Knwouesvie cnosa: CAIIP, rpadudeckas nmojacucremMa, MOIYJIH, TIPOLIEAYPHI.

B cratbe paccmarpuBaetcs cTpykrypa rpaduueckoi noacucrems (I'Tl) APM
npoexktupoirka KMOII BUC aBoiiHOrO Ha3HaueHus, cO31aHHON Ha ocHOBe [I9BM.
I'padpuueckn nmoacucrema peanuszoBana Ha anropurmudeckoM sa3pike FORTRAN u C.
Jlns ee dyukuuonupoBanusi tpedyercss oobem O3V nmo 0,5 Mo6aitt. B I'TI Bxonsr
nporpammubsie Moxynu: MG, TMOD, TL, LR, SR, GR, SDPR, PSR, PSTG.
[Iporpammusbiit Mmogyns MG siBiisseTcst ynpaBisitoliuM. C €ro moMoIblo OpraHu3yeTcs
B3aUMOJICHCTBUE C OMEPAIMOHHON cuctemMoil APM u Mexay BceMU NMpOrpaMMHBIMU
MOJIyJIIMU CHCTEMBI B TOM UHCJIE MPOrpaMMaMi MOBEAEHYECKOIr0, PYHKIIMOHAIBHO-
JIOTUYECKOT0, CXEMOTEXHUYECKOr0, TOMOJIOTHYECKOIO MPOEKTUPOBAHUS U T'€HEPALUN
tecToB [1, 2, 3, 4, 5].

Monynmu TMOD u TL obecnieunBaroT 00paboTKy KOHCTPYKITHI BXOHOTO SI3bIKA
ONMCAaHUsI BXOJHBIX BO3JCHCTBUN M 33JaHUsl HA MPOEKTUPOBAHUE M MOIYJIBHOTO
OMMCAHUS CTAaHAAPTHBIX AJIEMEHTOB, IPOBEPKY CUHTAKCUCA U CEMAHTHKH, BBISBICHUS
HanOoJiee BEpOSTHBIX OMIMOOK, POPMUPOBAHUE U BBIBOJ Ha IKpaH AUArHOCTUYECKUX
coobuieHnii. C UX MOMOIIBIO OCYIIECTBISIOTCS TaKUE MPOUEAYPhl aBTOMATUYECKOTO
dbopMHpoBaHUs JaHHBIX B rpaduyeckoi popme mpu CUMBOJIBHOM METOE OMMCAHMS,
TCHepalliy CUTHAJIOB 110 SMITUPUYCCKUM 3aKoHaM | Apyrue [6].

Monyns LR mnpenHasHadeH [jsi ynpaBiieHUs OMONIMOTEKOW MOJIb30BaTENS,
BKJIIOYAET MPOUEAYpPhl HMHHUIMANIU3AUUMK OUOJMOTEKH, BBIBOJA €€ OIJIABJICHMUS,
pacreyaTKy SJEMEHTOB OMOIMOTEKU, YAAJICHUS] WIH JTOOAaBJICHUS 3JIEMEHTOB U3 (B)
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oubmmotexku (y), MPOBEPKY CYIIECTBOBAHUS MOJYJA B OMOTMOTEKE, 3aliCh €ro B
OMONMMOTEeKYy TpoekTa 0e3 Moaudukanuu W ¢ Moaudukammein (6e3 pacKpbITHA
BHYTPEHHEHW CTPYKTYPBI WM C PACKPBITHEM IO 3aIaHUIO MOJIH30BATENS), BBITIOJHEHUE
HEO0OXOIUMBIX MPeoOpa30BaHUM I BJIOKEHHBIX CTPYKTYpP U JAPYTHE, a TaKKe oOlue
HPOIICyPHI yIIpaBiieHUs 0a30¥ qaHHBIX [6].

Anpom noacucremsl sBisgercs rpaguueckuit pegakrop (I'P) SR. IIporpammuo
peanu3oBaHHble mpoleaypbl ['P MOXKHO pa3fienuTh Ha TPyNIbl B COOTBETCTBUU C UX
(GYHKIIMOHATHHBIM Ha3HAYCHHUEM.

[Iponeayphl 0011€eTO HA3HAUYCHUS TTpeAHA3HAUYCHBI 711 HacTpoiiku ['P (3agaHus
cnenu(uKauii ¥ I[BeTa JHUHUWA, BPEMEHHOIO HWHTEpBaJla Ui CO3JaHUS KOIMUii
penaktupyemoro (¢aiia, 3amaHUS IIara  KOOPJWHATHOW CETKH, IapaMeTpoB
MOJIb30BATENsl W Jpyrue), Uil TOJNACPKKU TOJb30BaTeNs (MpOoLeayphl OKa3zaHHUs
MTOMOIIIN), JIJISl BBIXOJIa M3 PelaKTopa ¢ COXPAaHCHUEM BHECCHHBIX M3MEHEHUN W 0€3
coxpaHeHusi. ['pynma mporeayp pucOBaHUSI U pPENAKTHUPOBAHUS 0a30BbIX (UTYp -
JIUHUU, MHOTOYTOJbHUKA, JYTH, OKPYXHOCTH, MPSIMOYTOJbHUKA, TPACChl, a TaKXKe
OpoLeayp, MO3BOJSIONMX HM3MEHATh, KOIMHUPOBATh, YIAlATh C(HOPMUPOBAHHBIC
n3zo0pakenus. Crienyroias rpyria coJIep>KUT Iporeaypsl GopMUpOBaHUsS OMOTUOTEKU
AJIEMEHTOB - 33/IaHUs] UMEHU OMOJIMOTEYHOTO PJIEMEHTA, PUCOBAHUSI €T0 N300paKEHUs,
0003HaueHUs TUIIAa OMOIMOTEYHOTO AJIEMEHTA, PA3MEIIIEHUS €r0 B KOOPAMHATHOM TIOJIE,
3aIlMCH B OMOJIMOTEKY, IPOCMOTpa OnbIMoTeku u apyrue [6].

[Tpouemypsl (hopMUPOBAHKS IIIEMEHTOB CXEMBI MTO3BOJISIOT BBI3BATH JIEMEHTHI
13 OMONMMOTEKH W 3aKpENuTh WX B MOJETH KOOPAWHATHOTO TOJII C MPUCBOCHUEM
MOPSITKOBBIX HOMEPOB TI0 THUITAM D3JIEMEHTOB; PEIAKTHPOBATH JJIEMEHTHI - CIABUTATH,
U3MEHATh OPHCHTAIHMIO, KOMHUPOBATh, VYAANATh, pas3pemiaTh WKW 3alpenarhb
pENaKTUPOBAaHUE OTIEIBHBIX DJJIEMEHTOB WM rpym. [pynma mpomemyp ais
(GbopMHUpPOBAaHUS W PEIAKTUPOBAHMS CBsI3€d MpeaHA3HAYeHA 11 MHTCPAKTHUBHOU U
ABTOMATUYECKON TPAaCCUPOBKH, JUIsI PEIAKTUPOBAHUS YK€ Pa3BEIACHHBIX CBS3CH;
dopmupoBanusa (Qaitia omnucaHus Ienedl W 3JIeMEHTOB. [pymNmoBble MPOIETYPHI
MO3BOJISIIOT 00pabaThiBaTh GparMeHThl CXEMBbI, 33/1aBaTh CIIMCOK HAOJI0/1a€MbIX CIIOEB,
BBIBOJINTH CIHMCKU IIENeH, 3aJCHCTBOBAHHBIX OMOJMOTEYHBIX DJIEMEHTOB U BCEH
OuOIMOTEKM B IIeJIOM, a Takke (opmupoBaTh oOjacTu TpaccupoBku. M mocnemnss
rpynmna COJAEPKHUT MPOLEIyphl YIpaBICHUS H300pakKeHUEM, TpeIHa3HAYCHHbBIC IS
[IEHTPUPOBAHUS, MACIITAOMPOBAHUS U300paKeHUH, UACHTUUKAIIMH 00padaThIBAEMBbIX
3JIEMEHTOB, YIPABIICHUS KOOPAMHATHBIM ITOJIEM U T.1. [6].

['P mmeeT mepapXWUecKyr CTPYKTYpy KOMaHI, KOTOpBIC pasliejieHbl Ha JBa
YPOBHSI: KOMaHIHBIX TIPOIIEAYP U KOMaHI Kypcopa. B cBoro ouepenb, KoMaHIbI Kypcopa
MOXXHO pa3JIe]NTh Ha TOIYPOBHH: BBOJA-BBIBOJIA, PEIAKTUPOBAHMS WM YIIPABICHUS
n3o0paxkeHneM. K ypoBHIO KOMaHIHBIX MPOIIEAYP OTHOCSTCS MPOLETYPHI, C IIOMOIIIBIO
KOTOPBIX IOJIH30BaTEIh MOXKET BBIBECTH CIIPABOYHYIO HMH(POPMAIHIO, 3a7aTh PEKUM
KOOPJIMHATHBIX OCEH Ha YKpaHE, YCTAHOBUTH CICIU(PUKAINIO JIMHUA YEPTEka, CIOEB,
BONTH B PEXUM CHHTE3a M PEIAaKTUPOBaHMs dYepTexa, (popmupoBaHus pabdboueit
OoubnmoTeku (haiina - OmMcaHue CTPYKTYPhl CXEMbI, HHTEPAKTUBHON 1 aBTOMaTUYECKOMN
TPACCHUPOBKHU CBSI3€H, MASHTU(MUKAIMU TOYEK MPUBA3KA OMOIMOTEYHBIX DJIEMEHTOB
CXEMBI; BBIJICICHUS TIOJIMHOKECTBA JCPEBBHEB, NPHUHAMICKANIMX I[EMAM CXEMBI;
dbopmupoBanue rpadudeckoro (aiiyia onMcaHus MeTneil U AJIEMEHTOB CXeMBbI 10 (hailiry
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OTHCAHUs CXEMBbI; IPEPBATh MPOIECC MPOSKTUPOBAHUS; BEIBOJI M300paXKEHHs HA SKpaH
rpaguuecKoro AUCIUIes, U APyTHE.

B rpynmy pucoBaHuss ¥ pegakTUpPOBaHUSI 0A30BBIX T€OMETPUYECKUX (PUryp
BXOJAT LIECTh KOMaHJ OCTPOEHHUS MPSAMOYTOJIbHUKA, MHOTOYT'OJIbHUKA, Kpyra, IMHUH,
OyTH W TEKCTa W CIHEAYIOIIME KOMaHIbl PENAKTUPOBAHMS CHBUTA, YIAJICHHUS,
MOJAU(PUKALUU U KOTTUPOBAHUS.

K »aToil e rpymnme OTHOCATCS KOMaHAbl (OPMUPOBAHUS U300paKeHUS
OMOIMOTEYHBIX DJIIEMEHTOB - BBOJl UMEHH OMOIMOTEYHOTO 3JIEMEHTA, €T0 Pa3MeIIeHUs
B KOOPJMHATHOM IIOJIE, PA3MEIIECHHE 3JIEMEHTA MO MaTpHUIle, PUCOBAHHE KOpITyca
OMOIMOTEYHOTO AJIEMEHTA; PUCOBAHUE BHIBOJOB, 3aJaHUE THUIIA DIEMEHTOB.

Takum oOpa3om, pa3paOOTaHHBIE CpEACTBA  MO3BOJSIOT  3(PPEKTUBHO
peann30BaTh MPOLIECC ONMHCAHMS BCEM COBOKYIMHOCTH JAAHHBIX O THIOBBIX AJIEMEHTAX
KMOII BUC naBoiiHoro HazHaueHus U IpeoOpa3oBaHUE CTPYKTYPhl CXEM B paMKax
Pa3JIMYHBIX YPOBHEN MOJICIIUPOBAHMS.
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Annomayun. PaccMaTpuBarOTCd HEKOTOPbIE MAaTEMAaTHUYECKUE MOJEIH,
CBSI3aHHBIC C OLIEHKOW KauecTBa M KPUIITOCTOMKOCTH Xeml-QpyHkiuid. [[ns ymoOcTea
BOCIIPUATHUSL HEKOTOPBIE MOJEIN CONPOBOKIAIOTCA NPUMEPAMU HAa KOHKPETHBIX
3HAYCHUSAX.

Kniouegvie cnoea:. xpunrorpadguueckoe XeIIMPOBaHHUE, XelI-(PYHKIHS,
KOJUIM3US XelI-(DyHKIIMH, BOCCTAaHOBJIEHUE IPO0Opa3a, CTaTUCTUYECKHUIA TECT.

MaremaTuyeckue MOJEIU U METOJIbl IIMPOKO HCHOJB3YIOTCS JIsi OLEHKH
CBOMCTB KpuNTOrpapuyeckux Xemni-QyHKIUNA. ITO CBI3aHO C HEOOXOIMMOCTHIO
MMOHMMAaHMS, HACKOJBKO OBICTPO MOXKET OBITh HapylleHa O€30MaCHOCTh CHCTEMBI,
KOTOpasi MOJIb3YETCs HEKOTOPOH XelI-(pyHKIMEH, HapuMep, CUCTEMBI aBTOPU3ALNH C
XEIIMpoBaHUEM mapoJieil. Jlasee paccMOTpUM HEKOTOpbIE MOJIENH, CBSI3aHHBIE C
MaTeMaTHIECKUM HCCIICAOBAaHUEM XeIl-(DYHKITUH.

Onpeoenenue onmumanbHo2o pacnpedeierus xeuieti. IUHTYUTUBHO TIOHSATHO,
YTO y XOPOULIO CHPOEKTUPOBAHHOM XemI-QYyHKIIMU BEPOATHOCTHh KAXKIOr0 XeIla Mpu
ClIydyallHOM BXOJI€ JIOJDKHA OBITh OJMHAKOBOM. Jlokaxkem 3To Ha mpaktuke. IlycTb
P, Pyreor Py, — BEPOSTHOCTH TMOSIBJICHHS KaXIOTO W3 h  BO3MOXHBIX XeIlI€eil.

BeposTHOCTh KOJUTU3UHU JJIS1 IBYX CIIYYaWHBIX CTPOK COCTABIISIET f — P+ p2 +...+ pZ-
Bo3nukaet ontuMu3anmoHHas 3ajgada

f=p?+ps+..+p; — min

p,+p,+..+p,=1

0<p,pPyes, P =1

B03MO0XHO COKpaTUTh pa3MEPHOCTD 3a1a4UH:

f=p’+p;+.+@A-p,—...— p,y)> — Min

p,+p,+...+p, =1

P Pz Py 20

OOHyIs1s1 YacTHBIC TPOU3BOAHBIE f, MOy IHM:
2p, —20-p,—..—P,1)=0,k=212,..,h-1.

PenienneM 5TOH CHCTEMBI YpaBHEHWH OymeT p =p, =..=p,, =1/h, U3 4€ro

TaKXKe CenyeT p, =1/ h. [lokasare, 9T0 3T0 NEUCTBUTEILHO TOYKA MUHUMYMa, MOKHO

Ha OCHOBE TOT0, YTO IOJIOKUTEJIBHBI BCE YIJIOBBIE MUHOPHI MaTpullsl ['ecce B TOUke, B
JTAaHHOM CJIy4ae MaTpulla UMEET BU]I

© benoycoB A.T'., 2023
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G =(gy)i,j=12...h-1g; ={;’: ) ).
’ J
MameMamulleCKO€ OmcanHue yuciaa np05 npu B0CCMAHOBIEHUU np005pa3a
nepebopom. IlycTb JaHa XOPOLIO CIIPOEKTUPOBAHHAS XEII-()YHKIIMS, T.€. BEPOITHOCTh
Ka)KJI0T0 Xella Ul ClydaiHol cTpoku pasHa 1/h. Ha mepBblii B3ruis, oLeHKa Oyaer
JOCTATOYHO TPYAOEMKOM, IIOCKOJNLKY TpeOyeMoe YHCIO Ipod TEeOPETHYECKU
HeorpaHquHHoe, HO Ha CaMOM A€CJIC OHA BBIITOJHACTCSA JICTKO. O603Han/IM X — YUCJIIO
npo6. X=K, ecnu s K-0off CTPOKM X€II TOT, YTO HYXHO, a IS Ipeabrymux k-1
HOJIy4YeHbl Apyrue xemu. Torma

h—1)"1 1& (h=1)"
P(X =k)=| —= | =Z:M[X]1==S"k| —=| .
( )(hj pe MIX] hé(h]
Kak w B mnpenpiaymem ciydae, TpeOyeTcss 3aJelCTBOBATh KaK TEOPUIO

BGpOHTHOCTGﬁ, TaK M MaTEMaTHMYECKUM aHaJIu3. I/ICHOJIBB}/}I pPAaAa MaKJ'IopGHa JJIA
CTCIICHU, MOJXXHO I10Ka3aTh, 4YTO

o0

_ 1
kak ! :WJ X|<1.

k=1

Torna

= h_1,0< h_1<1, ! =h2,|v|[x1=1h2 =h.
h h (1-x)? h

Takum oOpazoM, Ipu atake «rpyoor CHIION» A1 BOCCTAHOBJICHHS TPO0OOpasa,
B CpEJIHEM HaJI0 IPOBEPHUTH N CTPOK, YTO AeNacT €€ JUIsl COBPEMEHHBIX XeIl-(yHKITHA
MaJIOTIOJIe3HOM 0€3 pacnpeeICHHbIX BRIUYMUCICHUH.

Tecmer I'TICY. Xopomias xem-(QyHKIUS OJHOBPEMEHHO SIBJISETCS XOPOIIUM
TeHEePaTOPOM TICEBOCTyUYalHBIX MTOCIIEN0BAaTEILHOCTEN ONT. OJIMH U3 CaMbIX CTPOTHX
HabopoB cratuctudeckux tectoB I'TICY — Ttecter NIST. B ocHOBe kaxkaoro u3 aTux
TECTOB JIGKHUT 3aJladya BBIYMCICHUS CTAaTUCTUKHU, XapaKTEPU3YIOIIEH HEKOTOpOe
CBOMCTBO TMOCIENOBATEIbHOCTH, IIOCJIE YEro 3Ta CTAaTUCTUKA CPaBHHUBAETCA C
9TAJOHOM, KOTOPBIH JaeT JCHCTBUTEIBHO CydaiHas IOCIeI0BaTeIbHOCTD [4].
CyIiecTByeT clieayromuii crmocod ucnoib3oBath TecThl NIST mis xemr-¢ynkiuii [3]:
JUIS KaXI0W M3 JOCTATOYHOTO OOJIBIIOrO YHCJia CTPOK T'EHEPUPYETCS Xl B BUE
MOCJIE0BATEILHOCTU OUT, U BCE MOJYYEHHBIE MOCIEI0BATEILHOCTU CUETUISIIOTCS B
€IUHYI0, TIOCJIE YeTo JJIsi OOBETMHEHHOW CepUr OUT U BBITIOJIHSAETCS] TECTUPOBAHUE.

Campblii TpocTO €HnOCOO BBISIBUTH OTKPOBEHHO CJIa0ble pEIICHUS TpH
MPOCKTUPOBAHUM HOBBIX XeH-QYHKIMH — MPOBECTH YACTOTHBIM TecT OWUT IO
KpuTepuro «Xu-kBaapar». [IpuBenem ynpomeHHbld npumMep. Jlomyctum, cymMMapHO
BO BCEX XeIIaxX B KOJUICKIIMH CTPOK uMeeM 84 HyneBbIix OuT u 156 equnuil. neanpabie
gacToThl — 110 120. Torna

,_(84-120)° (156120’
« 120 120

Ha ocHOBe mpuHIMNA WCHOJNB30BaHUS «XHU-KBaApaTta» sl TMPOBEPKHU
PAaBHOMEPHOCTH paCIpeeNeHUs TUCKPETHON ciiydyallHOM BeluuuHbl [1], momxydaem

X

=21,6.

st ypoBHs 3naunmocty 0,01 kputHueckoe 3Hauenue y- - ~6,6.Bcuny y2 < y°

, ICXOJsl W3 BBIOPAHHOTO YPOBHS 3HAYMMOCTH, C BEPOATHOCTHIO 99% wim BhIIIe,
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MOXHO YTBEPXIaTh, YTO TaKasl 3HAYUTENIbHASI Pa3HUIIA YaCTOT HYJICH W €IUHUI] — HE
CIIy9aifHOCTb, & TIPOSIBIICHUE OIIMOKH MMPOSKTUPOBAHHSI XeII-(PYHKITUH.

Ilapaooxc oOmeti pooicoenuss. Kak ¥ BOCCTaHOBJIICHHE IMPOOOPA30B METOJIOM
IPOCTOTO TIepedopa, MOUCK KOJUTM3HIA Ha OCHOBE IMapaioKca THEH pOKISHUS MTOYTH He
NPUMEHSETCS B YICTOM BHJIC, OJIHAKO MOCIECIHUHN CIYKUT OJHON U3 HAYYHBIX OCHOB
TEOpUHU KpUIITOAHATN3a Xenl-PyHKmid. Jaxe U1 XOpoIo CipoeKTHPOBAHHON XeIll-

(GYHKLUH, Ha MHOKECTBE U3 IPUMEPHO /N CTpoK ¢ BeposaTHOCTRIO Oonee 50% ecTh
mapa CTPOK C OJMHAKOBBIM XeEIeM, T.. 00HAPYKUBAETCS KOJUTH3US BTOPOTO POJa, a
JUISL BEpOSATHOCTH B 99% HY)KHO YBETWYUTh MHOXKECTBO BYeTBepo [2]. M3 aToro
CIeayeT, uTo 256-0uTHBIC XelI-PyHKIIMN HeHAIeKHBI, a 128-0UTHBIE MOXKHO YJIauHO
aTaKoBaTh JaXe ¢ TEXHHUYECKHMMH cpeacTBaMu ypoBHs Hauana 2000-x rr. [2]. B [5]
MPUBOJUTCS JIBA BAXKHBIX BbIBOJA, HCXOAS W3 TMApajoKca [HEW PpOKICHUA
OTHOCHUTEIBHO XeHI-PYHKITUH.

1. BeposSITHOCTh KOJUIM3UU XEIIEH MEXAY OJHUM U3 3aKOHHBIX U MOIIEIbHBIX
JOKYMEHTOB BBIIIIE, YeM HHTYUTUBHO OXKHJIACTCS 3a CUET OTPOMHBIX 3HaYeHHu# h. D10
TpeOyeTCsl YYUTHIBATH MPU UCTIOIB30BAHUU XEII-PYHKIMM JIJIs 3alIUTHI OT OJAMEHBI U
MOAACIIKU JOKYMEHTOB.

2. daktuuecku TpeOyeMoe YHUCIO BXOJHBIX CTPOK JUIsl TOMCKA KOJITU3UI

BTOPOIO0 pPOJia CYIIECTBEHHO MEHBUIE \/ﬁ , TIOCKOJIbKY HEpPaBHOMEPHOCTb
pacrpenesieHrs] YBEINYUBAET BEPOATHOCTh KOJUIM3UU JUIsl IApbl CTPOK, a PEAJIbHBIC —
HE HJealbHble — Xel-(QYHKIUU HE JAIOT CTPOr0 PAaBHOMEPHOTO paCHpECICHHUS.
3amMeTHM, 4TO 3TO COrJIacyeTcs C TEM, YTO MbI BBIBEJIM PaHEE.

Cmamucmuyeckuti ananu3 Komounayui bum u epynn oum 6 xeute. PaccMotTpum
Ha KOHKpeTHOM mpumepe. [lycts nana 64-6utHas xem-QyHkuus, u Juist 14 BXOIHBIX
CTpoK momydeHsl xemm (B 16-puunom  Bume): 600DF19542B5DECB,

138BB0OC530BOA0DD, B63E0753173A4C55, 093944EB5E69521D,
8C8338C8A2CA32D8, 0846 AEFEDF3CDFCO, 3B95256BDCD28FFD,
EOSFF99579CF6952, 6EC6C695614C5532, 360D663F3821CC16,
494F47B6404BE4AY, DA4658123545909F, C4CABES9/79EBS5957,

A527B15BFFOC99CB. Yacto BcTpedaroTcst mapbl COCETHUX OAMHAKOBBIX 16-pUYHBIX
udp — Bcero B 10 xemax. Camo 1o cede 3To elle He SABIISIETCS OCHOBAHHEM CUHTATh
XenI-PyHKIUIO TUIOXO CIPOCKTUPOBAHHOW — YEJIOBEKY CBOWCTBEHHO TIPEIB3STO
OTHOCUTBHCS K HEKOTOPHIM KOMOMHAIUsIM. J[OITyCTHM, BBINaIEHNE IECTEPOK IPH TPEX
noApsi OpOCKaxX UTPATBHON KOCTH Ka)KETCSl HECITy4alHbIM, a BBITIaJIeHUe KOMOWHAIINN
3,54 — ciy4ailHbIM, XOTSI TPU PA3TUUYCHUM TOPSAKA YHUCEN, B O0OMX CIydasx
BepOATHOCTH 1/216.

[TonmpiTaemMcst Ha TIpUMEpe XeEHICH ONpeACIuTh, CIydalHO JH OOWIHE
BBIICIICHHBIX JKHPHBIM COBIAJACHHUIN COCeMHUX 4-OUTHBIX rpyIil. BeposTHOCT ToOrO,
4TO JBE coceauue 16-puunbie mudpel pazHbie, coctaBiiet 15/16. BeposTHoCTh TOTO,

uTo Bce 15 map Takux mudp B xeme pasHeie, coctaBuser (15/16)" ~0,3798. Ecin

xenr-pyukius — uaeanbubiii ['TICY, To 4MCcio «HEMPaBUWIBHBIXY) XEIIeH MOTIMHEHO
ouHOMHaTBHOMY 3aKkoHy ¢ N =14, p = 0,3798.
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BepositHocTs  TOTO, uYTO 64-OuTHas xem-QyHKius Bbimana Oer X >10
«HEMPaBWIBHBIX» Xellen u3 14, cocraBut

14

P(X >10) » chk4 (0,3798)"(0,6202)"* ~ 0,0117.

k=10

3ameTnm, uTo HenpaswibHO cuutaTh P(X =10), u BooOmie 1r060e KOHKpETHOE
3HaueHue X MpHU JIOOOM JIOCTATOYHO OOJBIIOM YHCIE MPOBEPOUYHBIX XEIIEH: HE
CJIeyeT MyTaTh BEPOATHOCTU MPUHATHUS POBHO 3a/IaHHOTO 3HAYEHUS U HE MEHEe
3aJIaHHOTO.

[logBons wWTOr, 3aMETUM, YTO OCHOBOW aHaiu3a XeHl-QyHKIUN SBISIOTCS
METO/Ibl TEOPUH BEPOSITHOCTEM M MAaTeMaTUYECKOW CTATHUCTUKH, OJIHAKO BO MHOTHX
Clly4asix ~ MareMaThyeckas OIleHKa CBOMCTB  Xelm-(QyHKIMA  TPUBOAUT K
WCIIOJIb30BAHUIO  Cpa3y  HECKOJBKHX  MaTEeMaTHYeCKUX  JUCHUIUIMH W K
KOMOMHUPOBAHUIO TEOPEM U (POPMYII, KKYIIUXCS J1ake T00POCOBECTHO U3YUYaBIIUM
KypC BBICIIEH MaTEMaTHUKH Ha TICPBBIA B3TJIS] 3aBEOMO HE CBS3aHHBIMH MEKITY
cOOOH.
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HayuHnas crarss
VJIK 004:056
Oco0eHHOCTH HEHTPATH3AIUN YeJI0BEYECKOro (paKkTopa Npu peaju3anun
HHIIUIEHTOB MH(POPMALMOHHOI 0€30IIaCHOCTH

Tarpaua BauyeciaasoBHa Bacuna
bpsuck, Poccns
tata.vasina.666@gmail.com™

AnHoTtanusi. Bompoc o6ecnedenuss kubepOE30MacHOCTH — MPEAIPUATHS
aKTyaJbHBIA, BAXKHBIM W BCTAeT Mepell oO0bekTaMu Jo0oro Macmraba. bosnbiive
(dbuHaHCOBBIE 3aTpaThl BieYeT 3a coOOW BHeApeHue 3PGHEKTUBHBIX CPEACTB U MEp
3amuThl UHPOpMaruu. OHAKo, Jaxe BHEAPEHUE TOPOTOCTOALIETO U KOMILIEKCHOTO
IIEPEYHs] MEp M CPEACTB JAJIEKO HE BCEr/a SIBJSIETCS FapaHTHEN BBICOKOIO YPOBHS
6e3onacHoctu. CBbitie 90% yreuek KoHGUAESHITUATHLHOU HHGOPMAIIMH — HE PE3YJIbTAT
MacTepCTBa XaKepoB, & BUHA COTPYAHUKOB. DPQekTuBHas paboTa ¢ BHYTPEHHUMHU
COTPYIHHKAaMU CHUXAET MX MOTHMBHPOBAHHOCTh K pEANM3alMy IPOTHUBOIPABHOIO
NeSHUS OTHOCUTENBHO OOBEKTa M AKTyaJlbHOCTh JAHHOW KATErOpUU BO3MOKHBIX
HapyLIHUTEIEH.

KuroueBrblie ciioBa: nHpopManroHHas 0€30MMACHOCTh, YEIOBEUECKHUil (hakTop,
WHITAICHT.

Bormpoc obecnieuennst kubepOe30nacHOCTH MPEANPUATHS aKTYaIbHBbIN, BaKHbBIN
U BCTaeT mepel oObekTaMu Jto0oro maciurada. bosbiive (rHaHCOBBIE 3aTpaThl
BJICYET 32 CO00i BHEApEeHHE Y(PPEKTUBHBIX CPEJICTB U MEP 3AIUTHI HH(OPMAITUH.

OpnHako, gake BHEAPEHHE AOPOTOCTOSIIEr0 M KOMILIEKCHOIO MEPEUYHSI MEpP H
CPEICTB J1aJIeKO HE BCET/Ia SBIISETCS TapaHTHEN BBICOKOI'O YPOBHS O€30M1aCHOCTH.

I[To nmanHbIM TpoBeneHHOTO B KoHIe 2022 roja ompoca 3KCHEPTOB IO
kubepoe3onacHocTu razetor «M3Bectus», cBoie 90% yredexk KOHPUACHIIMATBHON
UH(pOPMAIIUK — HE pe3yIbTaT MaCTepPCTBA XaKePOB, a BUHA COTPYIHHUKOB [1].

[IpeacTaBieHHbIE JTaHHBIE CTATUCTUKH CBUIETEIBCTBYIOT O TOM, YTO Ba)XKHO
yAENIATh BHUMAHUE HE TOJIbKO OOIKMM perjiaMeHTam o0ecreyeHus HHPOpMaluoOHHOM
0€30MacHOCTH M YCTAHOBKE CPEJICTB 3aILUTHI, HO U pabOTe C KaJPOBBIM COCTABOM.
DddekTrBHAs paboTa C BHYTPEHHUMU COTPYAHUKAMH CHUKAET aKTyalbHOCTh JAaHHOU
KaTeropuy BO3MOKHBIX HAPYILIUTEIEH.

UenoBedeckuit  ¢akTop  peanusalvi  MHIUJICHTOB  MHGOPMAIMOHHOMN
0€30MacHOCTH MCXOJUT OT BHYTPEHHUX COTPYJHUKOB OOBEKTAa, KOTOPBIX B OOLIEM
MO’KHO 0003HAUUTh KaK KaTeropuio «BHyTpeHHHE HapyLIUTEIN.

JlaHHBIM THIT HAPYIIUTEINSE OCOOCHHO OMAaceH, MOTOMY YTO OH OCBEIOMJIEH 00
yCTpOMCTBE BHYTpPEHHEM HHQPPACTPyKTypbl OOBEKTa W HMEET JOCTyN K psay
BHYTPEHHHUX CHCTEM. Jlake €CIM MMEIOIIErocsl ypOBHA JOCTyNa HEJOCTATOYHO IS
peanuzanuu uHOUAEHTa Wb, ero HanuuWe 3HAYMTENBHO YOPOLIAET MPOLEAYPY
MOBBIMICHUS PUBUIICTHIA.

© Bacuna T.B., 2023
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To, 9TO HEKOTOPBIE U3 TEX, KTO MBITACTCA aTAKOBaTh OOBEKT U3 BHE JACHUCTBYIOT
HayTaJ 1 MMyTeM nepedopa MHOKECTBA PAa3IMUHbIX BAPUAHTOB (HAIpUMEp, aTaKu THUIIA
Opyrdopc) uHOrma sIBAsSETCS pemarmuM (HakTopoM B OOHAPYKEHHH IOIMBITKH
peanuzauuu uHIMAeHTa Wb, B TOo Bpemsi kak BHYTpEeHHUH HapylIUTEIh MOXKET
JIEHCTBOBATh TOYEUHO, MOJTAITHO M HE3aMETHO JUIsi OOJBIIIMHCTBA MOHUTOPUHTOBBIX
CUCTEM.

BBuay nanaeix npuduH ropasao 6osee 3hPexkTUBHOMN SIBISIETCS TPEBEHTHUBHAS
paboTa C MOTEHIIMATbHBIMU BHYTPEHHUMU HAPYIIUTEIISIMU

[IpeBenTHBHAs paboTa MOJDKHA MPOU3BOAUTHCS MO JABYM HAIPaBICHUSM —
MOBBIIIIEHUE  OCBEJAOMJIICHHOCTHM M  CHIDKEHME MOTHBAIMM K  pean3aluu
MPAaBOHAPYIICHUS, TOCKOJBbKY OCHOBHBIC MNPUYMHBI pEAU3alMU HMHIUJCHTA CO
CTOPOHBI BHYTPEHHEr0 HAPYIIUTEISl, 3TO HEOCTOPOXKHBIC CIydyalHbIEC ENCTBUS,
CONPSDKEHHBIE C HE3HAHMEM YETKUX WHCTPYKIUA WKW JKE€ MpeHAMEPEHHBIC
MPOTUBOIPABHBIE JEHCTBUS U3 MECTU WJIU JIMYHOW BBITOJIBI.

[ToBblllIEeHHE OCBETOMIIEHHOCTA BHYTPEHHETO HAPYILIUTENS JOJKHO UCKIIIOYAaTh
peann3anuio HHIMACHTa HHPOPMAITMOHHOM 0€30MaCHOCTH M0 HEOCTOPOKHOCTH.

JlaHHO€ HarnpaBlieHHE BKIIIOYAET B ce0s CIEAYIOIHM MepeyeHb MEPOTIPUSTUM:

1. PykoBoauTenem opranu3aiuu JOJKHbI ObITh pa3padoTaHbl KOMILIEKCHBIC
U MOJPOOHBIE TOJDKHOCTHBIE WHCTPYKIIMHM ISl Ka)XJA0ro u3 paboTHUKOB. JlaHHBIE
WHCTPYKIIUHU JIOJDKHBI BKJIIOYATh HE TOJIBKO OOIIHME O0S3aHHOCTH, HO U PETJIAMEHT
JICVUCTBHUI NTPU BO3HUKHOBEHNUH BOIIPOCOB Y BHEILITATHBIX CUTYaIlHM.

2. ExeroiHo 1 COTPYHUKOB JIOJDKHBI YCTPAUBATHCS KYPChI MOBBIIICHUS
kBaudukanuu B cdepe NpodUIbHON JESITEIBbHOCTH, a TaKke CEeMHHapbl WU
KOH(epeHUuu 11t 0OMEHA OTBITOM.

3. [Tpu pa3zpaboTke HOBBIX MOJIOKEHUN M MHCTPYKLMH, AJIs1 COTPYIHUKOB,
YbI0 JACSTENBHOCTh OHH 3aTPAruBaloT, I0JKHO ObITh MPOBEAEHO COBEIIAHHE, B pAMKaX
KOTOpPOTO  aBTOp JOKyMEHTa TOJAPOOHO OOBSICHSIET TOPSJIOK peaau3aiuu
MPOTNIMCAHHBIX MOJOKEHUI U OTBEYAET Ha YTOUHSIOMIME BOmpockl. [1o pesynapTaram
JAHHOT'O COBEILAHMSI BCE COTPYIHUKHU JIOJHKHBI MOATBEPIUTH CBOE O3HAKOMIICHHE C
JTOKYMEHTOM TOAMNMUCHIO B JIUCTE O3HAKOMJICHHUS, KOTOPBIM XPAaHHUTCS BMECTE C
YTBEPKIAECHHBIM TOKYMEHTOM.

4, ExXeroHo s OT pyAHUKOB JOJKHBI YCTPauBaThCS JIEKIIUU WA WHbBIE
oOydaromnifue MEpOIpHUsATHS, B PAMKax KOTOPBIX CHEIUAIHUCTHI 10 WH(OOPMAIMOHHON
O0e3omacHocT OyayT HWHQPOPMHUPOBATH COTPYIHMKOB O TMpaBUjaX, KOTOpPbHIC
HE0OXOoaMMO coOoaaTh sl obOecrnieueHus: MHGOPMAIIMOHHONW O€30MacHOCTH, O
HOBBIX crioco0ax peanuzanuu uHOUACHTa Wb cO CTOPOHBI 3JI0YMBIIUICHHUKOB
(pumuHr, MeToAhl COUMANBHOM WHXEHEpUHM U T.JA.), a TaKkKe O Mepax
npotuBoAcicTBUS UM. [lo pesynbpTaTaM MEpONpHUATHS JJIsl TOCTHXKEHHS ero Oosee
BBICOKOU 3(P(EKTUBHOCTH, COTPYAHUKAM MOXKET pa3/laBaThCid KpaTKas IedyaTHas
MaMsITKa C OCHOBHBIMH pacCMaTPUBAEMbIMH B XOJI€ MEPOIIPUSATHS BOIPOCAMH.

CoburoieHrEe BBIIICONMMCAHHBIX MYHKTOB MTOBBICUT TEOPETHUECKYIO MOATOTOBKY
MOTCHIIMAIBHBIX BHYTPEHHUX HAPYIITUTENICH, KaK ¢ TOUKH 3peHUS TPO(EeCCHOHATTBHBIX
KOMIIETCHIIUM, TaK © C TOYKH 3pPEHUS TOAJCpKaHHS OOIIero ypOBHSA
nH(OPMAITMOHHON O€30MaCHOCTH 0OBEKTA.
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CHmKeHue MOTHUBAllMM K peaju3aly [PaBOHAPYIIEHUS CO CTOPOHBI
BHYTPEHHETO HApPYIIUTENS TAKKE€ HE MEHEE BaXKHbIM acrlekT. [[oBONBHO YacTo
BHYTPEHHHE COTPYJHUKH pEANU3YyIOT IPOTUBOINPABHBIE JEHCTBHUS W3 JIUYHBIX
MOTHBOB.

PaboTa no jaHHOMY HaIpaBJIEHUIO COCTOUT U3 JIBYX OCHOBHBIX ITyHKTOB:

1. [Ipu npreme cOTpyTHUKOB Ha pabOTy HEOOXOAMMO MPOU3BOIUTEH AHAIIN3
HE TOJBKO MPO(EeCcCCHOHANBHBIX, HO U YEJIOBEUECKUX KauecTB IMpeTeHaeHTa. JlaHHbIH
MYHKT MOXET OCYIIECTBISATHCS IyTEM ITPOBEAECHHUS IICUXO0JIOTMYECKOT0 TECTUPOBAHUSI,
3ampoca PEeKOMEHJAUUM C TOPEeAbIAYIIMX MECT padOThl, BBISICHEHUS MPUYHUH
YBOJIBHEHHS C TOCJIEAHEro Mecta paboThl. Bce 3T Meponpusithuss MOTYyT MOMOYb
COCTaBUTH OOIIUI NICUXOJIOTHYECKUI OPTPET YEJIOBEKA U OLIEHUTh €T0 CKIIOHHOCTbD K
peanuzaiuu uHOujaeHta Wb U3 MecTw wiM ke MyTeM MNOJABEPKEHHOCTH YY>KOMY
BIIUSIHUIO.

2. Pa3paboTka MOTHBAIMOHHOW MOJUTUKH OOBEKTA. DTO KOMILIEKCHBIN
JIOKYMEHT, KOTOPBIN MO3BOJIAET 3aKPEHNUTh CUCTEMY MOJI0KUTEIBHOTO MOJKPEILICHUS
KOpPpeKTHOM U 7((EKTUBHON peanu3aluu CBOUX OOS3aHHOCTEH CO CTOPOHBI
COTPYAHUKOB. B paMkax JaHHOTO JTOKYMEHTa MOXHO 3aKPENUTh MOPSAI0K BBIILIATHI
IpeMuii, OTUIaThl 00pPa30BATENIbHBIX MPOTPAMM, BHITIJIAT KO JTHIO POKJCHUS U WHBIC
npUBUJIETUUA. BakHO YETKO M CTPYKTYpPHO ONMHUCATh TPEOOBAHUS, KOTOPHIC JOJKHBI
BBITIOTHATHCS U1 OJTYYEHUS TE€X WIM UHBIX TPEUMYIIECTB.

Peanuzanusi MaHHBIX MYHKTOB IOBBICUT OCBEIOMJIEHHOCTh PYKOBOJICTBA O
JUYHBIX KA4eCTBAaX COTPYJHMKA, a TakKe OOyl JOSUIbHOCTh pa0OTHUKA K
PYKOBOJICTBY.

Takum 00pa3oM, MPeasoKEHHbINA B pAMKAaX CTaThH MEPEUYCHb IEUCTBUI MPU €To
KOPPEKTHOM peaJiu3allui B 3HAYUTENIbHOW CTENEHU OKaXeT BIMSHUE Ha
HEUTpamu3aluio  4YejoBeYecKoro (akropa mpu  peaM3allud  WHIMUJICHTOB
nH(OPMAITMOHHON O€30MTaCHOCTH.

Cnucok ucnojib30BaHHbBIX HCTOYHHKOB.

1. M3Bectus: 90% yreuek CIPOBOIMPOBAHO YEIOBEYSCKUM (pakTopom. —

URL: https://iz.ru/1334130 (JlaTta ob6pamienus: 3.05.2023).

Cratps noctynwia B pegakuuto 05.05.23; npunsita k nyosukanuu 10.05.2023.
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AnHoramus. ObGecnieueHne HHPOPMAIMOHHON Oe€30MacHOCTH O00bEeKTa Ha
CETOIHSAIIHUYN JICHb OTHA U3 MPUOPUTETHBIX 3a/1a4 JJI1 PYKOBOAUTEICH MPeANpUsTH
paznuyHoro Macmraba. B mepByro ouepenb 3TO CBA3aHO YXY/AIICHUEM OOIIUX
MoKa3aTeliel CTATUCTUKY B JaHHOMU cdepe, a TAKKe C Y>)KEeCTOUCHHUEM HEKOTOPBIX HOPM
3aKOHOJIaTEIhCTBA. B paMKax cTaThu MpeasiokeH MOPsI0K pa3paboTKu 3HPEKTUBHOTO
KOMILJIEKCA MEP U CPEACTB sl oOecnedeHus: HHPOPMAIMOHHOW 0e30macHOCTU
00BEKTa, OMUCAaHbl OCHOBHBIEC ACIIEKTHI, HA KOTOPHIC CIEAyeT OOpaTUTh BHUMAaHUE
orepaTopam.

KuaroueBble ciaoBa: nHpopmarimonHas 6€301MacHOCTh, 00BEKT, KOMIUIEKC MEp U
CpPEICTB.

O6ecneuenrie nHPOPMALIMOHHOM O€30MTaCHOCTH 00BEKTA HA CETOIHSIIITHUHN JICHD
OJHA W3 TPUOPUTETHBIX 3adad I PYKOBOAWUTEICH MPEANPHUSATHI Pa3TUIHOTO
Mmacmtaba. B mepByro ouepenp 3TO CBSI3aHO YXYAIIEHHEM OOUIMX IoKa3aTesen
CTaTUCTUKKA B JIaHHOW cdepe, a TakkKe C YKECTOUYECHHEM HEKOTOPHIX HOpM
3aKOHOJIATEIHCTRA.

ITo mannpiM otuéra Positive Technologies B 2022 roay oO1iee KOJIMYECTBO
WHIMJICHTOB HMH(OpManMoHHOW Oe3omacHocTH yBenuuuiock Ha 20,8%. B
MCCJICIOBAHUH YUUTHIBAIUCH TOJIBKO YCTEIIHbIE KHOepaTaku (MHIIUIEHTHI), KOTOPBIC
NpPUBEINM K HETAaTUBHBIM TIOCICJACTBUSM JJI1 KOMIIAHWU WM YacTHOTO JIMIIA.
3HAUMTENBHOE  BJIMSIHME  OKa3blBa€T  POCT  PBIHKA  KUOEPIPECTYMHOCTH:
37I0OYMBIIUICHHUKH PACITUPSIOT TEHEBOW On3Hec. TeM BpeMeHeM B CBSI3U C MaCCOBBIMU
yT€UKaMH JAHHBIX TOSBIISAETCS BO3MOXKHOCTH IMPOBEJCHHS aTaKk C HCIOJIb30BaHUEM
CKOMITPOMETHPOBAHHON HMH(poOpManuu o mnosb3oBaTessix. B 2023 romy »Tu ke
NPUYMHBI TTOCIYKAT e1lle O0JbIIEMY POCTY Yucia atak [1].

[IpencraBineHHple JNaHHBIE CTAaTHCTUKH MOATBEPKIAIOT HEOOXOAMMOCTH
yAEIUTh 0c000e BHUMaHuE (popMupoBaHuio Y(PPEKTUBHOTO KOMITIIEKCA MEP B CPEJICTB
Ut oOecrieueHus: nHpopMarmoHHo Oe3omacHocTH 00bekTa. TpeH Ha yXyAlIeHne
NOKa3aTelsiel CTaTUCTUKK coxpaHsieTcs U B 2023 roay, a 3T0 3HAYUT, YTO IMOCTPOCHUE
CUCTEMBI 3aIIUTHI HH(HOPMAITUH HA 00BEKTE SIBIISIETCS HEOOXOAUMBIM U SKOHOMUYECKU
1E€7I€CO00Pa3HBIM PEIICHUEM.

besycnoBHO, y Kaxmoro oObekTa, oOpabaThIBaroIIero KOH(PUIACHITUATHHYIO
UHGOPMAITHIO €CTh CBOS CHelH(UKa MPHU MOCTPOCHUH CUCTEMBI 3amuThl. OTHAKO B

© Bacuna T.B., 2023
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paMKax CTaThbWl OyJeT TpPEICTaBlIeH OONIUI IMOATANHBIA TOPSIOK pPa3paboTKu
3 PEeKTUBHOTO KOMIUIEKCA MEP M CPEACTB sl obecrnedeHus: WH(POpMaImoHHON
0€301acHOCTH 00BEKTA, KOTOPBIN MPUMEHUM JIJIs JIF0O0T0 THMa OOBEKTA.

[Topsimox pa3paboTku 3hPEKTUBHOTO KOMIUIEKCA MEp M CPEACTB IS
obecrnicueHuss uWHpoOpMaIMOHHOW 0Oe30macHOCTH O0OBbEeKTa BKJIOYAaeT B  celd
CJICAYIOIINE ATAIbI:

1. [IpoBeneHre OIIGHKU COOTBETCTBUS  TPEOOBAHUSM  JACHCTBYIOIIETO

3aKOHOAATCIHCTBA.

2. U3yuenune cnenudukd U OCOOCHHOCTEM 3alllUThl pPaccMaTpuBaEMOro

00BeKTA.

3. ®opMupoBaHWE TEpPEYHS MEp M  CPEACTB Il OOecrmedeHus

nH(GOPMaLIMOHHON 6€30MacCHOCTH 00BEKTA.

4. OueHka SKOHOMHYECKOW I1€JIECOO00Pa3HOCTU BHEAPEHUS pa3pabOTaHHOTO

HepeyHsl PEKOMEH TaIlHi.

Jlanee 6osee moapoOHO OYyIeT ONMMCAH KaXIbIi U3 MPEICTaBICHHBIX ITAIlOB.

Oman 1. Ilposedenue oyenku coomeemcmeus mpeoosaHusim Oeucmayrouleo
3aKOHOO0AMeNbCmad.

JlaHHBI dTam sBaseTcs Oa3WCHBIM, ITOCKOJIBKY ITOMOTAeT IOHSATH KaKhe
TpeOoBaHUs 00s3aTEIBLHO JOKHBI OBITh BBIMOJHEHBI HA 00BEKTE U KaKHE U3 HUX YKe
BBITIOJTHEHBI.

Haunbonee ynoOHbIM cnoco® npoBeAeHUs] NPOUEAYPbl OLEHKH COOTBETCTBUS —
ATO cOocTaBjieHUE oOIIel Tadauibl. B pamkax TaOiauIbl MEPEUUCIIIOTCS TPeOOBaHUS
3aKOHOJIATEIhCTBA, IO KAKIOMY M3 KOTOPBIX PACIUCHIBACTCS IEPEYCHb MEp H
CPEICTB, KOTOpBIC JO/DKHBI TIPUCYTCTBOBATH HAa OOBEKTE IS BBITIOJHEHUS
TpeOOBaHMsI, MEPEYCHh MEP W CPEICTB, KOTOPHIE MMEIOTCS Ha OOBEKTE, a TaKKe
CTaBUTCSI OTMETKA O BBITIOJHEHUH (BBITIOJTHEHO/HE BHIMOJIHEHO/BBIMTOJIHEHO YACTUYHO).
JlanHas Tabinuila TakXke yNOpomaeT IMPOoIeAypyY HPOXOXKACHUS OpraHU3alusIMU
MIPOBEPOK OT KOHTPOJHUPYIOIMHUX BEOMCTB, TOCKOJBKY B JIOKYMEHTE OIMMCAHO KaKUM
o0pa3oM COOIIOZCHBI TIPEABSABIIEMbIC TPEOOBAHHUS, UYTO IIO3BOJISIET OIEPATHBHO
MPOBEPUTH (PAKT €ro COOIOICHNS.

Oman 2. H3yuenue cneyughuku u ocobennocmell 3aWuUmol
paccmampusaemozo 0ovekma.

Ilenb maHHOTO 3Tana — MOJATOTOBKA K (POPMUPOBAHHUIO MIEPEUHS MEP U CPEJICTB
3aIIMTHL.

Jist  Toro d9ToOBI TpemjiaracMblii  IepedeHb He OBLT CTaHAAPTHBIM U
dbopmanbHbIM, 10 €ro (GOpPMUPOBAHUS HEOOXOAMMO H3YYHUTh P OCOOCHHOCTEU
00BEKTA.

K maHHBIM 0COOEHHOCTSIM OTHOCSITCS:

1. Tun  oOpabatbiBaemMoil  uHpoOpManuu  (MEPCOHAIbHBIE  JaHHBIE,

KOMMEpYecKas TailHa, MHbIC IICHHBIS ISl OpraHu3aIlii CBEICHUS ).

2. Tum o0BeKTa, B paMKax KOTOPOTO BeaeTcss 00paboTka KOHMUIEHITUATHLHOM

undopmaruu (UCITTu, ACY TII, KU, THUC).

Pa3Mep cpeaHero10Boro 4ucToro J0Xo0/1a OpraHu3amum.

4. Jlanaple O paHee NPOHWCXOJWBIIMX HHIHMJICHTaAX HH(POPMAITMOHHOMN
0€30I1aCHOCTH Ha 00BEKTE.

w
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5. llanable 00 OCOOEHHOCTSIX OCYIIECTBICHUS EATEIBHOCTH — TMOPSIOK
BEJCHMS JOKYMEHTAIMH, MOPSAOK COOJIOACHMS YCTAaHOBJICHHBIX MPaBUI,
HOPSAA0K 00CITYKUBAHUS KIIMEHTOB U T.JI.

W3ydyeHne AaHHBIX OCOOEHHOCTEH MO3BOJUT 0o0Jjiee KOPPEKTHO OLIEHUTH
HKOHMHUYECKYIO 1€1ec000pa3HOCTh olOecnieueHnus MH(GOPMalMOHHON Oe30MacHOCTU
00beKTa, M0100paTh HanboJee MOAXOAIINE CPEICTBA 3AlUTHI, IE€TAIU3UPOBAHO U
KOMIUIEKCHO ~ C()OPMUPOBATh MOJOXKEHUS OpraHU3aldOHHO-PACIIOPSIUTENbHBIX
JIOKYMEHTOB.

I[lomumMo  3TOro,  paccMOTpPEHHE  JAHHBIX  OCOOEHHOCTEM  MOXKET
MOCTIOCOOCTBOBaTh BHEJAPEHUIO CPEICTB M MeEp, KOTOpble HE 00s3aTeldbHBbl K
BHEJJPEHUIO C TOYKH 3pEHHUs COOMoJeHUs OyKBbI 3aKOHA, HO 3(PPEKTUBHBI AJIs
KOHKPETHBIX HMCXOJHBIX JaHHbIX. Hampumep, B psae opraHusanuii OAHOW U3
JOTIOJTHUTENBHBIX MEp MpU 00ecnedeHUnd UHPOPMALMOHHON 0€30MaCHOCTH MOXKET
CIIy’)KUTb MOTHMBAIIMOHHAs MOJUTHKA JJIsi paOOTHUKOB, BBOAAIIAS THOKYIO CHUCTEMY
noouipeHuit 3a 3Q(PEeKTUBHYIO AEATEIBbHOCTh. BHEIpeHne NTOKyMEeHTa HE SBIIAETCS
00s13aTeIbHBIM, OJIHAKO €CJIM B OPraHM3allMK HAOII0AAeTCs TEHACHLINS K peaTn3aluu
uHIMAeHTOB Vb co CTOpOHBI BHYTpEHHUX PaOOTHHUKOB, JaHHAs MEpa B KOMILIEKCE C
JPYTMMH CIIOCOOHA 3HAUUTENBHO YIAYUIIUTh CUTYALIHIO.

Oman 3.  Dopmuposanue nepeuHs mep U cpeocme Oasi obecneuyeHus
UHpOPMAYUOHHOU De30nACHOCMU 00beKma.

Ha nanHoMm stane gopMupyercs nepedeHb CpeACTB 3alUThl HEOOXOAUMBIX K
3aKyNKE U YCTAaHOBKE, a TAaK)K€ MEepeYeHb HEOOXOIUMBIX K pa3padOTKe IMPHUKa30B.
JanHbplii 9Tan 0000IIaeT aABa MpeAapaylnux. Bce 4To Ha OOBEKTE JOJKHO OBITh
COTJIaCHO 3aKOHOJATENIbCTBY UM B COOTBETCTBUH C OCOOEHHOCTAMH 00BEKTA, JOJIKHO
OBITh BHECEHO B IIepeueHb. [Ipu 3TOM U3 nepedHst HCKII0YAI0TCS WIIH K€ TOMEYaroTCs
3HAKOM BBITOJIHEHUSI T€ CPEACTB M MEpbI, KOTOPbIE B COOTBETCTBUM C TaOJULIEH
OIICHKH COOTBETCTBUS (9Tarl 1) ObUIH BBISBICHBI KaK HMEIOIITUECS.

Taxxe BaxkHO NpU (POPMUPOBAHMU NEPEUYHS CPEACTB 3AIIUTHl YUUTHIBATH
TEHJCHLIMIO MMIIOPTO3aMEILIEHHUs] M TpeiJiaraTb CpeAcTBa, UMEIIue cepTudukar
OCTOIK u BiroueHHbIe B EnuHbIN peecTp poccuiickux mporpamm st OBM u B/I [2].

Oman 4.  Oyenka  9KOHOMUYECKOU  YenecoOOpasHOCmu  GHeOpeHUs
paspabomanno2o nepeuHs peKkoMeHOayu.

Peanuzanuss ngaHHOro »JsTama HeoOXoAMMAa i TOrO, YTOOBI OLIEHUTH
1[€J1€CO00pa3HOCTh BHEJIPEHUSI BCEX MEP U CPEACTB 3amuThl. [[pon3BoauTcs myreM
CpPaBHEHUSI CTOMMOCTH BHEJIPEHUSI CPEACTB U MEp 3allUThl UH(GOPMAIUU ¢ CYMMOM
BO3MOYHBIX U3JIEPKEK MPU OTCYTCTBUU BHEAPEHUS B MIPOLIEHTHOM COOTHOILIEHUU OT
YUCTOTO JI0XO/a.

B crouMocTh BHEIpeHUS BXOHAT: CTOMMOCTh CaMHUX CPEJICTB 3allUThl,
CTOMMOCTb OOCITY>KMBaHHUSl CPEJCTB 3alluThl B TedeHHH rona (ob6Homnenue I[10O,
TEXHUUYECKOE 0OCTY>KMBaHUE, CTOMMOCTh 3JIEKTPOIHEPTUH), 3aTPaThl HA BHEAPEHHE
(3apaboTHas 11aTa CIeHaIUCTOB).

B cymMmy BO3MOXHBIX HU3JEp’KEK BXOJAT: 3aTpaTbl Ha BBIIATY MITpadoB
COIJIaCHO JEMCTBYIOLIEMY 3aKOHOJATENBCTBY, 3aTPAaThl HA BHIILIATY UCKOB (E€CIIN UCKU
BO3MOXKHBI, HA OCHOBE CyMM KOMIICHCAllM{, HA3HAYa€MbIX IO CXOXHUM CyAeOHBIM
JienaM), 3aTpaTbl Ha BOCCTaHOBJIEHHE OOOpYyAOBaHUS (TOTO, KOTOPOE MOXKET OBITh
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NOBPEXACHO TMpu peanu3anuu kuOepatraku — APM, cepsep u T.1.),
IOPEINOJIOKUTENbHbIE  (DMHAHCOBBIE  NOTEPU  OT  yTpaTbl  KOHKYPEHTHOI'O
NPEUMYILECTBA U PEIyTALUN HA PhIHKE.

B ciydae ecnu nepBblii IPOLIEHTHBIN OKa3aTelb IPEBBIILIAET BTOPOI WM paBEeH
eMy — HeoOXOJUMO MEepPecCMOTPETh C(OPMUPOBAHHBIN MEPEUEHb MEP U CPEACTB Ha
IpeaIMeT CHI)KEHU 00Iel CTOMMOCTH BHEAPEHUs. B poTUBHOM ciiyyae BHEIpEHUE
IPEJI0AKEHHOIO CIIUCKA MEP U CPEJCTB IKOHOMUYECKH 11€TIECO00Pa3HO.

Takum o00pazom, TpeqIOKEHHBIH B paMKaxX CTaThU MOPAIOK pa3paboTKu
3¢ (HEeKTUBHOTO KOMIUIEKCA MEp M CpeAcTB i obecredeHus HWHOOPMAIMOHHOU
Oe3omacHOCTH OOBEKTAa YYHUTHIBAET BCE HauOoJiee BaKHbIE TOHKOCTH JaHHOMN
OpOLEAYphl, YHUBEpPCAJEH M MOXET HCHOJIb30BaThCS IS 00beKTa J000i
HaANpPaBJIEHHOCTH U MaciuTaba.

Cnucoxk uCTOYHUKOB
2. Okcnieptel  UT-xkommannm «MHBOCcucTembl JIxkeT» o Kubepyrposax
[DneKTpOHHBIH pecypc] — URL: https://www.ptsecurity.com/ru-
ru/research/analytics/cybersecurity-threatscape-2022/#id 1 ([Hara oOpareHus:
3.05.2023).
3. Enuneiil peectp poccuiickux mnporpamm Juisi 9BM u B/l [D1eKTpoHHBIM
pecype] — URL: https://reestr.digital.gov.ru/reestr/ (Jlata oopamenus: 3.05.2023).

Cratps noctynuia B pegakuuto 05.05.23; npunsara k myonukanuu 10.05.2023.
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Annomayus. B cratbe mpencTaBieH 0030p COBPEMEHHBIX BapHaHTOB
OCCIIIOTHBIX JICTATEIBHBIX aIlllapaToOB, a TaKXe BO3MOXKHOCTb TPUMEHEHUS
MHOTO(QYHKIIMOHAJILHOTO  KOMIUIEKCA CPEICTB HMUTAIIUU  PaTUOdIEKTPOHHOU
oocranoBku (P30) Ha BJIA.

Knrwueswie cnosa: bJIA, cpeactsa umurtanuu, POB.

Ha panHoM »9rTame pa3BUTUS TEXHUKA M TEXHOJOTMHA aBTOMAaTHU3aLUS
npuobperaeT Bceobmmii Tper1. OrpomHoe 3HaueHre bJIA umeror i BOOpyKEHHBIX
CHJI, TaK KaK B CUJIy CBOMX OCOOCHHOCTEH UMEIOT Psijl TAKUX IMPEUMYILECTB, KaK:

— HHU3Kas CTOMMOCTb MpPH YCJIOBUU PABHOU 3(PPEKTUBHOCTU BBINOJIHIEMBIX
3a1ay;

— OTCYTCTBHUE MUJIOTOB, YTO CHUXKAET PUCK I'MOEIH JINYHOTO COCTaBa;

— DKOHOMHSI TOIINBA;

— MaJIbIil BEC, MO3BOJIIOIINN UCTIOIb30BATh AJIEKTPUUECKUE JBUTATEIN;

— CYILIECTBEHHOE YMEHBIIIEHUE B3JIETHO-TIOCAI0YHOTO MTPOCTPAHCTBA;

— BBICOKAs ONEPAaTUBHOCTh TPUMEHEHUS;

— CKPBITHOCTh HNPUMEHEHHUS [0 MPUYMHE MaJbIX pPa3MepOB U HMCIOJIb30BAHMS
CHHTETHYCCKUX MaTePUAJIOB MPU MU3TOTOBJICHUH Kopiyca [4].

OnHo¥l U3 BaXKHEHIINX 33/1a4, KOTOPYIO BEINONHSIOT BJIA siBnsieTcs mpoBeaeHue
BO3JYILIHOM Pa3BEAKU U OIPENEIICHUs PACIOJIOKEHUS PA3IMYHBIX CTPATErMYECKHUX
BAKHBIX BOCHHBIX CHWJ NpOTUBHUKA. K HHUM OTHOCATCST KOMAaHJHbIE ITYHKTBI
yIpaByieHusl, 00OPOHUTENBHBIE YKPEIUICHHBIC TO3WIUU MPOTHUBHUKA, AUCIOKAIIHS
CpeAcCTB MpOoTHUBOBO3AYITHON 000poHBI (ITBO), pasmenieHue 60eBbiXx 0a3 U CKIIaIOB
BOOPY>KEHUS, a’pOAPOMOB, KMBOM CHIIBI MPOTHUBHHKA, Oa3upoBaHUE apTUIUICPUH,
TaHKOBBIX U MOTOCTPEJIKOBBIX MOJIPA3IEIICHUI, PEAKTUBHBIX CUCTEM 3AJIMOBOTO OTHS
U JIpyTue pa3jiudHble BOOPYKEHHBIE CHIJIBI MOPCKMX M CYXOIYTHBIX BOICK
npotuBHuKa. Ilpm BeneHunm OOEBBIX JEHCTBUHM CBOEBPEMEHHO MOJYYEHHBIC
pe3yJIbTaThl Pa3BElIKU TE€X WM HHBIX KOOPAWHAT PACHOJIOKEHUS CUJI IMPOTHUBHUKA
MO3BOJISIIOT, UCTOJIb30BAB UMEIOIIMUECS PECYPChl, YHUUTOXUTh UX. K npumepy, npu
NPOBEJCHUH pPa3BEIKU C HUCHoJb30BaHWeM bBJIA ObUIM MONydeHbl KOOpPIUHATHI

Y © Bamenko C. C., ["apeB A. A., ITomemmkoB B. B., Kagaanes C. M., 2023
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JACIIOKAIIMM TAHKOBOM KOJIOHHBI WM OTHEBBIX MO3UIUN apTUILIEPUU. DTU JTaHHBIE
MIO3BOJIAT 3a/IEMCTBOBATh CUCTEMBI TOYHOT'O 3aJIMIOBOTO OTHS, OPraHU30BaTh 3aCalbl
JUISl YHUYTOXKEHHMS, 3aXxBaTa MOJPA3AEICHUS CUJ NPOTHUBHUKA MPU MUHUMAJIBHBIX
moTepssx co cBoell cropoHbl. Taxxke BJIA npumeHstorcss i NpOBEACHUS
pa3BebIBATENIbHBIX ONEPALNH I ONIPEAEIICHUS KOOpAUHAT pazMeluenus cui [IBO u
JIPYTUX TOJIpa3/ieJIeHUI Ha TeppUTOPUU NPOTUBHUKA. [To1poOHbIE NaHHBIE TPEOYIOTCS
BO BpeMs pa3pabOTKU TAKTUUECKUX ONEepalliid C UCTIOJIb30BAHUEM BO3TYIIIHBIX CHIT JIJIS1
YHUYTOXEHHUS CTPATETHYECKUX OOBEKTOB MPOTHBHUKA M KOHTPOJSI BO3IYIITHOTO
IPOCTPAHCTBA BPAKECKON TEPPUTOPHUH.

Komnneke ¢ BJIA «I'panat» npegHa3HadeH:

— Ui JUCTAHIIMOHHOTO MOHHUTOPHMHTA TMOJCTUJIAIONICH MOBEPXHOCTH U
Pa3IMYHBIX OOBEKTOB,;

— cOopa nH(popMaIK O MPOTUBHUKE B TPYAHOJIOCTYITHBIX y4aCTKaX MECTHOCTH;

— HaONIOZCHUS 32 BXHEHUIIMMHU KOMMYHUKAIUSIMU (K/1 1 aBTOMOOUIILHBIMU
JIOpOTaMH);

— OOHapy>KeHUH JTMBEPCHUOHHBIX TPYII U KOHTPOJIS PE3YJIbTaTOB YAapoOB IO
00BEKTaM MPOTUBHUKA;

— obOecrnieunBaer GOTO W BUAEO ChEMKAMH B PEKUME BpPEMEHU OJIM3KOTO
pearbHOMY C YKa3aHUEM,;

— BO3/IyIIIHOE HAOJIIO/ICHHE 32 MPOTUBHUKOM Ha T0Jie 00s;

— JIJIs1 BEJICHHUS BO3TYITHOM (poTOpa3BeIkK 0ObEKTOB IPOTUBHUKA [5].

Hanneiii BJIA umeer nuama3zoH ckopocred mojera ot 65 mo 120 km/u u
MAaKCHUMAaJIbHYIO BBICOTY MoJieta He Bbiiie 3000 M Hax ypoBHEM MOpsA. MakcuMalibHas
NANbHOCTh paJiMOKaHalla YIpaBIeHUs U nepeaadyn BujgeonHpopmaiu (pu yCIOBUH
npsMoil BUAMMOCTH) coctaBisieT 10 kM. MMeer anekTpuyeckuil ABUraTeNb. 3amycK
OCYILECTBIISIETCS ¢ PYKU WJIM KaTamyJbThl, a MIOCAJIKA C UCIIOJIB30BAHUEM IApalIOTa
[4].

Xote u paznmuunblie BJIA BBIMOTHSIOT paznuyHble (YHKIHMH 1O CBOEMY
HA3HAYCHUIO, OJJTHUM U3 HauboJee MpUMEHsIEMbIX anmapaTtoB Ha Boopyxenuu BC PO
apisgercst «Opnan-10». On Becut Bcero 14 xumorpammoB, ckopocTh nosera 100-150
KM/4 ¥ CLIOCOOEH OCMOTPETh 30HY O0EBbIX JeHCTBUI Ha rIyOuHy 10 120 KIoMeTpoB,
MPOJOJKUTEIBHOCTh K€ IOJETa MOXKET AocThrarh 16 yacoB. Ilpu sTom mepengaua
uH(OpPMAITUU OCYIIECTBIISIETCS MO BBICOKO3AIIUIIEHHOMY MIH(DPOBAaHHOMY KaHaTy
cesi3u [1].

BJIA cnocoOeH ocyliecTBIsTh KOPPEKTUPOBKY OTHS apTUILIEpUH (B YaCTHOCTH,
moaepHusnupoBaHHbiX CAY «Mcta-C» u CAY HoBoro mnokonenus «Koamuuusy),
UMETh MHOKECTBO BAPUAHTOB MOJIE3HON HArpy3KHU.

Tak, wnHanpumep, 3tu bBJIA Moryr wucnonb3oBaTbCsi il BEACHUSA
PAAMOTEXHUYECKON pa3BEIKU W JaXKe€ OCYIIECTBISATH MOJABJICHHE TaKTHUYECKUX
CPEICTB paJAMOCBsI3U MpoTHBHMKA. M moMumo Bcero mpouero, camMmu «Opitadbi-10»
CIIOCOOHBI OOBEANHITHCS B OOIYIO CETh, YTO MHOTOKPATHO TMOBBINIAET UX U 0€3 TOTO
BBICOKYIO 3()(heKTUBHOCTSD [4].

BJIA Takke MOXHO HCHOJIB30BaTh ISl MPOBEACHUS HCIBITAHUNW TEXHUKH
PaMOdIEKTPOHHONH OOpHOBI. B COBpPEMEHHBIX YCIOBHUSX IMIUPOKOTO MPUMEHEHUS
PaAMOIOKAITMOHHBIX CTAHITUH JIJ1s1 HAOJIFOICHUS 32 Pa3IMYHBIMU O0BEeKTaMH (11EJISIMU)
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C 3ajayaMu OOHapy>KEHUs, DPACIIO3HABAaHUs, OMPEACNICHUS HX MECTOIOJIOXKEHUS,
CKOPOCTH W HAalpaBJCHUs JBUKEHUS, a TaKXKe YIpPaBJIE€HUS UMH (B TPaHCHOPTHBIX
CUCTEMAax) WM MOpaXeHUs (B CUCTEMaX BOOPYKEHHOH OOpHOBI C BO3IYLIHBIM,
MOpPCKMM WJIM Ha3€MHBbIM IPOTMBHUKOM) BO3HHMKAE€T BBICOKAash HEOOXOIHMMOCTb B
CUCTEMaxX U KOMIUIEKCAaX, MpEeIHA3HAYEHHBIX JUId TPOBEIACHUSI HCIBITAHUMN
COBPEMEHHOTO BOOPY’KEHHUS, BOCHHOM M CHELMATBbHOM TEXHHUKH, a TaKXKe s
HOJIFOTOBKH COOTBETCTBYIOIIUX CIIEIIUAINCTOB-0IIEPATOPOB.

PaccMoTpuM ~ MHOTOQYHKIIMOHANBHBI  KOMIUIEKC  CPEICTB  HMHUTALUU
paauoaiekTpoHHou o0ctanoBku (PD0) Ha BJIA. B coctaB koMIuiekca Oy1eT BXOIUTh
aBTOMAaTHU3HPOBAHHOE pabouee MeCTO oreparopa, cpenctsa cBszu, bJIA camonernoro
WIM BEPTOJIETHOIO THUIIA, CMEHHBI IporpaMmupyeMbiii Moayiab umurtauuu BPJIC.
JlaHHBII KOMIUIEKC MpeJHa3HAayeH IS MUMUTAUWMUA CHUTHAJIOB PAIUOTEXHUYECKUX
CUCTEM U MOJIEITMPOBAHMS PA3IMUYHON 00CTaHOBKH, Bo3HUKaromIeH Ha akpane PJIC. K
IIPUMEPY, BAPUAHT NPUMEHEHHUS KOMIUIEKCA CPEACTB MMHUTALMKM HA JUCTAHLUOHHO-
NUJIOTHPYEMOM JIETATEIBHOM anmapare 3aKIYacTcs B TOM, YTO MOAYJIb HUMHUTALIUH,
3aKpEIUICHHBIA Ha  JHCTAHIMOHHO-TWJIOTUPYEMOM  JIETATEJIbHOM  aIlapare,
UMUTHPYET 3apaHee 3aJaHHbIC PAJUOTEXHUYECKUE CUTHAIIBL. B 3TO BpeMsi Ha3eMHBbIN
MOJZlyJIb PaJMO’JIEKTPOHHOTO MOJaBJICHUS OOpPTOBON PATUOJOKAIMOHHON CTaHUUU
BO3/yLIHOTO0 0a3upoBaHus, NPHU MPOBEIECHUU UCIBITAHUNA, POU3BOAUT MOAABICHUE
JaHHOro curHaia. Onepatop CpeacTB paaHO’IEKTPOHHONM OOpbObl HAOJIOAET Ha
NyJIbT€ aBTOMATHU3WPOBAHHOrO pabodyero Mecra OToOpaxkeHue padOThl BO3IYIIHOW
LEJIN U €€ NepEMENICHUE B IPOCTPAHCTBE.

['MaBHBIM ~ JTOCTOMHCTBOM MHOTO(YHKIIMOHAJIBHOTO KOMILJIEKCA CPEACTB
MMUTALMU SIBISIETCS BO3MOKHOCTb CO3/IaHHSI OUYEHb CIIOKHOM BO3YIIHOM 0OCTaHOBKHU
0€e3 MoJIeTOB aBUAIlMH, YTO CHUYKAET MaTepualibHble U BPEMEHHBIE 3aTPAThl, SKOHOMUS
pecypca TEXHUKH MpH TOJATOTOBKE CHEIUAIMCTOB U ONEPATOPOB, BO3MOMXKHOCTb
IPOBEJCHUS KOMIUIEKCHBIX TPEHUPOBOK IMOApa3eieHus (1oApa3iesieHnit), Co3/1aHne
O0OCTaHOBKH NMpHU NPOBEACHUH TAKTUYECKUX YUCHUH.

becnwioTHYI0 aBHalMIO Tak)K€ MOXHO HCIIOJIB30BATh B TI'PAXITAHCKOM
HarmpaBieHuu. Cdepbl NPUMEHEHUS TPaXTAHCKUX OECHUIOTHUKOB OOIIMPHBI, HO
OJTHUM W3 OCHOBHBIX HANpPaBJICHUW SIBJIAETCS KOHTPOJIb TEXHUYECKOTO COCTOSIHUS
pa3IMYHBIX 0OBEKTOB, JIECOB U MOJKOHTPOJIbHBIX TeppUTOpUid. C ITOMOIIBIO HABECHOU
anmnapatypsl bJIA npou3BOAUTCS MOHUTOPUHI MECTHOCTH, YTO IO3BOJISIET €€ MHpH
OXpaHe, HCCIEAOBAaHUU TPYAHOJOCTYIHBIX MECT IUIAHEThI, a TakKXKe IIOUCKE U
cnacenun npu YC. Taxxe AaHHbIe JeTaTelNbHbIE anmapatbl TPUMEHSIOTCS s
TPaHCIOPTUPOBKU TPYy30B, a B MEPCHEKTHBE IUaHupyerca co3ganue BJIA s
nepeBO3KH Jitojei [4].

B Hacrosimiee Bpemsi cyuiectByeT Oousblioe MHoOrooopasue BJIA, koTopeie
pa3IMyaroTCad IO CBOEMY HA3HAYEHHUIO, THUIY TPUMEHEHHUS, MaccorabapUTHBIM
MIOKa3aTesIM, KOHCTPYKIIMM M IO TUNy JABUraress. biaromaps 3ToMy OHM UMEIOT
HMIMPOKOE MPUMEHEHHE B PA3IMYHBIX cdepax esTenbHOCTH. B mepByro ouepens B
BOCHHOM cdepe, Tak Kak HUMEIOT OOJIbLUIYI0 ONEPaTUBHOCTb U CKPBITHOCTD
NPUMEHEHHUs, a TaKKe€ OTCYTCTBHE MHJIOTOB, YTO CHI)KAE€T PUCK THOENH JIMYHOTO
COCTaBa B MIPOLIECCE BHINIOJHEHUSI TOCTABIEHHOM 3a1aun. TakuM o6pa3oM, pazpaboTka
U HCIOJIb30BAaHMUS OCCHMJIOTHBIX JIETATENbHBIX AanmapaTroB [Jjisl BOEHHBIX U
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rpakIaHCKUX MOTPEOHOCTEN SIBISIETCS] MEPCIEKTUBHBIMU HAIMPABICHUSIMU Pa3BUTHS
HAyKW U TEXHUKHU, YTO CIIOCOOCTBYET Pa3BUTHIO ATUX CPep NEATETbHOCTH B IEIOM,
TaK ¥ BBITIOJHCHUIO KOHKPETHBIX 3a1a4 [4].
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Annomayun. CTaThs TOCBAIIEHAa MpodseMe O€30MacCHOCTH THUIEPBU30POB.
Oco60e BHUMaHKE yesIeTcsd MeXaHn3MaM obecrieueHust 6e3011acHOCTH THIIEPBU30PA.
OTtnenpHO IPOBEEH pa300p MEXaHW3MOB 3aIUTHI OT TUMOBBIX aTaK Ha BUPTYATbHYIO
MmamnHy. B pabore mnpoBeneH aHamu3 MEXaHU3MOB O€30MaCHOCTH PA3JIMYHBIX
TUTEPBU30POB U CPABHEHHE WX JIOJIM Ha PHIHKE BUPTYaAJTbHBIX MAIIIKH.

Knrwoueswie cnoea: Hyper-V, MexaHn3Mbl 0€301aCHOCTH, TUTIEPBU30P.

Jlo nosiBiieHUs! BUPTYaIU3allii U CO3/IaHusl TUIIEPBU30POB 000pYy10BaHUE ObLIO
IPUBSI3aHO K OJHON ONEPAallMOHHON cHCTEME U paboTalo TOJBKO B OJHOM PEKUME
ambo Kak pabouas craHuus, JuO0 Kak cepBep. M3-3a storo mns co3manus |T-
UHPPACTPYKTYphl TPeOOBATIOCH HECKOJIBKO (PU3MUECKUX pecypcoB. Bupryanuzanus u
TUIIEPBU30PHI, MIPEAJIaraoliue pa3InyHble COOTHOIICHHUS allapaTHOro o0ecneueHus
K OMEpalMOHHBIM CHUCTEMaM MO3BOJIMIIA COKPATUTH pacxo (u3ndeckux pecypcon. Ha
JAHHBII MOMEHT CYLIECTBYET MHOXECTBO PAa3JIMYHBIX TUIIEPBU30pPOB. B naHHOMN
paboTe paccMOTPUM METOJbI 0OOecrieueH s 0€30MacHOCTH, KOTOPhIE HaM Mpeiaraet
koMianust Microsoft B cBoeM rumnepsuzope Hyper-V. Hyper-V oOb11 Beimyien 26
ntoHs 2008 Kak KOMIIOHEHT HOBOM CEpPBEPHOM OIEPALlMOHHOM CHCTEMBI H
MpeACTaBsAeT coO0N MPOIYKT BUpTyalu3anuu odopyaoBanus Microsoft nms x64-
CUCTEM.

MexaHu3MbI 0€30MIaCHOCTH, peaiu3yeMbie B Turniepsuzope Hyper-V [1]:

1. 3amuTa nmamatu. ['unepBuzop pasgenser namsTh (pU3MUECKOro yCTpOMCTBa
MEXIy BUPTyalbHbIMM MalmiMHamMu. COBMECTHOE HMCIOJIb30BAaHUE OJHOM M TOM Ke
o0JacTh MaMsITU Pa3HbBIMU BHUPTYaJbHBIMM MAalllMHaMU HEBO3MOXHO, T.K. 00JacTb
NaMATH JTOCTYIIHA JUJIS UCIIOJIb30BAaHUS TOJBKO OAHOW MaluvHe. ['unepBu30p MOXKET
W3MEHHUTh TIpaBa JOCTyMa K o0yiacTh mamsaTu (TepeHa3HAyuTh IpaBa HAa YTCHUE
0o0JacTH MaMsITH WIM JIMIIATH MpaB Joctyna). Takyke TunepBU30p MOAAECPKUBAET
TEXHOJIOTUIO JAMHAMUYECKOTO pachpelesieHus MaMsTH, T.. BbIIACICHHUE MaMSITH
OCYUIECTBJISIETCSI BO BPEMSI BBITIOJHEHUS TPOTPaMMBI.

2. 3amura CUCTEMBbI BBOJA U BbIBOJA. HU OIHOMY M3 pa3/iesioB HE pa3peiieHo
3aMKMChIBaTh JIaHHbIE B OOJACTh THNEpBHU30pa. TOJBKO OCHOBHAs OMNEpallMOHHAs
CUCTEMa MO’KET HacTpauBaTh IpaBuia JOCTYNa K YCTPOWCTBAM BBOJA/BBIBOJA JIS
JPYTUX BUPTYaIbHBIX MAIIIHH.

- © ButkoBa JI.A., 3penosa A.JI., 2023
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3. Paszrpanuyenue npaB Ha rpyninbl BUPTYAIbHBIX MAIIUH. AIMUHUCTPUPOBATH
paszensl U yOpaBisaTh JOCTYIIOM KO BCEM pecypcaM, KOTOpbIE HE MOTYUHSIOTCS
TUIEPBU30PY, MOKET TOJBKO POAUTENLCKUM pa3zaen. Ponurensckuil pasgen pemiaer
3aJlayd [EHTPAIU30BAHHOTO YIIPABICHUS MUTAHUEM U COOBITUAMM TPU aIIapaTHBIX
cOosIX.

4. MexaHu3M 3aluThl JOCTYTA K TUIIEPBBI30BaM. [ MTIEpBBI30B — BHI30B 33/IaHHOM
(GYHKIIUU B TUIIEPBU30PE € MTOMOIIBI0 HHCTpYKIuK vmeall (s mporeccopos Intel).
[Ipy co3maHuM BUPTyaJdbHBIX MAIlIMH  3aJal0TCsl  NPUBWIETHH, KOTOPBIC
MPEAOCTAaBISIOT BOBMOKHOCTD BBITIOJTHEHUSI KOHKPETHBIX TUIIEPBHI30BOB.

5. Wnrerpauusa ¢ Authorization Manager. B Hyper-V co3naBath u ynpaBisTh
BUPTYaJbHBIMA  MalllMHAMU  MOXET  TOJbKO  TOJIb30BaTellb C  IIpaBaMu
anMuHucTparopa. Authorization Manager mnO3BOJsSET O00ECIEUUTh POJIEBOE
yIpaBieHUE BUPTYAJIbHBIMU MallTUHAMH.

6. SID BupryanpHO¥M MamuHbl. SID — yHUKanbHBI HOMEp, MPUCBAWBACMbIN
KaXJ0M BUPTYAJIbHOM MalvHe. JIaHHBIM HOMEP HCIOJIB3YETCsl IPU HACTPOMKE MpPaB
noctyna K pusudeckuM (aiisiaM, B KOTOPBIX XpaHITCS 00pa3bl MaIlIMH U JaHHbIe. SID
TaKk >K€ MOXKHO HCIIOJb30BaTh Il H30JUPOBAHMUS IIpoiiecca padOThl OHOM
BUPTYAJIBHOM MAIIMHBI OT APYTOM.

7. 3amuTa OT HECAaHKIIMOHUPOBAHHOTO KOMTMPOBaHUS 00pa3a JIMcKa BUPTyaIbHON
MaIlUHBI. 3al1UTa OT HECAHKIIMOHUPOBAHHOTO KOIMTUPOBAHUS IOCTUTAETCA C IOMOIIBIO
zammudpoBanHol (aitnoBoii cuctemsl (Encrypting File System Microsoft).

8. 3ammTa OT HECAaHKIIMOHMPOBAHHOTO 3aIlyCKa BHUPTYaJbHOW MAIIHHBI.
3anpeTuTh 3aMyCcK BUPTyaibHOUM MauHbl Windows BO3MOXKHO MPY MTOMOIIH 3aJaHHUsI
CUCTEMHOT'0 MapoJisi ISl ONEPAlMOHHOM cucTteMbl. OnepaloHHas cuctema Oyner
O’KMJaTh BBOJIA MApOJIsl Ociie cOOS UM aBTOMATHYECKOT0 TIepe3anycka CUCTEMBI.

9. 3ammTa ot KoMImpomeTtanuu oopa3oB (1madnonos). Offline Virtual Machine
Servicing Tool mo3BoisieT OOHOBISATH BUPTyaJIbHBIC MAIIMHBI, HAXOJSIIHECS B
BBIKJTFOUEHHOM COCTOSIHUU. BupTyanbHbIe MalIMHBI 3aITyCKAIOTCs, OOHOBISIOTCS 0
HY>KHOTO YPOBHsI 0€30MMaCHOCTH U BO3BPAIIAIOTCS B BBIKIIFOYEHHOE COCTOSIHHE.

10. 3amuTa ot HecankronupoBanHoro noctyn k VLT (Virtual Tape Library). B
Windows Server 2016 mosiBuiach mojjaepx’ka BUPTYyaJIbHOTO 0€30MacHOT0 pekuma
(VSM). VSM npenoTBpaimaeTt JOCTyI IPOILECCOB, BBIMOJIHIOMUXCA B ogqHoM VTL, k
namstu apyroro VTL.

11. be3omacHoe pa3BepThIBaHHE MPUJIOKEHUH. Pa3BepThiBaHWE MOJUTHK
yIpaBieHUs] MPUIOKEHUAMH 3auTHIKA Windows — MOIyJIb, KOTOPBIM OTBEYAET 3a
MOJIMTUKY JOCTYIA K MPUIIOKEHUSIM U OMONHOTEeKaM. YTIpaBJICHHE MPUIIOKCHUSIMHU
MOXET YMEHBIIIUTh YIPO3bl OE30MIaCHOCTH, OTPAHUYUB MIPUIIOKEHHS, KOTOPHIE MOTYT
3aIyCKaTh MOJb30BaTENM, U KO, KOTOPBIN BBITIOIHSAETCS B iApe System Core.

12. M3onsmust Hyper-V. TrustAccess — pacnpeiesieHHbI MEKCETEBOM IKpaH 2-
ro Kjiacca, mpeaocTaBisieMbli kommanuen «Koa bezonacHocTm.

B Windows Server 2016 Hyper-V Microsoft mpencraBiieHbl SKpaHUPOBAHHEIC
BUPTYyaJIbHbIE MAIlIMHBI. DKpAaHUPOBaHHAsI BUPTyajdbHAs MaIlMHA — 3TO BUPTYyaJbHAS
MaliuHa 2-r0 MOKOJIEHUS ¢ BUPTYaJIbHBIM JIOBEPEHHBIM TUIAT(HOPMEHHBIM MOJIYJIEM,
mudpyemas ¢ momompbio BitLocker, u BO3MOXHOCTBIO BBIMOJTHATHCA TOJHKO Ha
paboTOCTIOCOOHBIX M YTBEPKICHHBIX y3JIax. B 3TUX MammHaX MOSBUIICS METO IS
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3alUThl BUPTYAIbHBIX NHUCKOB. J[aHHBIM METOJ HE IMO3BOJISIET HEABTOPU30BAHHBIM
XOCTaM MOAKJII0YaTh BUPTYAJIbHBIE JKECTKUE TUCKU C SKPAHUPOBAHHBIX BUPTYaJIbHbBIX
MamuH. JlJIst 3amuThl 2-TO TIOKOJIEHUST MAallMH TMOSIBUJIOCH OTPaHUYEHUE JIs
BUpTyasibHOTO gucnerdyepa mnoxakiatodeHuit (VMConnect). Hukrto He Moxer
ucnons3oBaTe VMConnect 1yisi MOAKIIOYEHUS K IKPAHUPOBAHHOW BHUPTYaIbHOMN
MaIllMHe, JaKe aIMHHHACTPaTopshI [2, 3].

PaccmoTpeHHBIE OCHOBHBIE MexaHW3Mbl 3amuThl  Hyper-V  goctaTodno
3¢ (HEKTUBHBI, HO OHU HE MOTYT 3aIUTUTh CUCTEMY OH IIeJICHANPABICHHBIX aTak. J[iis
NPENOTBPAIICHUS] 3THUX aTaK TMIEPBU30P MUMEET 0coOble TEXHONOruu. PaccmoTpum
TUTIOBBIE aTaKW HA BUPTYaJIbHYI0 MAIUHY U CIIOCOOBI 3allIUThl TUIIEPBU30PA OT HUX
[4, 5]:

1.Ataka Tuna «otka3 B o0cimyxxkuBanun» (DoS). Jlns npenoTBpanieHus JaHHOM
aTakl B THUIEPBU30PE BO3MOXKHO HACTPOUTh OTPAHUYEHUS HCIOJIb30BaAHUS
MPOIIECCOPA TOCTEBBIMU ONEPALIMOHHBIMU CUCTEMAMM.

2.ATaka co cTOpOHBI aIMUHUCTpaTopa cpenbl. B runepsuzope Hyper-V oT atux
atak 3amuimacT TexHoxorus Shielded VMs. JlanHas TEXHOJIOTHS ITO3BOJISCT CO3aTh
3aIIMIIEHHBIE BUPTYAJIbHBIE MAIIMHBI.

3.ATaka Ha y4yeTHbIC JaHHbIE JOMEHA. 3aIUTA YYETHBIX JAHHBIX JOCTUIAETCS C
nomoibio Credential Guard. Co3naeTcst BUpTyalibHBIM KOHTEHHED, TJI€ XPaHITCS BCE
CEKpETHI IOMEHA, HO CUCTEMa HE MOXKET HaIpPsMYIO 00paIaThCsl K HUM.

4.Ataka nepenonHenus Oydepa. [ns mpenoTBpamieHUs JAaHHBIX aTaK IS
runepsuzopa Hyper-V  TpeOyercs mnpumenenue DEP. DEP — 310 Merton
NpeI0TBpalleHUs NepenoaHeHust Oydepa, OJIOKUPYIOUINI BHEAPEHUE BPEIOHOCHOTO
UCIIOJTHUMOTO KoJia B Oy(pepbl JaHHBIX CUCTEMHOM mamsTH [ 6].

5.ATaka TMIa «4eJOBEK nocepenune». YToobl MpeaoTBPATUTh aTaKU 3TOrO THUIIA
ucnonb3yercst SMB 3,0 nst ckBo3HOrO miMpoBanus 1aHHbIX SMB 1 3a1IUTHI TaHHBIX
Y [IepEeXBATa B HEHAJIEKHBIX CETAX, TAK)KE UCMOJIb3yeTCsl YaCTHAs CETh JJISl IOCTyIa K
cojiep)KuMomy oo1ero pecypca SMB.

6.ATaka, HalleJeHHAs Ha MOBPEXACHUE MaMATU. (s 3alUThl OT JaHHBIX aTaK
UCITIOJIB3YETCSI METO/T PaHI0MHU3AIIMH KOMIIOHOBKH afpecHoro npoctpanctsa (ASLR).
UToOBI NpeOTBPATUTh MEPEXO0]1 3IOYMBIIIIICHHUKA K OMPEISICHHONW HCIIOIb3yeMOM
dbynkuuu B namatu, ASLR cinydaiiHpiM 00pa3oM yrnopsiiouuBaeT MO3UIMU aJPECHOTO
MPOCTPAHCTBA KIIFOYEBBIX 00JIaCTEl JaHHBIX Mpoliecca, BKIoYas 6a3y UCIOIHIEMOTO
¢aiina ¥ NO3UIMHU CTeKa, Ky4d U OUOIHOTEK.

7.ATaka pyTKUTOB M OYTKMUTOB B TMpollecce 3arpy3ku. Jlo mosiBaeHust 2-ro
MOKOJIEHUST BUPTYyalbHbIX MamuH Hyper-V He ObUI0O MEXaHM3MOB, IMO3BOJISIFOLINAX
3alIUTUTh CHUCTEMY OT PYTKUTOB W OYyTKMTOB B IMpolecce 3arpy3ku. B HoBoM
MOKOJIEHUU BUPTYyasibHBIX MamuH BIOS Ob11 3ameneH Ha firmware Ha 6a3ze UEFI u
no0OaBwiiach Mojjep:kka TexHojorun Secure Boot. Secure Boot — 3To dyHKIMS
0e30IacHO 3arpy3Ku.

8.Escape-ataka («mober» BUPTyadbHON MaIuHbI). JlaHHBIE aTaku MO3BOJSIOT
3JIOYMBIIICHHUKAM 3alyCKaTh KOJ Ha BUPTYyaJbHOM MallWHE, KOTOPBIA MO3BOJISIET
OTEpallMOHHOW  cucTeMe, pabortaromieii B  HEH, BBIATH ©W  HaAMPSIMYIO
B3aMMO/ICCTBOBATH c TUTIEPBU30POM. [Tpu 00paboTke BXOJISIIINX
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FileGroupDescriptorW ¢opmatoB ¢aitioB kineHT nepeaaet GopmaTr HOBOH (PYHKIIUH,
KOTOpasi MPOBEPSIET CTPYKTYPY OOIBIIOTO TBOUIHOTO OOBEKTA.

9.ATaka ¢ HCIIOJIb30BaHHEM BPEIOHOCHOW TOCTEBOH BUPTYAJIbHON MAIIIUHBI.
DTOT KJIacC aTak MOYKHO yCTPaHUTh, HACTPOUB HMCIIOJIb30BaHKE TUTaHUpOBIIKa Core
Y TICPEHACTPOUB TOCTEBBIC BUPTYAIbHBIC MAIIIUHBI.

10. Artaka Ha ¢aiinoByro cucteMy. [l 3amuThl OT JAHHOTO TUIA aTaK B
runepu3ope ucnosbzyercs access control lists (ACLs) © HHCTpYMEHTHI yTpaBleHUs
u obOecneuenus OeszomacHoctH System Center Virtual Machine Manager wiun
Authorization Manager, kKoTopble OeCIEYMBAIOT pasTpaHUYCHHE IpaB JOCTyNa Ha
BUPTYaJIbHBIE MAIIHHBI.

11. Artaka Pass-the-Hash. Jlns 3ammTel oT gaHHoro tuma arak Windows
MO3BOJISIET OTKIFOUYNTH KAIIUPOBAHUE YUETHBIX 3aMMHMCEH, YTOOBI 3TOYMBIIINICHHUK HE
cMor gao0parbcs 0 xdmied B mamaTtH. Creayer TpUACpKUBATHCS PUHITUIIA
MUHUMAJIbHBIX TPUBUJIETHH.

Hyper-V — kommepueckoe 10 ot xommnanuu Microsoft. Hyper-V oriauuno
paboraetr B undpactpykrype Windows. KVM — npoayKT ¢ OTKPBITHIM HUCXOHBIM
kogoM. KVM pasBuBaercs BMecte ¢ nuctpudyrtuamu, Takumu kak RHEV ot Red Hat
[7].

CpaBHHUM HCIIOJIb30BaHUE TUIICPBU30POB B pa3IMUHBIX OTpaciisx (tadi. 1).

Tabmuma 1
Vcrionp30BaHus THIEPBU30POB B PA3JIMYHBIX OTPACTIAX, Y.

OTpacib UCTIONb30BaHUS ['uniepBu3op
Hyper-V KVM
DuHaHCHI 13 21
Tpancnopr 9 11
ITponsBoacTBo 7 7
I'occextop 7 7

AHanu3 OCHOBHBIX MEXaHU3MOB Oe3ornacHocTu runepsuzopos Hyper-V, ESXi u
KVM moxHO npeacTaBuTh B BUje Tabauiibl (Tad1.2).
Tabmauma 2
OcHoBHBIE MEXaHU3MbI Oe3omacHocTH runepuzopoB Hyper-V, ESXi u KVM

Kpurepnii I'mnepsusop
Hyper-V ESXi KVM

JloBepeHHbIN [TonnepxuBaet [TonnepxuBaet He nonnepxuBaet

1aT(hOPMEHHBIH (ucnonb3yercs B | (ucnonmp3yeTrcs s

MOJ1YJIb (Trusted | Texnonorun 3alUTBl  MOZYJel

Platform Module) BitLocket) VMKkernel)

Iudposanue npu | Encrypt State u VM | Encrypted vSphere | data-declassification

MUTpaIn migration traffic vMotion

Indposanue BitLocket VM Encryption ArmmapatHoe

JUCKOB mudpoBanue
IIOJIHOTO JIUCKa
(FDE)

3anper Texnonorus [Tomutuka cereBoi | Co3aHue npaBuia B

CKaHMPOBAHUS Shielded VMs 6e3omacHOCTH OpaHIMAY’p WU

ceTeBoro tpaduka Null route
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besomnacnas 3arpyska | [lognepxxuBaer [TonnepxuBaet ITonnepxuBaer
Pasrpanuuenue Authorization Ponu SELinux
JIOCTYyTIa Manager HaCTpauBarOTC B

vCenter

ITo pe3ynpTaTam cpaBHEHUS OBLIO BBISBIEHO, yTO B Hyper-V, kak u B OCTaIbHBIX
paccMaTpuBacMbIX  TUIIEPBU30paxX, IPUCYTCTBYIOT  OCHOBHBIE  MEXaHHU3MBI
obecnieueHuss OezonmacHocTu. Jlyig peanus3alu HEKOTOpbIX MexaHu3moB Hyper-V
noTpedoBanach UHTErpauus ¢ y>K€ TOTOBBIMU TEXHOJOTHUAMH, B OTIMYHE OT APYTHX
TUIIEpBU30pOB. J[aHHOE MCCaenoBaHME HE MO3BOJIAET AAaTh TOYHOIO OTBETA, KaKOU
TUIEPBU30P MPEIOCTABIISET OoJiee 3aIIUIICHHYIO CHCTEMY BUPTYaIU3alliH, TO3TOMY
TpeOyeTcs (AOMOTHUTEBHOE) IPYTroe UCCIIeIOBAHNE.

C momenTa Beiltycka Hyper-V, 6e3o0macHocTh runiepBr3opa rnpetepresna 0obIine
u3MeHeHus. st oOecrieueHusi O€30MACHOCTH HCIONB3YIOTCA KaK KIACCUYECKUE
MeTOJbl obOecrieyeHusi 0e30IacHOCTH, TaK U CHEHU(PUYHBIE METOAbI, CO3/IaHHBIE
CHELUATBHO JUISl 3aLUThI BUPTYAJIBHOM CPEJIBI.
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Annomayun. B mo0oii opraHuzanuy 04eHb BaXKHO YMETh UCCIIEI0BATh PUCKH
U UX aKTyaJlbHOCTb, KOTOPbIE MOTYT MpuHEecTH ymepO. g 3amuTel nHPopMauuu
OpraHu3alid MOpUOEralT K PEHICHUI0 CO3JaHMs TOJUTHUKA OE€30IacHOCTH.
CocraBisgercs TOKyMEHT, porpaMma KOTOpPOro AOJDKHA o0ecnednTh 0e3011acHOCTD
uH(popManuu.

Knroueswvie cnoga: nonutrka nHOOPMALMOHHON O€30MIACHOCTH, IEPCOHAJIBHBIE
JAHHBIE, 3alUTa UHPOPMALIUH.

3ammra nH(POpMAMOHHOW O€30aCHOCTH Ba)KHAs 4AaCTh B (DYHKLIMOHUPOBAHUU
opranu3zanuu Jiroboro macirada. OJTHUM U3 IEHTPAIBHBIX ACTIEKTOB MPHU MOCTPOCHUH
3alllMThl, HA KOTOPOM B TIOCJIEJICTBMM Oa3upYyIOTCS BCE OCTalbHBIC, SBISETCS
OpraHu3alMoOHHOE obOecreueHue 3amuThl uHbopMmarmu. B pamkax naHHO#M craThbu
yIOp C/eJIaH Ha MOPSA0K pa3pabOTKH OPraHU3aIMOHHBIX JOKYMEHTOB, /111 00bEKTOB,
obpabateiBarorux [1J[H, MOCKOJIBKY KOJMHYECTBO TaKMX OOBEKTOB OYCHB BEIIUKO W
MpaKTUYECKu Jt00ast opraHu3aius oO0padaThIBaeT MepcoHaNbHbIE AaHHbIC. OJIHAKO
MPEIIOKEHHBIE PEKOMEHIAIMU MOTYT OBITh IKCTPANOJUPOBAHbl U HA JAPYTUE THIIBI
O0OBEKTOB.

VYTBepxkaeHHasT Ha O0OBEKTE JOKYMEHTAlLMs MO 3alluTe MHPOPMALMK AO0JHKHA
OBITh CTPYKTYpPHOM, TMOHSATHONH C TOYKH 3PCHUS NMPUMCHCHHS ONHMCAHHBIX B HEH
QITOPUTMOB, a TaK)Xe YJOBIETBOPATH BCEM TPEOOBAHUSAM, IPEIBABIIEMBIM CO
cToponbl 3akoHoaarenbeTBa (O3 Ne 152 «O nepconanbHbIX JaHHBIX», [locTaHOBIIEHHE
[IpaButensctBa Nel119 «O6 yTBepkIeHHH TPEOOBAHUM K 3aIIUTE MEPCOHATBHBIX
JAHHBIX MPU X 00padOTKe B MH(DOPMAITMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JaHHBIX,
[Tpuka3z ®CTIK Ne 21). B 10 xe Bpems mnpu pa3paboTKe TOKYMEHTOB JIOJKHA OBITH
MOCTaBJICHA 3a/Jlaua MAaKCHUMaJIbHOW KOMIIAKTHOCTH, YTOOBI TIPOMHUCAaTh BCE
HeoOXoauMble TpeOOBaHUS W TPOLEAYPHl M MPU ITOM HE HAIJIOAUTH OOJBINOE
KOJIMYECTBO TyOIUPYIOMMX APYT IPyra JOKYMEHTOB.

[Tonmutrka 0€30MaCHOCTH JOJDKHA OMUCHIBATH BCE ACMEKThl OE30MaCHOCTH B
OpraHW3alliy, BKJIOYas TpaBWJIa JOCTyNMa K JaHHBIM, YIIPaBICHUE YYETHBIMHU

© Bummnskosa A.H., 'onem6uosckas O.M., Kongpamosa E.B., [llunakos K.E., 2023
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3aMyCsAMU TIOJB30BaTENEH, YIIPABICHNE CETEBON HHPPACTPYKTYPOH, a TAKKE MEPHI IO
3all[Te OT BHEIHUX U BHYTPEHHUX yrpo3 [1].

BaxxHo 4TOOBI MOJUTHKA BKJOYajga B ce0s KIIIOUEBBbIE WHCTPYKIUHU TIO
COOJIIO/ICHNI0 UHPOPMALIMOHHOM 0€30MaCHOCTH OpraHu3alud U OblIa JOKYMEHTOM
MIEPBOTO YPOBHS Ha OCHOBE KOTOPOTO 0a3upyeTcs Apyrasi JOKyMEHTAIUs — IPUKA3BI O
Ha3HAYEHUN OTBETCTBEHHBIX JUI, JIOKAIbHBIE MHCTPYKIIMU OTIEIOB, IOJKHOCTHBIE
WHCTPYKIIUU paOOTHUKOB MPEANPHUATUS, PETTIAMEHTHI, MMOJI0KEHUS U T. 1.

[lepen  nHawanoM  QopMHpOBaHUS  JOKYMEHTa  CIEAyeT  IPOBECTU
MOJITOTOBUTENIbHYI0 paboTy, B paMKax KOTOPOM HEOOXOAMMO BBIMTUCATh BCE
TpeOOBaHUS MPEABSABISEMbIE CO CTOPOHBI 3aKOHOAATENbCTBA K omepaTopam [1/1x B
eIMHYI0 TaOJIHIly U CKOMITMJIUPOBATH MOCTPOYHO CO3BYUHbIE TpeOoBaHus. JlaHHBIN
miar MO3BOJUT YBHUJETh LEJIOCTHYIO KapTUHY TMPEAbSIBISEMBbIX TpeOOBaHUN H
n30exarb ayOonupoBaHus HWHPOpMalMu NOpu  cocTaBieHuu Tekcra [lonuTukw.
®dparMeHTapHbI TPUMEP COCTABJICHUSI MOA0OHON TaOIUIIBI ITpEICTaBIIEeH B Ta0I. 1.

Tabnuya 1
Ilpumep mabauyvt cmpykmypuposanus mpeoosanutl 3aKOHO0AMenNbCmad
@3 «O nepconanvubix Ilocmanosnenue Ilpuxasz Ne 21 om 18.02.2013
oannvixy om 27.07.2006 N | Ilpasumenvcmea P® om | «O6 ymeepocoenuu Cocmasa u
152-@3 01.11.2012 N 1119 «O6 cooepaicanis
ymeep#coeHuu OpP2aHU3AYUOHHBIX U
mpebogaHull K 3auyume MexHu4eckKux mep no
NePCOHANbHBIX OAHHBIX NPU |  obecneuenuio be30nacHocmu
ux obpabomie 8 NEePCOHANbHBIX OAHHBIX NPU UX
UHDOPMAYUOHHBIX obpabomke 6
cucmemax nepcoHaIbHbIX UHDOPMAYUOHHBIX CUCTEMAX
OaHHBIXY NEPCOHANILHBIX OAHHBIX »
Cr. 19. 3) cnenyet 13. 1) HyX)HO
HCIIOJIb30BATh CPEJICTBA HCIIOJIb30BaTh CPEJICTBA
3aIUThl UH)OPMALINH, 3a1uThl HH(GOpPMAIIUH,
KOTOPBIC MTPOIILTH COOTBETCTBYIOIIHAE BCEM
MPOLEAYPY COOTBETCTBUSL | TpPeOOBAHUAMHU B 00JIACTH
oOecnedyeHns nHpopMaluu
Cr. 19. 5) mammHHBIC 13. 6) nyst Bcex HOocuteneit | 4. Mammunable HocuTenu [1/{x
Hocutesu [1/IH cnenyer IT/11 Hy>)kHO 00ecneunuThb MOJIEXKAT 3aIUTE
MOJBEPraTh y4ETy 11. 3amura TeXHUYECKUX
CPEJICTB

[Tocne Toro kak TabauIla COCTABICHA, MOKHO TIEPEXOIUTh HEMOCPEACTBEHHO K
dbopmupoBanuio Tekcra [lonntuku. B kauecTBe n3HayaaIpHOTrO 6a3uca peKOMEHIyeTCs
B3sTh TpeOoBanus Tabuuibl u3 [lpukaza ®CTIOK Ne2l1 u mo myHKTaMm JJis Kaxaoro
TpeOOBaHUSI pacIUCcaTh MOPSIOK €r0 peaan3aiuu Ha 00bekTe. BhiOpaTh MIMEHHO ATOT
JTOKYMEHT MpeJjiaraercs noTomMy, 4To oH Hanbosee mogpoOHbIi U BCEOOBEMITIONIHI C
TOYKU 3pEHUs] TPEOOBAHUM U AYOIUPYET APYrue JOKYMEHTHI BO MHOTHX ITyHKTaX IO
peanu3aiy, €ciM B3STh €r0 3a OCHOBY, TO B IOCJEIACTBHHM OCTAHETCS NIONUCATh
HEOOJIBIIIOE KOJMYECTBO IIYHKTOB, KOTOPBIE YYHTHIBAIOTCS TOJBKO B HWHBIX
JIOKYMEHTaX.
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JokymeHT [lonuTuku cneayeT HauuHaTh ¢ OOLINX MOJIOKEHUH — Leel 1 3a1a4
MOJINTUKHU, HCIOIb3YEMBbIX COKpallleHM W KIIOUEBBIX OIpEAEeICHU, a 3areMm
NepexXoanTh K OCHOBHOMY TeKCTy. [Ipu 3TOM caM TekcT Hanbosee OoNTUMaIbHO AeNiaTh
C KaK MOKHO OOJIBIITUM KOJIMYECTBOM OT/AEIBbHBIX MOJIPA3/IeTIOB U CIIMCKOB, JUIsl TOTO
4TOOBI YIPOCTUTH €r0 U3YyUCHHE, U UTOOBI MPU HEOOXOUMOCTH MOKHO OBIJIO OBICTPO
HAWTH TOPSAJIOK Pean3aliy TOTO UK HHOTO TPeOOBaHUS.

[Ipu dbopmupoBanuu nokymenta [OIUTHKK TakKe PEKOMEHIYETCS PSIOM C
KaXXIBIM OTJICJIBHBIM Pa3fesioM WM MOIpa3esioM MOAIMUCHIBATH MyHKT HOPMATHUBHO-
IIPABOBOTO JIOKYMEHTA, COOTBETCTBUE KOTOPOMY 00€CIeYrBaET 3TOT pparMeHT. ITO
YIPOCTHUT MPOIEAYPY MPOBEPOK TOKYMEHTALIUU OOBEKTa CO CTOPOHBI MPOBEPSIOLINX
OpPraHoB, a TAK)KE YCKOPHUT MPOIIECCH BHYTPEHHETO ayIUTa U OLEHKHA COOTBETCTBUSI.

Jlanee mpexactaBieH (parMeHTapHbI MpuMep CHOPMUPOBAHHOTO paszzesa
MOJIUTUKU MH(POPMALIMOHHON 0€301acHOCTH 0OBEKTA.

1. MAEHTUOUKALIIUA U AYTEHTUOUKALIUA CYBBEKTOB
JOCTYIIA U OBBEKTOB JOCTYIIA

1.1. Hoenmugpukayusa u aymenmughukayusn noav3osameeil, AGAAOULUXCA
pabomuuxamu  onepamopa (npu pabome ¢ HCIl/[n {Opzanuzayuu}).
(coomeemcmeue n. HA®. 1 npukaza OCTIK Poccuu Ne 21)

Nnentudukanus wu  ayreHTU(UKAUMUS  TOJb30BATENEH,  SIBISIOIIUXCS
paboTHHKamu ornepaTopa npousBoautcs npu padore ¢ UCITIn {Opranuzanuu}. [Tpu
Bxoge B MHMCII[IH mnonp3oBatenb BBOAUT JIOTHH W TApPOJb, BbIJIAHHBIN
aJIMUHUCTPATOPOM O€30IM1aCHOCTH.

[Tapons nnsa Bxoga B UCIIJIH MeHsieTcsl aIMUHUCTPATOPOM O€301TaCHOCTH OJUH
pa3 B Mec4ll MyTeM reHepanuu B ciennaiuzupoBanioM [10.

[Taposib BeIIa€TCA AIMUHUCTPATOPOM 0€3011aCHOCTH MOJIH30BATENIO JTUYHO (TIPU
MOCEIICHUH aIMUHUCTPATOPA) B 3aKPHITOM KOHBEPTE.

1.2. Iopaoox uoenmugpukayuu u aymenmuuxayus ycmpoiicme (6 mom
yucie CmayuoHapHvlX, MOOUIbHBIX U NOPMAMUEHBIX). (coomeemcmeue n. HAD.2
npukaza @CTIK Poccuu Ne 21)

JIJ1st UCKITFOUEHHST BO3MOXKHOCTH TIOJIKJIFOUECHHS CTAIIMOHAPHBIX, MOOUJIBHBIX U
MOPTATUBHBIX YCTPOMCTB BCE BO3ZMOXKHBIC ITyTH MojikitoueHus K [TK/cepBepy 10mKHBI
uMeTh napoib (Wi-fi), a Takke HOJKHBI ObITh HACTPOEHBI TPYMIOBBIE MOJUTHKU
yIpaBieHUsl JOCTYIOM K OINEpPalMOHHONW CHUCTEME MO OTKIIOYEHHUIO BO3MOXHOCTH
UCIOJIb30BaHUs Beex WK BeIOpaHHbIX USB mopToB.

AJMHUHUCTpaTOp 0€30MaCHOCTH Pa3 B MECSI MEHSIET MapoJib, a TAKIKE MPOBEPSICT
KOPPEKTHOCTh HACTPOUKH MOJTUTHK JTOCTYTIA.

[Taposb BbITaeTCst TONMBKO paboTHHUKaM {OpraHu3aiiuu }.

1.3. IHopaook ynpaenenus udenmuuxkamopamu. (coomeemcmeue .
HA®D.3 npuxaza ®CTIK Poccuu Ne 21)
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VYnpaBnenue UASHTU(PUKATOPAMHU YUETHBIX 3alUCEl MPOU3BOJUTCS B paMKax
BBIMIOJIHEHMSI MPOLIEYyp CO3JaHMs TOJb30BaTeNId U IpyHmnbl, MoaudUKanuu
II0JIB30BATEISI U TPYIIIBI, a TAKXKE YIAJICHUS T10JIb30BATEIS U IPYIIIBI.

VYpasnenue uAeHTU(UKATOpaMU IIPOU3BOUTCS UCKIIFOUNTEIIbHO
aJIMUHHCTPATOPOM MH(POPMAIMOHHOM 0€3011aCHOCTH.

Bo3MmoskHBIE Onepanuu:

* CO3/1aHuE, yajeHue, OJOKMPOBKA, peJaKTUPOBAHUE CBOICTB yUETHOW 3aIIUCH;

* co3JaHue, MPUCBOCHUE, YaICHNE anapaTHBIX HIEHTU(DUKATOPOB.

Takum 00pa3zom, HpeaCTaBlIEHHbIE PEKOMEHJALMM IO3BOJSAIOT JJs JII00Oro
O0BEKTa COCTAaBUTh KOMIUICKCHBI OpraHU3allMOHHbIE JOKyMeHT — [lomutuky
MH()OPMAIIMOHHOW 0€30MaCHOCTH, KOTOpPBIM OyJeT SBISATbCA Oa3ucom Mpu
HaJIaKUBAaHUU MPOIIECCOB 00eCIIEUeHUs 3allUThl UH()OPMALIUK HAa OOBEKTE.

Cnmcok UCnoIb30BaAaHHBIX HCTOYHNUKOB.

1. ['onem6uoBckas O.M. ®opmanuzaiys MOAXOA0B K 00ECHECYCHHIO
3aIlUTHI IEPCOHABHBIX JJAaHHBIX : MOHOTpadus / ['onemouosckas O.M., PeitoB M.IO.,
[unaxoB K.E.. — Caparos : Aii [Iu Op Menua, 2019. — 198 ¢. — ISBN 978-5-4486-
0726-4. — Tekcr : oanexrponnbii // IPR SMART : [caiit] — URL:
https://www.iprbookshop.ru/81851.html (nara obpamenus: 14.03.2023).

Cratpsa noctynuia B pegakuuio 24.04.2023; npunsra k nmyoaukanuu 10.05.2023.

Nudpopmanus 00 aBropax

Buwmnaxoea A.H. - crynedHt Kadeapbl «CucteMbl HH(DpOpMaMOHHON
oe3omacHocTu», HampasieHus mnoarotoBku «10.05.03 — HMadopmanronHas
6e3omacHOCTh aBTOMaTU3UPOBaHHBIX cucTeM» OI'BOY BO «bBI'TY».

Tonembuosckass O.M. - poueHt kadenapbl «CucteMbl HHPOPMAIUMOHHOM
oe3onacHoct»y O®I'BOY BO «bI'TY».

Konopawosa E.B. - crygent xadenpslr «Cucrempl uHDOpMAITMOHHON
oe3omacHocTu», HampasieHus mnoarotoBku «10.05.03 — HMuadopmanronHas
6e3omacHOCTh aBTOMaTU3UPOBaHHBIX cucTeM» OI'BOY BO «BI'TY».

lllunaxoe K.E. - pouent kadeapsl «Cucrembl HHPOPMAITMOHHOMN

oe3onacHoct»y PI'BOY BO «bI'TY».
Bkiax aBTopos
Buwnsxkosa A.H. — unes, coop matepuana (25%).
T'onembuosckas O.M. — o6paboTKa MaTepuana, YaCTUYHOE HAMKMCAHUE CTaThU
(25%).
Konopawosa E.B. — 06paboTka Matepuania, Harucanue cratbu (25%).
Hlunarxos K.E. — HanlMcaHue CTaThbH, HAYYHOE peAaKTHpoBaHuE TekcTa (25%).

KondmukT nHTEpECcOB OTCYTCTBYET.
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Pa3paboTka nmoaxona Kk kiaccupukanuu KOMNbIOTEPHBIX MPeCTYNJIEHUI
AnHa HukosaeBHa BummnsikoBa'™, Makcum Muxaiigosuu I'osiemonoBekmii™™,
Exatepuna  Baagnmuposna  Komapamosa®™, Kupuan  EprenbeBmt
Iunaxop*™13
1234Bpsnckuii rocy1apCTBEHHBII TEXHUYECKHMI yHUBEPCHUTET, Bpsuck, Poccus
lyshnv.a@yandex.ru™
’maksim32region@yandex.ru™
3kondrashova_katerina@bk.ru™
*shinakov@it-craft.net™

AHHOTanus. KOMIIBIOTEpHBIE NMPECTYIUIEHUS 3TO NEWCTBHS, COBEPIIAEMBIE C
LENbI0 TMOJIyYEHHUS, a TaKKe NMPUMEHEHHs] MH(pOpMaluu B KOMIIBIOTEpHOU cdepe.
KomnreiorepHass uHpopManuss MoOKeT ObITh, KaK HPEIMETOM, TaK U CpPEACTBOM
COBEpIICHUs IpaBoHapylieHus. K TakuMm NMpecTyIuIeHUsIM OTHOCSTCS JII000ro poja
IPECTYIUICHUS, CBSI3aHHBIE C KOMIIBIOTEPHOM TEXHUKOH, KOTOpBIE IpU 3TOM
IPOTUBOpEYAT NpaBy. B MaHHON cTaThe paccMaTpUBAETCS KJIACC KOMIIBIOTEPHBIX
IIPECTYILICHUMN.

KiiroueBble cJjioBa: KOMIBIOTEPHBIE MPECTYIUIEHUSA, WH(GOPMAIIMOHHbBIE
NpeCTyIJIEHUs, HH(OpMAITHS.

KomnbloTepHbie mpecTyIieHHs] 3TO MPEAYCMOTPEHHbBIE YTOJIOBHBIM 3aKOHOM
OOIIECTBEHHO OMAaCHBIC IEHCTBUS, B KOTOPHIX MAIIMHHASS WH(POpPMAIHS SBISETCS
00BEKTOM MPECTYITHOTO MNOCATaTeabCTBA. B JTaHHOM Ccilydyae B KauecTBE MpeaMeTa HIln
opyausi TpecTyIsieHus: OyAeT BBICTYINATh MAIIUHHAs WHGOpMAIUs, KOMIIBIOTED,
KOMITBIOTEpPHAs CHCTEMa WJIM KOMITbIOTEepHas ceTh [1].

K naumbosiee TUMWYHBIM IIEJSIM COBEPIIECHUS KOMIBIOTEPHBIX MPECTYIICHUI
OTHOCATCSA CIEAYIOIINE:

— MOJIJIeITKA TIATEXKHBIX JIOKYMEHTOB:

— XUIICHUE ICHS)KHBIX CPECTB;

— MOJIy4YeHHE KOMIIPOMATa MM 3aCEKPEUEHHOTO MaTepHaa;

- Kpaka MaIlllMHHOTO BPEMEHH:

- MIPOJIBIKEHUE 110 KaphePHOU JIECTHUIIE;

- TIOJTYYCHHE TOACITBHBIX JIOKYMCHTOB;

- BHECEHHE BPEIOHOCHBIX U3MEHEHHUH B IMIPOTPAMMHOE 00ECIICUCHHE;

- COBEpIIIEHNE TTOKYTIOK C (PMKTUBHOW OTUIATOM U JIp.

OTnMYUTEeNEHBIMU OCOOCHHOCTSMH JAHHBIX MPECTYIICHUHN SBISIFOTCS HU3Kas
[JIACHOCTh, OOJBIION MaTepHaIbHBIN yIIepO, CI0XKHOCTH cOOpa J10Ka3aTesIbCTB,
XapakKTep MPOU3BOIUMBIX ACHCTBUH, a TaKKe CHCITUPUIHOCTh CAMUX TIPECTYITHUKOB.
Yamie Bcero mojoOHBIE MPECTYIUICHHS COBEPIIAIOT BBHICOKOKBATU(DUIIMPOBAHHBIE

© Bumnskosa A.H., 'onem6uosckuit M.M., Konapamosa E.B., llunakos K.E., 2023
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IPOTPAMMHUCTBHI.
Huzkast TmacHOCTh KOMIBIOTEPHBIX MPECTYIUICHHH OOYCIOBICHA TEM, YTO
MHOTHE OpTraHU3aIliy pa3peiaT KOHPIUKT CBOMMHE CHiIaMu. [[oToMy 9TO YOBITKH OT
pacclieZIoBaHUsS MOTYT OKa3aThCsl BBIIIE CyMMBI MPUYMHEHHOTO yiepOa, Hampumep
[3BATHE CepBepa JIJIs MPOBEACHHUS DKCIIEPTU3BI MOYKET MPUBECTH K OCTAHOBKE paOOTHI
Ha CPOK JI0 IBYX MECSIIEB, UTO MOBJICUYET 3a COO0I 3HAYNTENbHBIC TOTEPH PUHAHCOBBIX
CPEICTB 3a cueT mpoctos) [1].

Krnaccudukanus npecTyrieHHH HEOOXOAMMO JUIsl TOTO, YTOOBI TOHATH, Kak
HanOoJsee ObICTPO U A(H(PEKTUBHO TPOBECTH MPOIEAYPY €T0 pacCaeaOBaHMUS.

Bech miacT Hanboliee 9acTo BCTPEUAIOIIUXCS KOMITBIOTEPHBIX MPECTYIUICHUN
MOJKHO yCJIOBHO pa3ZIeNiuTh Ha 2 Kiacca.

Krnacc 1 — npecTyruieHus, COBEpIICHHBIC TIOCPEICTBOM aTaKu Ha KOHKPETHBIC
CHCTEMBI CO CTOPOHBI YEJIOBEKA.

Krmacc 2 — mpecrymieHus, COBEpIICHHBIC ITOCPEICTBOM BHEIPCHUS
BpenoHocHoro I10.

Jlsiss TOrO 9TOOBI ONMpPENeNTUTh K KaKOMY KJIacCy OTHOCHTCS KOMIBIOTEPHOE
NpecTyIUIeHHE, MpeajaraeTcs MeTOAuKa aHKeTHpoBaHUs (Tabmuma 1). B ankere
NPEJCTaBICHBl  YTBEPXKJICHUS  CBSI3aHHBIE C  TOCJCJACTBUSMH  pealli3aliu
KOMIIBIOTEPHBIX NIPECTYTUICHUH, ecIin YTBEPXKIACHHE COOTBETCTBYET
NEHCTBUTEILHOCTH — OTBET «J/la», B IpOTUBHOM citydae oTBeT «Her.

Tabmuua 1
Onpedenenue K1acca KOMNbIOMEPHO20 NPeCmynIeHUs.
No OtBeT
y Bompoc
n/m Ha | Her
1 [Ipu pearnpoBaHWW Ha WHIMACHT HA dKpaHE MOHHUTOpa OBLIO 1 0

MPEICTABICHO COOOIICHNE O U(PPOBAHUH cepBepa (TaHHBIX )

2 | [lociencTBusi MHIUICHTA HOCAT IOJHOCTBIO WJIM YaCTHYHO
XAOTUYHBIN XapakTep — HeJb3s CAENaTh BHIBOJ] UTO YHUUTOXKEH | 1 0
(CKOMMPOBAH) TOJILKO KOHKPETHBIN TUTI TAHHBIX

3 | Ha maHenu WHCTPYMEHTOB KOMIIbIOTEpA MOSBWJINCH HOBBIE

1 0
3HAYKU
4 | Aarusupycuoe 10 oTkmoueHo 1 0
S | IIpu OTKpBHITHM TporpamMm M (aiyioB 3arpy3ka MPOUCXOIUT 1 0
OYEHb MEJIJICHHO
[Tpu BKIIIOUEHUHU YCTpOMCTBA MosiBIsieTcs coodenue BSoD 1 0
3akphIT noctyn K [lanenu ynpasnenus u k [lapamerpam 1 0
8 |3ameuensl ommOku B  paboTe  HEMPOTPaMMHUPYEMBIX 1 0

TCXHNYCCKHUX CPCACTB

B cnyuae ecnu mo pesyibTaTaM aHKETHpOBaHUS moiydyeH | Gamn u Oonee —
MPECTYIJIEHUE OTHOCHUTCS K Kjaccy 2. Ecnu pesynbrar ankerupoBanus 0 0amioB —
MpECTyIUIEHuEe OTHOcUTCA K kiaccy 1. Ilpu 3TOM HeEnb3si €O CTONPOIEHTHOU
BEPOSATHOCTBIO ONPENEIIUTh KJIacC MPECTYIUICHHS 0 IMPOBEIACHHUS pacCieOBaHMS,
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MOCKOJIBKY TpecTyIyieHus: 1 kiacca Moryt ObITh 3aMackupoBaHbl mojg 2. Ho maxe
npuOIM3UTENIbHAS OLEHKA NMPUHAIICKHOCTH NPECTYIUICHUSI K KOHKPETHOMY Kjlaccy
MOJKET YIPOCTUTh NPOLEAYPY PACCIEAOBAHUS.

[Ipectymuienns 1 kiacca Kak HpPaBWIO CJIOXHEE IPENOTBPATUTh HA H3Tarie
peann3anuy, HOCKOJIbKY COBEPILIEHUE NOJOOHBIX MPECTYIIIEHUHM TpeOyeT MOArOTOBKU
IPECTYNHHUKA, U3YUYEHUS CHUCTEMBI U BCEX €€ OCOOEHHOCTEW, a COOTBETCTBEHHO U
HOHCKa CIIOCOOOB OCTaThCSI HE3aMEUYEHHBIM.

[Ipectyruienns 2 kinacca, HAIPOTUB, CII0KHEE PACCIIEN0BATH MTOCIIE pEAIU3aLH,
IOCKOJIBKY BpefoHOCHOE IIO OOBIMHO HEHWCTBYET HELENECHANPABICHHO M MOKET
YHUUYTOKUTh, KOMUPOBATH WM U3MEHHUTH HE TOJIBKO T€ (Pailyibl, KOTOpbIE H3HAYATHHO
ABJIUIACH LIEJIBIO MPECTYNHUKA, HO U MHOXECTBO APYIHX, YTO B KOHEYHOM HTOIE
3aIyTHIBAET CJIEACTBUE U 3aTPYAHSIET IPOLECCHI ONpeAeIeHs] MOTUBOB. [Ipu 3TOM, B
cllyuae HalIW4uus Ha OOBEKTE AaHTHBHPYCHBIX cucteM, SIEM-cucrem, cucrem
OOHapy)XeHHsI BTOPKEHHM, MOXHO TOJHOCTBIO TPEAOTBPATUTh peaTU3aLUI0
IPECTYIIEHUS 2 Kiacca WA MAHUMHU3UPOBATh €0 MOCIIEACTBUS.

Taxum oOpa3om, mpeanokeHHas KiIacCU(pUKaLUs MOXKET OBbITh IOJIE3HA MpHU
BbIOOPE METOAMKH PACCIeI0OBaHUs IPECTYIUICHUH], @ TaKXKe IPU UX PETUCTPALlUU AJIs
JAIBHEMIIIEr0 aHAIN3a U BHEIPEHUS CPEACTB IIPEAOTBPALICHUS PEAIM3ALUN CX0XKETO
IPECTYIICHUS B JAIbHEUIIIEM.

CnMcoK HCTOYHNKOB

1. UudopmanmonHass 0e30MacHOCT, M 3aumuTa WH(pOpManuum : COOpPHUK
CTYJEHYECKHX paloT: cTyAeHYecKkas HayuyHad paborta. - MockBa: CryaeHuyeckas
Hayka, 2012.

2. Kocturn B.H. Metoapl u cpeacTBa 3amuThl KOMIIBIOTEPHOW HH(POPMAIIUU:
uH(popManmoHHasi 0€30MaCHOCTh KOMIBIOTEPHBIX ceTeil: yueOHoe mocobue / B.H.
Koctna. — Mocksa: Mznarensckuii [lom MUCuC, 2018. — 31 ¢. — ISBN 978-5-
906953-53-7. — URL: https://www.iprbookshop.ru/98200.html (maTa oGparieHus:
13.03.2023).

Cratbs noctynmia B pegakuuto 10.04.23; npunsita k nyosukanuu 10.05.2023.

Nudpopmanus 00 aBpropax

BumnskoBa A. H. — crynment xkadenpsl «Cuctembl HHGOPMALIMOHHON
0e3onmacHocTn», HampabieHue noaArotoBku «10.05.03 — HudopmanunonHas
0e30macHOCTh aBTOMaTU3UPOBaHHBIX cucTeM» OI'BOY BO «bI'TY».

I'onemOuoBckuii M. M. — acnupant kadeapbl «CucteMbl MHPOPMALIMOHHON
oe3onacHoct»y OI'BOY BO «bI'TY».

Konppamosa E. B. — crynent kadenpsl «Cucrembl HHPOPMAIMOHHOMN
oe3omacHocTn», HampasieHue mnoarotosku «10.05.03 — HuadopmanmonHas
6e3omacHOCTh aBTOMaTU3UPOBaHHBIX cucTeM» OI'BOY BO «BI'TY».

[MunakoB K. E. — pgoment xadenper «Cucrembl HHPOPMAIMOHHOM
oe3onacHoct»y GI'BOY BO «bI'TY».

Bkiag aBTopoB

BumnsikoBa A. H. — cOop maTtepuana, yactuuHoe Hanucanue ctatbu (30%).


http://biblioclub.ru/index.php?page=publisher_red&pub_id=15029
http://biblioclub.ru/index.php?page=publisher_red&pub_id=15029
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['onemOuoBckuit M. M. — uzes, HaydHOEe pEAAKTUPOBAHUE TEKCTA, YACTUYHOE
HanucaHue ctateu (27%).

Konpgpamosa E. B. — uzes, cbop marepuana, 4aCTUYHOE HAIMCaHUE CTaThbU
(26%).

[MunaxoB K. E. — uznes, Hayuynoe pegakrupoBanue tekcra (17%).

KoHdnukT nHTEpEeCcOB OTCYTCTBYET.



62

HayuHnas cratss
YK 004.056

00630p ocHoBHBIX SIEM-cucrem, npeacTaBjieHHbIX HA POCCHICKOM PbIHKE

Anna Huxonaesna BummsikoBa'™, Aprem Amapeesuu Psoues?, Exarepuna
Biagumuposna Konapamosa®, Kupuai Esrensesuy Illunakos*

1.2.34 Bpauckuil rocyapCTBEHHBIM TEXHUYECKHMI yHUBEPCHUTET, BpsHck, Poccus
L vshnv.a@yandex.ru™,

2ryabcev@yandex.ru

3kondrashova_katerina@bk.ru,

“shinakov@it-craft.net,

Annomayusn. Beibop npencrasieHHbix Ha peiHke SIEM-cucrem orpomen. Bee
pelIeHUs] UMEIOT CXOXKYI0 cUCTeMY (YHKIIMOHUPOBAHUS, OJHAKO y KaXKIOM M3 HUX
€CTb CBOM TOHKOCTH M OCOOEHHOCTH. SIEM-cuctembl TpeaHa3HA4YEeHBI IS
HEIPEPHIBHOTO OTCICKUBAHUS CETEBBIX COOBITHI U MHPOPMUPOBAHUS TOJIb30BATEIIS
O HETUIIMYHBIX U AHOMAJIbHBIX CIIyYasX.

Knioueewvle cnosa: unpopManonHas 0€30MaCHOCTbh, MOHUTOPHUHI, CETEBBIC
COOBITHSL.

B cbope m anammze pa3nMuUHBIX JAHHBIX, CBA3AHHBIX C WH(OPMAIUOHHOU
0e30macHOCThIO (CKypHAJIBI ayInTa, 0OHAPYKEHUE BTOPKCHHUH | T.1I.) TomoraioT SIM
- cucTteMbl. 3a 00pabOTKy COOBITUI O€30MACHOCTH, HAPUMEpP CUTHAIBI OT CUCTEM
MOHHUTOPHHTA U JIETEKTOPOB HApYIIEHUH 0TBe4aroT SEM-cuctembi.

AHanu3 ¥ TeHepalnys yBeIOMIICHUH O HAPYIICHUSIX WU MOMBITKAX BTOPKEHHUS
oepyr Ha cebst SIEM - cucremsbl, koTopble 00beauHAIOT HaHHble oT SIM u SEM
cucteM. Taxke CUCTEMBbl MOTYT MPEAOCTaBISITh OTYEThl U aHAJIU3bl MO COCTOSHUIO
0€30MacHOCTH OpraHu3aIui.

bnaronapst 6picTpomy oOHapykeHuio W pearupoBanuio, SIEM - cucremsl
UCIOJIB3YIOTCS JAJI1 MOHUTOPHHTA U TIOWCKA YSI3BUMOCTEH, a TaK)Ke I COOTBETCTBUS
TpeboBaHMsIM 10 HHPOpMAIMOHHON Oe3omacHocT. SIEM-cucrtembl B KadecTBe
CaMOCTOSITENTFHOTO PEIIeHUs He TMpeIHa3HauYeHbl U HE CIOCOOHBI MPEAOTBpAIlaTh
WHIUICHTHI HapylieHus nHpopMarronHoi 6e3onacHoctd. OHU MpeAHa3HAYCHBI /IS
HENPEPBHIBHOTO OTCIICKUBAHUS CETEBBIX COOBITUH U HHPOPMHUPOBAHUS MTOTH30BATEIS
O HETHITMYHBIX U aHOMAJIbHBIX CiTydasx [1].

B Ttabnuue 1 mpencraBineH cpaBHUTENbHbIM 0030p Beayumx SIEM-cucrem,
NPE/ICTABJICHHBIX HA POCCUICKOM pBIHKE [2].

© Bumnskosa A.H., Psa6ues A.A., Konnpamosa E.B., [llunakos K.E., 2023
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Tabmauma 2
CpaBuurenbHbIi 0030p Beayuux SIEM-cucrem
Kpurepuit RuSIEM MaxPatrol Kaspersky Wazuh
CpaBHCHHUSI SIEM Endpoint Detection
and Response
S3BIK Pycckuii u Pycckuii Pycckuii u AHTIIHICKHI
MOJIJICPIKKA AHTJIMHACKUI AHTJIMACKU I
Cxema npopax | CMemianHas [TapTHepckas CwmemanHas OTKpBITHINA KOJ
Hena Ectp 16 miH. pyo. 10 miH. pyo. becmuiatno
OecraTHast
Bepcus, 10
MJIH. pYO.
OpuentupoBou | o 2-3 Henens. Ot 1 mecama Ot 1 mecana Ot 1 mecana
HBIN CPOK 3aBUCHUT OT
BHEJIPEHUS reTEPOreHHOCT
1787}
cnenupuIHbIX
HMCTOYHHKOB
Kpynneiimee Her nannbIx I'K Pocatom VimpelCom Wildberries
W3 U3BECTHBIX
BHEJIPEHUH B
Poccun
CexTopsl T'occexrop, DUHAHCHI, DUHAHCHI, DUHAHCHI,
SKOHOMUKH, B | MPOMBIIIJIEHHO TOCCEKTOpP, TOCYJAapPCTBEHHBIN | MPOMBIIIIIEHHOC
KOTOPBIX CTb, SHEPreTHKa, CEKTOD, Tb, CBS3b,
MOTYT OBITh | KOMMEPUYECKHA | TIPOMBIIUICHHOC | MPOMBIIIIICHHOCTD, TOPTOBJIA,
BBITIOJIHEHBI CEKTOD, Tb, CBSI3b, CBSI3b, TOPTOBJIS, | 3APaBOOXPAHEH
BHEJIPEHUS MPOIIECCHHT, TOPTOBJIS 3/1paBOOXpaHEHUE ue
OaHKH,
WHTEpHET-
KOMMepLHs,
pekinama
Bxirouena B IIpuka3s [Ipuka3s IIpukas Her
peectp MunkoMcBsizn | MunkoMmcBsizu | MunkomcBsazu PO
Poccuiickoro P® or P® or or 15.08.2017 Ne
1o 15.08.2017 Ne | 15.08.2017 Ne | 421, Ilpunoxxenue
421, 421, 1, Ne . 25,
IIpunoxenne | Ilpunoxenue 1, peectpoBblii Ne
1, Ne mm. 25, Ne mm. 25, 5162
peectpoBbiii Ne | peecTpoBblil Ne
3808. 1143
Cepruduxkar Cepruduxar Cepruduxar Her Her
OCTIK Ne4402 ot Ne3734 or
Poccun 12.05.2021 no | 12.04.2017 no
12.05.2026 30.03.2026
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[Tytn Dckananus ABTOMaTHYECKa Pyunas Pyunas
JCKalaluu BPYYHYIO C o
MHIUJCHTA BO3MOXXHOCTh | MapUIpyTH3aIUs
10 U3MEHEHUSI | WHIMJCHTA IpU
KPUTHUYHOCTH, HAIUYUU
TEMBI U YCIIOBHM
ONMCAHUS
Arperanus no Her Ha Ha Ha
THUITY COOBITUI
Hopmanuzanus Ha Ha Ha Ha
COOBITHI
Koppensius Her Her Her Her
1o
HCTOPUYECKUM
JTAHHBIM
®opmupoBanu | PopmupoBanu | PopMupoBaHuUE dopMupoBaHue dopMHUpOBaHHE
€ M pacchUIKa € OTYETOB IO OTYETOB 10 OTYETOB I10 OTYETOB 10
OTYETOB aKTHBaM, aKTHBaM, aKTHBaM, aKTHBaM,
COOBITHSIM, COOBITHSIM, COOBITHSIM, COOBITHSIM,
WHIUJEHTAM, | WHIOUACHTaM, 0 | WMHIWACHTAM, [0 | MHIMICHTAM, 110
1o paclrCaHuIo pacirCcaHuIo pacluCaHuIo
pacnucaHuIo
O6HoBNEHUE 1-2 paza B Ha C paznuyHoit C paznuuHoii
IIPElyCTaHOBIIE HEZEeIIo U MapTHEPCKOM HNEPUOAUYHOCTBIO | NEPUOAUYHOCTD
HHBIX qaie MopTajie MOKET 10
KOMITOHEHTOB BBIJIaBaTHCSI 110
(oTueTsl, 3arpocy
npaBuJia
KOPPEeJISIIUH)
Takum oOpa3zoMm, BbIOOp TmpencTaBiIeHHBIX Ha pbiHke SIEM-cuctem
MHOTOTpaHEH. Bce mnpeacTaBiieHHbIE PEIICHUS HWMEIOT  CXOXYH  CHUCTEMY

(G YHKITMOHUPOBAHUS, OJTHAKO Y KaXJI0W U3 HUX €CTh CBOM TOHKOCTH U OCOOCHHOCTH.
[IpuMeHssT TIpeACTaBICHHYIO TaOJHWIly, OIepaTop CMOXKET BBIOpAaTh HJIS CBOETO
o0beKTa HanbosIee MOAXOAAIISe IO BCEM IMapaMeTpaM PeIIcHHE.

Cnmcok HCnoIb30BaHHBIX HCTOYHUKOB.

1. AGnenoB A.K. AHanu3, onucaHue M OLEHKa (PYyHKIIMOHAIHHBIX Y3JIOB
SIEM-cuctemsl : yuebHoe nocooue / Adbnenos A.K., Tpymmn B.A., Cynaitman K.. —
HoBocubupck : HoBocuOupckuii rocy1apcTBEHHbIN TEXHUUYECKUN yHUBEpcuTeT, 2018.
— 122 c. — ISBN 978-5-7782-3603-5. — Texcr : anextponHsiii / IPR SMART :
[caiT]. URL: https://www.iprbookshop.ru/91179.html (mara o6parenus:
13.03.2023).

2. Kopones 1U./1., ITono B.U., Jlapuonos B.A., Jluresunos E.C. O630p siem
-CHCTEeM: TpompueTapHbie arcsight u maxpatrol mpoTuB open - source perneHuit //
JlueBHuK HaykH. - Ne 4 (28). — 20109.

Cratbs noctynmia B pefakiuto 24.04.2023; npunsita k myoaukaruu 10.05.2023.
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Nudopmanus 00 aBTopax

Buwmnaxoea A.H. - crynedHt kadeapbl «Cuctembl HHOOPMAIMOHHON
oe3omacHocTu», HampabieHus noarotoBku «10.05.03 — HadopmanuonHas
0e3omacHOCTh aBTOMaTU3UPOBaHHBIX cucTeM» OI'BOY BO «BI'TVY».

Pabyes A.A. — acnupant kadenpel «Cuctembl UHGDOpPMAIMOHHON
oezonacHoct»y OI'BOY BO «bI'TY».

Konopawosa E.B. - crygent xadenpsl «Cucrembl HHDOpMAIMOHHON
Oe3omacHocTH», HampaBieHusi mnoAarotoBku «10.05.03 -  Hudopmarmonnas
0e3omacHOCTh aBTOMaTU3UpOoBaHHbIX cucTteM» GI'BOY BO «BI'TVY».

Hlunaxoe K.E. - gpouednt kadenpsl «Cuctembl HHPOPMAIIMOHHOM

oezonacHocty GI'BOY BO «BI'TY».
Bkiiag aBTopos
Buwnsaxkosa A.H. — unes, coop matepuana (25%).
Psabyes A.A. — o6paboTka MaTepualia, YaCTUYHOE HaNMcaHue ctaThu (25%).
Konopawosa E.B. — 06paboTka MaTtepuaia, Halcanue cratbu (25%).
llunakos K.E. — HaniicaHue CTaThU, HAYYHOE peakTUpoBaHue TekcTa (25%).
KoHdukT nHTEpEeCcOB OTCYTCTBYET.
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HayuHnas cratss
YK 004.056

Onucanue nopsigka B3anmojeiicreuss PockoMHaa3opa ¢ onepaTropaMu B paMKax
BeJIeHHsl peecTpa yueTa HHIMIEHTOB B 00J1aCTH NMEPCOHATBHBIX JaAHHBIX

Anna Hukonaesna Bumnsikosa ™, Aprem JImurpueuu Slmenko?, Ajekceii
Ierposuy Iopsos®, Okcana Muxaiiiosna I'osiemouosckasn®

1.2.34 Bpgauckuii rocy1apCTBEHHBIM TEXHUYECKMI yHUBEPCHUTET, Bpsnck, Poceus

! vshnv.a@yandex.ru™

2 tema_96bryansk@mail.ru

% apgorlov@gmail.com

* bryansk-tu@yandex.ru

Annomauyus. [penoTspanieHue HHIMACHTOB HH()OPMAIMOHHONW O€30MaCHOCTH
Ha CETOAHSIIHUMN JIEHb SBISETCS OJIHAM U3 CaMbIX Ba)KHBIX BOIIPOCOB B 3TOM cdepe.
st 6onee A(ppekTUBHONM 3alUTHl MEPCOHATBHBIX JAHHBIX CYIIECTBYET CHCTEMa
B3auMoJielicTBusl onepatopoB [1/n ¢ DenepanbHOt cimyx00i 1Mo HaA30py B cdepe
CBSI3M, HHPOPMAIIMOHHBIX TEXHOJOTHIA U MaCCOBBIX KOMMYHHKAITUH.

Knwueswie cnosa: 11]11, unpopmarmonnas 6e3omnacHocTh, PockoMHaa30p.

BaxkHOCTh 3amuThl HH(POPMAIIUKA B COBPEMEHHOM MHPE HEJIb3s MEPEOICHUTD.
bonpmioe 3HaueHue B O3TOM cdepe uMeeT pabdoTa MO HEAONYIICHHIO U
NpEAOTBPAIICHUIO UHIIMACHTOB MH()OPMAIIMOHHOW 0e30MacHOCTH. [[1s TOro 4ToO0HI
7Ta paboTa ObUTa KOMIUIEKCHOW U ()(PEKTUBHOM, a TaKkKe C YYETOM HMMEIOIIETOCs
YCHEIIHOTO OIlbITa, pa3padoTaHa CUCTEMa B3auMoOJEHCTBHUs omeparopoB I[IJ[H ¢
denepanbHOM cy>)k00i1 10 HAA30py B cPepe CBsI3u, THPOPMAIIMOHHBIX TEXHOJIOTUIA U
MaccoBbIx koMMmyHHKanui (Pockomuanzop, PKH) [1].

C 2023 roga ysenomiienne PKH o npousomieaiiemM HHIIMAEHTE U O pe3yJibTaTax
€r0 pacclieIOBaHus SBIAETCS 0053aTeIbHON POIEypPOi.

HoBpiii  asiropuT™M  B3aMMOAECHUCTBUA 3HAYUTEIBHO YIOPOCTUT MEXAHU3M
dbuKcanuu pa3TUYHbIX CIIy4aeB YTEUKHU U B TOCJIEACTBUU COKPATUT UX KOJIMYeCTBO. Ha
puc. 1 cxemaTU4HO TpeACTaBleHa HjcalbHas CXeMa B3aUMOJCUCTBUSI TIO HOBOMY
[Topsaxky.

© Bummnskosa A.H., Slmenko A./l., Topnos A.I1., 'onemOuosckas O.M., 2023
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IIpomzomen mHIIIERT ITb

|

OmepaTop HapaBIgeT ®©
nepeidHOE yBenomueHie 8 PKH B mevenuu 24 wacoe

I

Omneparop nomxy4aeT oT PKH mo
3JIeKTPOHHOII IOYTe HOMED I K0T
YBeIOMIEHIIT

'

DHEPEIID[} HAIIPABIIACT TOMOIHIITEIEHOE @
YECIOMIICHIIS, IICTIONE3YA H'DJI}“I'EI{EI.T:Iﬁ
EKJIEOT II HOMED

B meveniu 72 4acoes

Puc.1 Hoeanvnas cxema e3aumooeticmeuss PKH u onepamopa no nosomy Ilopsoky

[lepBuyHOE YBETOMIIEHHE JJOJDKHO COAEPKATh HH(OPMAIUIO O MIPOU3OIIEIIIEM
WHIIMJIEHTE, MPEINoiaraeMbIX MPUYMHAX U BPe/ie, HAHECEHHOM IMpaBaM CyObEeKTOB
IIEPCOHAIBHBIX JAHHBIX, IPUHATHIX MEpax M0 YCTPAHEHUIO MOCIEICTBUN UHLIUICHTA,
a TaK)Ke JIMIle, YIIOJTHOMOYEHHOM Ha B3aumozeicteue ¢ PKH, nanneie onepartopa u
WHBIC CBEJICHMS, U MaTepHabl, IMCIOIINECS B PacIopsbKeHUH oreparopa [2].

JIONOTHUTENIBHOE YBEAOMIIEHHE JOJDKHO COJAEPXKAaTh CBEICHUSA O PE3yJbTaTax
BHYTPEHHETO PaCClICIOBaHUs U JIMIaX, OTBETCTBEHHBIX 32 MHIKUACHT. Eciin onepaTtop
YK€ TMPOBEJI BHYTPEHHEE pACCIEIOBAHME HA MOMEHT HAIpaBJICHUS MEPBUYHOTO
YBEIOMJICHHSI, OH MOXKET YKa3aTh COOTBETCTBYIOIIHME CBEJICHUS B HEM [2].

B yTBEepk’IECHHOM MOPANKE TaKke NPEAYCMOTPEH PSAI YACTHBIX CIIy4aes,
KOTOpBIE MOTYT ITPOM30UTH B pamkax B3aumojericteuss PKH u oneparopa — oneparop
MOJKET HallpaBUTh HEIOJHbICE WIM HEKOPPEKTHBIE CBEACHUS, HE MPUCIATh
JOTIOJTHUTENHHOE YBEJIOMIICHUE, OOHAPYKUTH MMOBTOPHBINA MHIIMICHT C TOH e 0a3oin
JTAHHBIX, OTIPaBUTh HEKOPPEKTHYIO MH(OpMaIuio, He Kacarouryrocs: uHiuaenta Ub.
PKH B cBOI0O ouepeib MOXKET paHbIIIe orepaTopa 0OHAPYKUTh YTEUKY JaHHBIX [2].

Ha puc. 2 u 3 mnoka3zaHa cxemMa JEHCTBUN MOpH KaXJAOW W3 YINOMSHYTBIX
CUTYyaLUH.
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Omnepatop
HAMPABNT HETIOTHEIS HE IPHCIAT 0OHAPVEHT IOETOPHELH OTNPAEHT HHGOPMALIHED,
HIIH HEKOPPEKTHEIE JOIOTHHTEIBHOE HHIHIEHT ¢ TOH ke basof HE KacarolmyEoca
CEEJeHHT VEETOMIEHHE IAHHEIX manHEaeHTa UB
ITo ucmeqentno
B meyenuu 3 pabovux B mevenin 24 wacos
Oneii CPOKDE HANPASTEHUR
PKH manparxzet PKH manparmzeT 3amyckaeTcA CTaHJAPTHAL YeemoMIeHHE
3anpoc o0 YIOYHEHHH TpeDOBaHHE O IPONETYPa VESIOMISHEHA, He MOAIEKHT
OpeIoCcTARTEHHH OJIHAKO E MEPEHIHOM PacCMOTPEeHHIO
@ CEeIcHHRA VEESIOMICHHH VEa3EIBASTC

B meyvenuu 3 pabovux

dHeil

Onepatop HAMpaBIIeT
e PKH mengocTaromuae
CEeJleHHA' NOoACHEHHA

©

B meuenuu I paboyezo
JHA C MOMEHMA
MOTVHEHUA

JaTa H HOMED paHee
HallpaBICHHOIO
VESOOMICHHA

Omnepatop
HANPABTIAET OTEET
Ha TpeboBanne
0 IPeTOCTARICHHH
CEEIeHHHA

Puc. 2 YacTHbie ciiydan B3auMOJICHCTBUS, HHUITUUPYEMBIE OTIEpPaTOPOM

PKH emaenen dakT HenpaBoMepHOTO
pPACOpPOCTPAHEHHA CKOMIIPOMETHPOBAHHOH Daskl
JAMHLIX, COJepEAHHE KOTOPOH VEASEIBAET HA ee

MPHEAIEKHOCTE K EOHEPETHOMY OIEpaTopy

PKH uanpaenger oneparopy TpebopaHHe
0 IPEJOCTARICHHN VESIOMICHHET

Het
HHHOeHT DogTEepEIeHT

O

B medenuy 24 Hacos

O

B mevenuu 24 wacos

JamycraeTcd cTaHJAPTHAA IPoLeIypa
VEESIOMICHHA, 0JHAKO K JOMOIHHTEIEHOMY
VEEIOMISHHID NPHEIAIRBASTCH akT O
OPOEEICHHOM EHYTPEeHHEM PACCISO0BaHHH,
MOZTEEPAJAIOINHE OTCYTCTEHE HHEMHEAeHTa 11b

3amycraeTcd CTAaHIAPTHAT
IpoLeaypa VESIOMICHHA

Puc. 3 [lopsmok B3aumoeiicTBus eciu nanuaeHT b Bersinen PKH

Takum 00pa3oM, MPEACTaBICHHBIM JOKYMEHT SIBISETCS KOMIUIEKCHBIM H
CTPYKTYPHBIM M TPEAYyCMAaTPUBAET BCE BO3MOXKHBIE CIy4yau B3aWMOJICHCTBUS
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oneparopa U PockoMHam30pa B paMKax BeJCHUS peecTpa ydyeTa HHIUJCHTOB B
00JIaCTH MEePCOHATBHBIX JaHHBIX.

Cnmcok UCnoIb30BaAHHBIX HCTOYHNUKOB.

1. [Ipuka3z @enepanbHO cioy:kObl 1O Haa30py B cdepe CBs3M,
WH(POPMAITMOHHBIX TEXHOJIOTHH U MAaCCOBBIX KOMMYHHUKAIUK OT 14 HOs16ps 2022 roxa
Ne 187 «O06 ytBepxaenuun Ilopsiaka u ycnoBui B3aumojeiicTBus dDenepaibHoi
CIIy>KOBbI 10 HAA30py B cdepe CBsI3U, HHPOPMAIIMOHHBIX TEXHOJOTMA U MacCCOBBIX
KOMMYHHUKAIIMIl C ONeparopaMu B paMKax BEJECHUS peecTpa ydyeTa MHUUACHTOB B
o0JIacTH  TEepCOHAJBbHBIX  JNaHHBIX» Pexum  gocrtyma:  https://www.audar-

info.ru/na/editArticle/index/type_id/5/doc_id/37369/release id/72194/ (mata
obpamenwus: 14.03.2023).
2. PyneBa A.K. 3MeHEeHMsI B 3aKOHOJIATENBCTBE O MEPCOHAIBHBIX JaHHBIX

¢ 01.03.2023 // Ctynenveckuii BecTHHK. - 2023. - Ne 9 — 2 (248). — C. 19 — 23.
Cratbs noctynuia B peaakiuio 24.04.2023; npunsita k myoaukaruu 10.05.2023.

Nudpopmanus 00 aBpropax

Buwmnaxoea A.H. - crynedHt kadeapbl «Cucrembl WHOOPMAIMOHHON
oe3omacHocTW», HampasieHus mnoarotoku «10.05.03 — HMuadopmanroHnHas
0e30macHOCTh aBTOMATU3UPOBaHHBIX cucTeM» @I'BOY BO «bI'TY».

AHwenko A./]. — acniupant kadenpbl «KoMIbIOTEpHbIE TEXHOJIOTUU U CUCTEMBI»
OI'BOY BO «bI'TY».

Topnoe A.1Il. - nouent xkadeapol «CructemMbl HHPOPMAIIMOHHON OE30MTaACHOCTI
OI'bOY BO «BI'TY».

Tonembuosckass O.M. - poneHT kadeapsl «CucteMbl HHOOPMALMOHHON
6e3onacHocty ®I'BOY BO «bI'TY».

Briag aBTopoB

Buwmnsaxosa A.H. — unes, coop marepuana (25%).

Hwenko A./]. — o6paboTka MaTepuraia, YaCTHIHOE HamMcaHue crathu (25%).

T'opnos A.Il. — o6paboTka MaTepuana, HanmucaHue ctarbu (25%).

Tonembuosckas O.M. — HanMcaHue CTaTbU, HAYYHOE PEIAKTUPOBAHUE TEKCTa
(25%).

KoH}uKT HHTEpEecOB OTCYTCTBYET.


https://www.audar-info.ru/na/editArticle/index/type_id/5/doc_id/37369/release_id/72194/
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HayuHnas crarss
YK 623:74

HpI/IMeHeHI/Ie HMHUTATOPA PAAHOTEXHUICCKUX CUTHAJIOB HA 0eCIMJIOTHBIX
JETATECJIbHBIX allllapaTrax

Aunekceii Anapeesuu Iapes'™, Cepreii Cepreesuu Bamenko?, Eamuceii
Aunekcanaposuy I'sosnes®, Bagum Anexceesuy Kopsirun®

L2 3 4MexBumoBoil ILIEHTp TOATOTOBKM M 0OOEBOTO IPHMEHEHHs BOMCK
PaauOo3IEKTPOHHOU OOpKOBI (YUeOHBIN U UCTIBITaTeNbHBIN), Tamb0B, Poccus
nauchnajarota@yandex.ru”*, https://orcid.org/0009-0003-6742-9266
Znauchnajarota@yandex.ru, https://orcid.org/0009-0006-5741-007 X
*nauchnajarota@yandex.ru, https://orcid.org/0009-0005-3941-1477
*nauchnajarota@yandex.ru, https://orcid.org/0009-0007-8209-9495

Annomayusn. B crathe npenctaBieH 0030p coBpemeHHBIX bBIIJIA wu
paccMOTpEHa BO3MOXKHOCTh IPUMEHEHUSI UMUTATOPa PaIUOTEXHUYECKUX CUTHAJIOB Ha
BIIJIA nna co3maHus Ha €ro OCHOBE MHOTO(YHKIIMOHAJIBHOTO KOMILIEKCA CPEJICTB
MMUTAINUM ci0xHOoM POO.

Knrwueswie cnosa: BIIJIA, nmurarop, POb.

Bo3nymiHas pa3Benka cuuTaeTcsi OJHOM M3 CaMbIX OMACHBIX OOEBBIX 3ajad.
[IpOTUBHUK CKpbIBAa€T W 3allUIIAET CBOU BAXKHBIE OOBEKTHI KOMIIJIEKCOM
OPraHU3allMOHHBIX M TEXHUYECKHUX CPEICTB, BKIIOYas W OTHEBBIMH CPEICTBAMU.
Oco0eHHO omacHa BO3MAYyIIHAs pa3Belka B HAdaJdbHBIM TEPHOJ] OOEBBIX EHCTBHIA,
KOT/Ia POTUBOBO3AYIITHAS 00OPOHA OJTHOM CTOPOHHI €Ille HE MOjaBjeHa, a y APyrou
CTOPOHBI OTCYTCTBYET TOCHOACTBO B Bo3ayxe. B Hacrosmee Bpemsi BIIIA
MPU3HAIOTCS OJHUM M3 BAXKHEHIIMX CPEJICTB TMOBBIMICHUS OOEBBIX BO3MOKHOCTEH
COCAVMHEHUN, YaCTe W IMOJAPA3LECICHUM pa3jJUYHbIX BHUJIOB U POJOB BOWCK. B
MHTEpEecax CyXOMyTHBIX BOMCK, Hanpumep, BITJIA MoryT BeCTH BO3IYIIIHYIO pa3BEKY
JJIsi OOHApyXEHUsI U ONpeJeieHUuss KOOPAWMHAT CTAllMOHAPHBIX U TOJBHXKHBIX
00BEKTOB MOPAXKEHUS, BKIIFOYAsi TAHKOBBIE U MEXaHU3UPOBAHHBIE KOJOHHBI, OTHEBBIC
MO3ULHUN APTUWUICPUM, PEAKTUBHBIX CHUCTEM 3aJIIOBOTO OTHS M ONEpPATUBHO-
TAKTUYECKUX PAKET, KOMAaHIHBIC ITYHKTHI, CKJanbl, cpeacrsa [IBO, moneBsie
a’poipoMsl [4].

K ocHOBHBIM OCOOEHHOCTSIM COBPEMEHHBIX BOCHHBIX JCHCTBHM, KOTOpPBIC
00yCJIOBIMBAIOT HEOOXOJUMOCTh HIUPOKOTO HCIOJIb30BaHUE OCCIUIIOTHBIX CHUCTEM,
OTHOCSATCS:

— aQJAINTUBHOE JAWHAMUYHOE IUIAHUPOBAHUE NPUMEHEHHS BOMCK Ha OCHOBE
uH(OpPMAIUU OT PaA3IUYHBIX MCTOYHUKOB, MOJYy4aeMOW MPAKTHYECKH B PEaTHbHOM
Maciitabe BpeMeHH;

— HaHECEHHE YJapoB MO KPUTHUYECKH BAXKHBIM OOBEKTaM C TIOCTOSIHHO
BO3pACTAIONIMM 3HAYECHUEM HEKOHTAKTHBIX JEUCTBUI, OCOOEHHO Ha HaYalbHBIX
ATanax onepanyu 10 JOCTUKEHUS YCTOMUYUBOTIO MPEBOCXOACTBA HAJl TPOTUBHUKOM;

© Tapes A. A., Bamenko C. C., I'Bo3zaeB E. A., Kopsrun B. A., 2023
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— 00BEAMHEHNE CPENICTB Pa3BeIKU, OOHAPYKEHUS 1EJIeH, YIPaBICHUS U CBS3H,
a TAaK)K€ CHUCTEM OpY>KUs B €/IMHbIC aJalITUBHBIE Pa3BEIbIBATEIILHO-YAAPHBIE CHCTEMBI
Ha MPUHLNINAX CETEBbIX PELICHUN;

— IIMPOKOE MPUMEHEHUE CUCTEM BBICOKOTOYHOTO OPY>KHs OOJIBIION JaIbHOCTH,
YTO TMpEANoJjaraeT Haluyue pPa3BUTOM  pa3BelbIBATEIHLHO-UHPOPMAIIMOHHOM
MHQPACTPYKTYPHI, B KOTOPOH OECHMIOTHBIE CPEACTBA PACCMATPUBAIOTCS B KaUeCTBE
3¢ (HEeKTUBHOTO, a B psAJie CIIy4aeB — €IMHCTBEHHOTO UCTOYHUKA HH(OPMAIIUU O LETSIX
BHE 3aBUCUMOCTH OT UX MECTOHAXOXKICHNUS,

— YMEHBUICHUE KOJIMYECTBA NMPUBJIEKAEMBIX CUJI U CPEJICTB, CHH)KCHUE PUCKA
IIOTEPH JINYHOTO COCTaBa, BOOPYKEHUS W BOCHHOW TEXHUKHU B CIOKHBIX YCIIOBHSX
OOCTaHOBKH, B TOM YHCJE B 30HaX C JIICTOHMPOBAHHOW U CIOKHOM CHCTEMOM
OTHEBOT'O MTOPAKECHUS.

Ha bBIIJTA 4yacto DpPUMEHAIOTCA pa3IM4YHbIC LEJIEBbIE HATPY3KU  JUIS
BBIIIOJIHEHHS CIIEUUAIbHBIX 3a1ad. OJHMM M3 BapUaHTOB TaKOro IPUMEHEHUS,
SBJIIETCS HMMUTATOpP PAJAMOTEXHUYECKUX CHUTHaioB. OH (MOAYJIb HMUTAIUM)
ycraHaBiauBaerca Ha bBIIJIA, kOTOpeIii pajee C HOCUMBIM MOAYJIEM HMHTALMH
BBIBOJAUTCS B paiioH C 3aJaHHbIMM KOOPAWMHATAMU W IPOU3BOAMT HMUTALUIO
PaaAMO’IEKTPOHHOTO OOBbeKTa. IlpM NpUMEHEHUH KOMIUIEKCA CPENCTB HMUTAIUU
PaZMORIEKTPOHHON OOCTAaHOBKH OIEPATOpP BBIMOJHAET ONEpalMy M0 YIPaBICHUIO U
U3MEHEHUIO BHUIOB U IapamMeTpoB (OpMHUpPYyEMbIX CUTHaJOB. TakuM oOpa3om
oOecrieynBaeTcs HWMUTALMS OJAMHOYHOTO JIETATEIbHOIO armapara WIA TpYyMIbl
JIETATEIBHBIX annapaToB.

B kayecTBe MCTOYHHMKOB CUTHAJIOB AJII MHOTO(YHKIIMOHAJIBHOIO KOMILIEKCA
CPEIICTB UMUTALIUM CIOKHOM Paguo3JIEKTPOHHOM 0OCTAaHOBKM BbIOpAH CUHTE3ATOP C
®AIIY co BCTpOEHHBIM FeHEPATOPOM, yIipaBisieMbIM HamnpsbkeHueM (I'YH). [lannbie
CUHTE3aTOPbl MOTYT IPUMEHSATHCA B A3POKOCMUYECKOM U BOEHHOM 000pyAoBaHuu. B
accopTuMeHT cuHTe3aTopoB ¢ @AIIY co BctpoeHHbIM ['YH BXOAST y3KOMOJIOCHBIE U
HIMPOKOIIOJIOCHBIE KOMIIOHEHTHI, paboTaromue ¢ auanazoHamu yactot ot 2 MI'u o
32 I'T. Equnoo6pa3ue KopIycoB pa3iMuHbIX CEPUIl CHHTE3aTOPOB YaCTOT IMO3BOJISET
WCITIOJIB30BAaTh JJI1 X YCTAaHOBKHU €IMHYIO TOIOJIOTMIO NIEYATHOM IUIaThl yCTPOMCTBA
UMUTAIMM CUTHAJOB. {7 co3maHus MMUTATOpa PaJMO’JIEKTPOHHON 0O0CTaHOBKHU
(P20O) ¢ TpedbyeMbpIMH YaCTOTHBIMH XapaKTEPUCTUKAMHU HEOOXO0IMMa JIUIIb YCTaHOBKA
COOTBETCTBYIOILIETO CUHTE3aTOPA YaCTOT.

[Ipu BbIOOpPE aHTEHHO-(PUAEPHONH CHUCTEMBI UMHUTATOpPA PATUOTEXHUUYECKUX
CUTHAJIOB OCHOBHBIMHU TPEOOBAaHUSMHU OBLIIM MaJIble MacCOrabapUTHBIMU MTAPAMETPHI U
oOecrieyeHue TpeOyeMoe H3MEHEHHE XapaKTePUCTUK HAMpaBIEHHOCTH B pabouei
MOJIOCE YacTOT. OTUM TpeOOBAaHUSAM YIOBJIECTBOPSAIOT M3JIy4yaTeId Ha OCHOBE
CUMMETPHUYHBIX IIEJIEBBIX JIMHUM, a TaKXke PYIOpHbIE H3iaydarenu. Paccmorpum
JieTaibHee pyNOpHbIE AHTEHHBI, @ UMEHHO KOHUYECKUI pynop U aHTeHHY Buanbpau.

PynopHble  aHTEHHBl  SABJSIIOTCA  IIUPOKONOJOCHBIMM ~ AQHTEHHAMH U
00ecneunBaloT MPUMEPHO MOITYTOPHOE MEPEKPHITHE MO auana3ony [2]. Bo3moxkHOCTb
U3MEHEHus1 paboyeil yacToThl B emE OONBUIMX Tpefesiax OrpaHUYUBaAETCS
BO30Y)KICHHEM U PACIIPOCTPAHEHUEM BBICIIMX TUIIOB BOJIH B MUTAIOUINX BOJHOBO/IAX.
Koaddumment mnonesnoro nerictBusi pymopa Bbeicokuit (okoio 100%). Pymopnsie
AaHTEHHbl TPOCTHl B H3rOTOBIEHUU. CpPaBHUTENBHO HEOOJBIIOE YCIOKHEHUE
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(BKJIIOYEHHE B BOJHOBOJHBIA TPakT (ha3upyroliel CeKIMu) 00eCIedrBaeT CO3/1aHne
0JIsL C KPYrOBOM MoJjisipu3arnuei [5].

B kauecTBe aHTEHHBl UMHUTATOpPa PAJIUOTEXHUYECKHX CUTHAJIOB PACCMOTPUM
PYIIOpHBIE aHTEHHBI, & UMEHHO KOHMYeckuil pynop. KoHumueckue pymnopsl, Kak U
IOPSIMOYTOJIBHBIE, HMMEIOT ONTUMAJbHBIE pa3Mephl, IMPU KOTOPBIX JOCTUTAETCS
MaKCUMaJIbHBIA K03 duiueHT HanpapiieHHoro aeicteus (KH/).

N3 3aBucumoctu KHJ[ crnemyer, 4ro aHTEHHBI € OOJBIIMM PaCKpPBIBOM,
obnanatot 6oasiuM KH/I. B cnenctBue vero yBennymBaeTcsl MX MaccorabapuTHbBIE
MOKAa3aTeld, YTO SBJISIETCSI OCHOBHBIM MpPENATCTBHEM JUIsl WX IPUMEHEHHS B
KOHCTPYKIMU LieneBor Harpy3ku bIIIA.

Haubonee panimoHaabHbIM BApUaHTOM aHTEHHO-(UAECPHOM CUCTEMbI HMUTATOPA
ABJIAE€TCS aHTeHHa BwuBanpau. JlaHHBIA THUN aHTEHHBI MO3BOJSET JOCTUTHYTH
IpUEMIIEMON UMITYJIbCHON XapaKTEPUCTUKU MPU HEOOJIBILINX pa3Mepax, TAKKe JaHHas
aHTeHHa o0ecrneuyuBaeT TpeOyeMble XapaKTEPUCTHUKU HaIlpaBICHHOCTH. AHTEHHA
BuBaJbM JIETKO CONPATACTCSI C HHTETPAIbHBIMU cXemaMi [ 3].

B HacTos1€e BpeMs He CyIIECTBYET TOUHOM, XOpOIIOo pa3pabOTaHHOHN Teopuu
aHTEHH BuBaibIW, 4TO 3aTpyIHSET HMX HCCIENOBAHME M IpOEKTUpoBaHHWE. [l
pacuéra XxapaKTepUCTUK aHTeHH BuBanbau u nmonbdopa ux reoMeTpuuecKiX pa3MepoB
IIMPOKO UCTIOJIL3YIOTCSI IPOTPAMMHBIE TTAKEThI KOMITBIOTEPHOTO MOJICIHPOBaHUs [6].

C momompto nporpammubix naketoB CST Studio Suite u Antenna Magus,
IIPOBOAWIIMCH HMCCIIEAOBAaHMS AHTEHHbl BuBanpam B monoce 4dactor or 8,45 1o
955 T

Taxxke c¢ mnomompbto CST Studio Suite ObUIM paccUMTaHBl 3HAYECHHS
koa(pdurmenta crosiueit BosiHbl (KCB) anTeHHbl ansi pabodero nuana3oHa 4acToT,
pe3ynbTaT NpeacTaBieH Ha puc. 1.

KCB

245 B35 B.45 BT7S 225 2.05 2.15 225 235 945 9.55
Puc. 1. I'paduk 3aBucumoctu 3aauennii KCB ot 9acToTh!

N3 mosrydeHHBIX JJaHHBIX BO3MOKHO CJI€TIaTh BBIBOJI, YTO BO BCEH MOJI0CE YaCTOT
8,45-9,55 I'Tt ypoBenb KCB He mpeBbiaeT 3HaueHue 2, U SBISICTCS TPUEMIIEMbIM
3HAUYEHUEM CTETICHU COTJIacOBaHUs (uyiepa U aHTCHHBI.

B03MOXHOCTh TIpUMEHEHUS HMMHTATOpa PAJAMOTEXHUYECKUX CHUTHAIIOB, Ha
BIJTA, mo3BoaMT cO3AaTh HAa €r0 OCHOBE MHOTO(YHKIIMOHATBHBIN KOMIIEKC CPEJICTB
umutanuu ciaoxkuoit POO. On obecneunt BBICOKYIO 3Gh(EKTUBHOCTH 00€BOM
MOJATOTOBKM CHEIMAIKMCTOB-ONEPATOPOB CPEACTB U KoMIulekcoB POb, a Takxke
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CHU3UTh MaTepuajbHble W BPEMEHHBIE 3aTpaThl MPU MPOBEJACHUU HCTBITAHUN H
OOy4EeHHH JIMYHOTO COCTaBa, a TAKXKE€ PACHIMPUT BO3MOKHOCTH MO YIPABJICHUIO U
M3MEHEHUIO BUJIOB U TapaMeTpoOB (POPMHUPYEMBIX CUTHAJIOB.
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Crartbsa noctynuia B peaakiuio 20.04.2023; npunsra k nyonukanuu 10.05.2023.

HNudpopmanus 00 aBropax

T'apes A.A. — crapmmii onepaTop HAYYHOW POTHI BOWMCK PAJAUOIICKTPOHHOU
OOpHOBI.

Bawenko C.C. — crapmmnid oneparop Hay4YHON POTHI BOMCK paIHOAIEKTPOHHON
OOpBHOBI.

I'6030e6 E.A. — onepatop Hay4yHOU pOTHI BOWCK Paau03JIEKTPOHHON OOPHOBI.

Kopseun B.A. — oniepaTop Hay4HOU POTHI BOMCK PaMO3IEKTPOHHON OOPHOBI.

Briag aBTopoB

I'apee¢ A.A. — wunes, cOop matepuana, oOpaboTKa Marepuana, 4YacTUYHOE
Hamucanue ctatbu (25%).
Bawenxko C.C. — cbop wmarepuana, 00paOoTka wmaTepuaia, YacTUUHOE

HamucaHue ctatbu (25%).

I'8030e8 E.A. — cOop Matepuaina, 00padoTka MaTepuaia, YaCTUIHOE HAIMMCAHUE
ctatbu (25%).

Kopseun B.A. — c6op matepuaiia, 00paboTka MaTepualia, YaCTUIHOE HAMCaHUE
ctathu (25%).

KoH(}MKT HHTEpEecOB OTCYTCTBYET.


https://tu-bryansk.antiplagiat.ru/report/go?to=CfDJ8BkRpeq3RxBLiCgV9ZKJfVTSiNWr1EqOWd6O8u9IR4PG7SresncMyccsari_cWqSxEc4K1pZcdlB7AMRrE9Vjqmo94JBfkuvXz2eI_ltgOm6Qf_JRh3v2wqOVWJjzFFaw7GcmV2ydWlbWT_x-Gb2MgCBA9ZOe5vuh1K8OwfHy3As&next=do
https://tu-bryansk.antiplagiat.ru/report/go?to=CfDJ8BkRpeq3RxBLiCgV9ZKJfVRB7XxTibndsAONrMCVUYOcpwO5T7W9HDWx_n2j5jNH07Vfp2aJU5_cGLhaQR3bKz83BrNIq1ca3kKByW7G-SDafiGESs2pBcbO4R3cjRr6wnqxYs4ZjjGqwVY-qHil8f-QtDDC3HQfApUasvsDx3kRCyNMQL9eK1uGcwEgaHgLMA&next=do
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HayuHnas cratss
YK 623:74

AHAJIU3 Paano03JIeKTPOHHON 00CTAHOBKH € MOMOIIbLIO 0eCITUIOTHBIX
JIeTATeJIbHBIX AlNIapPaTOB NMOCPEeICTBOM NPUMeHeHus Texnooruu SDR

Cepreii Huxoaaesuu TIopOynos'™, Heam Cepreesnu I'pummn®, Huxwura
Cepreesuy Xpymes®, Anboepr Pycaanosuy 3aiiayiun’

1234MexBUIOBOM  IIEHTp IIOATOTOBKM W OOEBOrO  IIPUMEHEHHMS  BOMCK
PaauOo3IEKTPOHHOU OOpKOBI (YUeOHBIN U UCTIBITaTeNbHBIN), Tamb0B, Poccus
nauchnajarota@yandex.ru”, https://orcid.org/0009-0009-7555-823X
Znauchnajarota@yandex.ru, https://orcid.org/0009-0000-6355-4551
*nauchnajarota@yandex.ru, https://orcid.org/0009-0004-5814-2893
“nauchnajarota@yandex.ru, https://orcid.org/0009-0005-2857-9290

Annomayua. B nannoil paboTte paccMaTpUBaeTCs BO3ZMOXKHOCTh IMPUMEHEHUS
texHonoruu SDR 115 penienus 3a1a4 paiuOMOHUTOPUHTA C IIOMOIIBIO OECTIMIIOTHBIX
JIeTaTeNbHBIX allllapaTOB B pPAMKax HCIOJb30BAHUS POrpPaAMMHO-ANIIAPATHOTO
KoMILIekca «Pyoexo.

Knrouesvie cnoga: punpTpanins, CUTHAJIbI, AITOPUTMBI, KOMILIEKC.

OpHoil W3 3amay, pellaeMbIX KOMIUIEKCAMU PaAUO3JIEKTPOHHOW OOpbOBI,
ABIIAETCS paguopas3Benka. st ee BhIMOIHEHUSI HEOOXOIMM CBOEBPEMEHHBIN aHAIU3
PaIUO3ICKTPOHHOM OOCTAaHOBKU B 30HaX O0€BBIX JedcTBUU. C ATON 1IETBI0 MOTYT
UCIIOJIb30BaThCs OecnmiioTHbIe JetarenbHble ammapaTthl (BIIJIA) ¢  Hanmuuuem
O0opToBoi U CTallMOHAPHOM MOJICUCTEM, KOTOpbIC obecrieunBarOT
MOMEXO03alMIIEHHYI0 paauocBsi3b Mexay bIIJIA wu myHKTOM  ympaBieHHS.
CranuoHapHasi oJcucTeMa oToOpakeHus, B CBOIO O4epe/ib, JOJKHA 00ecreunBaTh
uHTepdeiic oneparopa rpu ynpasieHuu, koutpose BIIIA u nonyyenun nunpopmanuu
oT 60pTOBBIX cpencTB. CpencTBa OOPTOBOM MOJACHCTEMBI MOTYT OBITh PEATM30BAHbI C
npuMeHeHueM KoHuenuuu SDR.

[Iporpammuo-onpeaensemas paaunocucrema (anria. Software Defined Radio —
SDR) — 310 pamuocucTema, B KOTOPOH BCe M OOJIBITMHCTBO (QDYHKIMHA (PU3UIECKOTO
YPOBHSI BBITIOJIHSAIOTCS B MPOTPAMMHOM BHJI€, @ (YHKIMH, BBITIOJIHAEMbIE aIApPaTHO,
JOJDKHBI  ONIEPATHUBHO MOAM(PUIMPOBATHCS MO TpeOOBaHUSIM pabovero craHgapra
cesi3u [4].

JlaHHasi TEXHOJOTWs TMO3BOJSET YCTAHABIMBATh WJIM HU3MEHATH pabouue
paauovYacTOTHBIC MapaMeTphbl, BKIIOYasi, B YAaCTHOCTH, AWANA30H YacTOT, THI
MOJYJIALIMY WA BBIXOJHYIO MOIIHOCTb, ITPH MOMOILY MPOTPaMMHOT0 00ecriedeHusl, a
HE CXEMOTEXHUYECKUX pelIeHUil. B KiaccuueckoM BHIIE B COCTABE PaJUOCHCTEMBI
SDR  nOpuCyTCTBYIOT  HMCTOYHMK  NMTaHUS, AHTEHHA, LIMPOKOIIOJIOCHBIN
npeoOpazoBarens yactoTel, ALII/IIAIT u mporeccop ¢ unrepdeiicamu cBsizu. [lpu
9TOM (YHKIIUH, KOTOPBIC TPATUIIMOHHO BBITIOJHSIOT CMECUTENH, (DHIBTPHI |
JIEMOAYISATOPHI, PEATU3YIOTCS MPOTPAMMHO COTJIACHO MapaMeTpam MOIYJIHMPOBAHHBIX

"© TI'op6ynos C. H., I'pumn U. C., Xpymes H. C., 3aitnymmn A. P., 2023
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CUTHAJIOB U CTaHAAPTOB CBA3H.

Ot ¢ynkuun SDR  MOryT peaau3oBBIBATBCS C TMOMOIIBIO  PA3THYHBIX
YCTPOMCTB: Mpoleccop OOIIero Ha3HadyeHus, IU(GPOBOM CUTHAIBHBIN Ipoleccop,
nporpammupyemMas jorudeckas uHterpaibHas cxema (IIJIMC) unum uHTerpanpHas
cxema OO0IIero Ha3HaYeHUsI.

Texnonorus  SDR  mo3Bossier  pa3pabarbiBaTh  MpUEMOIEPEAAIONTYIO
anmnaparypy, 00ecrnedrBaloylo MOJACP>KKY IIUPOKOTO CIEKTpa CTaHAAPTOB CBS3H.
[lepenporpammupoBanne SDR-TpaHcuBepa s €ro ajantauuy oA Ipyroi cranaapT
HE HeceT 3a co0oil m3MeHeHHs B ammapaTHOW yacTh. OCHOBHBIMU Ye€pTaMH TaKHX
YCTPOMCTB SIBJISIFOTCS:

—  CBEPXUIMPOKOIIOJIOCHAs M Majlollymsiliasi paguodacToTHas  4acTh,
oOmnamaroras O0JIBIIMM TUHAMHYECKUM JTHATa30HOM;

— BBICOKOCKOPOCTHOM TpakT aHaJIoro-1mu@poBoro npeodpa3zoBaHus ¢ OOIBITUM
JTUHAMUYECKUM IMANa30HOM;

— CUTHQJIBbHBIA TIpolieccop, oOnamarommii  OONbIION  BBIYUCIUTEILHON
MOIIIHOCTBIO;

— CIICIUATM3UPOBAHHbBIN IU(DPOBOH TpakT puibTparmu [5].

Ha puc. 1 noka3zana (QyHKIHOHaNbHAsg CXeMa MPOrPaMMHO-OIpPenesseMoin
paguocucTeMbl. ManomyMsIMil  yCUJIUTEIh W BXOJHOW (DUIBTP-TIPECENIEKTOP
IIPUEMHHUKA COBMECTHO 00ecreunBaroT IIPEBAPUTEIILHOE YCHUJICHHE
BBICOKOYACTOTHOT'O CUTHAJa, BbIACICHHE pa00Yero Juarna3oHa 4acToT U MOJABJICHHE
3epKaJIbHOM 4acToThl npuema. CMecuTellb M MOCIeAyIoUid (QUIBTP OCHOBHOM
CEJICKUMM HAa TPOMEKYTOYHOM YacTOTe SBJISIOTCS KIIOUEBBIMU 3JIEMEHTaMU
NPUEMHUKA. DTH KOMIIOHEHTBl OCYUIECTBISIOT MpeoOpa30BaHUE HECYIIEH 4acTOThI
MPUHATOrO CUTHAJIA HA HYJIEBYIO WJIM HEHYJIEBYIO (PUKCUPOBAHHYIO TPOMEKYTOUHYIO
YacTOTY M CEJIEKUUIO MPHUHATOTO TOJIE3HOro curHaina. Takum oOpaszoMm, i
MOCJICYIONIEH armapaTHOM W MPOTpaMMHON OO0pPaOOTKU TPAKTUYECKH OCTaAeTCs
TOJBKO TIOJIE3HBI MOJYJMPOBAHHBIN CUTHA MPU OTCYTCTBUU BCEX CTOPOHHUX
MEIIAOIINX CUTHAJIOB [5].

Lsigpponan odpadorsa CmivR B npheMitge
Teveponus
Lndponoe
| % ASIC FPGA IEpEOO PO LIS ©
A TOHIGECHIICM B TOTH,
™ f\xJ D SIUIETPALIES, »
el _|,\.':|.\.|_:||:p|'-||.t|r|r-¢_

. SOV L
DEP GPP

C)I&?
A\

Puc. 1. ®ynkimonanpHas cxema IporpaMMHO-ONPEEIIIEMOTO PaIuo

ApxuTekTypa nporpaMmHoil yactu SDR cocTOUT U3 YeThIpeX ypOBHEIA.

YcTpolcTBa HYJIEBOTO YPOBHS NOAAECPKKH, KOTOPBIM CBHAETEIBCTBYET O
MOJIHOM OTCYTCTBUU mNoafepXku SDR, mpeacTtaBisitoT coOoil 4KMCTO amnmapaTHBIC
pelienus, peanusyrolire koumeniuo SDR [6].

[lepBbIii ypoBeHb 00Opa30BaH MNPOrPAMMHO-YIPABISIEMbIM 00OpPYAOBaHUEM
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(Software Controlled Radio). @yHkuuu mporpaMMHOTO YIIPaBIC€HUS Y STUX YCTPOUCTB
OTPaHUYCHbI, TUIl MOIYJSIMU WM pabo4yuil Juana3oH OCTAIOTCS MOCTOSHHBIMHU.
Hcnonb3oBaHue HECKOJIbKUX MPOrpaMMHO-YIPABISEMBbIX MPUEMONEPEIATINKOB B
OJIHOM YCTPOMCTBE MO3BOJIIET OPraHU30BATh MOACPKKY OOJIBIIOr0 KOJUYECTBA
CTaHAapTOB.

Bropoii yposenb (Software Defined Radio) cocraBnsitor cobctBeHHO SDR-
ycTpoicTBa. C MOMONIBIO MTPOTPAMMHOTO OOECIIEUEHUsI B 3TUX YCTPOMCTBAX MOKHO
yIPaBIsATh OCHOBHBIMH MapaMeTpaMu CUTHaja: MIMPHHA MOJIOCHI MPOMYCKAHUs, THII
MOJIYJIAIIAY B IIIMPOKOM JTHaNia30He 4acToT [6].

Tpetnii yposens (Ideal Software Radio) nmpencrasnser co6oit ycTpoiicTBa, moka
IIMPOKO HE MpeJCTaBIeHHbIE HA ppiHKE SDR-TexHon0rnii. B Takux ycTpoiicTBax Bce
IPOLECCHl  SIBISIIOTCS  UU(POBBIMU, 3a UCKIIOYEHHEM (TMPU  HCIIOJIb30BAHUU
MOOMJIBHOTO Telie(pOHA) TAKUX aHAJIOTOBBIX 3JIEMEHTOB, KaK aHTEHHA, MUKPO(QOH U
I'POMKOTOBOpUTEIND. Pa3BUTHE YCTPONCTB JAHHOTO YPOBHS 00ECIEUNUT KaueCTBEHHBIN
CKavoK B pa3BuTuu KoHuenimu SDR [6].

Yerseptoiit ypoBens (Ultimate Software Radio) Bkirodaet B ceOst ycTpoiicTBa,
KOTOpBIE JOMYCKAIOT MOJHBIA KOHTPOJb U YNpaBICHUE TPAPUKOM, MOJIIECPKUBAIOT
HIMPOKUI IMAIa30H YaCTOT, paaHorHTEp(HEHCcOoB 1 MpuitokeHwuii [6].

Hecmotpss Ha TO, 4YTO YK€ CyIIECTBYeT NpOrpaMMHas MOAJEpKKa s
ycrpoiictB  SDR, cymiecTByroniye mnporpaMMHbIE peHIeHHs 00JafaroT psAaoM
HegocTaTKOB. K MX 4nciy MOKHO OTHECTH OOJIBIIIOE KOJTMYECTBO 3aHUMAEMOM MaMsITH,
OOJbIIOE KOJMYECTBO HEWCIONb3YyeMbIX WM MAaJOUCIONB3YEeMbIX  (DYHKINH,
3aMyCOpPEHHOCTh KOJa. B CBs3M C 3TUM BO3HHKaeT HEOOXOAMMOCTh B pa3paboOTke
KOMIUIEKCAa TPOTPAaMMHBIX CpPEICTB, pealn3ylImux (GYHKIUH OpOTpaMMHO-
ONpEeNeNsieMO  paguoOCHCTEMBbl, OOJafaromell MOHATHBIM  HHTepdeiicoM
BKIJIIOYaroniel (yHKIHUHU, HEOOXOAUMBbIEe orepaTopy nmyHKkTa ynpasieHus BIUJIA nms
OTEPATHBHOTO PELICHUS 3a/1a4 TI0 MOHUTOPHHTY PaJHO3JICKTPOHHON 00CTaHOBKH [5].

Ha 0a3ze MeXBUAOBOrO LIEHTpa MOATOTOBKM M OOEBOr0 NMPUMEHEHMsI BOMCK
pazuodIEKTPOHHOM OOppOBI B paMKaxX MPOrpaMMHO-aNNapaTHOTO KOMILIEKCA
«Pybexx» Oblna peanu3oBaHa MPOrpaMMHAsl YacTh CUCTEMbl JUISI MOIAEPKKHU
ycTporictB SDR.

Nurepderic mporpaMMHON peanu3aiuy NpeiCTaBIseT ABa MOIYJs: «DPup» u
«PUIbTpaLUsD).

Monyne «3¢up» BBINOIHIET CKAaHMPOBAHHWE 3aJaHHOTO JHMAala3oHa YacToT,
MO3BOJIACT MPOCIYIIATh W 3amucaTh WHTEPECYIONIMA CUTHaI B ¢opMare .wav.
OCHOBHOI CHEKTp MO3BOJSET HAOJIOAATh AHOMAIMU B paguodPupe U BHIOUPATH
IIEJIEBOM CUTHAI ISt 00paOOTKH, a CIEKTP MPOCIYIINBAEMOT0 CUTHAJIA TPEIOCTABIISET
UHGOPMAITHIO TIO €TO OCHOBHBIM TTapaMeTpaM.

Monyns  «@unbTpauus» IpeAHA3HAYEeH I [OJABJICHUS TIOMEX B
oOpabatpiBaeMbIx curHaiax. OH OCYIIECTBISIET UX (PHIBTPAIIMIO C UCIIOIH30BAHUEM
JUHEWHBIX M aJanTUBHBIX IUGPOBbIX (GuiabTpoB. Pesynbrarom paboThl MOIyIs
SBJIICTCSI BU3YyalbHOE OTOOpakeHHe O0o0pabOTaHHOTO CUTHAla, OTHOIICHHE
CUTHAJI/IIIyM U €ro 3ByKOBOH ¢aiin B popmare .wav.

CoznanHast mporpaMMHasi peausaius Ha ocHOBe TexHojoruu SDR mo3BossieT
OCYILECTBIATh BEJCHHE paguopa3Beaku. Bo3moxHOCTh paboThl € CHUTHAJIaMU
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Pa3JIMUHBIX CTAaHAAPTOB CBSA3U U JAMANA30HOB YACTOT 3aJI0KE€HA B CAMOM KOHIIETIUU
TEXHOJIOTUM, YTO OOECleYynMBaeT NPUMEHUMOCTh JTaHHOTO CKaHepa 4YacToT B
OONBIIMHCTBE cllydaeB. Bbicokas cKOpocTh 0OpaOOTKM CHUTHAJIOB, oOecreyeHHas
MPOU3BOJAUTENILHBIMU AITOPUTMAMH U SI3bIKOM TporpamMmmupoBanusi C++, Mo3BoJisier
OBICTPO BBITIOJIHUTH AHATIU3 PaU0dPupa ONepaTopoM.
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Cratpsa noctynuia B pefakiuto 20.04.2023; npunsra k myonukaiuu 10.05.2023.

Nudpopmanus 00 aBpropax

T'opbynos C.H. — cTapiiuii onepatop Hay4YHOU pOThI BOWCK paau03JIeKTPOHHOM
OOpBHOBI.

I'puwun U.C. — cTapuinii ornepatop Hay4YHOW POThI BOWCK PaJHO3JIEKTPOHHON
OOpBLOBI.

Xpywee H.C. — ctapmmii onepaTop HAy4YHOM POTHI BOWCK PaguO3JIEKTPOHHOU
OOpBLOBI.

3auoynnun A.P. — onepaTop HayqYHOUM pOTHI BOMCK paIMO3JIEKTPOHHON OOPHOHI.

Bkiax aBTopos

T'opoynos C.H.— wunes, coop marepuana, oOpaboTKa maTepualia, 4acTUYHOE
Hamucanue ctatbhu (25%).

I'puwun U.C. — c60p Matepuaiia, 00paboTKka MaTepralia, YaCTHIHOE HAIMCAHUE
cratbu (25%).

Xpywes H.C. — cOop marepuaia, 00padoTKa MaTepraia, YaCTHYHOE HAITMCAHUE
cratbu (25%).


https://tu-bryansk.antiplagiat.ru/report/go?to=CfDJ8BkRpeq3RxBLiCgV9ZKJfVTQcqJbVToAP-nQFexMCOXSW1vLfeMgTzrT1bPQP8-_PtwMiy1DVs2-PXh3qSQ1aKvnnfd_E0S6fBtwbvDr7XVo7GaYJ7aJzpbYjLXv-eNPPkJlgqioh5RG7RKRFZkh6qZlYbkuLSQtGCJgavIXFkk6ZrKPJuJEhtkJoq4BuLZeiQ&next=do
https://www.elibrary.ru/item.asp?id=42935173&selid=42935339
https://www.elibrary.ru/item.asp?id=42935173&selid=42935339
https://www.elibrary.ru/item.asp?id=24231336&selid=24231406
https://www.elibrary.ru/item.asp?id=24231336&selid=24231406
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3atioynimun A.P. — cbop wmarepuana, o0paboTKa MaTepuana, YacTHYHOE
HarnucaHue ctathu (25%).

KoH}ukT nHTEpECcOB OTCYTCTBYET.
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HayuHnas cratss
YIAK 512.6

HNcnonb3oBanue MOAYJIbHON apu(pMEeTUKU U JIMHEHHOM ajredpbl nNpu
mudpoBaHumn

Pycian Anapeesuy Iopenenxos’, Anapeii Usanosuu I'openenkos”™
!Canxr-TletepOyprekuii monmurexnudeckuii yauepceuteT Ilerpa Benmkoro, Cankr-
[TetepOypr

’BpAHCKMI TOCYIaPCTBEHHbIN TEXHMIECKUH YHUBEPCUTET, BpsHCK
rus.gorelenkov03@mail.ru, https://orcid.org/0009-0003-1705-4515
Zan.gorelenkov@yandex.ru™, https://orcid.org/0009-0009-7632-1074

Annomayun. llpuBeneH  ajaropuTM cucTeMbl mudpoBaHus  XuWa.
PaccmoTpens! mmdpoBanue u nemudpoBanue cooOIEeHUH 1Mo cucTeMe mudpoBaHus
XwuIiia ¢ UCMOJIb30BaHUEM MATPHI] 2-TO U 3-T0 MOPSIKOB.

Kniouegvle cnosa: cuctema mu@poBaHusi, MATPUIIA, OCTATOK OT JICTICHUS.

B 1929 r. amepukanckuii mateMatuk Jlecrep Xwut npuayMan U 3araTeHTOBal
HOBYIO CUCTEMY U (PpOoBaHUs, B KOTOPOU UCIIOJIH30BAJIUCH U MOJTyJIbHAsl apuMeETHKa,
Y IMHEHas anreOpa. JIexxaiuii B OCHOBE TaKOW CUCTEMBI aJITOPUTM 3aMEHSIET KaXK/IbIe
K mociieoBaTeIbHBIX CHMBOJIOB OTKPBITOTO TeKCTa K OykBamMu MIM(GPOBAHHOTO TEKCTa
[1].

AnropuTt™m cucTemsbl udpoBaHus Xujuia.

1. Kaxnoit OykBe andaButa ¢ 700aBICHHBIM CUMBOJIOM «IIPOOEID» CTaBUTCS B
cooTBeTcTBHE yncio 0, 1, ..., n.

2. [locnenoBarenbHOCTh  OyKB ~ OTKPBITOTO  TEKCTAa  3aMEHSIETCS  Ha
MOCJIEA0BATEILHOCTD YUCET.

3. IlocnenoBaTelbHOCTh YKCE JCIUTCS Ha TPYIIbl MO0 K Yucen B Kaxmoi
(1< k < n). [Ipu HEOOXOIUMOCTH NO0ABIAETCS B MOCIEIHIO TPYIIY YKCEN YUCTIO,

COOTBETCTBYIOIIEE CUMBOITY «IIPOOEID.

4. Knrouom mmpoBaHusl SIBJISETCS MPOM3BOJIbHAs Marpuiia A pasmepa KxK,
ompeNenuTeNb KOoTopol paBeH 1. OrpaHudeHne Ha 3HAYCHHE OIPEICTUTEIS
YCTaHOBJICHO JJISl TApAaHTUPOBAHHOM pacii(PpOBKH TEKCTA.

5. YMHOKaeM MaTpuily A Ha KaXAyI0 IpyImmmy u3 K gyuces, 3alIMCaHHYIO B BUJIC
MaTpuIlbl-cToona. Kaxmaoe mogydyeHHOE YUCIO 3aMEHSIEM OCTaTKOM OT JICJICHHS €ro
Ha yucio n+1.

6. [TomydyeHHass TakuM 00pa3oM TMOCJIENOBATEILHOCTh YMCEN 3aMEHSETCS Ha
COOTBETCTBYIOIIYIO TIOCIIEIOBATEIBHOCT OYKB.

7. KimrouoM menmigppoBaHus cIykuT Matpuna A, obparTHas k MaTpuie A.
8. Jlnst pactmmdppoBKH TEKCTa BHIMOJIHIEM IYHKTHI 2, 3, 5, 6, IPUMEHSSI MaTPHUILY

A,

© I'openenkos P.A., ['openenkoB A.U., 2023


https://orcid.org/0009-0009-7632-1074

80

Marematnueckn cucteMy mudpoBaHus XwWla MOXKHO 3alucaTth B BHUJE

COOTHOIIEHUN

Y=AX; X =AY,
B KOTOPBIX A — MaTpuma pa3mepa k xK (ko mudposanus), A" — MaTpuIia, obpaTHas
Kk wMarpunie A (xmou  gemmdpoBaHus), X — MaTpULA-CTOJOEI] YuCed,
COOTBETCTBYIOIINX K TIOCTICIOBATEIBHBIM CHMBOJIaM OTKPBITOTO TeKCTa, Y — MaTpuIa-
CTOJIOEI] YMCeII, COOTBETCTBYIOIMINX K MOce10BaTeIbHBIM CUMBOJIAM IHU(POBAHHOTO
TEKCTa.

[IpeumymmecTBo cucTeMbl MHUGPOBaHUS XWIa COCTOUT B TOM, YTO OHA
MOJTHOCTHIO MAaCKUPYET YaCTOTHI BXOXKJIECHUH OT/ICTBHBIX OYKB B TEKCTE.

Opnako y mmdpa Xuna eCTh CYIIECTBEHHBIM HEAOCTAaTOK: HMes Jaxe
HEeOO0JIBINION (PparMeHT UCXOIHOIO TEKCTa, MOYKHO pacinudpoBath Bce coodrneHue [1].

PaccmoTtpum cuctemy mudpoBanus Xuiuia Ha IpuMepax.

Bo3bMeM anhaBUT PycCKOTo s3bIKa, B KOTOPOM OTCYTCTBYIOT 6YkBbI B, i 1 b,
YTO NPAKTUYECKH HE OrPAaHUYUBAECT BO3MOXKHOCTEH MO COCTaBJICHHUIO HCXOJIHBIX
coo0Iennii Ha pycckoM s3bike. B camom Jiene, 3aMeHsl 6YkBbl E Ha 6ykBy E, OyKBbI
11 — na 6ykBy U, a 6ykBel b — Ha GykBy b MO3BOJSAIOT MOHATH CMBICH HCXOIHOTO
COOOIIICHMSI, HAITMCAHHOTO C UCIIOJIb30BAaHUEM ATOTO alipaBuTa.

Kaxxnioit OykBe 3TOr0 andaButa U CUMBOIY «IIpo0Oe», 0003HAYEHHOTO KakK (@),
IIOCTaBMM B COOTBETCTBHE YHCJIO0, KaK IMOKa3aHO B cienyromei Tadmure [2]:
A|lb | B | T | A]E | X|3 |  UW|K|JIOJ|M|H|O/|Il|P
o123 |4 |56 |7 |89 ]10|11]12|13 |14 15

C| T|V | | X |IO|Y| ID|II|b |BI|D || Ad]@
16 |17 |18 |19 | 20 | 21 | 22 |23 |24 | 25 | 26 | 27 | 28 | 29 | 30
3ammdpyem cioBo MHTEI'PAJL, ucnonb3ys NBYyXOYKBEHHYIO TPYHIIUPOBKY
TEKCTA.
3aMeHsAsT OyKBBI CJIOBa Ha YMCIA, MOJYyYaeM YHCIOBYIO IOCIEA0BATEIBHOCTh
8121753150 10.

PaznensieM mocienoBaTeIbHOCTh YMCE Ha TPYHIbl MO 2 YWClIa B KaKIOW:

(8 12), (17 5), (3 15), (0 10).

[lycts wirodoM mmdpoBanus OyaeT Marpuliia A:(_i _gj [IpoBepsiem

paBeHCTBO | omnpeaenuTens MaTpuibl A: ‘A‘ =2-3—- (—5) . (—1) =6-5=1.
YMHOkaeM MaTpuily A Ha KKy TPYIIy W3 2 YHCEell, 3alHMCaHHYI0 B BHUJC

MaTpPHIIBI-CTOJIONA, U 3aMEHSIEM TIOJyYEHHBIE YHCIIa OCTaTKaMHU OT JIEJICHUS MX Ha
qucio 31;

2 -5\ 8 —44) (18 _2—517_9=9 _
5 Sz 2 =lan) movsni ()52l roaan
2 -5\ 3 —-69) (24 (2 -5 O_—50=12
(—1 3)(15]‘( 42){11] (mod 31); (—1 3)(10)‘( 30)‘(30) (mod 31).
3aMeHsAs B 4HCIIOBOU TociienoBareibHocTd 18 28 9 29 24 11 12 30 yucia Ha
OykBbl, noay4yaem mupposannoe ciioBo PHOKAIIMH@.
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4 (3 5
Onepanus paciiippoBKH BBINOIHAETCA € MOMOIIBIO MAaTpUIbl A~ :( 1 2),

oOpartHo# k MaTpuiie A.
3amensiem OykBbl mudpoBanHoro cioa DIOKAIIMH@ wa uwmcna wu

pazzienseM MONMyYSeHHYI0 YHCIIOBYIO MmocieaoBaTebHOCTh 18 28 9 29 24 11 12 30 Ha
rpynmsl o 2 gucina B kaxaoi: (18 28), (9 29), (24 11), (12 30).

-1
YMHOkaeM MaTpuily A Ha KaXAYI TPYNIy U3 2 YHUCel, 3aliCaHHY0 B BUJE
MaTpPHIIBI-CTOJIONA, U 3aMEHSIEM TOJyYEHHBIE YHCIIa OCTaTKaMu OT JICJICHUS WX Ha
yuciio 31:

2 Y o2 2
2 Y o2 E)(2( o

3amensis B yucioBod mocnenoBatenbHocTd 8 121753150 10 uucna nHa
oykBsI, moy4daem ciioBo UHTEI'PAJIL, 1.e. pacuiudpoBka padoTtaer.

Zamudpyem  cinoBo  [IPOU3BOJIHAS, wucnons3ys  TpexOyKBEHHYIO
IPYNIIUPOBKY TEKCTA.

3amensisi OYKBBI CIIOBa Ha YMCIA, MOJYyYaeM YHCIOBYIO TMOCJEI0BATEILHOCTD
141513872134120 29.

PaznensieM mocienoBaTenbHOCT YMCEN HA TPYNONbI MO 3 YWCIA B KaXIOM:
(141513), (87 2), (134 12), (029 30). Tak xak B Tekcte 11 OykB (11 He kpaTHO 3),
TO B TIOCIEAHIOI TPYIITY YHcesl A00aBwind 4ucio 30, COOTBETCTBYIOIIEE CHMBOJY
«mpoden.

-2 1 -2
[lycts  xmrouom  mmdpoBanus Oyger wmarpuma A= 1 0 -3],
2 -1 1

OTIpPEICTUTENIh KOTOPOii paBeH 1.

YMHOXKass MaTpuily A Ha KXyl TPYMIIy U3 3 YuCelN, 3allMCaHHYI0 B BHJIC
MaTpPHIIBI-CTOJIONA, U 3aMEHSIS MOJTYYCHHBIC YMCIIa OCTATKAMH OT JICJICHHS UX Ha YHUCII0
31, momydaeM 4MCIOBYIO MOCeA0BaTeIbHOCTE: 23 626 18 211168 30 3 1.

3ameHss B YMCIIOBOM mocienoBaTenbHOCTH 23 62618211168 3 03 1 uncna
Ha OyKBBI, nosry4yaeM mudposantoe ciaoso IDKbIYBMCUI'AT'G.

Onepanuss  paciiipOBKH  BBIMOJHSICTCS ¢ I[OMOIIBIO  MAaTPHIIBI

-3 1 -3
A'=|-7 2 -8/, obpaTHoii kK MmaTpuie A.
1 0 -1

3amensiem OykBbl mudpoBanHoro cioa [IDKBIYBMCUI'AT'b na uucna u
pazzaelsieM MoJy4YeHHYI0 YMCIIOBYIO TTOcie0BaTebHOCTE 23 6 26 18211168303 1
Ha TPYNIbI 110 3 Yncia B kaxaoi: (23 6 26), (18 2 11), (16 8 3), (03 1),

VMHOXKag Matpury A Ha KaXIyI0 TPYIIY U3 3 4UCce, 3alMCAHHYIO B BHJIC
MaTpPHIIBI-CTOJIONA, ¥ 3aMEHSIS TIOJTyYCHHBIC YUCiIa OCTATKaMH OT JEICHHS UX Ha YHUCIIO0
31, monydaem nocnegoBatenbHocTh 14 15138 72 134 12 0 29 30. 3amensisa unciia Ha
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oykBbl, onydaeM Tekct [IPOU3BOJIHANA@. Yo6upas cumBon npobena, moiaydyaem
ucxoanoe ciaoro [TPOU3BOJHAS. Tem cambiM elie pa3 yoexxaaemcsi, 4TO CUCTEMa
mudpoBaHus Xujia padoTaer.

OtMeTHM, 4yTO YyeM OoJIbIIe pazMep MaTpHIlsl A B cucTeMe mudpoBaHus Xujlia,
TeM OoJibllie B IHU(PPOBAHHOM TEKCTE CKphIBACTCS WH(OpMAIMK O Pa3InyusiIX B
3HAYCHUSAX YaCTOT IMOSBJICHUS KOMOMHAITUN OYKB.

CnMcoK HCTOYHUKOB
1. Mup marematuku : B 40 1. T. 2. XKyan I'omec. MareMaTrku, MINHUOHBI U
xakepol. KogupoBanne n kpuntorpadus / Ilep. ¢ anrn. — Mocksa : Jle Aroctunu,
2014. — 144 c. — ISBN 978-5-9774-0639-0 (T. 2).
2. Bsenenwue B kpunrorpaduto / mog odur. pen. B. B. Amenxo. — U3a. 4-e, gom.
— Mocksa : MITHMO, 2012. — 348 c. — ISBN 978-5-4439-0026-1.

Cratbsa noctynuia B pegakuuio 22.03.2023; npunsra k nyonukanuu 10.05.2023.

Nudpopmanus 00 aBpropax

T'openenxos P.A. — crynent HamnpabieHusi noarotoBku 14.03.01 — Snepnas
PHEpreTvka W Teropuinka Beiciiel MIKOJbI aTOMHOM M TEIJIOBOW JHEPreTHKU
OI'AOY BO «CIIGITY ».

TI'openenkose A.1. — K.1.H., 3aB. Kapeapou «Beicias marematukay ®I'bOY BO
«bI'TY».

Bxuaa aBTopoB

Topenenxos P.A. — unes, cOop matepuana, oOpaboTKka MaTepualia, HalmrcaHue
cratbu (50%).

T'openenxos A. M. — Hanvcanue CTaThi, HAy4HOE penakTupoBanue Tekcta (50%).

KondnukT nHTEpEeCcOB OTCYTCTBYET.
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Hay4yHnas craTbs
YK 005.007

CymHOCTh KOMILUIEKCHOTO MOAX0a K pa3padoTKe CHCTEMbI 3alIUThI
UH(poOpMALUHU

1* 2

Anekceit IlerpoBuu I@'opsoB ', Maxkcum JleonnmpoBuu I'viak “, EBrenmi
BsiuecnasoBuu Jlekcukos 3, JiImurpuii Augpeesuy JIbicos *

1234Bpanckuii rocy1apCTBEHHBIM TEXHUYECKHI yHUBEPCHUTET, Bpsuck, Poccus
tapgorlov@gmail.com,https://orcid.org/0009-0003-3100-3466
2gml13@yandex.ru,http://orcid.org/0009-0009-3131-4292
3j132@ya.ru,http://orcid.org/0009-0005-3112-0157
*lysovdmitriia@gmail.com,http://orcid.org/0009-0003-9666-7191

Annomauyun. B craTthe pacKpbIBaeTCsl CyIIHOCTh KOMIUIEKCHOTO TMOAXOAa K
pa3pabOTKe CHCTeM 3alluThl HHPOPMAIMH, OTpaX€Ha B3aWMOCBS3b MEXKIY
OTJECIBbHBIMH KOMIIOHEHTAMH KOMIUIEKCHOM CHCTEMBbI 3alllUThl HHQPOpPMAIUH U
BaXHOCTh pPEaTU3alliy TPUHIUIA CUCTEMHOCTH TpPHU pa3pabOTKE CHCTEM 3alllUuThI
uH(popManuu.

Knrouesvie cnoea: vadopmanonHasi 0€30MaCHOCTb, KOMIUIEKCHBIE CHCTEMBI
3alUThl  MH(pOpMallMM, TEXHUYECKHME  CpeACTBa  3aIlUThl  MH(OpMAIUH,
OpraHu3allMOHHAas  3ammMTa HMH(OpManuu, MOporpaMMHO-alnapaTHas  3allluTa
uHpopMaIuu.

OcHoBHasl 11eJ1b KOMIUIEKCHOM CHCTEMBI 3aIlUThl HH(OPMAIIUU 3aKI0YaeTCs B
rapaHTUX HEMPEPHIBHOCTU HAJIEKHOCTH pabOThl KOMMEPUYECKOTO MPEANPHITHS, a TaK
K€ TMPEeNOTBpAIlEHUH Yrpo3 ero (QyHkuuoHupoBanuto. I[Ipobnema obecneueHus
YKEJTAaeMOro YpOBHS 3alllMThl MH(POPMALMKM  SABISIETCS YPE3BBIYAITHO CIOYKHOM,
TpeOyrolel COo3aHusl LETOCTHOW OpraHu3allMOHHO-TEXHOJOTUYECKONH CUCTEMBI H
NPUMEHEHUsI  CIEUHUATBHBIX CPEICTB MO  O00ECHeYeHHI0 WH(OPMAUMOHHOU
oe3omacHoctu [11].

B pesynbrare aHammza TEOPETUYECKUX W NPAKTUUECKUX pabOT B 00JacTH
nH(OPMAITMOHHON 6€30MacHOCTH, ObLT COPMYITHUPOBAH CUCTEMHO-KOHIICTITYaIbHBIH
HoJIXO0J K 3amure uHpopMauuu. OTOT CHOoco0 NoJpa3yMeBaeT YYeT BCeX
B3aMMOJICUCTBYIOIINX W HW3MEHSIOIIMXCS BO BPEMEHU JJIEMEHTOB, YCIOBHM WU
(GbakTOpoB MJiI MOHUMAHWS TPOOIEMBbI OOecredeHusi 0€30mMacHOCTH WH(OPMAIIUH.
KC3U obOwekta TpedyeT B3auMOACUCTBUS )i PEIICHUs 3a/1ad 10 MPOEKTUPOBAHUIO
OTIEIbHBIX €ro KOMIIOHEHTOB, TaKMX KaK OpPraHU3alMOHHBIE, WHXEHEPHO-
TEXHUYECKHE, NPOrpaMMHO-AINapaTHbIe W KPUNTOrpapUuecKue Mepbl 3alIUThI
uH(popManuu.

K opranuzanmoHHbIM MepaM OTHOCATCS TaKue ACHCTBUS, KaK YCTaHOBJICHUE
npaBui JOCTyna K WHGOpMaIMM, OpraHu3alus npoueayp ooMeHa HH(pOpMaIMEH,
oOydeHure rnepcoHaja BorpocaM HHPOPMAITMOHHON 0€30MaCHOCTH, a TAKXe KOHTPOJIb
U MpoBepKa 3amuiieHHocTH wuHGopmaiuu. Bce 3TM Mepbl HampaBiieHbl Ha

© I'opnos A.IL, I'ynak M.JI., JlekcukoB E.B., JIsicoB JI.A., 2023
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obecnieueHre KOHPUACHIUATLHOCTH, IIETOCTHOCTH U JOCTYITHOCTH HHPOPMAIIIH.
Mepbl 1o 3amuTe HMHOOPMALMKM OPTraHU3AlUU OTHOCATCA K KOMIUIEKCY
HOPMATUBHBIX, OOS3aTENIbHBIX M TEXHOJOTMYECKUX PYKOBOJACTB M METOJOB,
ONPENEIAIMX OCHOBY U COACPKAHUE CUCTEMbI 3aIlUThI, & TAKXKE MOTHBALIUU
pabOTHUKOB, OTBEYAIOIIMX TPEOOBAHMUAM IO OOECIIEUEHUIO 3alIUThl MH(POpMAIIU

(puc. 1) [12].

Opra HH3ANHOHHBIE MEPBI 3AMHTHI

I_ MepOnpHATHS, OCYIIECTEIIEMBIE IPH OIPOSKTHP OBAHHHE, CTPOHTENLCTER,
obopynoBaHHE 0OBEKTOB 3AITHTHI

MeponpHAaTHA 0o pa3paboTke IPABHI JOCTYNA IePCOHATA K
3aIMHITaeMbIM obbekTaM (paspaboTka monntuin HE)

’MEPOHPHHTHH, OCYINECTENAEMBIE IPH nouﬁope H DOOTrOTOEKE NEPCOH aJIa|

4{ Dpranmauna 0e30MACHOCTH H HANSKHOTO OpOonyCKHOIO pPEFHMA |

OprasH3anug yueTa, XpaHeHHS, HCIONb30BAHHA H YHHUTOKEHHS
IOKYMEHTOB H HocHTeneill HE(QopMalHe

—{ OC}'H.[ECTBJIEHHE ABHOTO H CKPBITOIO MOHHTOPHHTA pﬁﬁOTBI nepcoHana |

Puc. 1. KoMIoHEHTBI OpraHU3allMOHHBIX MEP 3aIUThl HHPOpMAaITuu

Opranu3aluoHHYI0 CTPYKTYpy HEOOXOJMMO CO3/1aBaTh g OOecredeHus
3allUTHl TOJB30BATENEH, a TakkKe peryaupoBaHus ux jAeiictBuil. Kpome Toro,
OpraHu3alds MEpOIPUATHH JobKHA OBITh oOecrieueHa Oosee 3¢ HEKTHBHBIMU
TEXHUYECKUMU U (PU3UUECKUMU CPEICTBAMU i 0OecTieueH s 0€30MacHOCTH.

Nwxenepnas 3ammura wuHGOpPMAIMM — JTO 3amMTa HHPOpMANUU  OT
HECAaHKIIMOHUPOBAHHOTO JIOCTya C WCIIOJB30BAHUEM TEXHUYECKUX CPEACTB H
MeTomoB. K TeXHWYECKUM, WH)XCHEPHBIM M aIllapaTHBIM CPEJICTBaM OTHOCST
TEXHUYECKOE, NHKCHEPHOE U allapaTHOE cpecTBa 3amuThl (puc. 2) [13].

‘ HH?I\'GE&‘[JEO—TEXHH"IEC KHE MEPBI 3AIIHTLI ‘

COOp}’H{EHHS[ HHH{EHEPHOI’I 3AMTHTRL OT HeCAaHKIHOHHPOBAHHOTO
NPOHHKHOBEHHA HAa TEPPHTOPHIO, B 3OaHHe H NOMeIeHHA

Cpe}lc‘rBa 3aIIHTH TEXHHYECKHE KAaHAIOB YTeURH ]‘IHq)OpMaHHH

CpencTsa 3alIHThl IOMEINeE N 0T BH3VANBHEIX METOAOB TEXHHYECKOH
pasBemK:

CpencTsa obecnederHs OXpaHbl TEPPHTOPHH, 3OAHHS H IOMENIEHHH (CPecTEy
HaOmoIesus, ONOBeMIeRHA, OXPAHEOll H IOKAPHOl CHTHANH3AIHH)

Cpencrea obHapyxerHs IpHOOPOE H YCTPOHCTE TeXHHYeCKOH pasBeIky

Puc. 2. CocTtaB MH)XE€HEPHO-TEXHUYECKUX MEp 3allUThl HH)OpMaLIUU
NHxenepHO-TEeXHUYECKHE MEPHI 3aITUTHI MH(GOPMAIINH HAMMPABICHBI HA 3AIUTY
OT TIPOHUKHOBEHUS KUOEPIIPECTYIMTHUKOB U YTEUKH WH(OPMAITIN Yepe3 TEXHUUECKHE
KaHalJlbl. I/IH)KeHepHBIe pa6OTBI MOTYT BKJIFOYAaTh B ce0s HCIIOIb30BaHIE 3allIUIIICHHOTO
NOJKJIIOUEHUS, HKPaHUPOBAHUE TMOTOKOB JAHHBIX, MMHU(POBAHUE U  3AIIUTY
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nH(OpPMAITUU OT HEeXKEIATSIIBbHBIX BO3JIEHCTBUN.

AnmapaTHo-iporpaMMHasi  3amuTta uHbopmanuu — 3amura HHQOpMalUU,
Mpeanojaramas HUCMOJIb30BAaHUE TEXHUYECKUX CPEACTB U CIEIHAIBHOIO
POrpaMMHOr0 obOecredeHus Ui 3alluThl MH(pOpMAMu B aBTOMATHU3HPOBAHHBIX
cucremax 00padboTku uHdopmanuu (puc. 3).

IIporpaMMHO-aINapaTHAS 3AIHTa HHPOPMAIHH

A BTOHOMHEOE IPOIPaMMEOe ODeceder He U1 3aITHTH HHDOPMAIHH H
KOHTpOIN4 ee De300acHOCTH

TIporpammbl HE(pOpMANHOHHOH DesonacHOCTH, paboTaoliHe B
KOMILIeKCe ¢ IporpaMMaMi 00paboTkn HEGOpMATHH

TIporpaMMEl HE(OpMaNHOHHOI besonacHEoCTH, paboTaroie B
KOMILTeKce ¢ TEXHHUECKHMH (ANNapaTHBIME) CPeICTBAME 3aITHTEL
HEGOpMATHE

Puc. 3. CocTaB nmporpaMMHO-anmapaTHbIX Mep 3alUThl HH)OpMaIIH

KoMmmiekcHass 3ammura MHpOpManuu A NPOrPpaMMHOIO U armapaTHOIoO
o0ecriedyeHusl pellaeT BaKHEHIIne 3aJadyM, CBSI3aHHBIE C 3aIUTOW KOMIIBbIOTEPHBIX
CUCTEM U ceTeil, pabouyux CTaHLMH, CUCTEMHOIO0 U IPUKIATHOTO MPOTrPAMMHOIO
o0ecreyeHusl.

Heorpemnemold 4yacTht0o MMUGPOBAHUS KOMIUIEKCHBIX CHCTEM  3alllUThI
uH(pOpMaAIMU  SIBJISIETCS PErVIAMEHTALMS  HWCIOJb30BAaHUSA PA3IUYHBIX METO/OB
mudpoBanuss Ha OBM U JOKalbHBIX CETSAX, TEKCTa JOKYMEHTOB, Iepefad IIo
HEMPOBEPEHHOM mouTe, Tenerpady, tenekcy. OnpenenstoTcss YCIOBHS M CIOCOO
(P POBAHUS TAHHBIX.

Kpanrorpadgmaueckas 3amaTa AERQoOpMANEH

PernaMeHTaLM HCIIONE30EaHHA PAsIMYHBIL KPUITTOrPad MYeCcKHL
meTonoe B IBM u noKanbHEBIX ceTAX

OnpegeneHie YCIOBEHI H METOIOE MUQPOEAHIT TEKCTA JOKYMEHTA
MepenaeacMor o [0 He3al Ml eHHEIM KaHalaM CEA3H

PermaMeHTalTA HCIIONBZ0EAHHA CPEACTE KPHIITOrpadpoEaHus
[eper OBOPOE 10 HEe3al Ml éHHEIM KaHanaM Tele) OHHOM W Pamio CEAIH

PernamenTarnia qocTyna K OazaM TaHHEX, (afinaM i 3IeKTPOHHEIM
OOKYMEHTAM C HCITONB30E aHHeM METOIOE MepCOHANBHON HISHTHHHKALIFI

PEIJ'IEMEHTEI.L[HH OOCTYIIA TEPCOHANA B CIIEIMMANEHO OTE €OEHHEIE
ITOMEI €HHMA C HCITONB30EaHHEM CPENCTE H}IEH‘H‘IEDHKE.L[HH

Puc. 4. Kpunrorpaduueckue Mepsl 3aliUThl THPOPMALIUU
AnnapartHsie, MPOrpaMMHBbIE 51 MHCTPYMEHTAIbHBIC cpencTBa
Kpuntorpauueckoil 3amuThl, a TakKKe UX METOJbl YCTPaHSIOT ciiabble MecTa B
OpraHU3alMOHHBIX MEPax, CO3IAI0T MPOYHBIC OaphePhI IS 3JI0YMBINIJIEHHUKOB H, 110
BO3MOKHOCTH, OOECIEYMBAIOT OJOKUPOBKY M 3alIUTy HECAHKIIMOHUPOBAHHOTO
JOCTYyTIA JJISI PEOTBPAIIEHHUS MOTYyYeHHUST HECAHKIIMOHUPOBAHHOUM WH(OpMAITUH.
OTaenbHOTO BHUMAHMS 3aCITy’)KHBAeT B3aMMO3aBHCUMOCTh B pabOTe ITHUX



86

komnoHeHToB KC3W. Hannuue TeXHUYECKHUX CPEACTB U 3AUIUTHOIO IMPOTrPaMMHOTO
oOecrieueHusl He TAPAHTUPYET UX KOPPEKTHOro U 3(H(PEKTUBHOIO UCIOIH30BAHUS BO
BCEX peXUMax OJKCIUTyaTallid, OCOOEHHO TMpPU PEMOHTE U TEXHUYECKOM
oOcnykuBanuu.  Kpome  TOro, XpaHeHHe  JOKYMEHTOB  OpraHu3alluen,
yCTaHaBJIMBAIOIIEH MpaBuiia oOpallleHusi ¢ KOHPUACHIMATIbHON HHpOpMaluen, He
UCKJIFOYAET Yrpo3, CBA3AHHBIX C TMPSAMBIM JOCTYIIOM 3JIOYMBIIUIEHHUKOB K
HMCTOYHHUKAM WH(MOpPMAIMHU, YTeYKaMH MO0 TEXHUYECKUM KaHallaM, HUCTAaHIMOHHBIM
JOCTYTIOM K MH(POPMAIMOHHBIM pecypcaM, OJIOKMPOBKOM JOCTyMa K MPOrpaMMHBIM
KOMIIOHEHTaM KOMIIBIOTEPHOU CHUCTEMBI.
B3anmMocssa3b paccmarpuBaembix koMrnoHeHToB KC3U npuBenena Ha puc. 5.

————————————————————————————————————————————————————————————————————————————————————————

_|HmxenepHo-TexHIMECKaAR |
P | samwuta MHGOPMALIT [T, -

LT 3 4 “'*._‘\“‘--..
T 1 v 3 -

N IIporpammHo- | [IUE

Y.
i Ilpapoeaz samuTa » OpraumnzalmosHHas |
arrnapaTHad 3 HTa
- HuH$opMAaLHH < samuTa HHPOpMAaNK |4 P am —

2 4 nHb opMAaLTIH i
L A SORREN X T |
1 ] Sl "'“‘\ 3 . ,-" !
| 4 !
: e v o !
| .. . - = e !
! e T Kpunrtorpadmaecran PP '
! . - |

]

]

zamuTa HHOOPMALTHH

Puc. 5. Bzaumocss3s komnonenTos KC3U:
Yi — kareropuu yrpo3 6¢30MacHOCTH;
li— Bunp1 nHpopmannu, oopadaTeiBaeMOi Ha 0OBEKTE 3alllUTHI;
[TNb— nonuTHka HH(pOPMATMOHHON 0€30MacCHOCTH.

1 — Opranu3anroHHbIE MEPHI PEaTN3yIOT BHIMIOJIHEHUE JEHCTBYIOIINX MTPABHI H
pa3pabaThIBalOTCS C Y4ETOM JEHCTBYIOIMX KOJAECKCOB MOBEACHNUS, IPUHATHIX B CTpaHe WIN
OpraHu3alny.

2 — Peanuzanust opraHU3alimiOHHBIX MEPONPUSATHIA TpeOYyeT CO3AaHNsT HOPMATUBHBIX
JIOKYMEHTOB.

3 — UtoOsI iprutoskeHre ObUT0 AP (HEKTUBHBIM, OPTaHU3ANMOHHBIC MEPHI IOJDKHBI OBITh
HOJKPETJICHbl TEXHUYECKUMHU, (PU3NUECKUMH, TPOrPAMMHBIMU U KPUNITOrpahuIeCKUMU
CpeACTBaMH 3aIIUTHI HHPOPMALIUH.

4 — TIpMeHeHHe 1 UCTI0JIb30BaHNE TEXHUUYECKUX CPEJCTB 3alUThI TpeOyeT
COOTBETCTBYIOIIETO OPTraHU3AIMOHHOTO 00ECIIeYeHUS
[Ipu mocTpoeHUHn KOMIUIEKCHON CHCTEMBI 3aIUThl HHPOPMAIIUA MOTYT OBIThH
MPEeQIPUHATE JONOJHUTEIbHBIE MEPHI IO 3alIUTE NEPCOHAIBHBIX MAHHBIX, 3aIllUTE
UT-undpactpykrypsl ans Oe3omacHoro aocrtyna B MuTepHeT u mpouee. Kaxxibiii
KOMIIOHEHT KOMIUICKCHOM CHCTEeMbl 3alluThl HMHGOPMAIMU  OJIHOBPEMEHHO
obecnieunBaeT 3QPEKTUBHYIO pabOTy APYruxX KOMIIOHEHTOB M MPU ITOM IOJTHOCTHIO
3aBUCUT OT HUX. [0 Mepe Ooco3HaHUS Ba)KHOCTH, CIOKHOCTH M Hed()PEKTUBHOCTH
3allIUTbl C HCIIOJIB30BAHHUEM IIPOCTOIO Ha6opa CpC€aCTB 3alIUMTHI PACTET OCO3HAHHC

HE0O0X0IMMOCTH pa3padoTku CTpaTernyeckoro moaxoa K 3amure.

Cnucoxk HCTOYHHKOB
1. IMasermn, B. ®&. HWuadopmanmonHas O0e30mMacHOCT, W  3aluTa
unpopmaruu/B. @. [llaasrun. —Capatos : [Ipodobpazosanue, 2017. — 702 c. —
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ISBN 978-5-4488-0070-2. — URL: http://www.iprbookshop.ru/63594.html (nara
obpamenus:12.10.2020).— Pexxum ocTyna: 1isi aBTOPU3UP. TTOJIH30BATEIICH.

2. Kpakosckuit, 0. M. 3amura unpopmanuu: ydeOHoe mnocodbue / IO.
M .KpakoBckuii. — PoctoB-Ha-J/lony : ®enukc, 2016. — 349 c¢. — ISBN 978-5-222-
26911-4. — URL.:https://www.iprbookshop.ru/59350.html
(mataoOparenns:22.02.2023).—PexuM gocTyna: Juisl aBTOPU3UP. TTOJIH30BaTEIICH,

3. Huxudopos, C. H. 3ammura wuHpopManuu. 3alIUICHHBICE CETH:
yuebHoenocobue/C.H.Hukudopos.—Canxt-Ilerepoypr:CankT-
[leTepOypreckuiirocygapCTBEHHbIMAPXUTEKTYPHO-
ctpoutenbHbiityHuBepcuteT, DbCACB,2017.—80 ¢. — ISBN 978-5-9227-0762-6. —
URL: https://www.iprbookshop.ru/74382.html (mara ob6pamenus: 20.03.2023). —
Pexxum noctyma: uist aBTOpU3HP. TTOJIB30BATEICH.

Cratpsa noctynuia B pegakuuto 22.03.2023; npunsra k nyonukanuu 10.05.2023.

HNudpopmanus 00 aBropax

TopnosA.Il1.—nonent xkadeapsl «CucteMbl HHOOPMAIIMOHHONW 0€30MacHOCTHY,
OI'bOY BO «BI' TY».

T'yvnax M.JI. — nouent xadenpsl «CucteMbl HHHOPMAIIMOHHON 0€30M1aCHOCTHY,
OI'BOY BO «bI'TY».

Jlexcukos E.B. — crapmmii npenogaBatenb — kadenpsl  «CucTeMsl
undopmarmonHo 6ezonacuocty, PI'bOY BO «BI'TY».

Jlvicos J].A. — crapmmii ipenoiaBarelib kKadenpsl «CructeMbl HHPOPMAIMOHHOM
oe3onacuoctn», PI'OY BO «BI'TY».

Bxuaa aBTopoB

TopnoeA.Il. — wunes, cobop marepuana, oOpadOTka Marepuaia, YaCTUUYHOE
HamucaHue ctatbu (25%).

I'ynax M.JI. — nanvcanue cTaTbd, HAy4YHOE pellakTupoBaHue TekcTa (25%).

Jlexcuxos E.B. — Hanicanue cTaTbU, HAYYHOE pelakTUpoBaHue Tekcrta (25%).

Jlvicos /. A. — HanucaHue CTaThH, HAYYHOE peaKkThUpoBaHue Tekcta (25%).

KoudaukT nuaTEpeCcOB OTCYTCTBYET.
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Hayunas crates
YK 004.056

Oc00eHHOCTH aTAKHU «YeJIOBEK NMocepeArnHe» U IMYyTH €€ nmpea0TBpalleHust

Jmutpuii  Angpeesuu JIbicos?, Auekceii Ilerposmu Topsos!, Beponnka
BsiuecaaBopna Kysnna®™, Beponnka J/Imurpuesna Mensegesa® ¢
1234 @I'5OY BO bpsHcKMil TOCYJapCTBEHHBIM TEXHUYECKHMI YHUBEPCHTET,

bpsiack, Poccust

L apgorlov@gmail.com, https://orcid.org/0009-0003-3100-3466
2lysovdmitriia@gmail.com, https://orcid.org/0009-0003-9666-7191
3veronika.k02@bk.ru™, https://orcid.org/0009-0003-9513-5222
*nicka.medvedeva2020@yandex.ru, https://orcid.org/0009-0007-4326-8073

Annomauyusa. B ctatbe packpbiBaeTcs mpodieMa pocTa 4ucia KuOeparak
HaIpaBlIeHHAs Ha KPUTUYECKU BaXHbIE 00BEKTHI rocyaapcTB. OMHON U3 OCHOBHBIX
IPUYUH POCTa CTaja MPUOCTAHOBKA JEATENbHOCTH B Poccum psinma 3apyOeskKHBIX
MOCTABIIMKOB KOPIIOPATUBHBIX CPEACTB MH(POopMalmoHHoi 6e3onacHoctu. MITM-
aTaKkyd OCHOBaHbI HA MAaHUIYJIMPOBAHUU CETSAMHU WM CO3/JaHUU BPEIOHOCHBIX CETEH,
KOHTPOJIUPYEMbIX KHOEpPIPECTYIMHUKAMU. 3HAHWE SIBHBIX NPU3HAKOB aTaku U
MPUMEHEHUE METOJIOB OOHAPYKEHUSI MOKET TOMOYb OOHAPYKUBATh aTaKH JI0 TOTO,
Kak OyJeT HaHeCeH yiepo.

Knrouegvie  cnoea:  WHCTPYMEHT, aTaka, YeJOBEK  IOCEpPEAMHE,
370YMBIIUICHHUK, kubeprnpectymauk, HT TP, NLS, ceteBoii Tpadux, SSL, MITM.

Poct uncna kuOepartak, HampaBieH HAa KPUTHUUYECKH BaKHBbIE OOBEKTHI
rocynapctB. OJIHOM M3 OCHOBHBIX NPUYUH pOCTa KHOepaTak Ha KOMIIAHUU
Poccuiickon @enepanuu crajia NPUOCTAHOBKA JESITEIBHOCTH B CTpPaHe psiaa
WHOCTPAHHBIX  TOCTaBIIMKOB KOPIMOPATHUBHBIX CPEICTB HMH(OPMAIMOHHOU
oe3onacHocTu. CTtatucTUKa arakoBaHHBIX KoMibioTepoB ACY B Poccun 3a 2018-
2022 roapl mpenacTasiieHa Ha puc. 1.

[IpolieHT aTakoBaHHBIX KOMIIBIOTEPOB aBTOMATH3UPOBAHHOW CHCTEMBI
ynpasinenust B Poccuu 3a nepuoa 2018-2021 roma Obul npUMEPHO OJMHAKOB, TOTIA
KaK CTaTUCTHKA IepBoro noiyrogus 2022 roma TOBOPUT O TOM, YTO POCT YHUCIA
KkuOepaTak pe3Ko BO3pacTaer.

OcyuiecTBiIeHHE ATAKHU «Y€J0BEK MOCepPeuHe

MITM-artaku onuparTCs HAa MaHUIYJIUPOBAHUE CETAMH WM CO3JaHUE
BPEIOHOCHBIX CETeW, KOHTPOJIUPYEMBIX KHOEPHPECTyMHUKAMH. 37T0YMBIIIICHHUK
nepexBaThiBaeT Tpauk U JMO0 MPOMYCKAET €ro uepe3 CBOI0 CHUCTEMY, coOupas
uH(OPMAITHIO TIO X0y, TUO0 MepeHanpaBsIeT B IPYroe MECTO.

KubGepnpecTynHuku, mo CyTH, ACHCTBYIOT KakK «IOCPEIHUKH» MEXIY
YeJIOBEKOM, OTIPABIISIIOUIUM UH(OPMAIUIO, U TEM, KTO €€ MOoJydyaeT. DTH aTaku Ha
pacnpocTpaHeHbl, 0coOeHHO B obOmemoctynHbix ceTsx Wi-Fi.  Tlockosibky
obmenoctynHbiii Wi-Fi yacto ObiBaeT He3alllUIEHHBIM, HEBO3MOXKHO Y3HATh, KTO

" © JIsicos JI.A., Topnos A.I1., Kysuna B.B., Mexsenena B /1., 2023
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OTCIIC)KMBAET WM TepexBaThiBaeT BeO-TpaukK, BeAb KTO YTOAHO MOXKET BOMTH B

cucremy [7].
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Puc. 1. TlpoueHT aTakoBaHHBIX KOMIIBIOTEPOB aBTOMATHU3HPOBAHHOW CHUCTEMBI
ynpasienus B Poccun 3a 2018-2022 rr.

K npuémam aTak «4enoBeK MOCepeIMHE MOKHO OTHECTH:»

1. CandPpunr nakeroB — cHUGPUHT MTO3BOJSIET 37I0YMBIILIEHHUKAMBHJIETH
MAaKEThl TAHHBIX, JOCTYI K KOTOPHIM OHH HE UMEIOT.

2. Unbeknusi mNakKeTOB — TIepeJl HHBEKIMEeH TMPECTYITHUKA CHadvala
UCTIOJIB3YIOT CHU(MPUHT, YTOOBI ONPEEINTh, KaK U KOTJ]a OTIPABUTh BPEIOHOCHBIC
nakeTsl. [locine nHbeKIMK BpeJOHOCHBIE TAKEThl CMELINBAOTCS C IEMCTBUTEIbHBIMU
B [IOTOKE JTAHHBIX.

3. Cuatne SSL — 3JOyMBINIJIEHHUKH MOTYT HCHOJB30BaTh TEXHUKY
oTkIItoueHUst SSL 17151 mepexBaTa JErMTUMHBIX MaKEeTOB, MOAU(DUKAIIUY 3aITPOCOB Ha
ocHoBe HTTPS w mnHanpaBnenuss wux B HeOE30MacHOE MECTO Ha3HAYCHWS,
sxBuBasieHTHOe HTTP [8].

[ToMmuMoO TpUEMOB aTaku CYHIECTBYET HECKOJBKO BHUIOB aTaK «UYEJIOBEK
nocepeauHe». K HUM oTHoOCSTCS:

1. Cny¢unr (noamena) IP-anpecoB mpenmnonaraer, 4YTO 3J0YMBILIJIEHHUK
u3meHset [P-makeTsl, 4TOOBI BBIATh ce€0s1 32 KOMITBIOTEPHYIO CUCTEMY JKEPTBBI.

2. IP-cny¢punr (mommena IP-agpecoB). Dto momamena IP-ampecos,
BBITIOJTHSIEMAst TOCPEACTBOM co3aanus |P-naketos ¢ noxHbiM IP-agpecom ncrounuka
JUISL AUMUTALIUU JPYTOd KOMITBIOTEPHON CUCTEMBI.

3. ARP-cmydunr. IIpu moamene mpotokosia pasperreHus aapecos (ARP)
3JIOYMBINUICHHUK HCTONB3YyeT (anbcuduimpoBanubie coodmienus ARP, 9ToObI
cBs3ath cBoil MAC-aapec ¢ IP-anpecoM KepTBbl.

4. DNS-cmypuur. «Otpanenne» DNS-kama  mpenamosnaraer, dro
3noymbinuieHHUK MeHsieT |P-agpec DNS-cepBepa, uToObl MMETh BO3MOXHOCTD
nepeHanpaBiIsITh BeO-Tpaduk KepTBbI C MPEANOIaraeMoro peajbHoro BeO-caiiTa Ha
MOILIIEHHUYECKUH.
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5. HTTPS-cny¢dunr. Korma nons30Batenb MOIKIIOYACTCS K 3aAMIAIIEHHOMY
caiTy ¢ npedukcom https://, 3MOyMBIIIJIEHHUK OTHpPABIsAET B Opay3ep MOaeIbHbIN
ceprudukar 0€30MacHOCTU. ITO «OOMaHbIBaeT» Opay3ep, 3aCTaBiisii CUMTATh, YTO
COCJIMHEHHUE SABJISIETCS] O€30MACHBIM.

6. BHenpenme mnakeroB. KuOepnpecTymHUK CO3/Aa€T MAaKEThl, KOTOPHIC
Ka)XyTCS HOpPMaJIbHBIMH, U BHEJIPSET UX B CETh C LETBIO JOCTYIA U OTCICKUBAHUS
Tpaduka unu naunuupoanus DD0S-atak.

7. SSL-ctpunnunr. Kubeprpectynuuk nepexsaTsiBaeT TLS- cooOuienne ot
NPUJIOKEHUST WM BeO-caiiTa M M3MEHAET €ro TaK, YTOOBI CalT 3arpyskajics o
HE3aUIIEHHOMY CO€IMHEHUIO 110 ITpoTokosry HTTP.

8. SSL-cmygunr. O1oT cmoco0 BkiIOYaeT B cels MOMJENKY ajapeca
3alUIIEHHOTO CaifiTa, 9YTOOBI )KepTBa Mepellia Mo MOAIEIbHOMY aapecy.

9. O6memoctynublii Wi-Fi. O0menoctynaas cerb Wi-Fi gacto ObiBaer
HE3alUILIEHHOM, TO3TOMY KHOEPIPECTYITHUKA MOTYT BUJETh BeO-Tpauk cirobdoro
HOJIKJIFOUEHHOTO K CETU YCTPOMCTBA U MOJy4aTh HHPOPMAIHIO.

10. SSL BEAST. Ilpoucxoaut 3apakeHrue KOMIbIOTEpPa BPEIOHOCHBIM KOJIOM
JavaScript. 3arem mnporpamma TnepexBaThiBaeT (aiibl  cookie W TOKCHBI
ayTeHTU(PUKaUU 1JIs1 AemrpoBaHus, OTKPHIBAs JOCTYH KO BCEMY CEaHCY KEPTBBI
[7].

MeTtoabl 00HAPY:KEeHHS ATAK TUIA «4eJI0BeK MmocepeanHe» U MyTH

Nnpea0TBpaLlleHusl

ATaku «4eI0BEeK MOCEPEANHE» TPYIHOYIOBUMBI, HO UX MPUCYTCTBUE BCE XKe
OCTaBIISIET CJEAbl B CETEBOM AKTUBHOCTH, KOTOPBIE MOTYT OOHApyXHTh OT
npodeccuoHanoB B 001acTH KHOEpOE30IaCHOCTH, /10 KOHEUYHBIX MOJIb30BaTEIIEH.

[Tpu3Haku, MO KOTOPHIM MOXKHO OOHAPYKUTh KHOSPIPECTYTHHUKA!

® HEOKUJAHHOE WM NOBTOPSIONIEec OTKJ/IIOYeHHe: 3JI0YMBIIIICHHUKN
MPUHYIUTEIHLHO OTKIIOYAIOT IMOJIb30BaTEICH, YTOOBI MEPEXBATUTh UM U MapoJib,
KOI'JIa T€ MOIBITAIOTCS OBTOPHO MOJKIIOYUTHCSA. OTClIekKUBas HEOKUAAHHBIE WIN
MOBTOPSIIOIINECS OTKIIOYEHHSI, BBl MOXKETE 3apaHee ONpeAeuTh M0J00OHOE ONacHOe
MOBEJICHUE;

e CTpaHHbIE a/ipeca B aJ[peCcHOil CTPoKe Opay3epa: eciii 4TO-TO B ajpece
BBITJISIAMT XOTsI ObI HEMHOTO CTPAaHHO, TIEPEIIPOBEPHTE CBOM MOI03peHMsI. BO3MOXKHO,
BBI IMeeTe J1eI10 ¢ mepexBatom DNS;

¢ BXO/ B 00IIEAOCTYIHYIO HJIH He3aluImeHHy1 ceTb Wi-Fi: Oynpre oueHb
OCTOPOKHBI C CETAMHU, K KOTOPBIM MOJKIIIOYaeTeCh, U MO BO3MOXXHOCTU H30eraiire
obmenoctynHoro Wi-Fi. 3JI0yMBINIJICHHUKH CO3JAIOT  MOJJICIBbHBIE CETH C
W3BECTHBIMH  HACHTH(UKATOpaMHu, dYTOObI ~OOMAaHOM  3aCTaBUTh  JIFOJCH
noAKIIYUThC. Ecnu Bbl nmonkmountech kK Wi-Fi 370yMmbllieHHUKa, OH CMOXKET
JIETKO YBUJETh BCE, 4TO BhI oTpasisieTe mo Wi-Fi [9].

[TomMuMO WCTONB30BaHUS HANSKHBIX PEIICHUH W METOAO0B 0OecredeHus
0e30MacHOCTH, HEOOXOUMO MPUMEHITh HHCTPYMEHTHI U1l TIPOBEPKH CHCTEM U
BBISIBJICHUSI YSI3BUMOCTEH, KOTOPBIMH MOTYT BOCIIOJIb30BaThCS 37I0YMBIIUICHHUKH.
K HUM MOXHO OTHECTH:

Hetty. Hetty — sto ObicTpbiii Habop uHCTpyMeHTOB HTTP c OTKpbITHIM
UCXOJIHBIM KOJIOM W MOIUHBIMU (DYHKIUSMU [Jisi MOJACPKKH HCCienoBarenei
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0€30MacHOCTH.

K 0coOeHHOCTSAM MOXHO OTHECTH: UMEET MOAYJb OTIPABUTENS, KOTOPBIN
MO3BOJISICT  OTHpaBiATh  hitp-3ampockl  Bpy4YHYIO, OCHOBBIBasCh JHOO Ha
BBIKJTFOUEHHBIX 3alpocax M3 KypHalla MPOKCH, JIMOO CO3/1aBasi UX C HyJIsI; MpoCTast
yCTaHOBKA M MTPOCTOM B MCIOJIb30BaHUH HHTepdeiic [8].

Bettercap. Bettercap — 3T0 KOMIUIEKCHBIN U MacCIITAOUPYEMbI HHCTPYMEHT
JUIsL pa3Belku W araku cered. HMHCTpymeHT 007a7aeT BO3MOXKHOCTSIMU
MOHHMTOPHUHTA CETU U APYTUMHU (PYHKIHMSIMH, TAKUMHU KaK CO3JIaHUE TMOJICIBHBIX
Touek nocrymna, cuuddep maponeit, DNS-ciydep, nepexsat pykonoxaTus U T.JI.

K ocobGeHHOCTSIM MOKHO OTHECTH: MOITHBIM BCTPOCHHBIN ceTeBOi cHU(dEp
Ui UACHTU(UKAIMKA ayTeHTU(PUKAMOHHBIX JAHHBIX U cOOpa YYETHBIX JaHHBIX;
IIPOCTON B MCIMOJI30BAHUU M MHTEPAKTUBHBIN MOJIb30BaTEIbCKUI BeO-uHTEpDeEiic,
MIO3BOJISIFOIIMN MTPOBOJIUTE IIMPOKHI CHEKTp Mitm-atak, CHUPPHUTH y4eTHBIC
JIaHHbIe, KOHTpOJUpoBaTh hitp u http-tpaduk u T.1.;

Proxy.py. Proxy.py — 3To Jierkuii mpoKCHU-CEPBEP C OTKPBITHIM HCXOIHBIM
kogom s WebSockets, HTTP, HTTPS u HTTP2. MHCcTpyMeHT MO3BOJISIET
UCCJIeIOBATENsIM MPOBEPATh BeO-Tpaduk, BKiIodas 3amudpoBanHbie TLS
IPUIIOKEHUS, TOTPEOIsist IPU ITOM MUHUMYM PECYPCOB.

K ocobGeHHOCTSIM MOXHO OTHECTH: OBICTPBIA M  MacIITaOUpPyeMbId
UHCTPYMEHT, CIIOCOOHBI 00pabaThIBaTh JECATKU THICSY COCAMHEHUN B CEKYHIY;
UMEET JICTKUN Tu3aiiH; KpOME TOTO, OH OMHPAETCS Ha CTaHAapTHBIE OMOTUOTEKH
Python u He TpeOyeT HUKAKMX BHEITHUX 3aBUCHMOCTEH.

Mitmproxy. Mitmproxy — 3To npoctoe B ucmoiib3oBanuu pemenue HTTPS-
MPOKCH C OTKPBITBIM HCXOJHBIM KOJOM. B 1emom, 3TOT MpocToil B yCTaHOBKE
uHCTpyMeHT pabortaer kak SSL mpokcu HTTP «uenoBek mocepeaniHe» m MMmeeT
KOHCOJIbHBIA MHTEp(ENC, KOTOPbIN MO3BOJISIET BaM MPOBEPITh U U3MEHSTh MOTOK
TpaduKa Ha JIETy.

K o0coOeHHOCTSIM MOXHO OTHECTH: WHTCPAKTUBHBIM U  HaJIC)KHBIN
WHCTpYMEHT aHanm3a u Momudukaruu HTTP-tpaduka; rulkuii, cTaOMIBHBIN,
HAJICKHBIM, MPOCTOW B YCTAHOBKE M HCIOJB30BAHWU HHCTPYMEHT; IO3BOJISET
nepexBaTbiBaTh U Moauduiupoatb HTTP u HTTPS 3anpocs! u oTBeTHI Ha JIETY;

BurpSuite. Burp — »3TO0 aBTOMATH3HPOBAHHBIA W MacCIITAOUPYEMBbIit
WHCTPYMEHT JIsl CKAHUPOBAHUS YSI3BUMOCTEH.

K ocoGeHHOCTSIM MOXHO OTHECTH: MO3BOJISIET HCCIEAOBATEISIM TECTUPOBATh
BEO-TIPUIIOKECHHSI M BBISABIATH YSI3BUMOCTH, KOTOPBIE 3JIOYMBIIUICHHUKH MOTYT
UCI0JIb30BaTh U poBoAuTh MITM-araku; nepexsar u nposepka HeoOpaOOTaHHOTO
ceTeBOro Tpaduka B 000OMX HANpaBJICHUSIX MEXAY BeO- Opay3epoM U CEpBEpPOM;
BBIOOD MCIIOJIL30BaHMsI BCTPOEHHOTO Opay3epa Burps nim BHEIIHEro CTaHIapTHOTO
BeO-Opay3epa; OTOOpakeHHE OTACNbHBIX mnepexBaueHHbIX HTTP-3anmpocoB u
OTBETOB.

CoBpeMeHHbIE TeHICHIIUN TaKOBbI, YTO KOJIMYECTBO CETEH U MOJKIIOYCHHBIX
K HUM YCTPOWCTB pacTeT, a 3TO O3HAYaeT, YTO Yy 3JIOYMBIILJICHHUKOB OoJblle
BO3MOXKHOCTEM HCIOJIb30BaTh METOJbI «4YEJIOBEKa IMOCEeperHe». 3HaHHE SBHBIX
PU3HAKOB aTaKu «UEJIOBEK MOCEPEAMHE» U MPUMEHEHHE METOJI0B OOHApYXKEHUs
MO’KET IOMOYb BaM OOHApY’KMBATh aTaKu J0 TOTO, KAK OHU HAHECYT yepO.
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Obecneyenne 3aUTHI Nepeaavu KOHPUIEHIIUATIBLHOM HHPOPMALIUN 110
OTKPBITHIM KAHAJIAM CBS3H
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Annomayusa. B cTatbe paccMaTpUBAIOTCS OCHOBHBIE METOJbI 3alUThI
nepegaud  uMHGopManuu,  BKIo4Yas — MUMQpPOBaHME  CUMMETPUYHBIMU U
ACUMMETPUYHBIMU  aJITOPUTMAMH, MPOTOKOJIBl ayTEHTU(PUKALUA U  3allUThI
LEJIOCTHOCTU JaHHBIX. ONUCHIBAETCS HMCIOIb30BAaHUE BUPTYAIbHBIX YACTHBIX CETEH
(VPN) u nmpotokoina Secure Sockets Layer/Transport Layer Security (SSL/TLS) nns
3alTUTHI IEpeavn JaHHBIX Yepe3 OTKPHIThIC KaHAIBI CBSI3H.

Kniouegvie cnosa: nHpopManmonHasi 0€301aCHOCTh, OTKPBIThIE KaHAJIbI CBS3H,
muppoBaHue, 3alIUTa KOHPUACHIIMAIBHOCTH, (PYHKIIMOHATIBHBIN KaHaI.

OOGecrnieueHne 3alMTHl Mepeaaud  KoHuaeHIMaabHOM uHGOPMAIUUA TIO
OTKPBITHIM KaHajdaM CBSI3U SIBISIETCSI Ba)XHOM 3ajadyeil B COBPEMEHHOM MUPE
UHOOPMAITMOHHBIX TeXHOJIOTHI. C KaXIbIM TOJI0OM BCe OOJIbIIIE JaHHBIX MEpPeaacTCs
[0 MHTEPHETY U MO OTKPBHITHIM KaHajlaM CBSI3HM, YTO JI€JIa€T WX YA3BHUMBIMHU IS
HECaHKIIMOHUPOBAHHOTO JIOCTYyNAa M KPaku KOHPHUACHIIMAIBHON HH(MOpMAITUH.

AKTYyaJbHOCTH 3TOM MPOOJIEMBbl TIOTYEPKUBAETCS POCTOM KOJMYECTBA CITydacB
yTeUeK JAaHHBIX, KOT/Ia 3JIOYMBIIUJICHHUKA MOIYYaloT JOCTYI K KOH(UIEHIIUATHLHOM
uH(pOpMaIUK, TAKOW KaK JTUYHbIE TaHHbIE KIIMEHTOB, (UHAHCOBast MHGOpMAIIHS U T.1.
Takue yTeUYKH JaHHBIX MOTYT TMPUBECTH K CEPbE3HBIM (PUHAHCOBBIM U
pernyTalrOHHBIM MOCIEACTBUSIM JJIs1 KOMIIAHUM ¥ OpraHu3aIui.

Kpome Toro, 3ammra nepenayd KOHPUACHIHAIBHON HH()OpMALUU SIBISETCS
o0s3aTeNbHBIM TPeOOBAaHWEM 3aKOHOJATENbCTBA BO MHOTMX cTpaHaxX. Hampumep, B
EBpomnetickom coroze cymiectByet O01iee perynupoBanue o 3amuTe gaHabix (GDPR),
KOTOpoe TpeOyeT, uyTOObl KOMIAHUM OOECIEUUBAIMA 3aIUTy KOH(UICHIMATHLHON
nH(popMaIu TIPU €€ Tepeaade Mo OTKPHITHIM KaHaJIaM CBSI3H.

B cBsa3u ¢ oTuMm, oOecriedeHue 3amuThl Tepeaadd KOH(HICHIIMATbHON
uH(OPMAITUU 110 OTKPBHITHIM KaHajaM CBSI3U SIBISICTCS aKTyaIbHOW M HEOOXOIMMOU
3a7a4en U1 KOMIIAHUM U OpraHu3aiui. s 3Toro uCroap3yrTes pa3inyHble METObI
3aIllUThI, TaKME KaK MU(POBAHUE JTAHHBIX, UCIOIH30BAHUE BUPTYAIbHBIX YACTHBIX
cereit (VPN), nByxdakropnas ayreHTU(UKAIMS U T.J. BakHO Takke MPOBOIUTH
PETYISPHBIA ayJUT CUCTEMbI Ha YS3BUMOCTH U 00ydYaTh COTPYIHUKOB OE€30TaCHBIM

© I'opomiko I1.H., Porosoit H.A., Marsees /[.A., 2023
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MpPAKTUKaM  WCTOJB30BAHHUS  CHUCTEMBI, YTOOBI ~ MUHUMHU3HPOBATH  PHUCKHU
HECaHKIIMOHUPOBAHHOTO JIOCTYMAa K KOH(UIECHIIMATLHOW HH(POPMALIUU.

OYHKIIMOHAIBHBIA KaHaJ — 3TO KaHaJl CBSI3U MEXIY KOMIOHEHTaMHU CUCTEMBI,
KOTOpPBIM TMpeJHAa3HAYeH i Tepelayd JaHHbIX. KaHanbl CBSI3M MOTYT OBITh
WCIIOJIb30BAHbl  3JIOYMBINUJICHHUKAMHU JJI1  TOJY4YEHUsS HECAHKIMOHUPOBAHHOIO
JocTyna K cucreme U JaHHbIM. [losToMy (yHKIMOHANBHBIM KaHal CTAHOBUTCS
OITACHBIM, KOT'/Ia OH CTAHOBHUTCS YSA3BUMbIM JUISI ATaKH.

CymiecTByeT HECKOIBKO (aKTOPOB, KOTOPHIE MOTYT CAENaTh (PYHKIIMOHATBHBIN
KaHaJI OMIaCHBIM:

1. Henmocrarounas 3ammra KaHama: ecid (YHKIIMOHAJIbHBIA KaHAl He
3alIUINEH  aJeKBAaTHBIM  OOpa3oM,  3JIOYMBIIUICHHUK  MOXET  IepeXBaTUTh
nepesaBaeMble JaHHbIE, B TOM 4YHCIIe JIMYHbIC JTaHHBIC IOJb30BATENeH, MapoJH,
(¢buHAHCOBBIE TaHHBIC U T.JI.

2. HeusonupoBaHHbIE KaHajbl: €CAM  (QYHKIIMOHAJIbHBIE KaHalIbl HE
W30JUPOBAHBI APYT OT JPYTra, 3TOYMBIIUICHHUK MOET UCIOJIb30BaTh YSA3BUMOCTDH B
OJIHOM KaHaJjie, 4YTOOBbI MOJIYYUTh IOCTYI K APYTOMY KaHay.

3. HecootBeTcTBHE MpaB I0CTyMA: €CIM MpaBa JOCTYIAa K (PYHKIIMOHATIEHOMY
KaHAJly HE HACTPOEHBI MPABWIBHO, 3JOYMBIILIEHHUK MOXET MOJYYUTh JOCTYH K
KaHally, K KOTOpOMY Yy HEro HEeT IpaBa J0CTyTa.

4. HeoOHOBJIEHHOE TMPOrpaMMHOE OOECIEUEHHUE: €clu MPOrpaMMHOE
oOecrieueHue, UCoab3yeMoe sl (PyHKIUOHAIBHBIX KaHAJIOB, HE OOHOBISETCA, TO B
CHCTEME€ MOTYT OBITh YSI3BHUMOCTH, KOTOpPHIE MOTYT OBITh HCIIOJIB30BAHbI
37I0YMBIIUICHHUKAMH.

5. Hapymenuns KOHQUACHIMAIBHOCTU: €CIM B (YHKUHOHAIBHOM KaHaje
NepesaloTcsl JaHHble ¢ KOHQUACHIMATHLHOW WHGOpMaIMed, TO 3JI0YMBIIIICHHUK
MOJKET UCIIOJIb30BATh YS3BUMOCTD B KaHajie, YTOOBI MOTYyUUTh JOCTYH K 9TUM JIaHHBIM.

Jist 31U Thl (PYHKIIMOHAIBHBIX KaHAJIOB HEOOXOUMO MPOBOIUTh PETYJISIPHBIN
ayJIUT CUCTEMbI Ha ySI3BUMOCTH, UCIOJIL30BaTh MG POBaHUE Il TIEpeIaun TaHHBIX,
W30JIMPOBATH KaHAJBI IPYT OT JIpyTra U HACTPOUTH ITpaBa IOCTYIIA JIJIsl KaKI0T0 KaHaa.
Kpome Toro, HeoOXoammMo OOHOBISATH MPOrpaMMHOE oOecredeHue U o0ydarthb
M0JIb30BATENICH 0€3011aCHBIM TPAKTUKAM UCTIOJIb30BAHUS CUCTEMBI.

Cy1miecTByeT HECKOJBKO CIOCOOOB oOecIeueHHus O€30MacHOCTH TIepeaadn
KoH(UIeHIIManbHON WHGOPMAIMK TIO0 OTKPBITHIM KaHaiaMm cBsizu. Paccmorpum
HEKOTOPBIC U3 HUX:

1. Ucnonb3oBanue mudpoBaHus: mudpoBaHUE SBISETCS OAHUM U3 Haubosee
3¢ (}EeKTUBHBIX  CHOCOOOB  3alIUThl  MepeAaBaeMbiX  AaHHbIX. ludpoBanue
3aKIJII0YaeTCsl B MpeoOpa30BaHUM HMCXOJHBIX JAAHHBIX B (DOpMY, KOTOpask HE MOMKET
ObITH MOHATOM O3 creruanbHoro Kitoua. [Ipu nepenaye 3ammppoBaHHBIX JaHHBIX 110
OTKPBITOMY KaHally CBS3U 3JIOYMBIIUICHHUKA HE CMOTYT MPOYUTATH COICPIKUMOE
COOOIIEHUSI.

2. Ucnonp30BaHue MPOTOKOJOB O€30MacHOCTU: MPOTOKOJBI 0€301MacHOCTH,
takue kKak SSL (Secure Sockets Layer) m TLS (Transport Layer Security),
WCIIOJIB3YIOTCSL JIJISl 3alllUTHl TIepefadd NaHHbIX B MHTepHeTe. DTH MPOTOKOJIBI
o0ecreunBaT MUQPPOBAHUE TAHHBIX, AYTEHTU(DHUKAIMIO W 3alIUTy OT MOJICITKA
JTAHHBIX.
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3. Ucnonb3oBanue BuptyanbHbix yacTHeIX ceredl (VPN): VPN ucnonb3yercs
JUISL CO3/1aHUS OE€30MIaCHOT0 COETMHEHUS MEKTY ABYMS y3JIaMU IO OTKPBITOMY KaHAITy
cBs3u. VPN-coenuHenmne obecrnieunBaeT mn(poBaHUE U ayTEHTU(UKALINIO JTaHHBIX.

4. Ucrionb3oBaHWE  DJIEKTPOHHOM  MOAMMCH:  JJIEKTPOHHAs  IOAINHUCH
UCIIOJIB3YETCSl IS 3aIUMTHl LEIOCTHOCTH M TOJJIMHHOCTH JAaHHBIX. OJIEKTPOHHAs
HOJIUCH TaPAHTUPYET, YTO JaHHbIE HE ObUIM MU3MEHEHBI I10CJIE CO3/IaHus MOAIUCH 1
YTO NOJNUCH OblIa CO3/1aHa 3aKOHHBIM O0JIafjaTesieM KIItova.

5. OrpannyeHue JOCTyNa K J@HHBIM: JOCTYNl K KOH(HICHIUATbHON
uHGOpPMAIUU T0JDKEH ObITh OTPaHUYEH TOJBKO ISl aBTOPU30BAHHBIX MOJ30BATENICH.
JIJis 3TOTO MO’KHO MCTOJB30BaTh CHCTEMY ayTEHTH(HUKAIMU U aBTOPHU3AINH, TAKYIO
kak LDAP (Lightweight Directory Access Protocol) unu Active Directory.

6. Mcnonp30BaHne 3alIUTHBIX MEXaHU3MOB: 3aIIUTHBIE MEXaHU3MBbI, TAKUE KaK
OpaHaMay3pbl 1 AHTHBUPYCHOE MPOrpPaMMHOE O0ECleueHUe, TakKe MOTYT MOMOYb
3alUTUTh JaHHbIE, NPEIOTBpAllasl HECAaHKIMOHWPOBAHHBIA JOCTYNl K CETH WIN
3apakeHHUE BPEJOHOCHBIM MPOTPaMMHBIM 00€CIICUEHHEM.

7. OObyyeHue 1moJib30BaTeseil: HamOoJee YSI3BUMBIM 3BEHOM B IIETIOYKE
0€30MacHOCTH  SABJISAIOTCA MoJib3oBaTenu. OOyueHue Mojb30BaTeliel OCHOBaM
UH(POPMAIIMOHHON 0€3011aCHOCTH, TAKUM KaK HCIIOJIb30BAHME HAJEKHBIX Naposield u
HEOTKPBITUE BPENOHOCHBIX BIIOKEHUN B JJIEKTPOHHOW IIOYTE, MOXKET IOMOYb
IPEeIOTBPATUTh MHOTHE YTPO3bl 0€30IIaCHOCTH.

[loBbIlIeHNE YPOBHS 3aIMILIEHHOCTH KOH(PHAECHIHMAIBHON HMH(OpMauu Mpu
nepefaye Mo OTKPBITBIM KaHalaMm CBSI3M TpeOyeT MpOBEACHUE KOMIUIEKCHBIX
MEpONpUATHA Pa3HOro Xxapakrtepa. Haumbosiee mNOJHON 3alUIIEHHOCTH MOYKHO
NOOUTHCSI TIPU MCHOJB30BAaHUM BCEX BBIIICONMMCAHHBIX METOJOB 3alIUThL. BaxkHO
MOCTOSIHHO aHAJIU3UPOBaTh 3P(HEKTUBHOCTh 3aLIUTHBIX MEPONPUATHIA, OCYILIECTBIISATh
KOHTPOJIb 32 MPOBEACHUEM 3THX MEPOIPHUATHUH.

B nenom, obecnieuenune 3auiuThl nepegaud KOHQHUISHIUANbHON HH(pOpMalun
[0 OTKPBITBIM KaHajJlaM CBSI3U SBJISETCA CIIOXKHOW 3aJadeil, HO C IOMOUIBIO
IPABWIBHBIX METOJIOB M TEXHOJIOTHH, a TaKXke COOJIIOJIEHUSI COOTBETCTBYIOIIUX MEp
IPEIOCTOPOKHOCTH, MOXKHO MHHMMH3UPOBATH PUCK YTpaThl KOH(PHUIECHUUATHHON
uHdopmaIuu.

CnmcoK HCTOYHHKOB

1. Uctomun, K. B. 3amura koHpuaeHIIMaTbHONW HHPOPMAITUU TIPH €€ Tepeaaye
no OTKpeIThIM KaHanam cBsizu / K. B. Hctomun, O. P. Yropos // be3zonmacHocTb
uHpopmanmonHoro mnpoctpaHcTBa : COopHuk marepuanoB XV Bcepoccuiickoit
HAyYHO-TIPAKTUYECKON KOH(PEPEHIIMH CTYIECHTOB, ACHUPAHTOB M MOJOJBIX YUYEHBIX,
Kypran, 30 nHosiOps — 01 2016 roga / MunucrepcTtBo 00pa3oBaHUS M HayKd
Poccuiickoit ®eneparun KoopimHallMOHHBIN COBET IO OJTOTOBKE (TIEPETIOATOTOBKE)
¥ TIOBBITIICHUIO KBATM(DUKAIIMY KaJPOB B 00JIACTH 3aIIUTHl HHPOPMAIUU B Y paTbCKOM
dbeneparbHOM OKpyTe (heepabHOE TOCYIapCTBEHHOE OIOKETHOE 00pa30oBaTEIbHOE
yapexaeHue Boiciero oopazoBanus «Kypranckuii rocyJapCTBEHHBIN YHUBEPCUTET
Hayunsiii pemaxkrop - .M. Jux. — Kypran: Kypranckuii rocyaapCTBEHHbIN
yauBepcuteT, 2016. — C. 140-143.
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2. XabubynnuHa, J. P. O0ecneuenue 3amuThl HHPOPMAIIUK TIPH TIEpenade ee
no kaHaiam cBs3u / 3. P. XabuOymiuna // VHpopMalMOHHBIE TEXHOJOTUU
oOecrieueHusi KOMIUIEKCHOM Oe3omacHocTH B 1udpoBoMm obmiectBe : COOpHHK
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Yia, 21-22 mas 2020 rona / OtB. penaktop A.C. Mcmarumnosa. — Y da: bamkupckuii
rocyaapcTBeHHbd yHUBepcuTeT, 2020. — C. 86-89.

3. KpaBuenko, A. C. Bompocsl oOecriedyeHusi 3amuThl UHQOpPMALUU TIPU
nepenaye mo OTKpbIThIM kaHamam cBsizu / A. C. KpaBuenko, A. I'. daneeB //
MaTeMaTuyeckrue METOIbl U HHPOPMALMOHHO-TEXHUYECKHE CpeacTBa : MaTepuaibl X
Bcepoccuiickoit HayuHo-TipakTHYeckoil KoH(pepenuu, Kpacaoaap, 20-21 urons 2014
rona. — Kpacnonap: ®denepanbHoe TOCYyIapCTBEHHOE Ka3eHHOE 00pa3oBaTEIbHOE
yUpeKJIeHHEe BbIcHIero mnpodeccuoHanbHOro  oOpaszoBanus "KpacHomapckuil
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158-160.

Cratbs noctynuia B pegakuuio 26.03.23; npunsita k myosaukanuu 10.05.2023.
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Texymmue mpodJieMbl POBeACHUS ayaUTAa HHGPOPMAIIMOHHOM 0€301I1ACHOCTH B
Poccun

Maxkcum Imutpuesud I'pusa’
'Bpsackuii Tocynaperennsiii Texanueckuii Yuusepeuret, bpsuck, Poccus
! maks.griva.04@mail.ru

Annomayun. B cratbe pa3zbuparoTcsi mpoOJeMbl, Kacaroluecsl MpPOBEICHUS
ayauTa HH(pOpPMAIMOHHOW 0€301aCHOCTH Ha MPEATPUSITHH.

Kntouesvie cnoea: mpoOieMbl ayaupoBaHWs, ayauT HWHPOPMAITMOHHOM
6e3onacHocTH, HHDOpPMAIMOHHAs 0€30MaCHOCTb.

Ha cerogusmauii MOMEHT Bompoc ¢ MHPOpMalMOHHOM 3ammToi B Poccun
CTOUT JOCTaTOYHO OCTPO. Pa3pabarbIBatoTCs HOBBIE CUCTEMBI 3aLIUTHI, YIy4ILIAOTCS
crapbie. Ho rnmaBHOW mpoOsieMol, KoTopass Obula M €CTh, SIBISIETCA YSI3BUMOCTH
W3HYTPH, a HMMEHHO JIOJu, paldoTarolmue Ha NOpeanpusitud. B cBszm ¢ 3Ttum
HEOOXOJMMO MPOBEJIECHUE PA3IMYHBIX AyJUTOB CHELHAIACTAMH WH()OPMAIMOHHON
0€30MacHOCTH, TaK KaK JaHHYIO MpoOJeMy HEBO3MOXKHO PELIUTh HAa CTO MPOLIEHTOB,
KaK HapUMep YIYUIIUTh POTpaMMy JJisl 3aIIUTHI OT BUPYCOB.

OnHako HEKOTOpblE MEpbl MTHOPUPYIOTCS TaK KakK OTHOIIEHHE K
MH(OPMAIIMOHHOW O€30MacHOCTH B MajblX M CPEIHUX KOMMAHUSAX JOCTATOYHO
IOCPEACTBEHHO, B TPUMEpP MOXXHO TPUBECTH TaKHUE CiIydau KOrja pabOOTHUKU
OCTaBJISIFOT MAapOJIM Ha OyMa)KHBIX HOCUTENIAX Ha pabouynx mectax. B cBsizu ¢ 3TuM B
JAaHHOU cTaThe OYAYT OMHMCAHBI OCHOBHBIE MPOOJIEMbl HH()POPMALIMOHHOTO AyAUTA U
BO3MOYKHBIE METOJIBI 110 UX PELICHUIO.

IIpo6aembl aynuTa HHGOPMANMOHHOK 0€30MIACHOCTH

[IpoGnemsl, cBsi3aHHBIE C Ay TUTOM HHGOPMAIIMOHHON 0€30MaCHOCTU CETOJTHS,
MO>KHO Pa3JelUTh Ha 7 OCHOBHBIX 001aCTei:

1. OrpanuyeHHslii oxBaT: MHOruMe KOMIIAaHUHU (POKYCHPYIOT CBOW ayJauT
MH(OPMAIIMOHHOW 0€30MaCHOCTH Ha COOJIIOICHUH PAa3JIMYHbIX NMPABUII U CTaHJAPTOB,
BMECTO TOTO 4YTOOBI MPOBOJMUTH KOMIUIEKCHBINM ayauT. B pesynbTate y KOMIaHUN
MO>KET BOBHUKHYTh JIO)KHOE UYBCTBO, OHH JyMAlOT, YTO COOTBETCTBYIOT TPEOOBAaHUSIM
Y HaXOJSTCs B 0€30MaCHOCTH, IAKE €CJIM UX MEP 3alUThI HEAOCTATOYHO JJI TEKYIINX
Y BO3HUKAIOUIUX KHOEPYTPO3.

2. OrcyrcTBHE craHpapTu3auuu: He cymecTByeT CTaHAapTU3HMPOBAHHOIO
NoJX0Ja K NPOBEACHHUIO ayauTOB HH(OpMalMOHHONW Oe3omacHocTH. MHorue
KOMIIaHUM pa3padaThIBalOT CBOM COOCTBEHHBIE METOOJIOTHH, YTO MOXKET IIPUBECTH K
IIPOTUBOPEYMBBIM U HEHA/IE)KHBIM pe3yibTaTaM ayauTa. OTCyTCTBUE CTaHIapTU3aLNUN
TaK)KE 3aTPYAHSET CPAaBHEHHME pE3yJbTaTOB ayAuTa B pPa3HbIX OpPraHU3alUAX HWIH
COIOCTABJIEHUE C JIYYIIMMH OTPACIEBbIMH MPAKTUKAMHU.

© I'pusa M./I., 2023
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3. HenocraTouHblii TEXHHUYECKUH OMBIT: AyAUTOPHI MO WHGOPMALMOHHON
0e30MacHOCTH JIOJDKHBI 00J1a1aTh TEXHUYECKUMH 3HAHUSMH, HEOOXOIUMBIMH JIJIs
MOHUMAaHUsl MEHSIoIIEerocs JanamadTa yrpo3 U crnocoOOB BBISIBICHUS U CHUKCHUS
puckoB. K coxaneHuto, MHOTHE OpraHu3alliy JIMOO HE paclojararoT COOCTBEHHBIMU
3HAHUSIMHU, JIUOO MOJararTcs Ha JII0/eH, He 00J1aJalouX HEO0X0JUMbIMU HaBbIKAMU
Y OTIBITOM JIJIsl TPOBEICHMS TIIATEIbHBIX TPOBEPOK OE30MACHOCTH.

4. Croumoctb: KomiuiekcHbIi ayauT ©0€30IacHOCTH MOXET  ObITh
JOPOTOCTOSIIIMM ¥ OTHUMaTh MHOIO BpEMEHH. MHOrME OpraHu3alld MOTYT
IPEINoYecTs MeHee YIayOIeHHbBIN ayuT, YTOOBI CAKOHOMUTD Ha pacxojax, KOTOPBIN
MOJKET He JaTh HH(OPMAaLIUK, HEOOXOAUMOM JIsl yCTpAaHEHUS! KPUTHUECKUX MPOOEIoB
B 0€30I1aCHOCTH.

5. CnoxHocTh perynupoBanusa: B Poccun cioxHas HOpMaTUBHO-IIPaBOBAast
0a3a ¢ MHOJKECTBOM 3aKOHOB, IMOJ3aKOHHBIX AKTOB M CTAHJAPTOB, PETYJIUPYIOIIHX
MH(POPMaILMOHHYIO 0€3011acHOCTb, BKIIt04Yas PenepanbHblil 3ak0oH "O nepcoHalIbHbBIX
naHHbIX" U OeaepanbHblil 3akoH "O06 uHbopMaru, THHOPMAIIMOHHBIX TEXHOJIOTHIX
u 3auute uHpopmanuu". CoOI0eHIE 3TUX 3aKOHOB MOXKET OBbITh CIIOKHOM 3a7auei
U MOXKET MOTpeOOBaTh JOMOJHUTEIBHBIX PECYPCOB M BPEMEHH JIJIs1 HAaBUTAIUH.

6. OrpaHuyeHHas JOCTYMHOCTh KBaTU(UIIMPOBAHHBIX CIECIHUAIUCTOB I10
kuOepOezonacHoct: B Poccum  umeeTcss  OrpaHUYEHHBIH  KOJUYECTBO
KBAJIM()ULIMPOBAHHBIX CIEUUAINCTOB MO KHOEpOE30MacHOCTH, U CIPOC Ha ITHX
CHEUAIMCTOB YaCTO MPEBBIMIAECT NPEJIOKEHNE HA PBIHKE. JTO MOMKET 3aTPYJHUTh
MOUCK KBAJIM(PHUIMPOBAHHBIX AyJAUTOPOB JUIsl MPOBEACHUS BCECTOPOHHEH OLIEHKH
MPaKTUKHU oOecrieueHusi 0€30MacHOCTH KOMITaHUH.

7. ConporusiieHue n3MeHeHusM: Hekotopeie poccuiickie KOMIIAHUH MOTYT
COMPOTHUBJIATHCSA BHEAPEHUIO HOBBIX MEp 0€30MacHOCTH WM COOJTIOIEHUIO MEPEAOBOM
MPaKTUKKU JTHO0 M3-32 HEIOHUMAHWS BO3HUKAIOUIMX PUCKOB OMACHOCTH, JIMOO U3-3a
OTMACEHH MO TOBOIY (PMHAHCOBBIX, TEXHUUECKUX WJIM ONEPAIMOHHBIX MOCIEACTBUMN
U UX On3Heca.

UToOBI pemuTh ATH NMPOOIEMbI, OpTaHU3AIMH JOJIKHBI YAETIATh TPUOPUTETHOE
BHUMaHHE UHPOPMAIMOHHOW 0€30MacCHOCTH U paboTaTh HaJ T€M, YTOOBI PETYISPHO
IPOBOANUTH BCEOOBEMITIONINE, CTAHAAPTU3UPOBAHHBIE U TEXHUUECKH OOOCHOBAaHHBIE
ayJIuThl. DTO TpeOyeT BBIJIEICHUS PECYPCOB HA CO3JaHHE COOCTBEHHOW TEXHUYECKON
DKCIIEPTU3bl, HCIOJb30BAHUS YCIYl HAJEKHBIX CTOPOHHMX 3KCHEPTOB IO
0e30MacHOCTM W WHBECTUPOBAaHUS B HWHCTPYMEHTHI, TaKUME Kak IJIaTQOpMBI,
yOpaBJsieMble UCKYCCTBEHHBIM HWHTEJUIEKTOM, KOTOpPbIE MOTYT IIOMOYb BBISIBUTh
MOTEHIIUAJIbHBIC '"'ciienble 30HBI" Oe3omacHOCTH. OpraHuzanusaM TakXkKe CIeayeT
MOCTOSIHHO OTCJIKHMBATh MEHSIOIIUNACS JaHAMA(T yrpo3, 4ToObl YOSIUTHCS, UTO UX
cuctemMa 0e30MacHOCTH HE OTCTAeT.

[ToaBOAs BBIBOJ MOKHO CKa3aTh, YTO MPOBEACHUE ayIUTOB B LIEJIOM SIBJISIETCS
CJIOKHOW KOMITJIEKCHOW 3a7adeil g pelieHus KOTOPOW HeoOXOAMMO COOIIOCTH
MHOXECTBO (DaKTOpOB, OJHAKO JlaHHAs 3ajladya BIIOJHE BBIMOJHUMA €CIIU
OTJISIIbIBATHCS HA MTPEJIOKEHHBIC PEIICHUS.
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Annomayusa. B cratbe paccMaTpHUBAIOTCA BOIPOCHI OPTraHU3ALMK MTOIABICHHUS
CUTHAJIOB HAa KaHajbl CBS3M OCCHWJIOTHBIX JIETATENBHBIX amnapaTroB IMyTeM
MOCTAHOBKM TOMEX, CO3/IaBaéMbIX T'€HEpATOpaMH XaOTHYECKUX KOJIeOaHUM.
[IpencraBien mporpaMMHO-aIapaTHBI KOMIUJIEKC MOCTAaHOBKH TOMeX «AiicOepr
2.0», copMupoBaH NPUHIIUI PAOOTHI KOMIUIEKCA.

Knioueevle cnosa: aBTOMaTU3MPOBAHHBIE CUCTEMBI, OECIIPOBOJIHASA Iepeada
JAHHBIX, CUTHAJI, TOMEXO03aIIUIIEHHOCTh, XA0THUYECKUE KOIeOaHus.

OpgHumu U3 3a4ad, pelaeMbIMU OECHMJIOTHBIMH JIETATEIbHBIMU anmnapaTamu
(BIUTA), siBAsitOTCA aHANM3 PaguOdJIEKTPOHHOM OOCTaHOBKH, pa3Belika MECTHOCTH,
YUCJIEHHOCTHU U pa3HOOOpa3usl CUJl MPOTUBHUKA. [[aHHBIE 3a1a4K pelatoTCsl HATUYHEM
Ha Oopty BIIJIA OopTOBO# M CTAllMOHAPHOW MOJCUCTEM, KOTOpbhIE 00ECIEYMBAIOT
paguoCBA3b U nepenady JaHHbIX Mexay bIIJIA u myHKTOM ynpaBieHusI.

st panuosnextponnoro nogasiaeHus: BITJIA MmoxxeT ObITh MPUMEHEH KOMILIEKC
(dopMupoBaHus KojeOaHUM A1l IOCTAaHOBKY MTOMEX Ha OCHOBE IMHAMUYECKOr0 Xaoca
«Aiircoepr 2.0».

JluHaMHYeCKU XaoCc — HENEPUOJMYECKHUe KoyeOaHWs, BO3HHUKAIOIINE B
HEJIMHENHBIX JI€TEPMUHHUPOBAHHBIX CHUCTEMAX, JEMOHCTPUPYIOIIME BBICOKYIO
YYBCTBUTEIHHOCTh K HAYAJIBHBIM YCIOBUSIM. DTH KOJI€OaHUSI UMEIOT Psijl OOIINX YepT
CO CIIy4allHBIMH IPOLIECCAMH, B YACTHOCTH, CIUIOIIHOW CIIEKTP MOIIHOCTH, HO HX
NpUpoJa CBSI3aHA HE CO CIYYalHOCTBIO, a C HEJIUHEWHBIMA CBOMCTBAMH,
MOPOXKAAIOIIMMHU HEPETyJsIpHbIe KOoJeOaHUs B JIMHAMUYECKHX CHCTeMax. Tak ke
JVHAMUYECKHN Xa0C SIBISETCS ACTEPMUHUPOBAHHBIM, TO €CTh 3HAYEHHUE CHUTHAja
MO>KHO TOYHO PAacCUUTATh JUJISl K&KI0ro MOMEHTa BpemeHHu [3]. JluHamMudeckuit xaoc
BO3MOYKHO MCIOJIB30BAaTh B CaMbIX PA3JIMYHBIX LEJSIX: KOJUPOBAaHUE MHPOPMALINH,
CO3[JaHHE CKPBITHIX U 3AIIHIIEHHBIX CUCTEM CBSI3U, CO3[JaHUE NCTOYHUKOB nomeXx. Jlis
BBIMIOJIHEHMUSI 3THX 3a/lad HEoOXOJUMO peajn30BaTh CHEIHabHBIE YCTPOMCTBa

' © I'pumna U. C., Haymuuk B. A., Xpymes H. C., I'pomos IO. 10., 2023
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(dbopMUpOBaHUA XaOTHUECKUX KoJeOaHWW wuiaum reHeparopbl. M3BectHo Oombinoe
KOJIMYECTBO pA3JIUYHbIX MAaTEMaTHYECKMX MOJEIEH TIeHEepaTopoB XaOTHYECKHUX
KoneOaHui, caMOW W3BECTHOM U3 KOTOpPBIX sBIseTcss Moxaenb JlopeHma. Otu
MaTEMaTUYECKUX MOJEIU JOCTaTOYHO XOPOILIO HCCIEAOBaHbl B TEOPUHU, HO JIs
IIOJTyYEHUs TEHEPATOPOB Ha MIPAKTUKE B BUJIE padOUero u3aeaus He00X0AUMO MPOUTH
JOJITUHA MyTh pa3pa0O0TKU U OTJIAJKU JIEKTPOHHOTO YCTPOMCTBA, NOCTPOCHHOIO Ha
JUCKPETHBIX IEMEHTaX.

JpyruMm crmocoOoM co3AaHMsI  YCTPOMCTB (OPMUPOBAHUS XAOTHUYECKHX
KOoJeOaHUN  SBJSIETCSI  HCIOJB30BAaHHE AJICKTPOHHO-BBIYMCIUTENBHBIX — CPE/ICTB
(mukponponeccopoB, IIJIMC). JlaHHbIA cHoco0 MCKIOYAET JOJTMKA IpoLece
pa3pabOTKu yCTpOWCTBAa Ha JUCKPETHBIX 3JeMeHTax. [lpu HamumcaHUM MpOTrpamMMbl
dbopMupyeMBbIil CUTHAN 33aeTCI MAaTEMaTUIECKUMHU YPAaBHEHUSMU, YTO JIaeT OOJIbIIe
YBEPEHHOCTH B KA4yeCTBE BBIXOJHOIO cHrHajga. OrpaHHMYE€HUEM CIIYXKUT JIHUIIb
CKOPOCTH BBINIOJIHEHUS KOMaHJ Yy BBIUYHCIUTENBHOTO YCTPOMCTBA, a TaKKe
pa3psAAHOCTD IU(POAHATIOTOBOIO MPEOOPa30BATEIS K CKOPOCTH ero padoTsr [3].

Haubonee  u3BeCTHOM M HCCIENOBAaHHOW  HEJNIMHEHHOM  cUCTEMOM
T depeHINATbHBIX YPAaBHEHUH C XaOTUYECKUMH KOJEOaHUSMU SIBISIETCS CUCTEMA
Jlopenna. Cnenuanuct no ¢usuke armochepsl 3.H. JlopeH npenaoxkun npocTyro
MOJIeIb TEIUIOBOW KOHBEKIMM B aTMoc(epe. B oliiem citydae TemioBble MPOLECCH
OIMCBHIBAOTCS YPABHEHUSMH TEIUIONPOBOIHOCTH. JIOpeH clienal psit JONyIEeHUH U
NOJIyYHJI TPEXMEPHYI0 MOJI€Nb  TEIUIOBOM KOHBEKIIMM B  OOBIKHOBEHHBIX
nuddepeHIranbHbIX ypaBHeHHSX [3].

Ha puc. 1 wuzoOpaxena Qa3zoBas TpaeKTOpUs MOJEIU MpHU 3aJaHHBIX
napameTpax. Ilo pucyHKy BHJIHO, 4TO MMEETCS JBa COCTOSIHUS PABHOBECHS, TaK
Ha3bIBa€MbI «CTPAHHBIE ATTPAKTOpbI JlopeHua». Y NaHHOM TPACKTOPUU HMEETCS
HECKOJIbKO OCOOEHHOCTEM.

a30BLIA NOPTRET

QU R N R —— i ———— )

Puc. 1. JIpmwxenne cuctemsl B (Ha30BOM MPOCTPAHCTBE

[TepBast 0cCOOEHHOCTH JAHHOW TPACKTOPUHU 3AKIIIOYAETCS B TOM, UYTO KaXKJasl U3
TOYEK PAaBHOBECUSI HE SBISETCA NpUTArHBaronieil. OJHAKO TPACKTOPUS HE yXOIUT
JTATIEKO OT TOYEK PABHOBECHS M 3aHMMAET OTPaHUYEHHYIO 00JacTh. Takum 00pa3om,
MOJIYYaIOTCSl HEPETYJSIPHbIE HENEePUOAUYECKHE IBUKECHHUS CUCTEMBI — B CHUCTEME



103

UMEET MECTO XaoC.

Btopoif 0COOEHHOCTBIO SIBIISIETCA TO, YTO BHYTPH JAaHHOTO aTTpakTopa
TPAEKTOpUs JABWKECHHUS OYEHb YYBCTBUTEIbHA K HayaJdbHbIM YyCIOBUAM. llpu
MaJieHIIeM pacXx0K/IeHUH B HAYAJIbHBIX YCIOBUAX JBUXKEHUE CUCTEMbI OYIyT CUIIBHO
pacxoAUThCA MOYTH cpa3y. Takuhe aTTpakTOphl MOJYYWIM HA3BAaHUE «CTPAHHbBIC
aTTpaxToph» [3].

[IporpammHo-anmapaTHbIii KoMIUIEKC «Aicoepr 2.0» (puc. 2) mnpeacraBisieT
co00i1 HabOp reHEPATOPOB XAOTUUECKUX KOJICOaHUH, CATHAIIBI OT KOTOPBIX IMOCTYMAIOT
Ha CHCIUaIbHBIA OJIOK KOMMYTAIlMM CUTHAJOB. bBlOK KomMmyTammwm o00pa3syer
pa3nuyHble KOMOWHAWK BXOAHBIX CUTHAJIOB, TAKWE KaK CyMMa, IIPOU3BEACHUE, TN0O
BBIBOJIUT K&Kl M3 CHUTHAJIOB HAa OMNpPEIEICHHOE BpeMs, (OpMHUpPYS TEM CamMbIM
CUTHAJI, MPEACTABISIIONIMI COO0M MOCIEN0BATENBHOCTh HAYLUIMX JAPYr 3a APYroM
XAa0THYECKUX CHUTHAJIIOB. B KkauecTBe anmaparHOM YacTH YCTPOMCTBA BBICTYNAET
nporpammupyemMas jorudeckass uarerpanbHas cxema (I[IJIMC). Ona mpencrasiser
co00il HaboOp JIOTMUYECKHUX 3JIEMEHTOB, PAaCMOJOKEHHBIX Ha OJHOM Kpuctamie. B
MaTpulax IMEPEKIIOYEHU 3aal0TCsS COCOUHEHUS JIOTUYECKHUX JJIEMEHTOB JAPYT C
JpyroM 4epe3 COeAUHMUTEIbHbIE IIUHBL. biIokuM BBOAAa-BbIBOAA OOECHEUMBAIOT
nepeaayy u npueM uHGopMaIy OT BHEIIHUX yCTPOUCTR [3].

[IporpammupoBanue [IJIMC 3aknrogaercss B KOHPUTypalliki  MaTpHIL
NEPEKIIIOUEHUN TakUM O00pa3oM, 4YTOObl MOJIyYHUJIOCH HEOOXOAMMOE JIOTUYECKOE
ycrpoiicto. IIJIMC, B oTiinune 0T nponeccopoB, BRIMOJIHAIOT 3alIPOTPaMMHUPOBAHHBIE
3aJlayy NapajvieiabHO, a HE MOCIEA0BATENIbHO, YTO 00ecneunBaeT OOJIbIIYI0 CKOPOCTh
BBIYHCIICHUMN.
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Heie-Tyseapa

Puc. 2. CtpykTypHas cxema ycTpoiicTBa reHeparopa «Aiicoepr 2.0»

OcCHOBHOIl 0COOEHHOCTBHIO pa3paboOTaHHOTO ycTpoicTBa «Aticoepr 2.0»
SIBIISTFOTCS:

— YHUBEPCAJIBHOCTD;

— BO3MOKHOCTbH PacCIIMPEHHUS,

— MHTEJUICKTYalbHOE (hopMupoBaHue curnaia [4].

YHUBEpCATBbHOCTh 3aKJIIOUAeTCsi B BO3MOXKHOCTH B OJHOM YCTPOWCTBE
COJEp)KaTh HECKOJBKO TEHEPaTOpOB CHUTHAJIOB. BO3MOXXHOCTh pacHIMpEHUS
MO/Ipa3yMeBaeT OBICTPBIA CHOCOO OOHOBJIEHHUS YCTPOMCTBA MyTEM €ro 3aMEHbl Ha
HOBOe Ooyiee MOIIHOE, JHOO TPOCTO OOHOBIEHHUS MPOrpaMMbl C HOBBIMHU
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reHepaTopamu Konebanuil. HTennekryanbHoe (GOpMHUPOBAHUE CHUTHAja MO3BOJISIET
[OJTyyaTh Ha BBIXOJE YCTPOMCTBA KoJIeOaHUS KaK C OTAEIBHOrO T'€HepaTropa, TaK U
CYMMY CUTHAJIOB, TM00 (JOPMUPOBAHUE CUTHAJIA KAK TI0CIIEI0BATEIbHOCTh KOJIeOaHU
Pa3IMYHON JUIUTEILHOCTH U CICAYIOIMIUX B PA3JIUYHOM IIOPSIKE.
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Cep. Pagnodusuka u pagunorexuuka, 2003. Ne 62. C. 140-147.

3. bapgamos A.B., Kucenes M./I., Mantoxun B.A., Tynunos U.C., Konbuyrun
K.IO., I'pomoB IO.JO. Peanuzaums yctpoiictBa (HOPMUPOBAHMS XAOTHUECKHUX
xosieOanuii Ha [TJIVC // TIpuGopsl u cuctembl. YpaBiieHHe, KOHTPOJIb, JMATHOCTHKA.
-No 8.-2017. - C.14 - 25.
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Cratbsa noctynuia B peaakiuto 20.04.2023; npunsita k myoaukaruu 10.05.2023.

Nudpopmanus 00 aBpropax

I'puwun U.C. — cTapmmii ornepaTop HaydHOW POTBI BOWCK PAJAMO3IEKTPOHHOU
OOpBOBI.

Haymuuk B.A. — oniepatop Hay4HOU POTHI BOMCK Pau03ICKTPOHHON OOPHOBI.

Xpywes H.C. — cTapmimii oreparop HAy4HOW POThI BOMCK PaguO3JIEKTPOHHOMN
OOpBLOBI.

I'pomos FO.FO. — mupektop MHCTUTyTa aBTOMATHKM M HH(POPMALIMOHHBIX
TEXHOJIOTUH.

Briag aBTopoB

I'puwun U.C. — unes, coop marepuana, oOpaboTka maTepuana, 4acTUYHOE
Hamucanue ctatbhu (25%).

Haymuyux B.A. — c6op maTepuana, 00padoTKa MaTeprasa, YaCTHYHOE HAITMCAaHUE
ctatbu (25%).

Xpywes H.C. — cOop maTepuana, 00paboTka MaTepuasa, 4aCTUYHOE HAMCaHUe
ctatbu (25%).

I'pomos FO.FO. — cOop wMatepuaia, oOpaOOTKa Marepuajia, YaCTHYHOE
HamucaHue ctatbu (25%).

KoH}uKT HHTEpEecOB OTCYTCTBYET.
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Annomayus. B cratbe paccMaTpHBAETCS MaTEMaTHYECKOE OOecredcHe
CUCTEM aBTOMATH3allMM IPOCKTHUPOBAHUS PaJUAIMOHHO-CTOMKHUX MHKPOCXEM.
MIPUBOJIUTCS OMBIT pabOTHI B 3TOM 00J1acTH. YKa3bIBaeTCsl OMOIMOTEKA C Y4€TOM HOPM
TEXHOJIOTHYECKOT0 IIpoliecca IpeapHUsITHS.

Knwoueswvie cnosa: CAIIP, rpadudeckas nmojacucremMa, MOIYJIU, IIPOLIETYPHI.

B nactosmee Bpems KMOII BUC HaxoauT mupokoe NTPUMEHEHHE B amlliapaType
o0lIero M CHelMaIbHOIO Ha3HA4eHWs. OTHU CXeMbl JOJDKHBI 00ecredyrBaTh
paboTOCIOCOOHOCT M COOTBETCTBYIOLIME TEXHMUYECKHE IOKa3aTead B IIMPOKOM
IUana3oHe TeMmIepaTryp, OOJbIIMX MEXaHMYECKUX Harpy3skax, B  YCIOBHSX
XUMHUYECKOTO, pPAJUALMOHHOTO W Jpyrux Bo3AeicTBUiM. [laHHble TpeOoBaHUs U
Bo3pactaromas cinoxHOCTh y3i10B KMOII BUC, wu3MeHeHne METOHNOJIOTUH UX
MIPOEKTUPOBAHMS U POU3BOCTBA TPEOYIOT NOCTOSHHOI'O COBEPUIEHCTBOBAHHUS CPEJICTB
ABTOMATHU3aLIMU IPOCKTUPOBAHUS.

Pe3skoe  cokpalieHue — KOJIMYECTBA  INPENNPUATHM,  KOTOpPbIE  MOIVIH
CaMOCTOSITEJIbHO PEaIn30BbIBATh ITOJHBIM LUK «IIPOCKTUPOBAHUE — ITPOU3BOIACTBO)
Pa3IUYHBIX KJIACCOB MHKPOCXEM MPHUBET K HEOOXOJUMOCTH MPUMEHEHHUS TEXHOJOTUU
«paznenenus  (QyHKUOMI», KOrjga MpoeKkThpoBaHue u  usrotominenue BUC
OCYIIECTBIISIETCS PA3JIMYHBIMU IPEAITPUATUIMMU.

B otux ycmoBusx — akTyaidbHa — pa3paboTka  CpeACTB  aBTOMATH3AIlUH
npoektupoBanusi 0a30Bbix dneMeHToB KMOII BUC naBoiiHoro HasHayeHUs,
IpeCTaBIIAIONINEe cO00M Kak 0a30Bble JBOMYHBIC AIEMEHTHI, TaK U (PYHKIIMOHAIbHbBIE
0JIOKM Ha (PYHKIIMOHAJIBHO-JIOTMYECKOM M CXEMOTEXHHUYECKOM YPOBHSX B YCIIOBUAX
paanaloOHHOTO Bo3eicTBus [6].

Pa3paboTanbsl MaTeMaTUYECKUE MOJEIU DJIEMEHTOB C YYETOM KOHCTPYKTHUBHO-
TEXHOJIOTUYECKUX TMapaMeTpoB K xapakrepuctuk BB® B coorBerctBun ¢ KI'C
«Kmumar-7» [1, 2, 3, 4, 5].

"© I'pomieB A.C., AancumoB A.E., OpnoB O.I'., Crosnos C.B., Cunonos B.U., 2023
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Jnsg  cTaTMyecKnxX BUAOB HMOHU3HMPYIOLIETO M3JIYYECHUS SKCIIEPUMEHTAIBHO
onpe/eneHbl Bce (PyHKIIMOHATBHBIE 3aBUCUMOCTH MTapaMeTPOB MOJIEIH OT JA03bI U BUJIA
U3IIy4eHUs [JIs1 aTTECTOBAHHOro Texmpouecca B ypaBHeHun BAX MOIIT. s
onpeneneHus: Ko3(pGUIMEHTOB aIlMpPOKCUMALMKA OBbLIM M3TOTOBIEHBI KPUCTAIIBI C
TUIIOBBIMHU TECTOBBIMU CTPYKTYypaMH, pazpaboTaHa METOIMKA U3MEPEHU U POBEICHBI
HEO0OXOIUMbIE UCTIBITAHUS.

Jnga  yuera wuMnylibCHbBIX BUI0B BB® HCIOnb3yroTCS  reHEpaTOpbl
VMOHHU3AIMOHHBIX TOKOB. BenuunHa KOTOPBIX B 3aBUCUMOCTH OT KOHCTPYKIHUU H
MMapaMETPOB U3TYUYECHUS ONPEACISETCS MOJTYYCHHBIMUA COOTHOILICHUSIMH.

MonenupoBaHue 0a30BbIX AJIEMEHTOB Ha (YHKIIMOHATBHO-JIOTHYECKOM YPOBHE C
YYETOM paJHalluu TPEAJIOKEHO MPOBOAUTH B COOTBETCTBUU C pa3pabOTaHHOI
METOAUKOW. BHauane OCyIIeCTBISETCA NPEeABAPUTEIIbHBIN JOTUYECKUN aHAIN3 C
MOCIICAYIOIMIMM  TIEPEeXOJOM Ha CXEMOTEXHMYECKUH YpPOBEHb HWEpaApXUU IS
MOJIETUpOBaHUsl 0a30BBIX AJIEMEHTOB. Ha 3TOM »Tame paccUMTHIBAIOTCS W3MEHEHUE
BPEMEHU TMEPEKIIOYEHUS] TECTOBBIX JJIEMEHTOB, HArpy304YHBIX CIOCOOHOCTEH,
IIOMEXOYCTOMUYHUBOCTH U JIP. 3@ CUET BO3ACHUCTBUSA paaualiu, TeMIEpaTypsl 1 T.11. Jlanee
IPOBOJMTCS JIOTUYECKUM aHalIh3, MOJCIHMPOBAHUE HEUCIIPABHOCTEN C Y4YETOM
peabHBIX TAPAMETPOB, T€HEPaLUs TECTOB, TOUCK U aHAIIU3 1EPEKTOB.

Oran  (yHKIHMOHATIBHO-IOTUYECKOTO MOJICIMPOBAaHUS M TEHEpalMd TECTOB
0a30BbIX JJIEMEHTOB SBIISIETCA HamOosiee TpyAoeMKuM. JIns peanuzanuu 3ajiayu
CHUHTE3a T€CTOB HEOOXOJUMO pelaTh 3ajady MOJCIMPOBAHUS HeucnpaBHocTel. [lpu
ATOM BaXKHEUIIIUM TPEOOBaHUEM SIBJIIETCS 00ECIICUCHHE ETMHCTBA TOCTPOCHUS CPEJICTB
JOTUYECKOTO AaHAJIN3a, MOJCIMPOBAHUS HEUCIIPABHOCTEM, aHaIu3a CXEeM Ha
TECTONPUTOAHOCTh. CTENEHb TECTOMPUTOJHOCTH CXEMBI OIIEHUBAETCS KOJIUYECTBOM
HEBBISBJICHHBIX HEMCIIPABHOCTEH M3 YKCiIa BO3MOXHBIX [6].

C nomo1pto pazpabOTaHHBIX CPEICTB MOJACIMPOBAHUS CO3/1aHA UEpApXUUECKas
OMOIMOTeKa CTAaHAAPTHBIX AJIEMEHTOB C YYETOM PAJAMAIMOHHOTO BO3JIEHCTBUS JIJIS
coznanusi mmpokord HoMeHknaTypsl KMOII BUC gns LOC, kxoropass mo3BOJsIET
KOHCTPYHPOBATh MHTETPAIbHBIC CXEMBbI JIF000MH CII0KHOCTH [6].

Jlannass OubOnuoTeka uMeeT 3 YpOBHA HEpapXUM, KaXKIbIH M3 KOTOPBIX
OoOBEUHSET JJIEMEHTHI MO WX CIOXKHOCTU. HyneBod ypoBeHb — 3JE€MEHTapHbIC
CTPYKTYpPBI, BKJIIOYAIOUIME B ce0s JBOMYHBIC DJIEMEHTHI M JIOTUUECKHE SYCHKHU
(uaBeptopsl, «UI-HE», «MJIN-HE», uckmouaromee MJIN u nx koMOMHaNu), TPUTTEPHI
u T1.1m. IlepBbiii ypoBeHb — Oo0jiee CIOXKHBIE SJEMEHTHl CUETUUKH, Jemu(paTopsl,
CyMMAaTopsl U T.1. TpeTuit ypoBeHb — Makpo(dparMeHThl PYHKIIMOHAIBHO-3aKOHYEHHBIX
0J10Kk0B: KOHTpOJUIephl, AJIY, yMHOKUTENHU U T.II.

CnucoK MCTOYHUKOB
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MVSTUDIUM / TIlonysktroB A.B., 3ombaukoB K.B., Aunmudepoa B.M. //
MonenupoBanue cuctem u nporeccoB. 2021. T. 14. Ne 4. C. 139-148.

6. KprokoB B.II. IIpoektupoBanue 0a30BBIX 3JEMEHTOB KOMIUIEMEHTAPHBIX
BbUC nBoriHoro HazHaueHus. — Boponex, 2002.

Cratbs noctynwia B pegakuuio 23.04.2023; npunsara k myonukanuu 10.05.2023.

Nudpopmanus 00 apTopax

I'powes A.C.-npenonaBarens «ba3zoBas  kadenpa TEXHHUYECKOTO U
IPOrpaMMHOr0 00€CHEUYEeHHsT BBIUYMCIUTEIbHBIX U HH(OPMALMOHHBIX CHUCTEM
OI'bOY BO «BI'JITY».

Anucumoe  A.E.-npenopaBatens CIIO  xadeapa  «HbopmManmoHHbIX
texHonoruin» GPI'bOY BO «BI'JITY».

Opnoe O.I'.-npenopasatens CIIO kadeapa «MHDOpMALIMOHHBIX TEXHOJIOTHII
OI'BOY BO «BI'JITY».

Cmosnoe C.B. acnupaut @I HOY BO «BIJITY ».

Cunonog B.U. Cuctemuslil anmuauctpaTop «bazoas kadeapa TEXHUUECKOTO U

MIPOTPAMMHOTO OOECIICUYCHHSI BBIYMCIHMTEIBHBIX W HHGOPMAIMOHHBIX CHCTEM
OI'bOY BO «BI'JITY».

Bkiax aBTopoB

I'powes A.C.- wupnes, cOop Marepuana, o0OpaboTka MaTepuaia, HAyYHOE
pEIaKTUPOBAHUE TEKCTA.

Anucumos A.E.- yactuuHoe HanucaHue ctatbu (25%).

Opnos O.I'.- yacTuuHOe Hanucanue cratbu (25%).

Cmosanos C.B.- yactTuuHoe Hamucanue ctaThu (25%).

Cunonos B.H.- vacTuuHOe HamucaHue ctatbu (25%).

KoH}uKT HHTEpecoB OTCYTCTBYET.
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Annomauyus. [IpoBenen CPaBHUTEJIbHBIN aHAJIN3 CcTpaTerui
KnbepOe30macHOCTH HEKOTOphIX cTpaH EBpomnelickoro Coro3a U CTpaTerud Camoro
EBpocoto3a, B3ris]1 MPaBUTENBCTB 3TUX TOCYJAPCTB HA MPOBEACHUE HACTYATEIbHBIX
omepauuid B  KHOepHpocTpaHCTBE. PaccMOTpeHbl  CTpaTermyeckue  IIeJIH,
o003HaUYeHHBIE B cTpaTerusix kubepoezomacHoctu ctpad EC.

Knwouesvie cnoea. KnbepOe30MmacHOCTb, TJI00aIbHBIN HHJIEKC

KnbepOe30macHOCTH, yrpo3a kubepoe3zonacHoCTH, HHGOPMAIIMOHHAs 0€301MacHOCTbD,
ENISA.

Crpareruss kubGepOe30macHOCTM — JOKYMEHT, KOTOpbIH (UKCUpYEeT U
ONpENeNsieT TOCYNAapCTBEHHYIO IOJIMTUKY, HalpaBlIE€HHYI0 Ha o0ecreueHue
0€30MacHOCTH roCy1apCTBa B KUOEPIIPOCTPAHCTBE.

B crarbe paccMOTpeHbI U HCCIIEIOBAaHbI CTpAaTeruu KNOepOe30nacHOCTH CTPaH-
y4dacTHHI] EBporneiickoro coro3a, 3aHMMarouuX JUAUPYIOUIUE MO3ULHUK B [ 100ansHOM
MHJEKce KubepObezonacHOCTH, a UMEeHHO ['epmanusi, @pannus, Mcnanusa u OcToHus
[1].

Heo0xoaumo Takxe yuuTbIBath, yTo I'epmanust, @panius u Mcnanus sBasoTCS
KpYITHEUIIMMH SKOHOMHUKaMHU EBpombl, a OCTOHUA, IOMUMO TOTO, YTO 3aHsJIa 3-€
MecTo B ['1o0anbHOM MHAEKCE KHOEpOE30MacCHOCTH CPEeIN €BPOMEUCKUX TOCYIapCTB,
sBIsieTCs mTad-kBapTupoit Kubepuentpa HATO [2].

B mexnaynapomnom crannmapte ISO/IEC 27032:20125 patorcst clieayromiue
OTIpEJICICHHS] TEPMUHOB «KUOEPIPOCTPAHCTBO» U «KUOEPOE30MaCHOCThY:

Kubepb6e3zonacHocTh (M 6€30MacHOCTh KHOEPIIPOCTPAHCTBA) — COXpPaHEHUE
KOHQUACHIIMATBHOCTH,  LEJIOCTHOCTM W JOCTYNHOCTHM  HMH(pOpMauud B
KHOepIpOCTPAHCTBE.

KubepripocTpancTBO — 3TO CIOXHAsl Cpela, BO3HUKAIONIAs B pe3yJbTaTe
B3aMMOJICUCTBUS JIIOJIEH, MPOrpaMMHOTO OOecriedeHusl U yciayr B cetu MHTepHeT ¢
MOMOILBIO TEXHOJIOTHYECKUX YCTPONCTB U MOAKIIOYEHHBIX K HEMY CEeTel, KOTOphIE HE
CYILIECTBYIOT B Kakoi-u0o usnueckoit popme.

Haunem paccMmorpenue crpateruit kubepoeszonmacHoctu co  CrpaTeruu
kubepoe3zonacHoctu EBponeiickoro Coro3a, Kak ajibsiHCca rOCyJ1apCTB.

© I'ynak M.JI., Mununa C.B., 2023
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Crparerus kubepoezonacHoctn EC Ha mudposoe nmecsatunerne (2020) (The
EU's Cybersecurity Strategy for the Digital Decade 2020) npunsra EBpormetickoit
Komuccueii 16 nexadps 2020 B bproccene u onpenenser HanpaBieHUS MOBBIIICHHUS
YCTOMYMBOCTU K KUOEpyrpo3amM M OOeCleyYeHHUs HWCIOJb30BaHUs TpakIaHaMU U
NPEANPUATHSIMHA 3aIUIICHHBIX ITUPPOBBIX TeXHOJIOTHH [1].

B Crparterun onmcanbl crnocoObl ucnonb3oBanus EC CBOMX MHCTPYMEHTOB U
pecypcoB Juisl o0ecriedeHus: TeXHOIorn4eckoil Hezapucumoctu. Takxe B CtpaTeruu
M3JIOKEHBl HampaBieHusi coTpyanudectBa EC ¢ rocyaapcTBaMu-niapTHEpamu,
pa3ieNaIoIMMU [ICHHOCTH IEMOKPATUH, BEpXOBEHCTBA 3aKOHA U IIPaB YeJIOBEKa.

Cpenu mpoyux BOIPOCOB PACCMOTPEHO TEKYIIIEE COCTOSIHUE U 3alUIaHUPOBAHO
pasBuTHe Oe3omacHOW MHUGPOBONM TpaHCcHOpPMAIMU B Cpele CIOXKHBIX YIrpo3,
YCTOWUYMBOW WHEOPACTPYKTYPHI U KPUTUYCCKA BAKHBIX CEPBUCOB, TOTCHIMAI IS
NpeAOTBpAIlCHUs, CASPKUBAHUS W pEarupoBaHUs Ha KUOEPYrpo3bl, Pa3BUTUA U
MPOJIBIKEHUS KUOEPHPOCTPAHCTBA, KUOEPOE30MacCHOCTh B OpraHax, MHCTUTYTAaX U
arenTctBax EC.

B Crparerun o6o3HaueHsl U mpoOiieMbl B 00JacTH KHOepOe30MacHOCTH.
[IpuBenemM HEKOTOPBIEC U3 HUX:

— U3-3a TEOMOJIUTUYECKOW HAMPSHKEHHOCTH YCYTyOJsieTCsl TMOJ0KEHUE C
UMEIOIUMHUCS  YIPO3aMH, 4YTO  TPOSIBISIETCS B «YCTAHOBJICHUU
HAIMOHAIBHBIMU FOCyAapCcTBaMU IU(POBBIX TPAHUL;

— BO3HUKHOBEHHE DPHUCKOB IJ100albHOrO0 MaciiTaba Kak CJEeACTBHE BbIOOpa
3noyMbluIeHHHKaMu 00bekToB KU B KauecTBe MuIieHu;

— Halnuuue U(pPOBON COCTABIAIONIEH B pacClieIOBAaHUM MOYTH BCEX BUJIOB
IIPECTYTUICHUM;

— HauOoJiee 4acThle U KeJaHHbIE 1IeIH 1)1l KuOepaTak — (PMHAHCOBBIM CEKTOP
U U(POBBIE YCIYTH;

— HEJOCTAaTOYHBIA  ypOBEHb B3aUMHOTO oOMeHa wuHoOpMmalmein o
KHOepyrpo3ax, KOTOpbIi MOT Obl MOMOYb Ooyiece OOBEKTHMBHO OIICHUTH
coctostHue kubepoe3onacHocTu B EC.

B nokxymente ykazano, uto Crtpaterus kubepOezonacHoctu EC mpusBana
o0OecreuuTh THOOANBHBIN M OTKPBITBIM VHTEpHET C HAAEKHBIMU TapaHTUSIMU
0e3omacHOCTH, I 4YEro MpeJiaraeTcs peaqn3oBaTh MPEMIOKEHHUS  T10
WCITIOJIb30BAaHUIO 0a30BBIX MHCTPYMEHTOB, MPEJCTABISIOMMNX COOON MOJMTUYECKUE,
WHBECTUIIMOHHBIE W PETYISTOPHBIE WHUIIMATHUBBI, 3aTpParuBalolIie Takhe 00JacTH
nesreiapbHoct EC kak:

—  YCTOMYMBOCTb, TEXHOJIOTUYECKUI CYBEPEHUTET U JTUIEPCTBO;

— OIEepaTUBHBIC BO3MOXHOCTH JUIsI TMPEIOTBPAILCHUS, CACPKUBAHUSA U

pearupoBaHus;
— COTPYJIHHMYECTBO B IEIAX Pa3BUTUSA TJOOATBHOTO M OTKPBITOTO
KHOepIPOCTPAHCTBA.

B Crparerun kub6epbe3onacHoctd EC OBLIO OTMEUEHO, YTO HEOOXOIHM
nepecmotp ocHoB noiuTuku EC B o01acTi knbepOe30macHOCTH, B Pe3yJIbTaTe YEro B
2022 rony 6p11a npunsta Ctparerus kudbepodbopons! EBpocoroza.

[IpoBenenne Poccueil cneunanbHO BOEHHOW omnepauu 3actaBwio EC
MEepPecCMOTPETh CBOM TMOAXOA K oOOecrmedeHuro O€30MacHOCTH B IEJIOM U
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kubepoe3onacHocTr B yacTHOCTH: «EC He0OXoaumo OBITH O0JIee CaMOCTOSITETHHBIM B
ATOM cepe, MOITOMY HEOOXOUMO JAeHCTBOBATH 00Jiee CKOOPIUHUPOBAHO U YIIETSAThH
OoJpIlle BHUMaHUS BONPOCAM 3allIMThl OT IUGPOBBIX yrpo3». g 3Toro Obuin
OTIpeJIeIICHbl YETHIPE HAIPABJICHUS I€ATEILHOCTH:

1. CoBmecTHas paboTa AJisi yCHIICHUSI KHOEpOOOPOHBHI.

2. bezonacHOCTh 0OOPOHHOI YKOCUCTEMBI.

3. NuBecTHpoOBaHUE B BO3MOKHOCTH KHOEPOOOPOHHI.

4. Pa3BuTHE MapTHEPCKUX OTHOILIECHUH B cepe KuOepoOOPOHEI.

Crparerust kubepdesonacunoctu [epmanum [3] umeer omnpenencHHbBIC
HIOAHCBI 1 OCOOEHHOCTH.

Oco0oe BHMMaHHME B HEW yJeiseTcsl YyeThlpeM cdepam: OOIIeCTBO, YaCTHBIN
OH3HEC, IPABUTEIBCTBO, MEKAYHapOAHbIe OTHOWEHUsT EBponeiickoro Corosa.

C yuerom storo B Crparerun kubepOe3omacHoctu PPIT mpemycMmoTpeHsl
PYKOBOJSIIME IPUHLIMIIBL:

1. [locTpoenue kubOepOE30MacCHOCTU KaK COBMECTHOH 3a/layl MPaBUTENIbCTBA,
HAyYHO-UCCJIEeI0BATENbCKON 001aCTH, YaCTHOTO CEKTOpa U OOLIeCTBa.

2. YkperieHue uu(poBoil HE3aBUCUMOCTH.

3. bezomacuas nudpoas Tpanchopmarusi.

4. Y cTaHOBJIEHHE MTPO3PAYHBIX U U3MEPUMBIX LIEJIEH.

HanmonanbHasi cTpaTerusi kuoepoezonacHoctn Ucnanuu [4] onpenenser
CJIEyIOIIME HATIPaBIECHUS U cPephl NeATEeTbHOCTH:

1. «KubeprpocTpaHCTBO 3a peaeaaMu 00IIETo TI00aJIbHOTO MPOCTPAHCTBAY —
naetrcs ob1ee npeacTaBiieHue o cepe kubepoe30nacHOCTH.

2. «YTpO3bl W BBI3OBHI B KHOEPIPOCTPAHCTBE» — OMPEACISIOTCS OCHOBHBIC
yIpO3bl KHOEPHPOCTPAHCTBY (KMOEPIIMUOHAXK, KHOEPIIPECTYITHOCTH ).

3. «[Ipennosxenune, MPUHIMIIBI U TIEJIK B 001aCTH KHOEepOE30MmacHOCTI — 001THe
yKa3zaHus B 00J1acT KuOepOEe30macHOCTH.

4. «Hanpasnenus 1eHCTBUN U MEPBD — YCTAHOBJICHBI 7 HAIIpaBJICHUH JIEHCTBUINA
Y OIIpe/IeTICHbl MEPHI 110 PA3BUTHIO KaX/I0T0 U3 HUX.

5. «KubepOe30macHOCTh B CHCTEME HAIIMOHAIBHOM 0€30MaCHOCTH.

B nokymeHTe yka3bIBaeTcs, uTO 0O€30MACHOCTh KHUOEpPIPOCTPAHCTBA — 3TO
BaKHEHUINAS 11€J1b, JIOCTUKEHUE KOTOPOW TrapaHTUPYET oOecredeHre HallMOHATbHOU
0€30MacCHOCTH U BO3MOKHOCTb ISl TOCYAApCTBa CTPOUTH LIU(PPOBOE OOIIECTBO.

@dpanHiy3ckas HaOMOHAJbHasi crparerusi nudposoii 6Ge3omacHocTn [4]
pasJeseHa Ha 5 CTpaTernuecKuX HampaBICHHN:

1. Baxxneiiimuie WHTEpEeCHl, OE30MaCHOCTh M 3allWTa TOCYIapCTBEHHBIX
WHPOPMAITMOHHBIX CHCTEM M KPHUTUYECKH BAXKHBIX HWHOPACTPYKTYp, KPHU3UC
k10epOe30MacHOCTH.

JlomkHa o0ecrieunBaThes 3anuTa HTepecoB OpaHiy B KHOSPIPOCTPAHCTBE U
0€30IacCHOCTh KPUTHUYECKOW HHPPACTPYKTYPHI.

2. 1ludpoBoe nmoBepue, KOHPUIACHIIMATHHOCTh, IEPCOHANILHBIC JIaHHBIC,
KHOEpBPak1€OHOCTb.

JIOJDKHO pa3BUBAThCS UCHOJIb30BaHUE KHOEPHPOCTPAHCTBA B COOTBETCTBUH C
3agBJICHHBIMHU IIEHHOCTSIMH U OO0€CIeYMBaThCS 3allUIICHHOCTh LU(POBON >KU3HU
rpaXKaaH.
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3. IloBeImIeHNE OCBEIOMIICHHOCTH U KBy (puKaiuu, 6a30Bas MoArOTOBKA.

Byner moBbImaThCcsi OCBEAOMIIEHHOCTh JAeTel o 1udpoBoi 0€30MacHOCTH,
HAayMHasi CO IIKOJBHOTO Bo3pacta. HauanbHoe, BbICIIEE U JOTMOJHUTEIHHOE
oOpa3oBaHue OyJIyT UMETh pa3zell, MOCBSAIICHHBIN IU(PPOBOI O€30MaCHOCTH.

4. buszHec UUQPOBBIX TEXHOJOTUHM, MPOMBIIUICHHAS TMOJUTUKA, JKCIOPT U
WHTEPHAIIMOHATIU3ALIHSL.

Coznanue cpeapl, ONaronpusiTHOM [JIi HUCCJIEJAOBAHMM U  HWHHOBAIIMM,
HoJIIepKaHNe U MEXIYHAPOAHOE MPOABIKEHUE (PPAHITY3CKUX [TUPPOBBIX TPOAYKTOB
U YCIIYT.

5. EBpona, undpoBast aBTOHOMHOCTh, CTA0OMIIBHOCTh KHOEPIIPOCTPAHCTBA.

CranoBnenue @paHuuum OAHOM M3  JBWXKYIIMX CHJI  €BPOIEUCKOM
CTpAaTEerMYecKoil ~ aBTOHOMHUH, O€30MaCHOT0, OTKPHITOTO U  CTaOMJIBHOTO
KHOepIpOCTPaHCTBA.

Crparternss kuodepode3onacHocTd IcroHuu [4] Oblia OJHOW M3 IEPBBIX
CTpaTeruil B Mupe.

JIOKYMEHT BKJIIOYAET TaKUe pa3zelibl, KaK:

1. Texymiee cocTosiHME KHOEPOE30MACHOCTH.

2. Koopaunanust u peanu3anus CTpaTeruu.

3. Ctparernyeckue 1eu.

— VYcroitunBoe nu¢ppoBoe 00IIECTBO.

— Huaycrpus kubepObe30nacHOCTH, UCCIEA0BAHMUM U pa3padoTOK
— Benymuii MeXIyHApOIHBIN YYaCTHHUK

— KubeprpamoTHO€ 00111€CTBO.

ABTOpBI TOKYMEHTa YKa3bIBaIOT, UTO B co3gaHue CTpareruu ObUIA BOBJIEUYEHBI
BCE 3aMHTEPECOBAHHBIE  CTOPOHBI: TOCYJAPCTBEHHBIM  CEKTOp  HKOHOMHKHU
(rpaxxmaHckuil 1 0OOPOHHBIN), MOCTABILIMKHN YCIYT, OTPACIEBbIE TPEANPUHUMATENN U
Hay4yHbIE KpyTa.

B crpaTteruu roBopurcs, 4To ICTOHUS — MEXAYHAPOAHO IPU3HAHHBINA JTUAEP B
oOnmacTu KuOepOe30MacHOCTH, YTO CIMOCOOCTBYET TMOJJIEPKAHUIO HAIMOHAIBHON
Oe3omacHOCTH U 00ecnevynBaeT PoCT KOHKYPEHTOCIOCOOHOCTH KOMITAaHUM B 3TOM
o0nacTu.

CnucoKk MCTOYHUKOB

1. Global Cybersecurity Index 2020, ITU: — Pexum gocryna:
https://www.itu.int.

2. The European Union Agency for Network and Information Security. — Pexxum
nocrtyma: https://www.enisa.europa.eu.

3. Cyber Security Strategy for Germany, 2021. — Pexum goctyma:
https://www.bmi.bund.de.

4. Ctpareruu kubepbe3onacHocTu rocyaapctB EBponeiickoro Coroza. — Pexum
nocryma:  https://www.infowatch.ru/analytics/analitika/strateqgii-kiberbezopasnosti-
gosudarstv-evropeyskogo-soyuza.

Cratbs noctynmia B pefakiuto 17.04.2023; npunsra k myosmukaiuu 10.05.2023.
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Annomayusn. B ctathe pacCMaTpUBAIOTCS TUIIBI BTOPKEHUHM B KOPIIOPATUBHBIE
CETH U METOJIbI UX OOHAPYKEHUS, a TAKKE MPOOJIEMBbI, C KOTOPBIMH CTAJIKMBAIOTCS 3TH
METO/BI.

Kniouegvie cnosa: vHpopmanroHHas O€30MaCHOCTb, KOPIOPATHBHBIE CETH,
METO/1bl OOHAPYKEHHSI BTOPKEHUH.

CoxpaHneHnne 0€30MacCHOCTU KOPIIOPATUBHOM CETH SIBJSIETCS BaXKHBIM aCIIEKTOM
JUIsL OpraHu3aluid, KOTOopble 0O0padaTblBAIOT M XpaHAT KOH(PHUIACHIHAIBHYIO
uH(popmanuio. PaznuuHbie BUABI aTaK MOTYT PUBECTH K YTEUKE TAHHBIX, HAPYLIEHUIO
paboTBl CUCTEM U CEPhE3HOMY MOBPEXKIECHUIO (PYHKIIMOHAIBHOCTU ceTH. B cBs3u ¢
3TUM, OPTaHU3ALIUU TOJKHBI IPUHUMATh MEPHI 110 00€CIIEYEHHIO 0€30MaCHOCTH CBOMX
KOPIIOPAaTUBHBIX CETEH, UCIIOb3Ys] COBPEMEHHBIE METObI U NHCTPYMEHTHI 3aLIUTHI OT
BHEILIHUX YIPO3.

Jnis obecrieueHust 0€30MacCHOCTU KOPIOPATUBHON CETH HEOOXOIUMO TOHUMATh
pa3JIMYHbIE THUIBI BTOPKEHUH, KOTOpPHIE MOTYT MPOU30MTH. ODTH THUIBI MOXKHO
Pa3eNUTh Ha CIEAYIOIINE TPYIIIbL:

1. Artaku Ha ysa3BuMoOcTH [1O - 3Th aTaku HampaBJIEHBI HA SKCILTYaTALUIO
yS3BUMOCTEM B MPOrpaMMHOM OOECHEUYEHHH, KOTOPbIE MOTYT ObITh MCIIOJIb30BaHBI
3JI0YMBIIIUIEHHUKAMU TSI OJYy4Y€HUs HECAHKIIMOHUPOBAHHOTO JOCTYIA K CETH.

2. ATaku Ha MoOJb30BaTesied — 3JOYMBIIUIEHHUKH MOTYT MCHOJb30BaTh
COLIMAJIBHYIO MHKEHEPUIO, (PUITMHTOBBIE aTaKu U JIPyrue METOoJbl, 4TOObl OOMaHyTh
M0JIB30BATENIEH U MOIYYUTh JOCTYN K KOPIOPATUBHBIM pecypcam.

3. ATakd Ha cCeTb — TakKWe€ AaTaKu HalpaBlIeHbl HAa UCIOJIb30BAHUE
ySI3BUMOCTEHM B caMO#l ceTu, Hampumep, MepexBarT U mojmMeHa Ttpaduka, neHai-od-
CEPBUC aTaku U APYyTHE.

4, Bpenonocnoe IIO — »3T0 mnporpammbl, MpeAHA3HAYCHHBIE IS
MOBPEXKICHUS, YHUUYTOKCHUS WM KPAXKH JAHHBIX, KOTOPHIE MOTYT OBITh YCTAaHOBJICHBI
Ha KOMITBIOTEPAX MOJIb30BATENIEH UIIN CEPBEPAX B KOPIIOPATUBHOM CETH.

© Enun A. A., Kapaces I1. U., lllamcynaun Xaiigap A6aynBaxxad X., 2023
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[locne anamm3a OCHOBHBIX THIOB BTOPXKEHUH, PAacCMOTPUM CIOCOOBI
oOHapyKeHMsI TaKuX aTak. B HacTosiee Bpemsi, OpraHu3aliy IPUMEHSIOT pa3InyHbIe
METO/Ibl 0OHAPYKEHUSI BTOPKEHHUI B CBOM KOPIIOPATUBHBIE CETH.

OnmHUM W3 TakuX SBISIETCS CHCTeMa OOHapykeHuil BropkeHuid (Intrusion
Detection System, IDS), koTopasi m03BOJSI€T MOHUTOPUTH CETEBOM Tpaduk u
aHAJIM3UPOBATh €T0 HAa HAJIMYME AHOMAJIMM, CUTHAIU3UPYs O BOBMOXKHBIX aTakax. JTa
TEXHOJIOTHSI MOXKET OBITh MPUMEHEHA Uil OOHAapY)KEHUS pPa3IM4YHbIX THUIIOB YIpoO3,
BKJIIOYast aTaku Ha ysa3BuMmoctu [10, ataku Ha nonb3oBareneil u BperoHocHoe [10.

Jlpyroit mMeTon - CUCTEMBbI MPOQPHUIAKTUKH U TPEIOTBPAIICHHS BTOPKEHHN
(Intrusion Prevention System, IPS), koTopbie He TOIBKO OOHAPYKUBAIOT BTOPKEHUS,
HO ¥ IPUHUMAIOT MEPHI 1711 uX npefoTepaiienus. [IPS-cuctembr MOryT OBITH 0COOEHHO
MOJIE3HBI I PEIOTBPAILCHHS aTaK HA CETh, B TOM YHKCJIE MOMBITOK HUCIIOJIb30BAHUS
ysa3Bumocten 110 st BTop:KeHUs B CETh.

Taxke 4acTo MCHONIB3YIOTCS CUCTEMbI MOHMTOpHUHTa Oe3omacHOCTH (Security
Information and Event Management, SIEM), koTopsie coOuparoT U aHAIU3UPYIOT
UHPOpPMAIIMI0O O COOBITUSX B CETHU, M MO3BOJSAIOT ONEPAaTUBHO pearupoBaTh Ha
BO3MOKHbIE yrpo3bl. SIEM-cructemMbl MOTYT OBITh 3)()EKTUBHBI /1JIs1 BBISIBJICHUS aTaK
Ha IMO0JIb30BaTee, TakMX Kak (PUILIMHIOBBIE aTakd, a TakXke A1 OOHapy)KeHUs
pa3InyYHBIX TUNIOB BpenoHocHoro 110.

Kpome Toro, cymecTByrOT CIEHHAIU3UPOBAHHBIE WHCTPYMEHTBI, TaKHE Kak
CKaHEphbl YSA3BUMOCTEH, KOTOpPbIE CKAaHHPYIOT CETh Ha HaJu4he YA3BUMOCTEH U
MIOMOTal0T OOHAPYKUTh NOTCHLIHUABHBIE TOYKHA BXOJAA JUIS 3JI0YMBIILIEHHUKOB. DTO
MOJIE3HBIA MHCTPYMEHT Il 0OHapyxkeHus ys3Bumocteil [10, koTopbsie MOryT OBITH
MCITOJIb30BaHBI JIJIs aTaK Ha CETh.

MHorue opraHM3aluy HUCIOJIB3YIOT KOMOMHAIMIO 3TUX METOAOB IS
oOecrieyeHuss MaKCHUMaJIbHOW 3alllUThl CBOUX KOPIOpaTUBHBIX ceTed. OJHaKo,
KaXXIbI U3 HUX UMEET CBOM OTPaHUUYEHUs U NMPOOJIeMbl, KOTOPhIE MOTYT 3aTPyIHUTh
ux 3(QpeKTUBHOE TPUMEHEHHE.

Cucrembl OOHapyXeHUsT BTOPKEHUW YACTO CTAJKUBAIOTCA C MPOOJIEMOM
JIOXKHBIX cpaldaThIBaHUM, KOTOPbIE MOTYT OBbITh BbI3BaHbl AHOMAJIbHBIM MOBEICHUEM
CEeTH, HE CBS3aHHBIM C BTOp>keHHEM. IDS Taxke MoryT He 0OHapyXUTh HOBBIE THIIbI
aTak WM BPEJOHOCHBIX MporpamMm 0e3 CUTHATYp JUisi OOHAPYKEHHs, 1 MOTYT OBITh
000 JIeHBI 3I0YMBIIIJIECHHUKOM METOAaMU 00X0/1a CUTHATYP.

Cucrembl nOpoUIAKTUKK U  TPEAOTBPAIICHUS  BTOPKEHUH  PUCKYIOT
OJIOKUPOBAThH JIETUTUMHBIA TpaduK, YTO MOXKET MPUBECTH K IpodiemMam JoCTyma K
pecypcam u cepBucaMm. Kpome Toro, cucremsl IPS moryr umMerh mpoOiieMbl ¢
o0paboTkoi OonbIIoro oobema Tpaduka, YTO MOXKET MPUBOIUTH K 3aMEJICHUIO
paboThI CETH.

CucremMbl MOHUTOpPUHTA 0€30MMACHOCTH MOTYT UMETh TPOOIEMBI C OTCYTCTBUEM
UHTETpali MEXIy pa3IMYHbIMU HWHCTPYMEHTaMHU MOHUTOPUHTAa M CiIy)XOaMu
uH(POPMAIIMOHHON 0€30MacHOCTU. DTO MOXKET NMPHUBECTH K TOMY, YTO HEKOTOpBIE
COOBITHUS MOTYT OCTaBaThCs HE3aMEYECHHBIMU WIH HEIPaBUJIBHO
KJIacCUPUIMPOBAThCs. Takue cHUCTeMbl MOTYT OBITh  JOPOTOCTOSILIUMHU B
UCIIOJIb30BaHUHU, W TPEOYIOT CIEUHUATUCTOB MO O€30MacHOCTH MJisi MPOBENCHUs
MOHUTOPHUHIA U AHAJIN3A TaHHBIX.
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CkaHepbl YS3BUMOCTEH TakKe HE SIBISIOTCS HWCAIbHBIMH, MOCKOJIBbKY OHHU
MOTYT MPOIYCTUTh HEKOTOPbIC YSI3BUMOCTH, HE MOJJAIONIUECs CKAaHUPOBAHUIO, WU
HaxXOJIsIuecs 3a MpeaeiaMu ux oO0JacTH BUAMMOCTU. ba3za NaHHBIX ysI3BUMOCTEH
MOKET OBbITh HEMOJIHOW WM HE OOHOBJIEHHOM, YTO MOXXET MPUBECTH K TOMY, YTO
CKaHEphl HE CMOTYT OOHApYXHUTh TOJBKO UTO MOSBHUBIIMECS ys3BUMOCTH. [ToMumo
ATOT0, CKAHEphl YSI3BUMOCTEH MOTYT JlaBaTh JIOKHBIE cpadaThiBaHUs, TpeOyroliue
JOTIOJTHUTEILHOM MPOBEPKHU U aHAIH3A.

Cy1iecTBYIOT pelIeHHs], KOTOPbIE MOT'YT TOMOYb CHU3UTh KOJIMYECTBO JIOKHBIX
cpabaTbIBaHUN M MOBBICUTH 3PPEKTUBHOCTHh UCIOJIb30BAHUS METOJ0B OOHAPYKEHUS
BTOPKEHUI, PeIIasi MHOTHE U3 CBSA3aHHBIX C HUMU ITPOOJIEM.

Jnis noBsbiteHus 3Q(PEKTUBHOCTH CUCTEMbI OOHAPYKEHUS BTOPKEHUN MOKHO
OPUMEHATh QJITOPUTMBl MAIIMHHOTO OOY4YeHHs, KOTOPhIE YydYaTcs Ha OCHOBE
NPEeAbIAYIIUX COOBITHI, YTOOBI OTIMYaTh AHOMAJIBHOE IOBEJAEHUE, CBSA3AHHOE C
BTOPKEHUEM, OT JAPYTUX TUIOB aHOMaiui. Takol MoaxoJ MO3BOJIIET YMEHBILIUTH
KOJIMYECTBO JIOKHBIX cpaldaTeiBaHui. PemnTs npobiemy o0Xxoia CUTHATYyp MOXKHO,
UCIIOJIb3YSl CUCTEMBI, KOTOPbIE aHAJIM3UPYIOT MOBEACHUE B CETU AJIsi OOHApYKEHUS
aHOMAJILHBIX JEMCTBUM, cOBMECTHO ¢ IDS.

JUis yMEHbIIEHHsI pUcKa OJOKMPOBKU JIETUTUMHOTO Tpaduka, cuctemsl [PS
MOTYT UCIOJb30BaTh MHOTOYPOBHEBBIE APXUTEKTYpPHI, TAKUE KaK OJIOKMPOBAaHUE Ha
YPOBHE CETEBOT0 YCTPOMCTBA WJIM Ha yPOBHE IPUJIOKEHUS, a TAKXKE TEXHOJIOTHUH,
Takue Kak riyookas mHcnekuus maketoB (DPI), ayist 6onee TouHol uaeHTUDUKALIMM
yrpo3 H WX MpeAoTBpamieHus. Takke MOXHO MCHOJIb30BaTh TEXHOJIOTHH
OaJlaHCUPOBKHM HArpy3Kd M MEXaHHM3Mbl aBTOMATHYECKOTO BOCCTAHOBJIEHUS IOCIIE
OJIOKUPOBKH JIESTHTUMHOTO TpaguKa.

LleHTpanu30BaHHOE YIPABICHUE MOXET YIYYIIUTh CHCTEMbl MOHUTOPUHIA
0e30MacHOCTH, UHTETPUPYS Pa3IMYHbIe HHCTPYMEHTHI U CYXKObl. TO 0OecreuynBaeT
OBICTpOE pearupoBaHuE Ha COOBITUS B PEKUME PEATIBHOTO BPEMEHHU U CHUYKAET PUCK
HeMpaBUIbHOW Kiaccupukanuu coobiTuii. O0IauHbIe perieHUs] U AyTCOPCUHT YCITyT
MOTYT TOMOYb CHHU3MTH 3aTpaThl, HO TPeOYIOT TINATEJHLHOIO aHaiW3a M BbIOOpa
HA/ICKHBIX MOCTABILMKOB YCIIYT, YUYUTHIBasi PUCKH KOH(PHUIEHIUAIBHOCTH JaHHBIX U
JOCTYIIA K CETH.

KoMOuHanmst pa3invyHbIX CKAaHEPOB YSA3BUMOCTEH MOXKET  YBEIMYUTH
BEPOATHOCTh OOHAPYKEHUsI YIPO3 U CHU3UTH BEPOSITHOCTD JIOKHBIX CpaOaThIBAaHUM.
PerynsipHoe oOHOBiIeHuE ©0a3 JaHHbIX M TOPUMEHEHUE PAa3JIUYHbIX METOJIOB
CKaHUPOBAHUS, BKIIIOUAsl CETEBBIE YCTPOUCTBA, MPUIIOKEHUS U KOJI, TAKKE BAXKHBI 1JI5
BBISIBJICHHSI CKPBITHIX YSI3BUMOCTEH.

BbiBoa: MexaHU3Mbl OOHApYy’>KE€HUS BTOPXKEHHM HE TapaHTUPYIOT MOJHON
3alIUTHl KOPIIOPATUBHBIX CETEH, HO WX KOMOHWHAIMS MOXET CHHU3UTHh BEPOSTHOCTH
yrpo3 U JIOKHBIX cpabarbiBaHuil. PerynsipHoe OOHOBIEHHME M aHAIU3 CUCTEM
0€301acHOCTH Ba)KHBI JJIs1 BBISIBJICHUSI M yCTpaHeHus npooiem. [IpaBuibHbIi moaxon
K oOecrieueHHI0 O€30MACHOCTH CETEH CHHU3UT PHUCKU YIPO3 W 3alUTUT JaHHBIC
KOMIIaHUH.
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Annomayun. B ctaTtbe paccMaTpuBaeTCs MPUMEHEHUE aBTOMATHU3UPOBAHHOM
CUCTEMBI NMOAOO0pa HUPPOBBIX PUIBTPOB sl OOECIIEUeHUsI KAaUeCTBEHHOW Mepeaadn
curHaioB ¢ BIIJIA. OmucaH anroputMm pacyeTa COOTHOLUEHHS! CUTHAI/IIYM ISt
CUCTEM, B KOTOPBIX HEBO3MOKHO OIPEACIIUTH OTAEIBHBIN IIyMOBOW curHail. Tak e
ONKCaH aJIrOpuT™M Mojdopa UU(MPOBBIX (PUIBTPOB, HUMEIOLUIUX  HAWITY4IlIe
COOTHOUIEHHE curHain/myM. IlpuBeneHsl 0000IIEHHBIE pE3YyJIbTaThl TECTOB
KOMOUMHaIui u@poBBIX GUITBTPOB.

Kntroueswvie cnoea: punvTpaiiys, CUTHAJIbI, AITOPUTMBI, KOMILIEKC.

Ha texymmii MmomeHT O6ecniunoTHbie JieTatenbhble anmnapatsl (BILJIA) B cdepe
PaAMORICKTPOHHONH OOPHOBI HCIIONB3YIOTCS IS OCYIICCTBICHHS PaJHOIIOMEX.
[ToaTOMy OYeHB BaKHBIM CTAHOBHTCSI BOIIPOC OOECIICUEHUST KAUSCTBEHHOM Mepeaaun
curHasioB ¢ DBIUIA, mnOCKOMBKY 3TO MOXET TOBIUSATh Ha JajbHEHIee
(GYHKIIMOHUPOBAHUE CUCTEMBI U TIPUBECTH K TSHKEIIBIM ITOCIICICTBHSM.

B mnactosiee BpeMs B TOJNABISAIONIEM KOJIMYECTBE YCTPOMCTB M CHUCTEM,
TPEOYIOIINX UCTIOIB30BaHUS ITU(GPOBBIX (PHIBTPOB, MPUMEHAETCA KaK MPABUIIO OJIUH
KOHKPETHBIN (UIBTP MO0 YETKO ONpeleNieHHas WX TOCIeI0BATEIbHOCTh JHUOO
KOMOHMHAIMA. OTO MPOUCXOJUT C IEIbI0 PKOHOMHUHU BBIUYMCIUTEIBHBIX PECypCOB
YCTPOWCTB W TMOYTH BCETJla OMPaBJaHO, HO B HEKOTOPBIX CIydasiX, JJIsl TOJyUCHHUS
HauOOJIBIIIEr0 KadecTBa (QuibTpaniuu B ymiepO o0meMy OBICTPOJEHCTBHUIO,
HE0OXO0MMO MCTIOIF30BaTh aBTOMATU3UPOBAHHBIHN MOA00P HAUITYUIIIETO (PUIHTPaA WA
ONTHUMAJIBHON TIOCIICIOBATEIPHOCTH (DHIBTPOB M3 OOJBIIOr0 KOJWYECTBA 3apaHee
CIIPOCKTHPOBAHHBIX, TaK KaK BBICOKHH ypOBCHb IIOJABJICHUS IOMEX B CHUTHAJIC
MO3BOJISICT COKPATUTh ITAHC TIOSIBICHHUS BPEAHBIX CEPhE3HBIX BO3JCHCTBUN Ha
oecniunotHeie JsetatenbHbie amnmapatbl (BIIJIA) [1]. WUcnonws3sys texHosoruto SDR
(mporpaMMHO-oOTIpeiesieMas paJocucTeMa — JIF000e YyCTPOMCTBO Mepeauu TaHHbIX,
B KOTOpPOM HEKOTOphIE WM BCe QYHKIUHA (U3UYECKOTO YPOBHS SBIISIOTCS
IPOTPAMMHO-OIIPEIEIIIEMBIMI ) ABTOMATH3UPOBAHHBIN TT0100p ITU(POBBIX HUIHTPOB

© 3aiinymnua A. P., Omenpuenko U. A., Haymunk B. A., I'yceB A. A., 2023
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MOKHO OpraHH30BaThb Ha YCTpOMCTBax 0Oe€3 MpHUBSA3KM K HX MaccorabapuTHBIM
nokaszarensaMm. JIis TecTUpOBaHUS CHUCTEMbl aBTOMATU3UPOBAHHOIO IMoabOpa u
KOMOMHUpOBaHUST HHUPPOBBIX (GUIBTPOB omepaTopamu HayuHoil poTbl BOICK
paauosnexkTpoHHoir 60pbObl BC P® Obuia paspaborana mporpamma Combination
Signal Filter. Ilporpamma Hamucana Ha ¢peliMBopke Qt, ¢ HCHOJIb30BaHUEM
oubnuotrexku Audiofile ¢ OTKPBITBIM UCXOAHBIX KOJIOM, YTO UCKIIFOUAET BO3MOKHOCTh
KaKuX-n0o mojakianok. Tak ke oHa 001amaeT CBOMCTBOM KpOocCIIaT(OPMEHHOCTH,
YTO MO3BOJIAET 3aMyCKaTh €€ MPAKTUYECKU Ha JIIOOBIX Tu1aTopMax, B TOM YHCIIE U Ha
MUHUKOMIIbIOTEpax. B kayecTBe BXomHOTO 00pabaThiBaEMOro CHUTHaja B HeEH
ucrosnb3yercst aynuodaiin ¢opmara .wav. B kadecTBe BO3MOXKHBIX IITyMOB
paccMaTpUBAETCs KaK MOCTOSHHBINA TyM (aITUTUBHBINA O€IbIi rayCCOBCKUN IITyM WIIH
ABTI'I) ¢ oTHOCUTENHHO CTAOMIBHOW aMIUIMTYAOW, TaK W CIy4ailHble WMITYJBbCHI,
BbI3BaHHBIC BHEITHUMHU (akTopamu. [IporpamMma rmeeT 2 OCHOBHBIX MOJYJISL: PYYHOTO
1o100pa (GUIBTPOB U ABTOMATU3MPOBAHHOTO Mox00pa [4].

O6a MoysIst TpOrpaMMBbl UCTIOJIB3YIOT CJIEIYIONUH HA00p UPPOBHIX (GUITBTPOB
[4]:

— apupMeTHYECKOe CpeaHee, Uaesd KOTOPOro COCTOMT B TOM, YTO UIYMbI B
CUTHaJ€ UMEIOT yacTble (PIyKTyallud U MpPU YCPEIHEHUH B 3HAUUTEIBHOW CTEIECHU
JOJDKHBI ce0sl MOJaBUTh (CIVIaJUTh), & CaM CUTHAJ W3MEHSAETCS HE3HAUUTEIbHO B
Ipeesax yMEepeHHOro;

— Oeryuiee apuMETHYECKOE CpeHEe — aHAJIOTUYHO NPEAbIayIeMy QuibTpy,
HO paboTaeT mo nmpuHIUNY Oydepa, B KOTOPOM XpaHATCS HECKOIBKO IMOCIETHHUX
W3MEPEHU JJI yCPEHEH U, IPU KaXI0M BbI30BE puiibTpa Oydep cIBUraeTcs, B HEro
no0aBIIeTcsl HOBOE 3HAUEHUE U yOUpaeTcsa camoe cTapoe, Aaiee Oydep ycpeaHseTcs
10 CpeAHeEMY apU(PMETUUECKOMY;

— DJKCIIOHEHIMANbHOE Oeryiiee cpeaHee, MpU KOTOPOM K MPEAbIAYLIEMY
bUIBTPOBAHHOMY 3HAYEHUIO MPUOABIIAETCS HOBOE, TOMHOXKEHHOE Ha KOA(h( UIIMEHT,
OTpa)karolMi BaXKHOCTh HOBOT'O 3HAYEHMS 10 CPABHEHUIO C MPEBIIYIINM;

— MEJIMaHHbIH (QUIBTP TPETHErO MOPSAKA, BBHIOMpAIOUINI 0€3 BBIUMCICHUUN
CpellHEE 3HAUYHUE U3 TPeX MPEABIIYIINX BPEMEHHBIX TUCKPETOB CUTHAIIA;

— ¢unetp Kanmana — TmoCleOBaTENbHBIA PEKYPCUBHBIM  aJITOPUTM,
VCITOJIB3YIOIINI PUHATYIO MOJAENb JUHAMUYECKON CUCTEMBI JUISl IOJyYEHHUs OLEHKH,
KOTOpasi MOKET ObITh CYIIECTBEHHO CKOPPEKTUPOBaHA B Pe3yJIbTaTe aHAIN3a KaKIon
HOBOH BBIOOPKH M3MEPCHHUI BO BPEMEHHOM MOCIIENOBATEILHOCTH [ 3];

— LMS ¢unetp ¢ nuHelHON ¢yHKUMEH - HWHCTPYMEHT CIEHHAIBHOIO
HA3HAYEHUS, MO3BOJSIONIMNA OYyKBaJbHO MNpEACKa3bIBaTh MOBEACHUE 3HAYEHUS 32
NEPHUO/I.

Moaynbs aBTOMaTU3UPOBAHHOTO MOAOOpA CIY>KHUT JJisi MOMCKA ONTUMAIIbHON
KOMOMHaMu UU@POBbIX (GUIbTpOB. ['MaBHBIM KpUTEpUEM, MO KOTOPOMY BeIETCA
ONTUMU3ALIUS CITY>KUT COOTHOILLIEHUE CUTHAJ/IIyM. 3-3a ClI0KHOCTH Mpu OTAETBHON
UACHTU(UKAIIMK [IyMa BO BXOJSIIEM CHUTHAJE, COOTHOILIEHWE CHTHAl IIyM
BBIUUCIIAETCS CACAYIOINUM 00pazom [4]:

1. Inist TOro 4uto Obl HE TPATUTh OOJBIINE 0OBEMBI BHIYMCIUTEIBHON MOITHOCTH
JUIs ajbHeHeln paboThl co3/laercss BHIOOpKA, B KOTOPYIO OTOMpAeTcsi HEKOTOpOe
KOJIMYECTBO PABHOPACHPEIECICHHBIX BPEMEHHBIX JUCKpETOB. B mporpamme 370
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KoJimuecTBo paBHo 100.

2. W3 mnonyyeHHON BBIOOPKH BBIIETSIOT MAaKCUMalIbHOE 3HAYECHUE U
3alKUCHIBAIOT €r0 aMILTUTYY.

3. Beigensator tak xe 90% IUCKpeTOB ¢ HAMMEHbBIIEH aMILUIUTYHOM.

4. V3 Be1OpanHbIx 90% BBIIEISIOT cpeHeapru(pMETHIECKOE 3HAUCHHE — UMEHHO
OHO ¥ IPUHUMAETCS KaK YPOBEHb IIyMa.

JIJisi HaXOK/IeHUsI ONTUMAJILHOM TOCIIEIOBATENIbHOCTH (DPUIIBTPOB MpOorpamMma
BBITIOJTHSACT ClIeAyIonue aericTeus [4]:

1. O6pabaTbhiBaeT UCXOAHBIA CHTHANT KaXIbIM U3 (UIBTPOB M 3aMUCHIBAET
COOTBETCTBYIOIINE COOTHOIIECHHUS CUTHAI/TITYM.

2. Jlanee KaXmpld W3 pPeE3yJbTaTOB OOpaOOTKH TMOBTOPHO OOpabaThIBacTCs
KaKIbIM U3 GuiabTpoB. [Ipu 3TOM coOMparoTCsl MaHHBIE O Pa3HOCTH COOTHOIIICHUN
CUTHAJI/ILIYM JI0 ¥ TIOCJIE€ BTOPOM (PUIIBTPALIMH.

3. CoOpaHHbIe TaHHBIE BBIBOJATCA B Tpaduueckuil nHTepdeic u mokasaHsl Ha
puc. 1. Tak ke Tyza BBIBOAUTCS HH(POPMAIKs O HAaOOIbIIIEM UTOTOBOM COOTHOIIICHUH
CUTHAJI/IIIYM CPEJU BCEX KOMOHMHAIIHIA.

---Boisoa HH¢O‘DM6UHH No asTOMaTUSMPOBAHHOMY non6opy-~- A

CooTHoweHue curnanfwym nocne paboTel oTaensHoro 1 dunoTpa 4.56326
CooTHoweHue aurHan/wym nocne paboTsl oTaensHoro 2 dunsTpa 5.02615
CooTHoweHue amrkan/wym nocne paboTsl oTaensHoro 3 dunsTpa 4.22039
CooTHoweHue curHan/wym nocne paboTel oTAENsHOM0 4 unsTpa 4.07397
CooTHoweHMe arkan/iwym nocne paboTel oTaensHoOro 5 dunstpa 3.17157
CooTHoweHme arkan/fwym nocne paboTel oTaensHoOro 6 dunbTpa 4.5277
CooTHoweHue aurHan/wym nocne paboTel oTaensHoro 7 GunsTpa 4. 14459
YBEenM{eHUs COOTHOWEHMA curHan/wym nocne paboTel kombuHawm 1-> 3no
OTHOWEHMIO K 0TAensHoMY 1 dunsTpy cocTasnseT 0.0848363 v

Puc. 1. BeiBox nnpopmaiiuu no paboTe MOayIsi aBTOMaTU3UPOBAHHOTO TIOJ00pa

B pesynbraTe cepum TeCTOB HaJ pa3HbIMU ayauodaiiamMu ObUIM CAENaHbI
CIICAYIOIIHNE BBIBOIBI [4]:

— B OOJIBIITMHCTBE CIy4YaeB MPU KOMOMHUPOBAHUH (PHIIBTPOB CUCTEMA TTOKa3alia
IPEBOCXOJICTBO CBA30K: MEIUAHHBIN (PHIIBTP TPETHETO MOPSAIKa -> apu(PMETUIECKOe
oeryiee cpeanee; apudmernyueckoe Oeryiiee cpeanee -> hunbtp Kanmana;

— 3a4acTyl0 HauOoJiblllee COOTHOUIEHWE CHUTHA/IIyM oOecrneynBaiu
KOMOHMHAIINY JArOIINe Majble 3HAYCHHS MPH IPYTHX UCXOIHBIX CUTHAJIAX.

B wmoayne pyuHoro moabopa, MOKa3aHHOM Ha pPHUCYHKE 3, Mpeaiaraercs
CaMOCTOATENbHO BbIOpaTh KOMOMHALINIO (DUITBTPOB, KOTOPBIE OYAYT UCIOIB30BATHCS.
B rpaduueckuit uHTEepdeiic mpu 3TOM BBIBOAATCS MOKA3aTeIM COOTHOILLIEHUS
CUTHAJI/IIIYM JJIs KQXKIO0TO U3 MSATH BO3MOXKHBIX 3TanoB GuiabTpauu. Tak ke B JaHHOM
pexkuMe paboThl TMPOU3ZBOIUTCS COXPAaHEHHE aynuoQailyioB, TOTYyYUBIINXCA B
pesynbrare Quibrpanuu. [lo 3TEM daitinaMm MOXHO TIPOU3BOJIUTH CYOBEKTHBHYIO
OLIEHKY KayecTBa (PUIbTPALIUH.

Jlannas cucreMa moadopa GrIbTPOB ObLIa YCIEUTHO BHEAPEHA B MPOTPAMMY
SDRPro, Bxoa11yt0 B TporpaMMHO-aNnapaTHBIN KOMITIEKC «Py0Oex».

Takum 00pazom, HCHOIB30BAaHUE CUCTEMBI ABTOMATHU3UPOBAHHOTO MMOa0Opa
UG pOBbIX (UIBTPOB MO3BOJISIET MOBBICUTH KAUYECTBO CUTHAJIOB, MEpPEAaBacMbIX C
OECMUIOTHBIX JIETATENIbHBIX aIapaToB.
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Annomayua. MoleKyIsIpHO-ONOJIOTHYECKUE MOJIENH, TAaKHE KAK JBOJIIOLUS
JIHK, Moryt cratb OCHOBOM apXWUTEKTYyp, OOECIEUMBAIOIIMX BBICOKYIO CTEIEHb
muddy3un 1 xaoca, a TaKKe YCTOMUMBOCTh K KpUIITOAHAIHM3Yy. Takue MEeXaHU3MBI
mU(ppoBaHUS MOTYT OOCIIY>)KMBaTh KaK KPYIHbIE, TAaK U HEOOJbIINE MPUIOKEHUS U
MOTI'YT CYLIECTBOBATh KaK Ha YPOBHE IPUIIOKECHUN, TaK U HAa ypOBHE ceTU. B crarbe
KpPaTKO OIHUCBIBAIOTCSI OCHOBBI COOCTBEHHOTO MEXaHU3Ma LIM(PPOBaHUS, KOTOPBIN
ucnonpzyer npuHuunel permmukaund JJHK u creranorpagum (kpunrtorpadum co
CKPBITBIMH CJIOBaMM) JJIs1 HOJTyu€HUsI KOHQUACHIINAIBHBIX 1aHHbIX. OCHOBA MOX0a
BKJIFOUAET OpraHU3al1I0 3aKOAUPOBAHHBIX CJIOB M COOOILIEHUH C UCIIOIb30BAaHUEM Hap
OCHOBAHUW, OPraHU30BAHHBIX B TEHBI, PACIIUPAEMBIM T€HOM, COCTOSIIMN U3
XpOMOCOMHBIX Kirouel Ha ocHoBe JIHK, m mpounecc xoaupoBaHus, peENIMKALMN U
sBosmonuu coodbmennii Ha ocHoBe JIHK. Takast monens mudpoBanus oOecrneuynBaeTt
«be30macHOCTh 3a CYET HEU3BECTHOCTUY.

Knioueevie cnoea: mmdposanue, JHK-Bprumcienue, xkpunrorpadus,
BBIYHMCIIUTEIbHAS OMOJIOTHS.

BBenenue

K wmoOunbHbiM  omHOopanroBeiM ceTsiMm  (MANET) mnpenbsaBiustoTcs psin
TpeOOBAHMI IO PA3TUUYCHUIO JIOBEPEHHBIX OJTHOPAHTOBBIX Y3JI0B, KOH(PUACHIIUATHHON
nepepade u npuéMmy uHGOOPMAIMIO, HE3aIIAaHUPOBAHHOMY U HEMPENICKa3yeMOMY
BXOJly U BBIXOAY Yy3JIOB. VCIIOIB30BaHKUE 3BOIOLMOHHBIX BBIYMCICHUN W MOAXOJA,
OCHOBaHHOTO Ha mpuHnunax nomoous JITHK (1e30xkcuprnOOHYKIEMHOBOW KHCIIOTHI)
[1], sBIstOTCS KITFOUEBBIMU B pa3pabOTKe COBpeMeHHBIX apxuTekTyp MANET.

B cratee npencraBiieHa HOBas TexHUKa mudpoBanus. M3-3a quHaMUUecKoro,
ABOJIIOIIMOHHOrO xapakrtepa mnoaxoaa JHK mnoreHumanbHble 3710yMBINUICHHUKA
JIOJDKHBI  TIOCTOSIHHO TE€PEXBAThIBaTh MHCTPYKIMU 1O JIEKOJUPOBAHUIO MEXIY
UCTOYHUKOM U mojiydaresieM. OTCYTCTBHE OJHOTO TMOKOJICHUST HHGOpMaIUU ISl
paciii@poBKU I€éHOMa CEpPbE3HO HCKaKaeT mpoliecc pacmmdpoBku. OTCYTCTBUE
HECKOJBKMX TOKOJEHHM B KOHEYHOM UTOre JeNacT MNpeAbIAyIINe aHaIu3bl
pacimdpoBku O6ecrone3nbiMu [2, 3].

© 3apesuu A.W., [TlonyskToB A.B., Makapenko @.B., 2023
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IIpouecc mmdpoBanus

Ha puc. 1 mnokazano coobmenne MANET ot Jkeka « Jhxu,
MapuIipyTU3MpyeMoe B JBa pa3HbIX MOMEHTa BpEMEHH dYepe3 Oe30macHble M
MOTEHIIMAJIBHO BPEAOHOCHBIE y37bl. Hacrosimas ogHOpaHroBas CETh JIONYCKaeT
MapIIPYyTHU3ALMIO B IPUCYTCTBUH HEHAJIC)KHBIX OJJTHOPAHTOBBIX Y3JIOB. B 3TOM ciiydae
Tpaduk coobmeHuit Haxoautcs Mexay xekom u Jxumi Y3nel A, B u C apastorcs
HaJIe)KHBIMU y3JIaMH B MOMEHT BPEMEHHU t1, a Y3JIbl O U 3 SBJISIOTCS MOTCHIIMATBHO
BpPEIOHOCHBIMU y37aMU. B MOMEHT BpeMeHHU tp cuTyalusi oOpatHasi.

- i

N\
\4-"—\

-
-
~

Puc. 1. Mapupyruzanus MANET uepe3 3amuiieHHbIe Y3161 B MOMEHT BpeMeHu 1 (—) u
Oe30macHbIe y3JIbl B MOMEHT BpeMeHH t2 (---)

[Tponecc mmdpoBanus BKItOYAET B CEOsI CIICAYIONINE ITATIBI.

. JIBa wiu 6oJjiee moib30BaTeNe OMPEESIOT CIOBAPh OTKPHITOTO TEKCTA
u cioBapb Ha ocHOBe JIHK. [Tonbp30BaTenu onpeaenstor METo, C TOMOIIbI0 KOTOPOTO
OTKPBITBIA TEKCT mpeactaBieH uerbipbMsi ocHoBaHusMmu JIHK. Cmosapes JIHK
SBJIIETCSI HKCTOYHUKOM COOOIICHUH U KJTIo4ell mudpoBaHus (XpoMOCOM).

. CooO1ieHus npeaBapuTeIbHO KOJUPYIOTCS U3 OTKpbITOro Tekcra B JIHK
C UCIIOJIb30BAHUEM CUCTEMBI JIMHEHHBIX YPABHEHUH, CBA3BIBAIOIINX [TO3UIUIO CJIOBA B
COOOILEHUH U MOPSAIKOBYIO TTO3UIIUIO B CIIOBapE.

. XpoMocoMbI MA(PPYIOT MHOKECTBEHHBIC MIEPECTAHOBKHU COOOIIICHUS

. [TepecTaHOBKH MPOBEPSIOTCS HA IPUTOAHOCTD, U HAMOOJIEE TIOIX O ISIIAS
TIepeCTaHOBKA BEIOMpACTCS VIS TIEpEIadil HCTOUYHHUKOM.

. [Tonyuarens pacuin@poBbIBa€T COOOIIEHUE TEMH K€ XPOMOCOMaMHU

. ['eHOM pacmmpsieTcs 3a C4ET MYTallUA XPOMOCOM JIPYT C IPYTOM HIIHA C

MH(OPMAIMOHHBIMHU MTOCJIEI0BATEILHOCTIMHU.

Cucrema OCHOBaHa Ha omNepalMsaX HaX CIOBaMH, a HE HaJ OTIAEIbHBIMU
CUMBOJIaMU. EMHCTBEHHBIMU OTAEIBHBIMU CHMBOJIAMH, KOTOpBIE 3alird(poBaHsbl,
SBJIAFOTCS. OZTHOCUMBOJIBHBIE CJIOBA.

[Tonp3oBaTenn wunHcTpymeHTa muppoBanus JIHK wHagenensl HavadbHBIM
T€HOMOM, KOTOPBIA MPEICTaBIIACT COOOW SKBHUBAJIEHT HEOOJBIIOrO cloBaps AJis
MHUIIMUPOBAHUS COOOILEHUH, MPEeANnoIaraeMoro moiydaress, CiocOOHOTO BiaJleTh
CEKpPETHBIM o0IIMM KIIFOUOM " CEKpETHOM MOCJIEI0BATEIBbHOCTHIO
G poBaHUs/AeUPPOBAHUS 111 UHUIUUPOBAHUS CBSI3U. XPOMOCOMBI «JIJTMHHEE)
M0 CPABHEHMIO C TIOCIEA0BATEILHOCTAMH COOOILIEHUH.

[Tycts D npencraBnsieT ciioBapsh (JIeKCUKOTpadUuecKu ynops104eHHbIA HaboP)
BCEX CJIOB, TakuX 4TO Do mpencTaBiiseT mepBoe CIOBO B CIOBAape, a OTHPABUTEND U
nojiyyaTesib COCTaBISIIOT cooOmienus Wi cioB (renoB). @yukuus U npeoOpasyeT
cJI0Ba B nociuenosarensbHocty ocHoBanuii JJHK By, kak mokasano Huke:

Di.i<Di<Di Vi<n W, € D,,D;= U(Wi, Bq)
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Cy1uiecTByeT 0OJJHO3HAYHOE COOTBETCTBUE MEXKAY CIOBAPEM OTKPBITOTO TEKCTa
u cnoBapeMm JIHK, noctpoennsimM u3 B={A, T, C, G} n OuHapHbIM KOJAUPOBAHHEM
OCHOBaHUW TOKa3aHHBIM B Tabsuie 1. OOparute BHuMmanue, uto A u T, C u G
SIBJISIIOTCSI MTHBEPTUPYEMBIMU.

Taomuna 1
KoaupoBanue ocnoanuii JJHK
OcHoBaHue JIBou4HOeE OcHoBaHue JIBon4HOeE
3HAYEHHUE 3HAYEHHUE
AneHuH 0011 Tumun 1100
[{uTo3uH 1001 ['yanun 0110

[Ipu 3ananHOM andaBuTe U3 N CUMBOJIOB, CJIOB JIJTMHOW M CUMBOJIOB, KaXK0€
CJIOBO OTKPBITOro TeKcTa koaupyercs B ciioBo JJHK (ren) nnuHoit X map oCHOBaHMIA,
co3faBasi ci BO3MOXXHBIX kKoMOuHanuii cnoB JIHK mmsa kaxmoro cioBa OTKPBITOTO
TeKcTa u obiee kKoauuecTBo komOuHanuii cioB JJHK Y ans cioBapst kak mokasaHo
HIKE.

logon = x, 6= 2™, Y = 2¢i, i=1,...,imax

JI1st n=8 ¢ HabOPOM CUMBOJIOB, COCTOAIIINM U3 {a, €, 1, 0, U, n, s, t}, ® m=3, BCEro
oyner 584 3anucu. BeiOpaHHbIE CTaThU M3 TAKOTO CJIOBaps MOKa3aHbl B TaOiuile 2.
[TocnenoBaTeIbHOCTH OECCMBICIEHHBIX CJIOB MOTYT OBITh BCTABJICHBI MEXKY CIOBAMHU
OTKpBITOr0 TekcTa. [lo Mepe yBenuueHuss Habopa CHUMBOJIOB M JIJIMHBI CHMBOJIOB
KOJIMYECTBO BO3MOKHBIX CJIOB (B OCHOBHOM O€CCMBICIICHHBIX CJIOB) YBEIUYUBACTCS
HKCIIOHEHIIMAIbHO. DaKTUUECKHE CJIO0BAa MOTYT OBITH JOIMOJHEHBI BKPAIJICHUSIMU
OECCMBICTIEHHBIX CJIOB JIJIsl TOBBINIEHUS 0€30MaCHOCTH.

Tabnuua 2: [pumeps! 3anuceit cioaps JJTHK.

ITopsiakoBbLIA HOMEP CJ10B0 Kox JHK

146 I TTT

147 ia TTAKAT

148 san TTATAT
BoiBOABI

[Ipeacrasinen meto mu@poOBaHUs, OCHOBAHHBIM HA MPUHIIMIIAX TOCTPOCHUS
JTHK, xoTOopsIif 00:1a1a€T BBICOKOW YCTOMYUBOCTHIO K KpUNITOTpaUUECKUM aHAIIA3aM.
OrtoT MeTon Kpumnrorpaduu TpeaHa3HA4YeH IS HWCIOIb30BAaHUS B MOOMIBHBIX
OJTHOPAHTOBBIX CETAX U HE TPEOYeT UCIOIB30BAHUS OTKPHITOTO KITFOYA.

Cnucoxk HCTOYHHUKOB
1. Catherine Taylor Clelland, Viviana Risca, Carter Bancroft. Hiding messages
in DNA microdots // Nature. — 1999-07-01. — Vol. 399. — P. 533—534. -
doi:10.1038/21092.
2. L. M. Adleman. Molecular computation of solutions to combinatorial
problems // Science. — 1994-11-11. — Vol. 266, iss. 5187. — P. 1021-1024. — ISSN
1095-9203 0036-8075, 1095-9203. — doi:10.1126/science.7973651.
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3. e Kpucropapo 3., Padep C., Lymux I'. besomacnoe renomHoe
TECTUPOBAHHUE C TIOMOIIBIO COMOCTABIICHHSI YACTHBIX MOJICTPOK, CKPHIBAIOIINX pa3Mep
M nonoxeHwe. Marepuanst  12-ro  cemmHapa ACM 1no  Bompocam

KOH(HACHIMATPHOCTH B SICKTPOHHOM obmiecTBe. — HOs6ps 2013. — Heto-Mopk, ,
CHIA. ctp. 107-118. doi:10.1145/2517840.2517849.

Cratbsa noctynuia B pefakuuio 27.04.2023; npunsra k nyonukanuu 10.05.2023.

HNudpopmanus o0 aBTopax

3apesuu A.M. - k.T.H., 6a30BoM Kadenpbl TEXHHYECKOTO W MPOTPAMMHOTO
o0ecrniedyeHuns: BBIYUCIUTENbHBIX U HHPopManmoHHBIX cucteM @I'BOY BO «BIJITY ».

Ilonysxmoe A.B. - mnpenoaaBatens 0a30BoH Kadenpsl TEXHUYECKOTO H
IIPOrPaMMHOr0 00ECIEUEHH S BBIYUCIUTENbHBIX U HHPOpMaLIMOHHBIX cucteM OI'BOY
BO «BI'JITY».

Maxapenko @.B. - k.p.-M.H., 6a30Bo# Kadepbl TEXHUYECKOTO U TPOrPAMMHOTO
oOecrieueHus: BEIUUCTUTENBHBIX U HH(opMaImoHHbix cucteM @PI'BOY BO «BIJITY ».

Bkiax aBTopos

3apesuu A.HU. - wupnes, coop marepuana, oOpaboTka MaTepuaia, HalUCaHHUE
ctatbu (80%).

llonysxkmose A.B. - 4aCTUYHOE HAIMCAHUE CTATbU, HAYYHOE PEIAKTUPOBAHUE
tekcta (20%).

Maxapenko @.B. — IOArOTOBKA WUTIOCTPUPYIOIINX MaTEPUAIOB M TaOJIMYHBIX
nanHbIx (109).

KoH}UKT HHTEpEecOB OTCYTCTBYET.
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Annomayun. B crtaThe paccMaTpuBaeTCd OCOOEHHOCTH MPOEKTUPOBAHUS
MHUKpPOCXEM JBOWHOTO Ha3HaueHudA. JIBoliHOE Ha3HAUCHHE 3aK/IIOYaeTCs B
BO3MOXXHOCTH MCIIOJIB30BaTh MMKPOCXEMBI TIpU BO3JCHCTBUM MEXaHUYECKHX
HAarpy3oK, TEMIIEpaTypbl M paaualuu. YKa3blBaeTcsi OMOJIIMOTEKa C y4e€TOM HOPM
TEXHOJIOTHYECKOI0 IpoIiecca NPEaITPUATH.

Knwueswie cnosa: CAIIP, mukpocxemMa, MOIyJIH, IPOUELYPHI.

B nacrosmee Bpemsi nudpoasi oopadbotrka curtanoB (IIOC) npumensiercs: B
undpoBoil  GUIBTpALMK, KOAUPOBAHUU pPeud, 0OpabOTKE H300paKEHHM | T.II
OTIMYUTENHHBIMU YEpTaMHU €€ SIBISIIOTCA OOJIbIION 00bEM BBIYMCIEHHH, padoTa B
peanbHOM MaciuTade BpeMeHU, THOKOCTh HacTpoilku U T.1. [loatomy uenslit psia pupm
MpoBOJUT padboThl o pazpadoTke saep LHOC Ha ocHOBE KOTOPBIX B KOPOTKUE CPOKHU U
C MaKCUMaJbHOU 3(PPEKTUBHOCTHIO CO3JAIOTCA CUTHAJIbHBIE MPOLECCOPHI IS CaMbIX
paznuMyHbIX NpuMeHeHud. HecMoTps Ha BCIO MNPUBIEKATENBHOCTb HCIOIb30BaAHUSA
taknx CBUC, ux npuMEHEHHE OrpaHMYMBAECTCS YYBCTBUTEIBHOCTBIO K BHEIIHHUM
BoznercTByromuM ¢akropam (BB®): temmeparype, pamuanuu u T.1. OcoOeHHO
YyBCTBUTEIBHBI OHU K COBMECTHOMY BO3JEHCTBUIO TEMIIEPATYPHI U paIUALIUN, KOTOPbIE
XapaKTEPHBI 11 KOCMUYECKOro MpocTpaHcTBa. 1103TOMy B HacTosiiiee BpeMsi CTOUT
3alaya co3/aTh KOMIUIEKT (GyHKIHOHAIBHO ToiHOTO Komiuiekta CBUC, kotopsiii
00J1ajian MoBBIIIEHHOM cToMKOoCThI0O K BB®. [[1s1 3T0ro0, nmpexae Bcero, HEOOX0IMMO
co3nath cpeactna npoektupoBanus Takux CbMC Ha ocHoBe cymiectByronux CAIIP.

Yrobel peummuth 3amauy mnpoektupoBanus CBUC s LHOC npuxomurtcs
ucnoiyib3oBaTh CAIIP CKBO3HOro NpPOEKTHPOBaHUS 3apyOeKHBIX (UPM, TaKUX Kak
Cadence Design System, Synopsys, Avante!, Mentor Graphics u gp. U3
npeactaBieHHblx cucteM B HUNODT BHeapena cuctema, mpecTaBisiomias coOoit
COBOKYIMHOCTb aMIMapaTHbIX U MPOTPAMMHBIX CPEJCTB C MAKETOM MPOrpPaMM CKBO3HOTO
npoekTupoBanus Gupmbl Cadence Design System.

~ © 3onpaukos B.K., Uesbraenos FO.A., Macnos M.C., Jlanmun A.IT., Xapuernko M.D., 2023
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Takoit BbIOOp oOycnoBiaen tem, uto CAIIP Cadence nambGonee mosHO
NOJAJICP)KUBACT  KOHUEMIUI0O  TyOJUpOBaHUST W OTKPBITOCTH. JlyOnupoBaHue
3aKJrovaeTcs B ucnolib3oBanuu [P — 61okoB (Intellectual Property), koTopsie siBasitOTCS
OPUMUTUBAMUA 3JEMEHTOB M MOTLYT OBITh MHOTOKPAaTHO HCIIOJIb30BaHbI ISt
MHOTOKPAaTHOTO TOBTOPEHHUS B HOBBIX pa3paboTkax. OTKPHITOCTb CHUCTEMBI
NPEANOJIaracT MUPOKUE BO3MOKHOCTH HHTETPALMM B HEE MPOTrPaMMHBIX MOAYJIEH
coOCTBEHHBIX pa3padoToK win rnporpaMMubix naketoB CAIIP Tpetbux dpupm.

Oco6ennoctrio poektupoBannss CbUC nBoitHOT0 Ha3HAYEHUS HA OCHOBE Spa
HITIOC sBasieTcss HMCHOJB30BAHUE 3JIEMEHTOB, yudMThbIBaromMX peakquioo HMC Ha
HMOHU3UPYIOIIEe BO3JEHCTBUE, TEMIEPATypy, BKJIIOUAs UX COBMECTHOE JICUCTBUE, U
BIIUSIHUE diekTpuueckoro pexuma. C  stoit unenpto B CAIIP  BkiroueHbl
JOTIOJIHUTENIbHBIE MOJYIM M cOo3/laHa OuONIMOTeKa CTaHAAapPTHBIX OJEMEHTOB,
yuntbiBatonux peakuuto MC Ha nonusupyromiee Bozzaeiictsue (M), remneparypHoe
noJie KpUCTalla W JJleKTpudeckui pexuM skcriuryatranuu WC. JlonmoJiHUTENbHBIE
MoaynH, paspadoranubie B HUMOT paccuuThIBalOT MOTJIOMICHHYIO /103y paJidalliu,
NOBBIIIEHUE  TEMIIEPaTypbl, BBI3BAHHOM 3TOM  J030i ©  pa3BUBAIOLIUECS
TepMoMexanuueckue 3P ekTsl. Kpome Toro, 0HM CHOCOOHBI OLIEHUTh YKBUBAJICHTHOCTh
BO3JICMCTBUS PAa3JIMYHBIX BHJIOB PaJvallid, YUYECTh CHEKTPAIbHO-3HEPreTUYECKUE U
aMIUTATYHO-BPEMEHHBIE XapaKTEPUCTUKHU.

bubnuotexa 0a30BBIX JTOTMUECKUX IJIEMEHTOB CIIPOCKTUPOBAHA B COOTBETCTBHE
¢ IlpaBuiiaMu TpPOEKTHPOBAHUS ISl TEXHOJOTMYECKOoro mpouecca Tomonorus sapa
peanu3oBaHa Ha OCHOBE pa3paboTaHHON OMOJMOTEKM C  KCIHOJIb30BAHUEM
JIBYXYPOBHEBON METANIMYECKOM pa3BoJku. B coctaB OMOIMOTEKH BXOIAT TaKue
AJIEMEHTHl KaK JIOTUYECKHE SYEWKHU, MYJBTUIUIEKCOPBI, pa3IMuHble MOIAUDUKAIINU
3allleJIOK, TPUTTEPHI, KIIt0UH, Oydepnl. bubnroreka opueHTHpOBaHA HA UCIIOJIH30BAHUE
nporpammHoro mnpoaykra GDT. OcoOeHHOCTH ydeTa pagualliOHHOTO BO3ACHCTBUS
3aKJII0YAIOTCS B J00ABIIGHUM B CTaHAAPTHBIE JJIEMEHThI TE€HEPATOPOB TOKOB U
Mapa3uTHBIX OUMOJSPHBIX TPAH3UCTOPOB. YHUET HEIMHEHHOCTH MPOLIECCOB OTKIIMKA
peakuuun anemeHToB MC Ha paguallMOHHOE BO3JCHCTBHE 3aKJIIOYAETCS B
UCIIOJIb30BaHUMU JOTOJHUTENIbHBIX Mapa3UTHBIX KOHJEHCATOpax W pe3ucropax. s
OTpeNeeHUs] BIUSHUSA PAAUAIMOHHOTO BO3JACHCTBUS OBUIM CO3JaHBI TECTOBBIE
CTPYKTYpbI, 3KCIEPUMEHTAIIbHBIE HCCIEIOBAHHUS KOTOPHIX MO3BOJUIN OMNPEAEIUTH
3aBUCUMOCTb DJIEKTPUUYECKUX U AJIEKTPOodU3NIecKuX mapamerpos or BBO.

B onucanuu OUOIMOTEKH JJIsl KQXKIO0TO OMOJIMOTEYHOTO AJIEMEHTa TPUBOIUTCS:
Ha3BaHUE JJIEMEHTa, JJIEKTpUUYECKas CXeMa, YCIOBHOE rpaduueckoe 0003HaueHHUE,
Ta0JIMIIa EMKOCTEN BXOJIOB M BBIXOJIOB, TAOJIUIA BPEMEH 3a/IepKEK MEPEKITIOUEHUS U3
HU3KOT'O YPOBHS B BHICOKHI U U3 BBICOKOTO B HU3KUM C yU€TOM €MKOCTH Harpy3ku. B
KaueCcTBE €IMHUYHOM Harpy3ku BbIOpaHa BXOJIHAs €MKOCTbh JIOTHYECKOTO 3JIEMEHTa
«uHBepTOpY. CieayeT OTMETUTh, YTO JAErpajalus 3JIEMEHTOB OT J03bl pagualuu
VUYHUTHIBACTCSI M3MEHEHHEM Harpy304HOM CIOCOOHOCTH, KOTOpas B IIEJIOM HMEET
3KCITIOHECHIIMAJIBHYIO 3aBUCUMOCTB OT 10361 .

Cnmncoxk NCTOYHUKOB
1. Maxkapenko O.B. Peanuzanus OIITUMAJIBHOTO IIOCTPOECHHUS
KOMOHWHAITMOHHOTO YCTPOMCTBA U OTIEHKA HAJIC)KHOCTHU TI0 BBIXOTHOMY HAMPSHKEHUTO /
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Makapenko @.B., AAronkun A.C., 3onpankoB K.B., Jleancosa O.A. // MoaenupoBanue
cucteM u nporeccon. 2021. T. 14. Ne 4. C. 130-139.

2. KoztokoB A.E. OO6miye mojaxojbl OLIEHKHM CTOMKOCTH K BO3JIEUCTBHUIO
MOHU3UPYIOMIETO H3JIYYeHHS] KOCMHYECKOTO MPOCTPAaHCTBA ISl 3apyOeKHOMU
AJIEKTPOHHON KOMITOHEHTHOM 0a3bl mpeanpuatuii —paspadotrunko / Ko3okoB A.E.,
I'amzatoB H.I'., I'pevansiii C.B., 3onpaukoB K.B., CtpykoB N.U., AukacoB A.B. //
Mopenupopanue cucrem u npoiiecco. 2021. T. 14. Ne 4. C. 58-66.

3. KoswkoB A.E. IloBblieHME CTOMKOCTH 3JIEKTPOHHOW KOMIIOHEHTHOM
0a3b1 kK 1030BBIM d(hpekTam paguarimoHHoro BosaehcTBus / Ko3tokoB A.E., 301HUKOB
K.B., MemepsikoB C.I'., I'pomie A.C., CoicoeB /I.B. / MoaenupoBanue cuctem u
nporeccoB. 2021. T. 14. Ne 1. C. 16-22.

4, Maxkaperko @.B. OG630p noruyeckux 0a3MCOB M MHKPOCXEM IpHU
MOCTPOEHUU KOMOMHAIMOHHOIO YCTPOMCTBAa C YYETOM HalI&xHOCTH / MakapeHKo
®.B., Aroakun A.C., 3ompaukoB K.B., JlenucoBa O.A., IlomyskroB A.B. //
MopenupoBanue cucrem u npoiecco. 2022. T. 15. Ne 1. C. 115-124.

5. [To6ena C.A. Co3znanue noBeneHueckoit Mogenu LDMOS tpan3ucropa
Ha OCHOBe MCKyccTBeHHON MLP HelipoceTn u ee onucanue Ha si3bike VERILOG-A /
[To6ena C.A., Yepnsix M.I., Makapenko @.B., 3onpaukoB K.B. // MoaenupoBanue
cucreMm u nporeccon. 2021. T. 14. Ne 2. C. 28-34.

Cratbs noctynuia B pegakuuio 23.04.2023; npunsra k nyoaukanuu 10.05.2023.

HNudpopmanus 00 aBropax

3onvnuxoe B.K.-n.1.H., mpodeccop «bazoBas kadenpa TexHUYECKOro U
MPOTPAMMHOTO OOCCTICYCHHSI BBIYUCIHUTEIBLHBIX W HHPOPMAIMOHHBIX CHUCTEM»
OI'bOY BO «BI'JITY».

Yegviuenos FH0.A. -p.1.H.,, npodeccop kabeapa «HDopmMarmoHHBIX
texHonoruin» ®I'bOY BO «BI'JITY».

Macnos M.C. npenogaBarens CIIO  xadenpa «MHDOpMAIIMOHHBIX
texHonorui» ®I'bOY BO «BI'JITY».

Jlanwun A.11,-acniupant @I'bOY BO «BI'JITY».

Xapuenko M.3.- acnupant ®I'BOY BO «BI'JITY».

Bkiax aBTopos

Jonvnuxoe B.K. unes, coop Marepuasia, oOpaboTka Marepuajia, HaAy4yHOE
peaaKTUPOBaHUE TEKCTA.

Yesviuenos F0.A. dyactuyHoe HamvcaHue ctaTb (25%).

Macnos M.C. -4aCTUYHOE HamucaHue ctathu (25%).

Jlanwun A.11, -4acTuaHOE HanmucaHue ctathu (25%).

Xapuenxo M.3.- yacTuuHOE HanucaHue cratbu (25%).

KondmukT nHTEpEeCcOB OTCYTCTBYET.
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HayuHnas cratss
YK 004.056.53

AKTyaJibHbIE MIP00JIeMbl B 00ecnieuennu 6e3onacHocTu KUU B opranax
roCy1apCTBEHHOM BJIACTH
Amnacracus Jleonunosna 3pesopa 1>
!Cankr-TleTepOyprekuii rocymapCTBEHHBIM YHHBEPCUTET TEIEKOMMYHHUKALMA HM.
npod. M.A. bonu-bpyesuua, Cankrt-IletepOypr, Poccus
nastyzr@gmail.com™

Annomayun. CTaThsl TOCBSIIEHA MPoOJeMe 3allUThl OOBEKTOB KPUTHUUECKOU
nHpopMarimonHot wuHGpacTpykTypel B Poccuiickoit denepanuu, B 4YaCTHOCTH
OPOM3OMIEAIIMM 3a MOCHEIHUN TOJA KHOEpHpPECTYIUICHUSIM, COBEPUICHHBIM IIO
OTHONIEHUIO K (perepanibHbIM OpraHaM HCIIOJHUTENbHON BiacTu. [IpoBeneH aHamus
HaumOoJiee PacHpOCTPaHEHHOW MOJENIM aTaK, OINPEACNICHbl NMPUYMHBI YBEIUYEHUS
KOJIMYecTBa KuOepaTrak Ha rocylapcTBeHHbIe opranbl Poccuiickoit ®eneparuu.
OnpeneneHa OCHOBHAsI LEIb ITPOBOAMMBIX aTAaK: BBIBEICHHUE M3 CTPOS U CO3/IAHHE
YCIIOBUM HENOCTYMHOCTH MYOJWYHBIX PECYpCOB TOCOPTaHOB, 3HAYMMBIX JUIS
HacesneHus. OnpeneneHbl caMmbie pacipocTpaHeHHbIe BB aTak (DD0S-aTaku, ataku
C MIOMOIIbIO0 BUPYCOB, IPOrPAMM-BBIMOTaTENEH U aTaku TUNA «Jedency, T.e. HoIMEHa
BOKHOM BeO-CTpaHUIIBI Ha Jpyryto wuHdopMmanuio). PaccMoTpeHbl pa3znuyHbie
cucteMsl Oe3omacHocTu st 00bekToB KU 1 nokpeiBaeMble MU TpeOOBaHUS MeEp
3aIMThl, ycTaHoBIeHHbIE TpukazaMu PCTOK Poccun.

Knioueevie cnosa: xubepataku, OOBEKTHl KPUTHUYECKOW WHGOPMAIIMOHHON
UHOPACTPYKTYPHI, PeepaabHble OpraHbl UCTIOTHUTENBHOU BiacTu P, Mmosiens aTaku.

[Tocneguue Tpu rojga MPOUCXOAUT YBEIMYEHHME YACTOThl KuOepaTtak Ha
pasznuuHbie 00beKThl Poccutickoit deneparuu. [1o oTueraM aHATUTUYECKUX TIEHTPOB
B niepBoM noiyroauu 2022 rojga KOJWYeCTBO KuOepaTak Ha OOBEKTHl KPUTHUECKON
uHppacTpykTypsl yBeanumioch Ha 150%. Ilox aTaky kuOepnpecTymHUKOB MOMNaId
KaK KOMMEpYECKHE OpraHu3allM, TaK U roccTpykTypbl Poccun. B ux yucno Bomnuiu
MununcrepctBo KynapTypsl PO, ®HC, I'PYLI. [1o nccnenosanuto LlenTpa noAroToBKU
pykoBoautened u koMan udposoi Tpancpopmanuu PAHXul'C, nouru nonosuHa
(46,6%) TOCCTPYKTYp CTOJIKHyJach C arakamMu XakepoB. [lo ormeHkam apyrux
DKCHEPTOB, aTakaMm MNOABEPTIUCH OKOJIO 90% rocCTpyKTyp, HO AOCTUTHYTH LIEJIH
cmoriau miib 10% artak.

[{enTp mpotuBoeiicTBus kubepaTakaMm Solar Jsoc mpuUnuchIBaeT aTakaM camblid
OPOABUHYTHIM 5-1 ypOBEHb B MOJEIN ypOBHEH 3n0yMmbliuieHHUKOB Solar JSOC, B
KOTOPBIX 3JI0YMBIIIJICHHUKAMHU SIBJISIFOTCS. KHOEPHACMHUKH, IPECIIeIYIOIINE HHTEPECHI
WHOCTPaHHOTO rocyaapcTna [1].

Haubomee onacHIMU MOKHO CUUTATh aTaKu HA KPUTHYECKU BaYKHBIEC KIIFOUEBbIC
cdepbl )KU3HEASATETLHOCTH TOCYIapCTBA U O0IIECTBA, T.€. Ha CYOBEKTHI KPUTHUECKOU
nH(popManmoHHOW HHPpAcTpyKTypbl. COOM B paboTe MAHHBIX CYOBEKTOB MOXKET

© 3penoBa A.JI., 2023
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MOBJIMATH Ha 310pOBbe, 0€30MacHOCTh U 01arococTosiHue rpaxaan Poccun, a Takxke
Ha o0OeclieyeHne HOpMaJIbHOM pabOThl U Pa3BUTHE FOCYAApCTBA.

CornacHo c.2 @3 Nel78 «O 0e30macHOCTH KpUTUUYECKOW WHOOPMAIMOHHOU
uHppacTpykTyphl Poccuiickoi denepaunm» cyObeKTaMHu KPUTHYECKOU
MHOOPMAITMOHHOW WHGPACTPYKTYPhl SIBISIOTCS — «TOCYJApPCTBEHHBIE OpTraHbI,
rOCyJAapCTBEHHBIC YUPEXKICHUS, POCCUNMCKUE IOpUIUMYecKue Juna u  (Win)
WHUBUyalIbHbIE TIPEANPUHUMATENN, KOTOPHIM Ha MpaBe COOCTBEHHOCTH, apeH/IbI
WIM Ha WHOM 3aKOHHOM OCHOBAHHMHM MPUHAIECKAT MH(OPMALMOHHBIE CHUCTEMBI,
UH(GOPMAIMOHHO-TEIEKOMMYHHUKAIIIOHHBIE CETH, aBTOMATH3UPOBAHHBIE CHCTEMBI
yrpaBieHus, GYHKIHMOHUPYIOUE B chepe 3ApaBOOXPAHEHHUs, HAYKH, TPAHCIOPTa,
CBSI3U, JHEPTreTUKH, OaHKOBCKOM cdepe M HHBIX cdepax (PUHAHCOBOTO pHIHKA,
TOIUIMBHO-3HEPT€TUYECKOT0 KOMILIEKCA, B O0JaCTH aTOMHOM 3HEpPruu, 0OOpOHHOM,
PAKETHO-KOCMUYECKOH, TOPHOJIOOBIBAIOIICH, METATYPrU4ecKO U XHUMHYECKOU
MIPOMBIIIUICHHOCTH, POCCUHCKHE IOPUIWYECKUE JUla W (WiIM) HHIWBUAYaJbHBIC
MPEANPUHUMATEITH, KOTOPbIE 00€CTIeUNBAIOT B3aUMOICHCTBUE YKA3aHHBIX CUCTEM HIIU
cerei» [2].

OCHOBHOWM  1I€JIBI0O  MOPOBOJMMBIX aTak craja kKommpomertauus UT-
UHOPACTPYKTYpPhl U Kpaka KOHGUIEHIMAIbHOW uWHMOpMAIMUM, B TOM YHCIIE
JOKYMEHTAIlMM W3 3aKpPbITBIX CErMEHTOB M TIOYTOBOM NEPENUCKU KIHOYEBBIX
corpynuukoB ®OVB, BeIBeeHNE U3 CTPOS U HEAOCTYIHOCTh IMyOJIMYHBIX PECYPCOB
FOCOPTaHOB, 3HAYMMBIX JIJIs1 HACEJICHHUS.

CampiMu pacripocTpaneHHbIMU Obl DDOS-ataku, aTaku ¢ TOMOIIBI0 BUPYCOB
Y [IpOrpaMM-BbIMOTaTeNeil, KOTOpbIe IPOHUKAIN B CUCTEMY Y€pe3 OUTY OpraHUu3aluu
WIM BPEIOHOCHBIE CAlThl, @ TAKXK€ HMCIOJIb30BAIUCH (PUIIIMHIOBBIE aTAaKH, aTaKW Ha
KOPIOPAaTUBHYIO CETh U B3JIOM IMApOJIEH, yTEUYKa JAHHBIX U HECAHKIMOHUPOBAHHBIN
JOCTYII, MPOBOIMIIMCH ATAKHU TUIA Ae]eiic, T.e. KHOepIpeCTyTHUKaMU MPOU3BOIUIACh
MO/IMEHA BaXKHOU BEO-CTPaHUIIBI HA APYTYIO HHGOPMAIIHIO.

Cpeny NpuyuH yBEIUYEHUS KOJIMYECTBA aTAaK MOXXHO BBIICJIUTH CIICTYIOIINE:

® BCIUIECK XaKE€PCKOW aKTUBHOCTHU HU3-3a T€OMOJIMTUYECKON CUTYyallUd B MUPE;

e ocnabneHue KOHTPOJS 3a HH(POPMAIMOHHBIMH AaKTUBAMH B TEPUOJ
nmaggemun COVID-19;

® yXOJI MHOCTPAHHBIX BEHJOPOB, MPUBEAIINN K MOTepe (PYHKIMOHATBHOCTU
psiZia CEpBUCOB U OTCYTCTBHIO OOHOBJIEHUH, YCTPAHSIOIINX YSA3BUMOCTH.

MoOXXHO OTMETHUTh W M3MCHEHHE KAaueCTBEHHOTO YpPOBHS KHOepaTak.
KubeprpecTylmHUKM  CTajdu  HWCIONB30BAaTh HOBBIM  HMHCTpyMEHTapuil  (4acTh
pa3pabotannoro BpeaoHocHoro I1O panee He BcTpeuasnock). [loBeiaeTcst ypoBeHb
CKPBITHOCTH 3JIOYMBIIIJICHHUKOB 332 CYET UCIOJb30BaHUSI HEIAETEKPUPYEMOIO
BpeoHOCHOTO [1O, TEruHTUMHBIX TPOTpaMM U TPOBEJEHHUS aHAIU3a CPEACTB 3alUThI
uH(pOpMaIu B OpraHax BJIACTH.

HeB0o3MOXXHO JeTEeKTUPOBATh JIAHHBIE aTaKh CTAaHAAPTHBIMU CPEACTBAMHU M3-3a
pa3zpabotok HOBBIX BIIO, opuMeHTHpPOBAHHBIX Ha JEATEIBHOCTh T'OCYAApPCTBEHHOTO
OopraHa, HCCJICIOBAaHUN CTOPOHHUX OpraHu3anui (MOAPSAYMKOB) U TMPUMEHEHUS
POCCUMCKUX BHEIIHUX PECYPCOB.

[Ipu anamu3e artak, npou3BoauMbIX B 2021-2022 romay, MOMXKHO BBIJICIUTH
HEKOTOpbIE TEXHUUECKHE OCOOCHHOCTH.
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Ha craguu noAroToBKM K aTakaM Ha OpraHbl TOCYJApCTBEHHOM BIIACTH
MIPOBOJUIIOCH U3YyYEHUE OCOOEHHOCTEW aIMUHUCTPATUBHON pabOThl C aHTUBUPYCAMH.
JlaHHBIM 3Tan MO3BOJIST 3JI0YMBIIUICHHUKAM HE3aMETHO MPOU3BOJIUTH OTKIIOYCHHE
antuBupycHoro IIO Bo BpeMs COBepIICHUS aTakdh, TaKXKEe H3ydyeHHUe paboThl
aHTUBUpYCA TMO3BOJISIO HCMOJIb30BaTh JaHHoe [IO mns cOopa JOMOIHUTENBHON
nHpopMaru 00 arakyemoit ”HQPaCTPyKType.

[locne momaganuss B JIOKAJIbHYI0 CECTh KOMIIAHUM 3JIOYMBIIIJIEHHUKH
OPOM3BOAMIA  TOJHYIO  KOMIpOMeTanuio  uHpacTpykrypsl. Jisg  3Toro
MCIIOJIB30BAIMCH PA3JIUYHbIE TAKTUKH, & UMEHHO HCIIOJIb30BaHUE !

e pa3muHBIX BcTpoeHHBIX porpamMm (Powershell, Windows Command Shell,
[TraHupoBIIKK 3a/1a4);

BaJIUHBIX YUETHBIX 3aIUCel;

TEXHOJOITMU NOANUCKA Ha coObITHI WMI;

TaKTHUK JIJIs1 IPEOTBPAICHUS OOHAPYKEHUS;
ysi3BUMocTel (Hanpumep, Zerologon (CVE-2020-1472);
Pa3JIMYHBIX y/IAJICHHBIX CEPBEPOB;

cOOp JaHHBIX.

[locne monHOW  KOMIpOMETaUuu  WHOPACTPYKTYPHl  3JIO0YMBIIIJIEHHUKH
MPOU3BOIUIIN COOp KOHGUICHIIMATBHON HH(GOPMAIIUUA CO BCEX UCTOUHUKOB.

Jlnst kubepartak 3710yMbIIUIEHHUKY UCIIOJIb30BANIN pa3inuHble BpegoHocHble [10.
Yamie Bcero uCHoJib30Bajlach MpOrpaMMa-3arpy3uuk, oOpamaromasics k OO6maky
Mail.ru, acconuupoBaHHOMY C BIIUTOW y4eTHOH 3amuchio. [1O peann3oBaHo B BUjE
DLL-6u6mmoteku, kotopas csizana ¢ OpenSSL u libcur.

[Ipu 3anycke nanHoe I1O HauMHaANO aHANW3 CUCTEMBI U MCKAJIO MPUIIOKEHUS
DISK-O mpousBoactBa Mail.ru Group. IIpu oOHapyeHUU NaHHOTO MPUIIOKECHHUS
dbopmupoBanacey uaeHTudukaronnas crpoka CloudDiskWIndows %lnstallVer%
%installation]D%, cnienuduunas ansa nerurumHoro DISK-O. Pazpabotunku 1aHHOTO
BpegonocHoro [1O noactpanBanu ¢gasbl aKTHBHOCTH MTPOTPAMMBI TI0]T YaCOBYIO 30HY
aTaKyeMOl opraHnu3aiui, T.e. mporpamMmma Toabko ¢ 9 1o 16:00 mo MecTHOMY BpEMEHH.
B nanubiii npomexytok BpemMenu I1O otmpasisno Heartbeat w 3ampammBano
test/test.dat ¢ uHTEpBaNIOM B 27 MUHYT.

Hcnonb3oBanock Takxke moxoxee BpenoHocHoe [IO, ocymecTBisomee
B3aMMO/ICHCTBHUE C CEPBEPOM yIpaBieHus yepes oonako Annexc./luck.

Breirpyxanuch J1aHHbIE KOMMaHUW depe3 oOJlauHble XpaHWuIa «SAHAEKC» U
Mail.ru Group, a cBOr0 akKTUBHOCTb BpegoHOcHOE [1O MackupoBaio 1o JIETUTUMHBIC
yrunuthl Annekc.Juck u Disk-O.

B cBsi3u ¢ yBenmuennem u ycioxkHenuem kuoeparak ¢ 30 mapra 2022 roga Ykas
[Ipesunenta Poccuiickoit @enepanuu ot 30.03.2022 roga Ne 166 «O mepax mo
00ECIeUYeHNI0 TEXHOJIOTHYECKOI0 HE3aBUCHUMOCTH M 0€30MacHOCTH KPUTHYECKOMN
nHpopmarmornHo uHdpacTpykTypsl Poccuiickoit @enepammmy (mamee — Yka3 Ne
166) u3menun TpeOOBaHUS 3HAYUMBIM OOBEKTAM KPUTUUYECKOW WHGOPMAIIMOHHON
uHppacTpykTyphl. Yka3z Ne 166 w3MeHUN CTPYKTypy TpeOOBaHHM M TMOIXOJ0B K
00eCIICUEHHIO 3aIIUThI 3HAYUMBIX 00bekTOB KU [3].
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OpHuMU W3 TIABHBIX M3MEHEHUW CTalM: 3alpeT Ha MOKYINKY HHOCTPaHHBIX
IporpaMM U MPOTrpaMMHO-aNMNapaTHbIX KOMIUIEKCOB IS HUCIOJIb30BaHUS Ha
3HaunMbIX o0bekTax KUWU; cormacoBanue TtpebGoBanuit k [1O m mpaBui 3aKkymnok
uHoctpanHoro I10; no 1 suBaps 2025 roxa Bce 3HaunMbie 00beKThl KUU momxHBI
NepeTH Ha POCCHICKON MporpaMMHOe oOecleueHrue U MpOrpaMMHO-aIIapaTHbIC
KOMILJIEKCHI.

s 3anutel 006ekToB KU Ob1H pa3paboTansl TpeOoBaHUS MO0 00ECTICYCHHUTO
0e3omacHOCTH 3TUX 00BEKTOB. [laHHbIE TpeOOBaHMs ycTaHOBIEHBI TprKkazoM OCTOK
Poccun ot 25.12.2017 Ne 239 (nanee — tpedoBanuss @CTIK).

Bremonuenne tpedoBanuit ®CTIK M0KHO pa3eianTs Ha 5 3TaloB:

1. Onpenenenre NpUHAIICKHOCTA OpraHu3auu k cyobektam KN,

2. Pa3pabotka mepomnpusituii mo Bzaumozeiicteuio ¢ ®Ch Poccuun.

3. KareropupoBanne o0pexToB KIU.

4. Coznanue cucTeMbl 0€30MacCHOCTH 3HAYUMBIX 00bekTOB K.

5. O0ecneuenue Oe3omacHOCTH 3HauuMoro oOwnekta KWK B Xome ero
HKCILUTyaTallHH.

6. O6ecnieuenue Oe3omacHocTH 3HaunMoro oowrekra KU mpu BeIBOAE ero u3
HKCILUTyaTallHH.

B HacTofiiee BpeMs CYIIECTBYIOT pa3iiM4yHbIE CpEICTBA, 00€CIEeUMBAIOIINE
6e3onacHocTh 00bekTOB KMIM. Bcee cpencrBa MOXHO pa3ienuTh Ha HECKOJIBKO
KaTEroOpuiu:

® CpeacTBa 3amuThl WHGOPMAIMKM OT HECAHKIIMOHWPOBAHHOTO JOCTYyIa
(mammpumep, vGate);

MexceTeBble dkpanbl (Harpumep, AITKII "Kontuaent");

cpencTBa 0OHapyKeHus1 BTop:keHuit (Harpumep, Secret Net Studio);
cpeacTBa anTuBUpycHoi 3anuThl (PT MultiScanner);

cpeacTBa KoHTpous 3amuiieHHoct (MaxPatrol 8);

cpencta BoisaBieHus uHIUACHTOB (ViPNet TIAS);

Cpe/CTBa 3alMThl KaHaioB nepeaayun qaHHbix (ViPNet Client).

Co3znmaroTcsi mporpaMMHO-amapaTHbIe KOMITIEKCHI I pPeaii3allii OCHOBHBIX
¢bynkuuii 6e3onacHocTH 3HauuMbIX 00bekTOB KWW, nanpumep PT Platform 187,
UserGate u AIIKI "KontruHeHT". J[aHHBIE KOMILIEKCHI COAEPKAT HECKOJIBKO CPEJICTB
3aIUTHl WHPOPMAIIMA W TIPEAOCTABIISAIOT IEHTPATU30BAHHOE YIPABICHUE BCEMH
CpEIICTBaMH 3aIUTHI.

Takum oOpaszom, s obecrieuenus: 0e3onacHocTu oobekTa KU Heobxoaumo
coomonenne TpeboBanmit DCTIK, mnpumeHeHHME TPOrpaMMHO-aNMapaTHBIX
KOMITJIEKCOB U TTIOCTOSTHHBIA MOHUTOPHUHT YS3BUMOCTEH M MOHUTOPUHT KHOEPYTPO3.

Cnucok MCTOYHUKOB
1. Otyer 00 WccnenOBaHUM CEPUU KHMOEpaTaKk Ha OpraHbl TOCYAapCTBEHHOMU
Bractu P®. — URL: https://rt-solar.ru/upload/iblock/53e/Otchet-Solar-JSOC-ob-
issledovanii-serii-kiberatak-na-organy-gosudarstvennoy-vlasti-RF-_-web.pdf.
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2. ®enepanbHblii 3akoH «O 0€30MaCHOCTH KPUTHYECKON HH(GOPMALMOHHON
uHppactpykrypsl Poccuiickoit denepanuu» ot 26.07.2017 N 187-®3 (mocnenssis
penaKims).

3. Yxka3 Ilpesunenta Poccuiickoit @eneparuu ot 30.03.2022 roga Ne 166 «O
Mepax IO OOECHEUYeHHIO TEXHOJOTUYECKON HE3aBUCHMOCTH U 0€30MacHOCTH
KpUTHIEeCKON nHpopMarimonHo uHGpacTpykTypsl Poccuiickoit denepaniumy.

4. Tlpukaz DCTOK «OO6 yrBepxkaenun TpeboBaHuii 1Mo 00ECIEUECHUIO
0e30MacHOCTH 3HAYHUMBIX O00BEKTOB KPUTUYECKON uH(POPMALIMOHHON
uHpacTpykTypsl Poccuiickoit @eneparum» ot 25.12.2017 Ne 239.

Cratps noctynuia B pegakuuio 23.04.2023; nmpunsrta k myonukanuu 10.05.2023.
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HayuHnas cratss
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Hccnenoanue kpynHomacmradubix UT-cucrem

Auekceii Cepreesud Karpym'™, Exarepuna Oserosna Kapambimena 2>, Tlasen
Hropesnu Kapaces **, Mycrada Adayakagum Aa-Ameean*™

L23MUPDA - Poccuiickuii TeXHOIOTMYECKHiT yHUBepcuTeT, MockBa, Poccus
*OI'BOY BO «TI'TY» - TaMOOBCKHIA TOCYAAPCTBEHHbIN TEXHUYECKUI YHUBEPCUTET,
Tamb6o0B, Poccus

katrush.a.s@edu.mirea.ru™, https://orcid.org/0009-0005-9813-3294
2karamysheva@mirea.ru™, https://orcid.org/0009-0003-0891-3787
Skarasev@mirea.ru®™, https://orcid.org/0009-0009-3628-6980

it_tstu@mail.ru™, https://orcid.org/0009-0002-1066-6650

Annomayua. Kpynnomacmtabuele IT cucTemMbl OOBIMHO XapaKTEepU3YHOTCS
OTPOMHBIM 00BEMOM JAHHBIX, OONBIIMM KOJUYECTBOM OJHOBPEMEHHO pabOTAIOUIUX
10JIb30BaTeNel, TPeOOBaHUAMH K MacIITAOMPYyEMOCTH U TPEOOBAaHUSAM K IIPOITYCKHON
CHIOCOOHOCTH, TAKMUMH KaK 3a/1€pKKa U T. JI.

Knwuesvie cnoga: 0Oonpliye CHCTEMBI, KpPYIHOMACTAOHBIE CHCTEMBI,
IIOCTPOCHUE CUCTEM.

Ha stane npoekTupoBaHUs OYEHb BAXKHO NMPEACTABIATh, KAKUE MHTETPALUU C
matopmoit  OyayT peanuszoBaHbl B OynymieM. FEine oAuH BaXHbIM aclekT
apXUTEKTYpbl CHUCTEMBbI KacaeTcss TpeOOBaHMII ©O€30MacHOCTU M COOTBETCTBUS
raTgopMsel. JlaHHbIE perieHus, He00X0MMO MPUHUMATh C CAMOTO HavaJla IPOEKTOB,
YyTOOBI HE MOBJIMATH HA MPOLIECCH Pa3pabOTKU B OyaylIEM.

Cerogusiinue KpynHoMaciitaOHele WT-cuctembl omuparoTcsi Ha IIaTKOE
OCHOBAHME CHEIHAIbHBIX, OMMOPTYHUCTUYECKUX METOJOB M TeXHOJOruil. EcTh mo
KpaillHEel Mepe TPU KOHKPETHBIX TPOSIBIICHUS 3TUX HEJIOCTATKOB. BO-NIEPBBIX, BBICOKHUIA
YpOBEHB HEyAa4 MMpHU pa3padoTke kpynmHoMacTabHbeIXx UT-cuctem. MHOTHE CHCTEMBI
HE pa3BEpHYThI U HE MCIOJIB3YIOTCS M3-32 HEBO3MOXKHOCTH 3aCTaBUTh UX padOTaTh,
TaK KakK MepBOHAYAIbHBIA HAOOp TpeOOBaHMI HE MOXKET OBbITh BBINOIHEH. BTOpHIM
IPOSIBICHUEM 3TUX HEJOCTAaTKOB SBIJIAETCS MpeoOiiaaHue ONepaliMOHHBIX COOEB, C
KOTOPBIMHU CTAJIKUBAIOTCSI KPYITHOMACIITAOHBIE CUCTEMBI B PE3yJIbTaTe ySI3BUMOCTEH
B cCTeMe 0€30MMacCHOCTH HJIY, YTO YaIlle, TPOTrPAaMMHBIX HJIH OTIEPAITMOHHBIX OITHOOK.
TpeTbuM IPU3HAKOM 3TUX HEJOCTATKOB SIBJISIETCS HEJIOCTATOUHAS MaCIITAOUPYyEMOCTh
CUCTEM; TO €CTh, UX MMapaMeTPbl MPOU3BOIUTEILHOCTH HE MOTYT OBITh PACILIUPEHBI JJIs
NOJJIEP>KaHMs aJIEKBaTHOTO OTKJIMKA 110 MEPE YBEIMUEHUSI YUCIIa MOJIb30BaTeNei. J1a
npoOsiemMa CTaHOBUTCS OCOOEHHO OYEBUAHOW B HacTosiee Bpems. be3 momkHOro
BHUMAaHMS 3TH MPoOJieMbl OYIyT TOJBKO YCYTyOJsIThCA MO Mepe 0oJjiee HIUPOKOro
pas3BepThiBaHus KpynHoMaciTabHbix UT-cucrem [1].

IIpobsieMa KpynHOMACIITAOHBIX CHCTEM

© Karpym A. C., KapamsimeBa E.O., Kapaces I1. 1., Mycrada Aboaynkaaum An-Ameenu, 2023
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KpynHomacimiTabHble CUCTEMBI COCTOAT M3 COTE€H WM ThICAY KOMIIBIOTEPOB H
MUJJTMOHOB CTPOK KOJIa, M MOYTH HENPEPHIBHO BBIMOJHSIIOT MOCTABICHHBIE 3a/1a4u.
OHu Bce 4alle OXBaTbIBAIOT HECKOJIBKO OTAEIOB BHYTPHM OpraHHA3alUl
(oOmIekopriopaTUBHBIC) WM HECKOJIBKO OpraHu3anuid (MeXKOpIOpaTUBHBIC), WU
COCIUHSIOT MPEANPUATHS C HACEJICHHEM B LEeJIoM. MHOTHE W3 3TUX CHUCTEM H
MPWIOKEHUHN CTall U3BECTHBI KaK «KpUTHYECKass MHPPACTPYKTypa», 4TO O3HAYAET,
YTO OHH SIBJIAIOTCS HEOTHEMJIEMOM YacThi0 caMOro (GyHKIMOHUPOBAHUS OOIIECTBA U
€ro OpraHu3alMii U YTO UX OTKa3 OyAeT UMETh NIMPOKOMACIITAOHbIE U HEMEITICHHBIE
nocineacTsud.  KpuTmueckui — xapakrtep  OTUX  IPWIOKEHUM  BBI3BIBAECT
00ECIIOKOEHHOCTh MO TMOBOAY PUCKOB U MOCIEICTBUN CHCTEMHBIX COOEB M Tpedyer
JYYIIETO IIOHUMAHUS TIPUPOJIBI CUCTEM U UX B3aUMO3aBHCHMOCTEH [2].

UT-cuctembl, UCMIOJIB3yEMbIE B KPUTHUECKH BAXKHBIX BHYTPUOPTaHU3AIMOHHBIX
Y MEKOPTaHU3ALMOHHBIX MPUJIOKEHUSIX, UMEIOT HECKOJIBKO OOIIMX XapaKTEPUCTHUK.
Bo-nepBbIX, Bce oHM 00JIbLINE, pacpeiesIeHHbIE, CI0XKHBIE U TIOJIBEPKEHBI BBICOKUM
U pa3HOOOpa3HBIM YPOBHSIM UCIOJIb30BaHUS. BO-BTOpBIX, OHHM BBIMOJHSIOT
KPUTUYECKUA BaKHbIC (PYHKIUHU, MPEABSBISIIONIME HUCKIIOUUTEIbHBIE TPEOOBaHUS K
JIOCTOBEPHOCTH U HAJICKHOCTHU, TAKUE KaK HEOOXOIMMOCTh pabOThl C MUHUMATIbHBIMU
MPOCTOSIMUA UJTM TIOBPEXKJIEHUEM HH(POPMALMU /WA HEOOXOJUMOCTh MPOJO0JIKAThH
(GYHKIMOHUPOBATH JIaXke BO BpeMs 00CITyXHBaHUs. B-TpeTbUX, CUCTEMBI 3aBUCAT OT
apToMarn3auuu Ha ocHoBe UT nns pacmmpeHusi, MOHUTOPUHIA, HKCILTyaTallHH,
0OCITy’KUBaHUS U IPYTUX BCIIOMOTaTEIbHBIX ACHCTBU.

Bce 3T Tpu XapaKTEpUCTUKH MOPOKAAIOT MPOOJEMbl IPH NOCTPOECHUU U
JKCIUTyatanuu  kpynHoMacmtaOueix  MT-cuctem.  Hanpumep, npuiioxenus,
paboTarolye B paclpeleleHHbIX CUCTEMax, ropa3fo CloXKHee pa3padoTaTh, 4YeM
COOTBETCTBYIOILIME TMPWIOKEHUS, paboraromue B 0ojiee UEHTPAIU30BAHHBIX
CUCTEMAX.

Meroabl, A pemieHusi MNpodJieM, CBSA3AHHBIX C MOCTPOEHHEM
kpynHomacmradupix UT-cucrem.

Jnst moctpoenus kpymHomacimitabHeix MT-cuctem cnegyer HWCHONB30BaTh
HA0Op  MHCTPYMEHTOB, M3BECTHBIX Kak  aOcTpakuus, MOAYJIHOCTb U
MHOTOYPOBHEBOCTb, YTOOBI TIOMOYb UM CHPABUTHCS CO CIOKHOCTHIO IPOESKTUPOBAHUS
cucteM. OrpaHudeHHs OSTHUX TOAXOJ0B TPOBEPAIOTCS KPYMHOMACIITAOHBIMU
CUCTEMaMHU Pa3IMYHbIMH CIIOCOOAMHU:

AOCTpaKIus — 3TO MPOLIECC YIPOIICHUSI OMTUCAHUS DJIEMEHTA CUCTEMBI, YTOOBI
CKPBITh HEHYXHbIE JI€Tali W MO3BOJUTH OOJbIIE COCPEAOTOUMUTHCS Ha aTpulyTax,
BAXKHBIX JIJI CHCTEMHOI'O aHAJIW3a WM MPOEKTHUPOBAHUSA. XUTPOCTh 3aKIHOYACTCS B
TOM, 4TOOBI BBIOpATh MOIXOIAIIYI0 a0CTPaKIMI0, KOTOpasi COXpaHIET HEOOXOAUMBIC
aTpuOyThl DJJIEMEHTA, HE CTAHOBACH IIPU OSTOM HepeanucTuyHou. Vcnonb3ys
abCTpaKIIMIO, HAPUMEP, MOKHO C(HOPMUPOBATH YIPOILIEHHYIO a0CTPAKTHYIO MOJIETh
MAaKeTHOTO MapIIpyTU3aTopa M Ha CaMOM JieJie J0Ka3aThb B3aMMOCBSI3b TaKHUX
MapupyTu3aTopoB. OIHAKO, KOTJla aJrOpUTM HWJIM CUCTEMa HACTPAWBAIOTCS MJIA
NOBBIIICHUS] TPOU3BOJAUTEIBHOCTH, OHU OOBIYHO OTXOASAT OT CBOEW MPOCTOU
abcTpakTHOW (POPMBI, OTKA3bIBAsICh OT MHOTHX MPEUMYIIECTB PACCYXKIACHUN 00
abCTpaKIum.



135

MoOIyIbHOCTh OTHOCHUTCSI K JCKOMITO3WIIMA CHUCTEMBI Ha Ooliee MelKue
TIOZICHCTEMBI, KOTOPBIE MOKHO pa3padaThiBaTh OTAEIBHO (M HapayuienbHo). Moaynu
WHKAICYJIUPYIOT BHYTPEHHHE JCTAM KOMIIOHEHTa CHCTEMBI M OINPEICISIOT Habop
uHTepdeiicoB ans obecrieueHuss B3aMMOJCHCTBUS MEXIy KOMIOHCHTAMH. TakuM
00pa3oM, M3MEHEHHUS BO BHYTPCHHEH KOHPHUTYPALIUH OTHOTO MOIYJIsl HE 00513aTEIILHO
TpeOYIOT W3MEHEHHH B JAPYrHX MoAyisix. CHIKas CIIOKHOCTh MEXCHCTEMHBIX
3aBUCHMOCTEH, MOy TbHOCTB CITIOCOOCTBYET O0Jiee OBICTPON PEKOH(PHUTYPALIUH CHCTEM
B COOTBETCTBUHU C OIKCIUTyaTallMOHHBIMH TpeOoBaHmsMu. OIHAKO MO Mepe pocTta
macmTaboB u cioxkHocTd WUT-cHcTeM CTaHOBUTCS BCe TPYIOHEE YETKO Pa3ieiuTh
(YHKIIMOHATLHOCTh, a2 HA0Op MHTEP(HEHCOB MOXKET YCIONKHHUTHCS, YTO YBEINIHBACT
BEPOSITHOCTh OIIMOOK MPH peaju3alMd WA BEPOSTHOCTh TOTO, YTO KOHKPETHBIC
00CTOSITENILCTBA HE OYAyT YUTEHBI B IOCTaTOUHOU Mepe [3].

Takum 00pa3om, BBINICTIEPEUUCIICHHBIE METOABI MOMOTYT H30€XaTh MpoOieM
IpY IPOEKTUPOBAHUY U IKCIUTyaTalnu KpynHomacmtabueix M T-cuctem.

Cnmcoxk NCTOYHUKOB

1. IIpobnema moctpoeHuss KpymHomaciitaOHbix WMT-cuctem. https://oracle-
patches.com/is/pa3padoTka-uHhOPMAIIMOHHBIX -CUCTEM-(DaKTOP-MacIITaAOUPYyEeMOCTH
(mata obpamenus 07.04.2023)

2. A. A. KaMeHIIHKOB, A. i. OneiiHUKOB, T. JI. llIupobokora,
“UccnenoBanue 0COOEHHOCTEH poOJIeMbl MHTEponepadeTIbHOCTH B
KpynHoMacITabHbIX nHpopmanuonHbix cuctemax”’, UTuBC, 2018, Ne 3, 16-28

3. MonaynasHocTh.  https://studopedia.org/14-75719.html (mata oOparieHus
10.04.2023)

Cratpsa noctynuia B pegakuuio 20.04.2023; npunsta k nyoaukaruu 10.05.2023.
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Kapamvuuesa E.O. — crapmuii npenogaBatenb kadenpsl Kb-1 «3ammra
unpopmaruny PTY «MUPDA.

Kapaces I[1.U. — x.1.H., noueHt kadenpsl Kb-1 «3amura uapopmamumny PTY
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Bkiax aBTopos

Kampyw A.C. —unes, coop marepuaia, oopaborka marepuaina (30%).

Kapamviwesa E.O. — HanucaHue CTaTbH, HAYYHOE DPENAKTUPOBAHHUE TEKCTA
(30%).

Kapaces I1. 1. — Hanucanue cTaThi, HAy4YHOE peAakThupoBanue tekcra (20%).
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https://oracle-patches.com/is/разработка-информационных-систем-фактор-масштабируемости
https://oracle-patches.com/is/разработка-информационных-систем-фактор-масштабируемости
https://studopedia.org/14-75719.html

136

HayuHnas cratss
YJIK 004.056.55

IIpyHUIMI HATPY304YHOT'0 TECTHPOBAHUS 00JIBIIUX CHCTEM
Aunekceii Cepreesuu Karpym ! ®, Exartepuna Oaeropna Kapambimena 2 X,
Iagea Uropesuu Kapaces 3™, Anmanan Axmen Agnan Jarudg* ™
L23MUPDA - Poccuiickuii TeXHOIOTMYECKHiT yHUBepcuTeT, MockBa, Poccus
*OI'BOY BO «TI'TY» - TaMOOBCKUIA TOCYAAPCTBEHHbIN TEXHUYECKHUI YHUBEPCHUTET,
Tamb6o0B, Poccus
katrush.a.s@edu.mirea.ru ™
2karamysheva@mirea.ru
Skarasev@mirea.ru ™, https://orcid.org/0009-0009-3628-6980
fit_tstu@mail.ru™, https://orcid.org/0009-0007-4529-9674

Annomayuna. bonpue CUCTEMBbI, HAYMHAS OT SJIEKTPOHHOW KOMMEDPLIMH H
3aKaH4YMBasl TEJIEKOMMYHUKAILIMOHHOM HWH(PAaCTPYKTYpOil JOHKHBI IMOAEPKUBATH
OJTHOBPEMEHHBIN JOCTYII IS THICSAY WM Jake MUJUIMOHOB oJIb30BaTese. OTkas oT
MacIITa0OUPOBAaHUSI MOKET TPUBECTH K KaTacTpOQUUECKUM TMOCIEACTBUSIM U
npobsieMaM, a Takxke K HeOnaronpusTHoMy ocsemieHuto B CMU. K oGecnieuenuto
KayecTB J3TUX CHUCTEM, HArpy3ouyHOE€ TECTHUPOBAaHUE SBISETCA 00sA3aTeIbHON
OpoLEAYpON TECTUPOBAHUS B JONOJHEHHE K OOBIMHOMY (YHKIHMOHAJIBHOMY
TECTUPOBAHUIO.

Kniouegvle cnoea: Goinbllas cuUCTEMa, HArpy304YHOE TECTUPOBAHHUE, CTPECC
TECTUPOBAHHUE.

bonpmas cucrema - TEpMHH, UCIIOJNB3yeMBIH B TaKuX OOJACTAX, Kak
nH(popMaTHKa, pa3paboTka MPOrPaMMHOTO OOECIICUCHHUS M CHCTEMHas WH)XKCHEPHS,
JUI 0003HAUEHUS CUCTEM C OECIPeleIEHTHBIM KOJIMYECTBOM CTPOK MCXOJHOTO KOJA,
KOJIMYECTBA T0JIb30BaTeNiel 1 00beMOB JTaHHBIX. MacmTad TaKuX CUCTEM MOPOKIACT
MHOKECTBO TpOOIeM: OHM OyIyT pa3pabaThiBaThCsl W HCIOIB30BATHCS MHOTUMU
3aMHTEPECOBAHHBIMU  CTOPOHAMH B  PAa3JMYHBIX  OpraHu3alusax, dYacTo ¢
MPOTUBOPEUYMBLIMU IIENIAMH M TMOTPEOHOCTSMHU; OHU OYIyT TIOCTPOCHBI U3
Pa3HOPOJHBIX YACTEH CO CIOKHBIMU 3aBUCUMOCTSIMU M BOSHUKAIOIIMMH CBOMCTBAMU.
bonpmme cuctembl OyAayT TMOCTOSHHO pa3BUBAThCS, a COOM TPOrPAMMHOTO
obecrieyeHns 1 miepcoHana OyayT HOPMO#, a He UcKiIroueHueM [1].

Ha sTame mpoeKTupoBaHMsI OYEHb BAXKHO IPEICTABIIATh, KAKWUE WHTETPALNH C
matgopmoit OyayT peanuzoBaHbl B OyaymieM. FEine oAuH BaXHBIM aceKT
apXUTEKTYpPhl CHCTEMBI KacaeTcss TpeOOBaHMA O€30MacCHOCTH M COOTBETCTBUS
maTdopMel. JlaHHBIE pereHus, He00X0IMMO IMPUHUMATh ¢ CAMOTO Havasia IPOSKTOB,
4YTOOBI HE MOBJUATH Ha MPOLIECCHI Pa3pabOTKU B OYIyIIIEM.

IIpo6sema 60BIIUX CHCTEM

Bonbime cucTeMbl COCTOSAT M3 MUJUIMOHOB CTPOK KOZa, U TIOYTH HEMPEPHIBHO
BBITIOJIHSIOT MTOCTaBJICHHBIC 3aaui. OHU BCE Yallle 0XBATHIBAIOT HECKOJIBKO OT/EIIOB

" © Katpym A. C., Kapamemmesa E.O., Kapaces I1. 1., Anvamn Axmen Annan Jlatud, 2023
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BHYTpH oOprasm3anuii (0OImEeKOpImopaTUBHBIE) WM HECKOJBKO OpraHu3anui
(MEXKOPIIOPAaTUBHBIC), WJIM COCIUHSIOT MPEANPUATHS C HACeJIECHHEM B IIEJIOM.
MHorue u3 A3TUX CHUCTEM M TMPUIOKEHUNM CTadd HM3BECTHBI KaK «KPUTHYECKas
HH(PpACTPpyKTypa», 4TO 0O3HAYAET, UTO OHU SIBJISIOTCS HEOTHEMIIEMOM 4acCThIO CAMOTO
(GYHKIITMOHUPOBAHUS OOIECTBA M €ro OpraHu3alldid M 4YTO UX OTKa3 OyJIeT MMeTh
IIMPOKOMACIITA0OHbIE U HEMEJJICHHBIC TOCeACTBUS. Kputuueckuit xapakTep 3THX
MPUJIOKEHUN BBI3BIBAET OOCCIIOKOGHHOCTHh IO TOBOJY PHCKOB M IOCJEICTBHM
CUCTEMHBIX COOE€B H TpeOyeT JIydIlero TOHWMAaHHWS TPHUPOABI CHUCTEM M WX
B3aMMO3aBHCHUMOCTEM.

TecTupoBaHue cuCTEMBI

TecTupoBaHue MPOU3BOAUTEILHOCTH SIBJISIETCS KJIIOYOM K MOHHUMAHUIO TOTO,
KaKk paboraer cucrema. be3 xopormero TECTHpOBAHUA MPOU3BOIUTEIHLHOCTH
HEBO3MOHO y3HAaTh, KaK CHCTEMa CIPABUTCS C OKUJIAEMBbIMHU WJIU HEOXKUJAHHBIMU

TpeOOBaHUSIMU.

Harpy3ouHoe TecTupoBaHMEe U CTpecC-TECTHpOBaHHE — OTO JBa BHJA
TECTHUPOBAHUS ITPOU3BOIUTEIIBHOCTH.

Harpy3ouHoe TtecTupoBaHME — 3TO TECTUPOBAHHWE PAOOTHI TPHUIOKCHHUS,

MPOrpaMMHOr0 OOecCIieYeHusl Wik BeO-caiiTa Mpu UCIOJIB30BAHUU MO OXKHIAEMOU
Harpy3koil. Mbl HaMEpeHHO YBEIMYMBAEM Harpy3Ky, HIIEM [OPOr XOpollen
MIPOU3BOJUTEIILHOCTH. JTO TPOBEpsieT, Kak cucTeMa paboTaer, Korja OHa
CTAJIKMBAETCS C HOPMAIBHBIM TPa()UKOM.

Crtpecc-TecTUpOBaHHE — O3TO MPOBEpKAa TOT0, KaK cHCTeMa paboTaeT B
YCIOBUSX IKCTPEMAIBLHOTO JaBIICHUSI — HEOXKUIAAHHON Harpy3ku. Mbl yBeTUIMBaeM
Harpy3Ky JI0 €e BEpXHEro npejena, 4To0bl y3HaTh, Kak OHA BOCCTAHABIMBACTCS MOCIIE
BO3MOXKHOTO c00s. DTO IPOBEPSIET, KaK cUCTEMa paboTaeT, KOTr/Ia OHAa CTATKHUBAETCS C
aHOMAJILHBIM TpadukoMm [2].

3HaHUWE TOTO, KOIJa MHCIOJIb30BaTh HArpy304HOE M CTPECC TECTHUPOBaHUE,
3aBHCUT OT LIEJIeH, CTOSIILIMX MEePe CUCTEMOM:

- Kak paboraer cuctema nmpu 3aJaHHOM KOJMYECTBE 3alIPOCOB

- Uto mpou3oiiieT npu HEOKUJAHHOM YBEIIMYEHUHU Tpauka

UtoObl yOeauThcsi, YTO OOJIBIIIME CHUCTEMBI OCTAIOTCS JOCTYIMHBIMH TIPH
MUKOBBIX HArpy3Kax, HEOOX0IMMO MPOBECTU TECTUPOBAHUE MPOU3BOAUTEILHOCTH.

IIpoBeneHune HATPY30YHOI 0 TECTUPOBAHMS

Harpy3ounoe TtectupoBaHue, B OOIIEM, OTHOCHTCS K MPAKTUKE OIEHKU
MOBEJICHHUSI CHCTEMBI TIOJT Harpy3koii. Harpyska — 3To CKOpOCTh BXOJSIIMX 3alpOCOB
K CUCTEME.
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+ BbIGOp 6a30BOro 3Ha4EHUA Harpy3Ku;

Yeennyenue * BbIGOp TEKYLUEro SHa4YEeHUS

APyl Harpy2Kku oTHOCUTENbHO 6a20BOro;

' * dHAJNIN3 COCTOAHUA CUCTEMBbI

npu 6a30BOM 3Ha4YE€HUU HArpys3Ku;

MporHo3s

Axanus REahiy ¢ dHAJIN3 COCTOAHUA CUCTEMBI
uenesomn

SR Npy TeKkylueh Harpyske.

®urcnpoBaHue
pe3yabraToB

Puc. 1. Harpy3ouHoe TecTupoBaHue

JIns mpoBeACHUST HArpy304HOr0 TECTUPOBAHUSA, HEOOXOIMMO 3alyCTUTh
CIICIMAIM3UPOBAHHOE MPOTPAMMHOE O0ECIIEUECHHE IJI1 HAarpy304YHOTO TECTUPOBAHUS
Ha OJIHOM WM HECKOJbKHX KOMIIBIOTEpax. OITO MPOrpaMMHOE OOecleueHue
TEHEPUPYET W TepemaeT OONBIIOe KOJWYSCTBO 3alpOCOB HAa CHCTEMY. 3aTeM
porpaMMHOE OOecIiedeHre IS Harpy304YHOr0 TECTHPOBAHHS H3MEpSET BpeMs,
3aTpayeHHOE CHCTEMOM Ha OTBET Ha 3alpocChl, U TOJACYMTHIBAET KOJIHMYECTBO
BO3HHUKAIOMINX OMHUOOK. OTeIbHbIC TPOrpaMMbl MOHUTOPHHTA pab0OTaIOT COBMECTHO
JUTSl HACTPOWKH CUCTEMBI U OIICHKH UCIIOJIb30BaHUS PECYPCOB.

Tunel Harpy304YHBIX TECTOB:

- [IpoBepka emkoctu. IlocrenenHoe yBennYeHHE HArpy3Kd Ha CHCTEMY, JJIS
0OHapyKEHHS TTIOPOTOBOTO 3HAYCHHMSI, KOTJIa CHCTEMA MepecTaeT CTabMIBHO paboTaTh
B COOTBETCBTUHUC TPEOOBAHUSIMM.

- Brigepkka Tecta. [lommepkka MOCTOSHHOM TPOIMYCKHOW CIOCOOHOCTH
CHUCTEMBI B TE€UEHHUE JJIUTEILHOrO Tmepuoia (Hampumep, 24 4acoB), JJIsl BBISIBJICHUS
TaKuX MPOoO0JIeM, KaK YTCUKH TTaMSATH.

Takum oOpazom, Jj1s1 00ecTieYeHUsT «CTOMKOCTHY OOJIBIINX CUCTEM MPOBEICHUE
Harpy304HOr0 TECTHUPOBAHUS SIBIISETCS HamOOJiee BaXKHBIM, TaK KaK H3HAYaJIbHO
Ipeanosaraercss OOJIbIIOE KOJWYECTBO OJHOBPEMEHHO BBIITOJIHEHHBIX 3aIPOCOB K
CHCTEME.

CIHCOK MCTOYHUKOB

1. Bonbmiue CUCTEMBI// https://www.victor-safronov.ru/systems-
analysis/glossary/large-scale-system.html (narta o6pamierus: 09.04.2023).
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Annomayusn. B cratbe paccMoTpeHa mpoOiema Oe30MacHOCTU CUCTEM
uckycctseHHoro unresuiekra (M), PaccMoTpens! akTyanbHbIe 3a1a4l 0€3011aCHOCTH,
CTOsAIIME Tepea mpoekTupoBanueM cucteM MU, m MeToApl 3alIUThl, KOTOPhIE MOTYT
OBITh MCTIOH30BAHBI JJIs1 TPEIOTBPAIICHHS KHOEpaTaK Ha 3T CUCTEMBI.

Knwoueswvie cnosa. 6e3omacHocTh, cucteMbl MU, kubepaTaku.

UckyccTBennsiii natemiekt (M) — 31o 001acTh KOMITBIOTEPHBIX HAyK, KOTOPast
3aHUMAaeTCsl pa3pabOTKOM aJrOpUTMOB M CHCTEM, KOTOpPBIC CIIOCOOHBI BBIMOJHATH
3a/1a4u, KOTOPbIE OOBIYHO TPEOYIOT HHTEIUICKTYIBHBIX CITOCOOHOCTEH UesioBeKa. ITo
MOXET BKJIFOUYATh B ¢€0s CIIOCOOHOCTh K CaMOOOYUCHHIO, TOHUMAHHUIO €CTECTBEHHOTO
S3bIKa, PACIIO3HABAHUIO 00PA30B, MPUHATHIO PEIICHUI U MHOTUM APYTHUM.

NN Ha cerogHAIIHUN AEHb MOXHO Pa3[€iIvTh HA JBE OCHOBHBIE KATETOpPHU:
cnabeiii UM (y3konamnpabienHsiii) u cuibHbld MW (0Oumit). CnaGeiit UM — sT0
CUCTEMBbI, CIIOCOOHBIC BBIMOJHATHL OrPAHUYCHHBIM HaOOp 3agay B Mpejaesax
onpeneneHHo obnactu. Ilpumepamu crmaboro MM MOryT CiayXuTh TOJ0COBBIC
MOMOIIIHUKHM, CHUCTEMbl  aBTOMATHMYECKOIO  TMEpeBoJja M  aBTOMATUYECKOTO
pacno3HaBaHUs pedu, CUCTeMbl puiabTpauuu crama u T.4. Cunbnbiii U (06mmit M)
— 3TO CHCTEMBI, KOTOPhIE MOTYT pelIaTh MIUPOKHI CIEKTP 3a/1ad, KOTOPbIE TPEOYIOT
HMHTEIJICKTYaJbHBIX CIIOcCOOHOCTEH uenoBeka. CunbHbI MU emmie He TOCTUTHYT, U Ha
CETOJIHSIIHUI JCHb UCCIICOBAHUS B ATOM 00JACTH MPOIOIKAIOTCS.

Cy1iecTByeT HeCKOJIBKO MeTOI0B pazpadoTku N, Bkirouas mpaBuiia ¥ 3HaHUS,
CTaTUCTHUYECKUE METObl U MaIlMHHOE oOyueHue. [IpaBuna u 3HaHUS OCHOBAHBI Ha
3aJlaHuU CUCTEeME Habopa MpaBul, KOTOPhIE OHA MCTIOIB3YET IS IPUHSATHS PEIICHHM.
CratucTU4ecKre METO/Ibl U MAIIMHHOE 00yUYeHHe — 3T0 MeTo bl 00yueHuss U myrem
aHanau3a OOJBIIMX HAOOPOB JAHHBIX, PaJAU HAXOXKIEHUS 3aKOHOMEPHOCTEH U OOIIMX
TEeHACHIINH.

NN wucnons3yercss BO MHOTMX OO0JacTAX, BKIIOYAsS MEAMUIMHY, (DUHAHCHI,
MIPOU3BOJICTBO, TPAHCIIOPT U MHOrue Apyrue. OH MOXET ObITh HCIOJb30BaH IJIs
YIIYUIIEHUs] MPOU3BOJAUTEIHLHOCTH, TMOBBIIICHUS O€30MaCHOCTH U CO3JaHUsS HOBBIX
npoayktoB u ycayr. OpHako, ¢ pasButuem WM Takke BO3HHMKAIOT BOIPOCHI

" © Kauypo A.B., JIsicos JI.A., Topnos A.I1., 2023
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0€30MacHOCTH, ATUKA W NPHUBATHOCTH, KOTOPHIE HYKHO YYHUTBHIBaTh B MPOLECCE
pazpabotku u npumenerus: M.

[Ipu MpoEeKTUPOBAHUK CUCTEM MCKYCCTBEHHOTO MHTEIUIEKTA, 17l OOECIICUeHHUSI
0e30macHOCTH, HEOOXOIUMO YUUTHIBATH, PSI/I 3a/1a4:

1. 3amwmra gaHHbIX U KoHuAeHIManbHOocTH. MU cucteMbl HCMONB3yIOT
Oonpire 00bEMBl JIAHHBIX, KOTOpPBIE YacTO COJEpKaT JHMYHYI0 HHGOPMAIIUIO
nosib3oBateniel. [losTromy BakHO oOOecHe4MTh 3alUTy OTUX JAaHHBIX U
KOH(QUACHIIMATFHOCTh TOJB30BaTeNeH. OJTO MOXET BKIOYaTh HCIIOJIb30BAHHE
CpeICTB MHM(pPOBaHUS, METOMOB O0OpabOTKM [aHHBIX, KOTOpBIE COXPAHSIOT
AHOHMMHOCTD I10JIb30BaTENIEH U 3aUTY OT HECAHKIMOHUPOBAHHOTO JTOCTYTIA.

2. bezomacHocth u 3ammra oT kuOeparak. Cucrembr MW moryr craTh
MUIICHbIO KHOEpaTaK, KOTOPbIE MOTYT HAPYIIUTh pabOTy CUCTEMBI, OJIYyUYUTh JOCTYII
K KOH(HIEHINaTbHON NH(OpMALIMU WIIK UCTI0JIb30BaTh CUCTEMY IS 3JI0HAMEPEHHBIX
neneit. [Ipu npoextupoBanuu cucrembl MM HE0OXOAMMO yUUTHIBATH BO3MOXHOCTD
TaKUX aTak U pa3padaTbiBaTh MEPbl O€30MACHOCTH ISl 3AIUTHI CUCTEMBI.

3. Hapexnocts cucrembl. MU cuctembl MOTYT OBITh CIOXHBIMH H
HECTaOWIbHBIMU, YTO MOKET MPUBECTH K HEMPEIBUICHHBIM TTociecTBUAM. [TorTomy
pU poeKTUpoBaHuu cuctembl N He00X0IMMO YUUTHIBATH BO3MOXKHOCTD OIIUOOK U
pa3pabaThiBaTh METOIBI /ISl UX OOHAPYKEHUS U yCTPAHCHUS.

4. Paspabotka 5>(deKkTUBHBIX cHUCTeM KoHTpoisia. Wcmonb3oBanue WU
CHUCTEMBbI MOKET MIPUBECTH K YMEHBIIICHUIO KOHTPOJISL M y4aCTHS YE€TIOBEKA B TPUHATUU
pemennii. [loaToMy HeoOxoaumo pa3zpadorarh 3(P(HEKTUBHBIE CHCTEMbI KOHTPOJIS,
KOTOpbIE TO3BOJIAT JIIOJSM IPUHUMATh PEIICHHS B CIIydae HEOOXOAUMOCTH U
MPEIOTBPATAT BO3ZMOKHBIE OIIMOKH.

5. CooTBeTcTBME MpPaBOBBIM W 3THYeCKUM HopMmaM. Wcnonb3zoBanue WU
CUCTEMBI JIOJDKHO COOTBETCTBOBAaTh NPABOBBIM M ITHYECKUM HOpPMaM, YTOOBI
n30ekKaTh HeXKENATeIbHbIX MMOCIEICTBUI U HETATUBHOTO BIMSHUS HAa OOIIECTBO.

3ammTa CHUCTEM HCKYCCTBEHHOIO HWHTEIJIEKTa SIBJISIETCS OJIHOM W3 CaMbIX
BaXKHBIX 337124 B 00sacTu nHpopmarmonHoi 6e3omnacunoctu. Cucremsl UM moryT O6ITH
ySI3BUMBI K KHOepaTakam, KOTOpbIe MOTYT HApYIIUTh UX Pa0dOTy, YKPACTh JaHHBIEC UJIH
HOBPEIUTH MOJIENT MAIIMHHOTO 00y4YeHusi. PaccMOTpUM HECKOJIBKO METOJIOB 3aIUThI
cucreMm MU:

1. 3ammra ceru. Cucrembi MM Moryr OBITh MOJABEpKEHBI aTakaM U3
MHTEPHETa, TT03TOMY Ba)XHO 00ECIEUUTh 3aIIUTY CETH, B KOTOPOU (PYHKIHOHUPYET
cucteMa WM. D10 MOXET BKIIOYATh MCIOJB30BAHUE CETEBBIX (UIIBTPOB,
OpaHaMay’poB W JAPYTHMX WHCTPYMEHTOB [Isi OOHApY>KE€HUS U MpPEeAO0TBpALICHUS
kuOepaTax.

2. Hcnonw3oBanue muppoBanud. llludpoBanre TaHHBIX MOXET MOMOYb
3amuTUTh cucreMy MM or kubeparak. DTO MOXKET BKIIOYATh MCIOJIH30BAHUE
QITOPUTMOB TH(POBAHUS JIJIS 3AIMUTHI TAHHBIX, XPAHAIIUXCSI Ha CEPBEPAX CHCTEMBI
NU, a Taxxke 3ammdpoBaHHBIX COeAMHEHWN Mexay cuctemor MU um nmpyrumu
YCTPOMCTBAMM.

3. Ayrentudukanus u uneHTuguKanys. AyTeHTuQUKaIus 1 UICHTUPUKALTHS
MOTYT IOMOYb 3alIUTUTH cucteMy MM OT HECaHKIMOHUPOBAHHOIO JOCTYIA. JTO
MOKET BKJIIOYaTh MCIOJB30BAHHUE IMAPOJIEH, CETEBBIX KIIOUEH W APYTHX METO/OB
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ayTeHTU(PUKAINN, a TAK)KE ONPEACIICHUE YPOBHEHN MOCTYIA K Pa3IMYHBIM (DYHKIIUSIM
cucrembl N

4. MoHuTOpUHT M OOHapykeHue aTak. MoXeT BKIIYaTh HCIOJIb30BaHUE
CUCTEMbl MOHUTOPHHIA, KOTOPas aHAJIM3UPYET >KypHAIbI CUCTEMBbI, OOHApyKUBAET
HEOOBIYHOE MOBEJICHUE U OTIPABIISET MPEAYNPEXKICHUS B CITydae BO3MOKHOM aTaku.

5. OOyuenue mnomnp3oBareneidl. OOyuyeHHE TOJIb30BaTENIEd MOXKET I[MOMOYb
npeaoTBpaTuTh kubepataku Ha cuctemy MU, Tlonb3oBarenu cuctembl MU nomxHBI
ObITh OOYy4YEHBI MpaBuiaaM O€30MaCHOCTH, BKJIIOYAs HCIOJb30BAHUE HAIEKHBIX
napoJiei, HEOTKPBITUE BPEAOHOCHBIX (halJIOB M IPYTHE METOIBI 3aITUTHI.

6. PesepBHOE KOMMpoOBaHUE TaHHBIX. Pe3epBHOE KOMTUPOBAHUE TAHHBIX MOXKET
noMo4Yb 3amuTuTh cucteMy MM oT kubepartak, KOTOpbIE MOTYT MOBPEIUTH WIH
YAAIuTh JNaHHbIE. Pe3epBHbIC KONMWM JAaHHBIX JIOJKHBI PETYISIPHO CO3/1aBaThCS U
XPaHUTHCS B HAACKHBIX MeCTaX, YTOObI B clydae KuOepaTaku MOKHO ObLIO OBICTPO
BOCCTAaHOBUTH JlaHHbIe cuctembl MU

7. Vcnonp3oBaHHE MCKYCCTBEHHOTO MHTEJUIEKTA JJISl 3alllUThI OT KMOepaTak.
Hcnonb3oBaHne HMCKYCCTBEHHOTO HWHTEJUIEKTAa JJIA 3allUThl OT KUOEepaTak MOMKET
MOMOYb OOHAPYXUTh U MPENOTBpATUTH KubOepataku Ha cuctemy MU. D10 Moxker
BKJIIOYATh Ucnosib3oBanue MU st ananuza tpaduka cetu, oOHapykeHHsI HEOOBIYHOTO
MOBECHUS U OBICTPOrO pearupoBaHUs HA BO3MOKHbIE aTaKHU.

8. PerynspHoe oOHoBieHHE U maTuu. PerynspHoe 0OHOBIIEHHWE U YCTaHOBKA
narueit as cucteMbl U 1 ee KOMIIOHEHTOB MOXET MOMOYb 3aIIATUTH CUCTEMY OT
ySI3BUMOCTEM, KOTOPbIE MOTYT OBITh MCIOJIb30BAHBI 3JI0YMBIIIJIEHHUKAMHU JJIsI aTaKu.
OOHOBNIEHHE M YCTAHOBKA MaT4e¥ TakKe MOTYT MOMOYb OOECIEUYUTh COOTBETCTBUE
cuctembl UM coBpeMeHHBIM cTaHapTaM 0€30MacHOCTH.

9. CootBercTBHe cTaHaaptam Oe3omacHocTtd. llpu mpoekTupoBanuM U
pa3paboTke cucteMbl MM HEOOXOAMMO YYUTBHIBATH CYIIECTBYIOIIME CTAHAAPTHI
Oe3omacHocTH U cienoBaTh uM. HexoTtopsie ctanmaptel, Takue kak GDPR (O6mui
pErJIaMEHT MO 3alIUTe JaHHBIX ), MOTYT UMETh NIPSIMOE OTHOIIEHuE K cucremam MU u
MX UCIIOJIb30BAHUIO.

B uenowm, 3amura cuctemsl UM oT kubepatak TpedyeT KOMIUIEKCHOTO MOIX0/1a,
KOTOPBIN BKJIIOYAET B €05l KaK TEXHUYECKHE, TaK U OPTaHU3aIMOHHBIC MEPHI. ITO
MOMOKeT obecreunTs 6e30macHoCTh cucteMbl MU u 3a1UTUTh €€ OT MOTEeHIIMaIbHBIX
yrpo3 6€30MacHOCTH.
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Annomayusn. B ctatbe paccMaTpUBarOTCsI 0COOEHHOCTH PUMEHEHUSI METOI0B
UCKYCCTBEHHOI'O MHTEJUIEKTa B HHCTPYMEHTax oOecrneueHusi HH(pOpMalMOHHON
0e301macHOCTH. ABTOPBI HCCIAEAYIOT IPUMEHEHHE MAILIMHHOTO 00y4€eHUs1, HEHPOHHBIX
CeTel M JPYrux aJrOpUTMOB HCKYCCTBEHHOI'O MHTEJIEKTA JJIsi BBISBICHUS YIPO3
0e30macHOCTH, OOHAPYKEHUS aTaK U IpeloTBpalleHus kuoepnpectymiennii. Ctatbs
aHAIM3UPYEeT BO3MOXXHOCTH M OTPAaHWYEHHUS TPUMEHEHHUS HCKYyCCTBEHHOTO
MHTEIJICKTa B MHPOPMAIIMOHHOW 0€30MacHOCTH, a Takxke 0a3upyeTcs Ha CpaBHEHUHU
3¢ (HEeKTUBHOCTH HCTOJIB30BAHUSI MCKYCCTBEHHOTO HMHTEUIEKTa C TPaAUIIMOHHBIMU
METOJIaMU 3alIUTHl HHPOPMAIIH.

Kntouesvie cnoea:. unHpopmanmonHas 0e30MacHOCTb, HMCKYCCTBEHHBIN
WHTEJIJIEKT, CPEJCTBA 3alllUThl, MAIIMHHOE OOyYeHHE, HEUPOHHBIE CEeTH, 00padoTKa
UCKYCCTBEHHOI'O SI3bIKA.

B coBpemennom mupe undopmaimonsnas 6e3omnacuocts (Mb) sBasiercs onnoit
U3 OCHOBHBIX ITPOOJIEM, C KOTOPOHM CTaJIKUBaeTCs 0011ecTBo. [ mpumMepa npoayKThl
Kaspersky otpaxator 6onee 900 MiH oHIaliH-aTaK B KBapTall (JIaHHBIE 32 3 KBapTal
2022 roma) [1]. B cBere pacTymux yrpo3 KHOEpHpecTyMHUKOB, WHCTPYMEHTHI
oOecnieuenus b cranoBdaTcs Bce 0oiiee CIOKHBIMU U TpeOyroT Oonee 3p(HeKTUBHBIX
METO/IOB 3aIIHTHI.

Jist Toro, 4T00b! 3(hPEKTUBHO 0OHAPYKUBATH, TPEAOTBpALIATh U 00padaThIBaTh
kuOepaTaky, a TaKKe Jydlle MOHUMATh CJIOKHbIE clieHapuu aTak B b HaumHaror
aKTUBHO BHEJIPSATH METO/Ibl ICKYCCTBEHHOI'O MHTEJUICKTA.

UckyccrBennsii untemnekt (UMW) ana Wb — 3TO KOMIUIEKC allrOPUTMOB,
UCIIOJIb3YIOMIMX METOAbl MAIIMHHOTO OOYy4YeHHs, HEUpPOHHBbIE CETH U 00paboTKy
€CTECTBEHHOTO S3bIKA C IEIBI0 YIYUIIeHUSI KHOEpOe30MacHOCTH, BKIIFOUAIOIIHNH B ce0s
MHO’KECTBO METO/IOB, KOTOPbIE MO3BOJISIOT IMporpaMmMaM 00y4yaThCsl, aHaJIM3UPOBATh
uHbOpMaIlMI0, TPUHUMATh PELICHUS M BBINOJHATH 3a/adl, KOTOpble TPeOyIoT
WHTEJUICKTYallbHBIX criocoOHocTed. [lpumenenne texnonoruit MU 3HaumTensHO
pacmMpseT BO3MOXXHOCTH KOMIBIOTEPHBIX CHUCTEM M INPOTPAMMHBIX MPOIYKTOB,
MO3BOJIIET YCKOPUTH MPOIIECCHl U ONTUMH3UPOBATH PalbOTYy.

© Kopotkosa K. B., JIsico /I. A., 'opmos A.I1., 2023
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Metonst I MoryT ananu3upoBaTh NAHHBIE O MOBEAEHUM MOJIb30BATEICH U
YCTPOMCTB B CETU JJIs BBISBICHUS HEOOBIYHOTO TOBEJICHUS, KOTOPOE MOXKET
CBUJIETEIHCTBOBATH O 3JJIOHAMEPEHHOM JIeATeTbHOCTH. MOoen MallTMHHOTO 00y4YeHuUs
MOTYT Hay4YUThCS pacliO3HaBaTh OOBIYHBIC U AHOMAJIbHBIE CLICHAPUU MOBEICHUS, TaXKe
€ClM yrposa euie He packpbita. OIHAKO, BaXKHO YYUTHIBATH, YTO 3TO HOBBIA U
CJIOXHBIM TMOAXO0/, KOTOPBI TpeOyeT COOTBETCTBYIOLIMX 3HAHUW M PECYpPCOB st
paBUILHOM HACTPONKHU 1 0OCTY>KUBAHUSI CUCTEMBI.

OouH W3 OpuUMEpoOB MCHOJb30BaHUs TexHonorud WU nmsa oOHapyXeHHs
HEOOBIYHOTO MOBEJICHUS — CHCTEMa MOHUTOPHUHTA Oe3onmacHocTr Amazon GuardDuty,
KOTOpasi  HUCHOJb3yeT MAaIIMHHOE OOy4YeHHMe U  HEHpPOHHBIE CeTH  JJiA
aBTOMATU3UPOBAHHOI'O BBISIBJICHHUS AHOMAJIbHOM aKTUBHOCTH M yTrpo3 B o0nakax AWS
[2]. Cucrema aHanM3MpPyeT MULIHOHBI 3alIPOCOB KAXKAYIO CEKYHIY, YTOOBI BHISIBUTH
MOJIO3PUTEIbHYI0 aKTUBHOCTb, TaKyl0 Kak cOOp JaHHBIX IOJb30BATEJIEH, MOMBITKA
JIOCTYTIAa K HEJIOCTYIHBIM JaHHBIM WK oOparieHus K 3abmokupoBaHHbiM [P-anpecam.

Eme omuum mnpumepom sBusiercs cuctema Darktrace Enterprise, xotopas
UCIIOJIB3yEeT MAaIlMHHOE OOyYeHME JUIsl CO3JIaHMsI MOJIEIM HOPMAaJIbHOTO IMOBEICHUS
M0JIb30BATENEH, YCTPOMCTB U ceTeil B oprann3anun. Cucrema aHaIu3upyeT JaHHBIE O
MOBEJICHHUHU TT0JIb30BATENE U YCTPOUCTB B pE€AIbHOM BPEMEHU U BBIIAET YBEAOMIICHUS
00 aHOMAJIHSX, KOTOPhIE MOT'YT CBHJIETEIILCTBOBATD O BPEIOHOCHOM e TeIbHOCTH [ 3].

Taxoke anroputmbl MU ucnons3yroTes uisi MOHUTOPUHTA M aHATU3a OOJIBIITUX
00BbEMOB ceTeBOro Tpaduka B peasibHOM BpeMeHH. OHU MOTYT aBTOMATHYECKU
OoOHapy’>KMBaTh aTaKu U y3HABATh UX XapPaKTEPUCTUKU C MOMOIIbIO aHAIN3a MaKEeTOB
nannbeix. Hanpumep, McAfee Advanced Threat Defense ucnosib3yer TEXHOJIOTHIO
MaIlIMHHOTO 00Y4YeHHUsI, YTOObI aHAJIU3UPOBATh MOTEHIMATBHBIE UHIUKATOPHI YIPoO3,
CBsA3aHHBbIE C (pailllaMu U ceTeBbIM TpaUKOM, IJIsl ONpENeNeHUs MOTEHLUUAIbHBIX
yrpo3 U 3aIIUTHI OT BEAYIIUX BHIOB PUCKOB Oe3omacHocTH [4].

AJTOPUTMBI ~ MAaIIMHHOTO  OOYyYEHHMs]  MOTYT  HWCIOJIb30BaThCA IS
uAeHTUGUKAIIMK W KJIAacCU(UKAIMKM BPEJOHOCHBIX MpPOTpaMM. AHTHBUpPYCHas
nporpamma Kaspersky ucnosib3yer anropuTMbl MAallIMHHOTO OOYYEHHUSI JJI POBEPKU
KOJIOB Ha COBIaJIeHUs C 0a30il JaHHBIX BPEJOHOCHBIX MPOTPAMM U JJIsl BBISBICHUS
HEU3BECTHBIX YIPO3 MO UX MOBeleHMIO [5]. OHM Takke MOTYT MCIOJb30BaThCS IS
CO3/IJaHUSI CUTHATYP BPEAOHOCHBIX MPOTPAMM M PACIIO3HABAHMS HEU3BECTHBIX YIPO3.
Hampumep, Sophos Intercept X ucrnosb3yeT MeTOJbl MAIIMHHOTO OOYYEHHS IS
CO3JaHMsl CUTHATYpP BPEIOHOCHBIX MPOrpaMM U JUIsl OOHApYKEHUsI HOBBIX yrpo3 0e3
UCTIOJIb30BaHUsl 0a3bl JMaHHBIX CUTHATyp [6]. Pemienuwe Takke HCHOIB3yeT METOJ
OoOHapyXeHUsI TIOBEJICHUS BPEIOHOCHBIX MPOTPAMM [JIsi BBISBICHUS HOBBIX, €IIIE
HEU3BECTHBIX yIpo3.

Taxke, BaXKHO yHOMSIHYTh O KOHTpoJie Aoctyna. KoHTposnb nocTyma siBiasercs
00s3aTeNbHBIM 3JIEMEeHTOM Jt000# nonutuku b, a ucnonszoBanue anropurmos AU
MOXET 3HAYUTEIBHO YOPOCTUTH TMpOILecC ymopaBieHus AoctynoM. OIHUM U3
npuMepoB wucmoiab3oBanus MU mms koHTposis mocTyna B OONBIIMX KOMITAHUSIX
ABJISIETCA CUCTEMa AaBTOMAaTHYECKOTO paclo3HaBaHWsl Jul. B Takoil cucreme
texHomorun WU wucmonws3yroTcs Ajis  aHanuM3a BHUICOM300PAKEHHS C KaMmep
HAOJIONCHUS M CPaBHEHUS TOJIYYCHHBIX JAHHBIX C 0a30i MAaHHBIX COTPYIHUKOB,
MMEIOIINX JOCTYN K ONPEAEICHHBIM 30HaM KOMITAHUH.
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[Ipy NpoOXOXKAEHUM 4YEPE3 TOYKA KOHTPOJSA JOCTyNa COTPYAHUK JOJDKEH
NPEAbIBUTh CBOIO WACHTU(MUKAIMOHHYIO KapTy WM MPOWUTH CKAaHUPOBAHME JIMIIA.
Ecnu naHHble HE COOTBETCTBYIOT MH(pOpMalMu B 0a3e JaHHBIX, CUCTEMA MOXET
aBTOMATHUYECKU 3a0JIOKUPOBATh JOCTYN COTPYAHHMKA WM COOOIIMTH O BO3MOKHOM
yrpo3e 6e3omnacHocTd. Takasi cucTeMa He TOJIbKO OOecreunBaeT BHICOKUNA YpOBEHb
0e30MacHOCTH, HO M TMO3BOJISIET YMEHBIIUTh KOJUYECTBO OIIMOOK, CBS3aHHBIX C
YeJIOBEUECKUM (PaKTOPOM, HAIIPUMEDP, KOTIa OXPAHHUK MOXKET HE y3HATh COTPYAHUKA
WIN JONYCTUTh OMIMOKY MpHU MPOBEpKe AOKyMeHTOB. Kpome Toro, cuctema MOKET
aBTOMATUYECKU COCTABJISITH OTUETHI O JBMKEHUU JIOJEH B 30HE KOHTPOJIA TOCTYIIA,
YTO MOKET OBITh MOJE3HO JJI1 YIPABICHUS MEPCOHAIIOM M ONTUMHU3ALHUKU OW3HEC-
IIPOLIECCOB.

AnroputMel M4 moryT wucnosb30BaThCsl ISl OOHApYXXEHUS W 3allHUThI
KOH(HIEHIIMATIbHBIX JaHHBIX BHYTPHU Oopranu3anuu. B npumep moxuo npusectu IBM
Security Guardium — peiieHue aisi OOHApPYKCHHs YTCUEK JaHHBIX W KOHTPOJIS
JOCTYyIla, OCHOBAaHHOIO HAa  IMOJHOMOYMAX, B  LEIAX  NPEJOTBPALLCHUS
HECAaHKIIMOHUPOBAHHOTO  JIOCTyMa K KOH(MUIEHUIUAIBLHBIM JaHHBIM  BHYTpPHU
opranmzanuu. IBM Security Guardium wucnonb3yer texuosnorun WU, dYroObi
pacro3HaBaTh Ba)XKHBIE JIAHHBIC, KOTOPbIE OpPraHW3alMsl AOJKHA 3allMIIATh. JTO
MOKET BKJIIOYaTh KOH(HUICHIMAIbHBIE JaHHBIC, KOTOPbIE HENb3sl PACKPHITH 0e3
coryiacusi CTOpPOH, (PUHAHCOBBIE JaHHBbIE, COLUAlbHBIE HOMEpa M Apyrue. [lanee
KJIACCU(PUIMPYET HX, HMCXOAS M3 HMX BaXHOCTH W YYBCTBUTEIBHOCTH, YTOOBI
ONpENENINTh, KaK OHHU JIOJDKHBI 00palaThIiBaTbCd M XPAHUTHCSI. ODTO IO3BOJIAET
opraHuzanusm 6osuee 3pPEeKTUBHO 3aIUIIATh CBOU TAHHBIC U YIIPABJISITH UMHU.

Muorue HWHW-cucrembl npennarator rpaduueckue  uHTEphEWch s
BU3YyaJIM3allMM JaHHBIX, KOTOPbIE MOMOTAIOT AHAIM3UPOBATH YIPO3bl M BBIBOJUTH
JaHHbIE B TMOHSATHOM MJid 4yenoBeka (opmare. OgHuM u3 npumepoB Takoi M-
CHUCTEMBI, SBJISETCS CHCTeMa MOHHUTOpHHTa KubepOesomacHocTH Splunk. Splunk
npemyaraeT Tpaduueckue WHTEPPEHCH i BU3yaIM3alldd JIaHHBIX, KOTOpPBIC
MOMOTAa0T aHAJIU3UPOBATH YTPO3bl U BBHIBOJUTH JAHHBIE B MOHATHOM ISl YEJIOBEKa
dbopmare. Harmpumep, cuctema MOKET 0TOOpakaTh HHGOPMAITUIO O TOM, OTKY/a UAYT
aTaku, KaKue ysI3BUMOCTHU MCTIONB3YIOTCS 3I0YMBINUICHHUKAMU M KaKWe IaHHbIE ObLIN
CKOMITpOMeTHpOBaHHI [ 7]. Takas cuctema moMoraet KOMIIaHUSIM OBICTPO pearupoBaTh
Ha yYrpo3bl M IIPUHUMAaTh COOTBETCTBYIOIME MEPHI JUIS 3aLIMTBl CBOMX CUCTEM U
nanubix. Kpome toro, Gnaronaps rpadpuueckuM untrepdericam, Splunk MoxeT OBITH
MCIOJIb30BaHa JaK€ TEMH CIELMAIMCTAMU, KOTOPbIE HE UMEIOT IIYOOKUX 3HAHUU B
obJyiacTu KubepOe30MaCHOCTH.

B nenom, ucnonszoBanne MU B knubGepOe30mMacHOCTH MOMOTAET YIY4YUIUTh
3alUTYy OT BPEJOHOCHBIX TMpOTrpaMM U aTaK, aBTOMATU3UPOBATH MPOLECCHI
OOHapy>KeHUsI M aHalM3a YIrpo3, YIOPOCTUTh YIpaBieHUE NpaBaMu J0CTyna U
CYIIIECTBEHHO YJIYYIIIATh OOIIYI0 0€30MacHOCTh HH(GOPMAIIHH.

Onnako, npumenenue metonoB MM B Ub Takke mMeeT CBOM OrpaHUYCHUS.
Hexoropeie anroputmel I MOryT naBatb HEKOPPEKTHBIE PE3YJIBTAThI, UTO MOXET
IPUBECTU K OIIMOOYHON U TOPOTOCTOALICH peakiuu Ha yrpo3y Oe3omacHoctu. Kpome
TOro0, Ucnojibs3oBanue M1 TpeOyeT MOIIHBIX BHIYMCIUTEIBHBIX PECYPCOB U OOJIBIION
0a3bl JAaHHBIX JUISI O0YUCHHUS.
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CpaBuenne >(pdextuBHOCTH HUcTIoNb30Banus MU ¢ TpaAuIMOHHBIMU METOIaMH
3alUThl HH(GOPMAIIUH TAKXKE SIBIISIETCS BAKHBIM acriekToM. Vcrnonb30BaHue METO/I0B
U moxeT ObITh 60Jiee 3 (HEKTUBHBIM, YeM TPAAUIIMOHHBIE METO/IbI 3aIUThI, HO OHO
TaK)Ke MOXET ObITh JOPOKE U TPYJHEE B HACTPOUKE U OOCITYKUBAHUH.
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1. Odunmaneueiii caiir «Jlabopatopun Kacnepckoro»: cait. — URL:
https://securelist.com/it-threat-evolution-in-q3-2022-non-mobile-statistics/107963/
(mata obpamenus: 01.04.2023).

2. Amazon GuardDuty - Intelligent Threat Detection : caiit. — URL:
https://aws.amazon.com/ru/guardduty/features/ (mata oopamenwns: 01.04.2023).

3. Citsys - Using technology to Secure, Support & Grow business : cailT. —
URL: https://www.citsys.com/darktrace/ (nata oopamenus: 01.04.2023).

4. McAfee Advanced Threat Defense. OOHapyskeHHE CIIOKHBIX BPEAOHOCHBIX
nporpamm // Mento Antivirus, VPN, Identity & Privacy Protection | McAfee : caiiT. —
URL.: https://www.mcafee.com/ru-ru/index.html (mata oopamenwus: 01.04.2023).

5. Odunmanbubii caiit «Jlaboparopun Kacnepckoro» : caiit. — URL:
https://www.kaspersky.ru/enterprise-security/wiki-section/products/behavior-based-
protection (mata oopamenus: 11.04.2023).

6. Heritage-offshore : caiit. — URL: https://heritage-offshore.com/net-
admin/obzor-zashhity-konechnyh-tochek-sophos-intercept-x/  (mata  oOpareHus:
11.04.2023).

7. XaOp : CauT. — URL:
https://habr.com/ru/companies/tssolution/articles/323814/ (marta oOpareHus:
11.04.2023).

Crartpsa noctynuiia B pefakiuio 24.04.2023; npunsra k myonukaiuu 10.05.2023.

Nudpopmanus 00 aBpropax

Kopomkosa K.B. — cryaednt xadenpsl «Cucrembl uHOOpMAIMOHHON
oe3omacHocTu», HampasieHus mnoarotoBku «10.03.01 — HWuadopmanronHas
oe3onacHocThy ®I'BOY BO «BI'TY».

Jlvicoe J[.A. — crt. npenogaBarens kadenpsl «CucrteMbl MHPOPMAIMOHHON

oezonacHocty GI'bOY BO «BI'TY».
Topnoe A.Il. — x.1.H. noueHT Kadeapsl «CucteMbl HHOOPMALIMOHHON
oezonacnoctuy GI'BOY BO «bI'TY».
Bkianx aBTopos
Kopomrosa K.B. — unest, coop marepuaina, oopaboTka MaTepuaia, 4aCTUYHOE
Hanucanue ctatbu (40%).
Jlvicos /. A. — HanucaHue cTaThy, HAy4YHOe peaakTupoBanue tekcra (30%).
T'opnos A.Il. — nanvcanue cTaThM, HaydHOE penaktupoBanue Tekcta (30%).

KondmukT nHTEpECcOB OTCYTCTBYET.



148

HayuHnas cratss
YK 004.056

UccaenoBanue npodJjieMbl COBpeMEHHBIX HelipoceTeBbIX BUPYCOB

Baaguvup Buxrtoposuu Kyaemos ™, Iasen Hropesnu Kapaces 2, IOpuii
I0pseBuy 'pomos *

L2MUPDA - Poccuiickuii TexHOOTUYeCKuil yauBepcuTeT, Mocksa, Poccus
SOI'BOY BO «TI'TY» - TaMOOBCKHii TOCYJapCTBEHHBIN TEXHUUECKUH YHUBEPCUTET,
Tamb6o0B, Poccus

kuleshov.v.vl@edu.mirea.ru™, http://orcid.org/0009-0006-5650-3450
karasev@mirea.ru, https://orcid.org/0009-0009-3628-6980
Sgromovtambov@yandex.ru, https://orcid.org/ 0000-0003-3313-2731

Annomayun. B cratbe ONMCaHbl BO3MOKHOCTH HEWPOHHBIX ceTed B 00JacTH
CO3JaHMsl KOHTEHTA KaK MOJIE3HOIO U JIETAJIbHOT0, TAK U BPEJOHOCHOI'0, B YACTHOCTH,
BUPYCOB. YKa3aHbl Npo0JIEMbl U TPYAHOCTA B MacCCOBOM JKCILTyaTallM HEMPOHHBIX
CeTel, U KaKue MOCIEACTBHS BICUET 3a COOOM pa3BUTHE TEXHOIOTHIA.

Kniouegvle cnoga: HelipoOHHAs CE€Th, BUPYC, AaHTUBUPYC, Pa3BUTUE HEHPOHHBIX
CETEH, OITACHOCTh HEMPOHHBIX CETEH.

B coBpemMeHHOM MHpe TEXHOJIOTMH CTPEMHUTENIbHO pa3BuBaloTcs. B mudposyro
ATIOXY MOSBIIAETCS BCE OOJIbIIIE HOBBIX M300PETEHUM, CTPEMAIIUXCS PUBHECTH YTO-
TO HOBOE WJIM OOJIETYUTH JKU3Hb YesioBeKa. OJTHUM U3 TaKUX SIBJISIIOTCS HEUPOHHBIC
cetd. OnucaHHble €€ B CEpeIMHE MPOIIOTO BEKA, B MOCIEAHUE MECALIBI OH 00pen
MOUCTHUHE MIUPOKYIO MONYJISipHOCTh. Ecnu emé B mponuioM roay HEHpPOHHBIE CETH B
€KeTHEBHOM O00MXO0JIe HE MPEACTABIISIIUCH BOBMOXKHBIM, TO CEHYaC Ka) bl YEIOBEK
MOXET HCIOJIb30BaTh MX IOBCEMECTHO — OT NPOCTOr0 Juajgora, 10 HaIUCaHUS
CJIO’KHBIX TEXHUYECKUX PadoT.

Cam npuHIUI pabOThl HEHPOHHBIX CETEH 3aKIIFOYAETCS B MPUOOPETEHNN 3HAHU I
nocpeacTBoM o0ydeHusi. TOUHO Tak ke Kak U 4eJI0BEeK, HEeHPOHHAs CeTh Mpeodpaszyer
BXOJIHYIO HH(pOpMaIuio B pe3ysbrar. C KaXKIbIM HOBBIM IIUKJIOM HEHPOCETh «y3HAET»
BcE¢ Ooubllie HOBOW HWHGOPMAIMM U CTPOUT 3aKOHOMEPHOCTHM Tpu BBojae. Ha
OCHOBAHUH MOJIYYEHHBIX CBEJICHUIN OHAa MOXKET CIIPOTHO3MPOBATh UTO B AaJbHEHIIEM
OyZeT BBEICHO €¥ Ha BXOJI, ¥ BBIAATH BBIXOJI. DTO MO3BOJISET UCTIOIL30BaTh HEHPOCETh
B Pa3IUYHBIX cepax: OmpeeJICHUE U pacro3HaBaHUEe 00BEKTa, TPOTHO3 OMPIKEBHIX
KOTUPOBOK, JIUAJIOT C YEJIOBEKOM, CO3JJaHHUE MY3bIKH U KApTUHOK.

Kpome oueBUAHBIX MOJIE3HBIX BO3MOXKHOCTEH, HEMPOHHBIEC CETH TAaK)KEe HECYT U
Bpea. K npumepy, nepenucbiBaHUe MY3bIKM ¢ MUHUMAJIBHBIM UCKKEHUEM TTO3BOJISET
HCIIOJIB30BaTh €€ 0e3 aBTOPCKUX IMpaB, MOCKOJbKY HOBBIA KOHTEHT OTJIMYACTCS.
3noynoTpebiieHre TeHepaluii U300pKEHUN MOXKET MPUBECTH K MOJCTBIBAHUIO
paboT aBTOPOB B YHHUKaJIbHOU cTuiaucTuke. CHCTEMYy paclo3HaBaHUsS JIMI[ TAKKE
MOXHO HCIIOJIb30BaTh U KaK CHUCTEMY C TI'e€Hepalluel HOBBIX, CO3jlaBas MpoOIeMy
HEHACTOSIINX JIUYHOCTEN B MHTEpHETe. Ho 3TO mpuMepsl OTHOCUTENEHO O0€3BPEIHBIX,

~ © Kynemos B.B., Kapaces I1. 1., I'pomos 10.10., 2023
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HO TEM HE MEHEE OIACHBIX JEHCTBUM HEMPOHHBIX CETEH.

Hamuoro omachee TOoT ¢akt, yTo oOydeHHass HelpoceTh 0e3 MpaBUII MOXKET
reHepUpoBaTh M KOMUPOBaTh a0CONIOTHO J0Oyro Bemib. [loanmenka rojoca, nwiia,
XapaKTepa 4eloBeKa, BCE ATO BIOJHE MOXKET M YXKE yMEeT JieJlaTh HeHpPOHHAs CETh.
OTnruHO 00y4yeHHasi Ha OMPIKEBBIX Kypcax M UX 3aBUCUMOCTSIX, HEHPOCETh MOXKET
OOpYIIUTh KOTHUPOBKM KaK OTAEIbHBIX PBIHKOB, TaK W OWUPXKU B MPHUHIUIIE.
HatpenupoBanHass HeWpoHHass Ce€Th CHOCOOHA MHCaTh HOBBIE BPEIOHOCHBIC
POrpamMMBl.

Vxe ceiluac HEMPOHHBIE CETH MOT'YT IMHCATh KOMITBIOTEPHBIE BUPYCHI, IPUUEM
abcomoTHO neranbHo. [Ipu 3ampoce caMomy NOMyJaspHOMY Ha JTaHHBII MOMEHT 4art-
ooty Heipornoii cetn ChatGPT npuectu npumep noaumopdHOTO BUpYyCa, OH BBIIACT
3arpoieHHoe. MoeT ObITh Takol BUpPYC HE OyJeT paboTaTh «13 KOPOOKH», HO caMa
CYTb BUpyca OyJeT NpUBEIEeHA JOBOJIBHO TOUHO. [Ipu n0omxHOM 00ydeHnH, HEMPOCETh
MOKET MOJU(ULMPOBATh YK€ CYLIECTBYIOIIME BHPYCHI M cO3/aBaTh HoBble. Cama
CYTh OOyuYeHHUS HEWPOHHOH CETH IMO3BOJUT UCHBITHIBATH € HOBBIE BPEIOHOCHBIE
IpPOrpaMMBbl U CPaBHUBATh X CO CTAPbIMU, HAXO/A U BHEAPSAS CUIIbHBIE, U UICKOPEHSS
cl1abble CTOPOHBI.

OBOJIIOLMST BHPYCOB, KOTOpas MOKET NPOU30MTH H3-3a HEHPOHHOM CETH,
JIOBOJIBHO CHJIBHO HM3MEHUT MOJXOJ K 3alluTe HH(OpMalMM Ha NEpCOHAIBHBIX
KOMIbIOTEepax U B ceTd. OObIYHBIE AaHTUBUPYCHl HA JIMYHBIX KOMIIBIOTEPAX MOTYT
JUIIUTHCS CUTHATYPHOI'O aHaJIN3a, MOCKOJIbKY CBOKMCTBA BUPYCOB OyIyT U3MEHSATHCS
C KaXIblM HOBBIM CIr€HEPUPOBAHHBIM HEUPOCETHIO BHUPYCOM. OBPUCTUYECKHE
QIITOPUTMBI K€ HE CMOT'YT 00€CTIeUnTh JOJDKHBIM ypOBEHb Oe30macHocTu. Maio Toro,
4YTO OyIyT MOTPEOIATH OOJBIINE BRIUUCIUTEIbHBIE O0BEMBI JIJIs1 pa0OThI B peaIbHOM
BPEMEHU, TaK €lI€ U HeMpOHHAs ceTh OyJIeT cO3/1aBaTh HOBBIC BUPYCHI KaK pa3 s
MPOTUBOJEHCTBUS CYIIECTBYIOIIUM 3BPUCTUYECKUM METOAaM. AHTUBHUPYCHI IS
IIPOTUBOJECMCTBUS TAKUM YIpo3aM NPUAETCS CO3[1aBaTh HA OCHOBE HEMPOHHOM CETH,
4YTOOBI HE MPOCTO HAXOAWUThH U YAAIATH BPEAOHOCHBIE MPOrpaMMbl, HO U 00ydYaThCs
JienaTh 3T0 MaKCUMaIIbHO 3 (HEKTUBHO.

Ha camom niene Bc€ He Tak mioxo. O0yueHrne HEMPOHHOM CETH OYEHb TPYIO- U
JICHEe)KHO-3aTpaTHBIN Mpouecc. Heo6xoauMo co3aaBaTh KOPPEKTHBIE JAaTaceThl IS
oOyueHus, a pa3Mep U KOJIMUECTBO TaKUX JaTaCETOB JOJIKHO ObITh OrpoMHBIM. HyXHO
no00paTh WIK CO3/1aTh TAKOM alroOpuT™M OOyUeHUsI HEHPOHHOM CEeTH YTOOBI TOT ObLI
MpelesibHO MPOU3BOAUTENbHBIM. CaMH BBIYMCIMTENbHBIE MOLIHOCTH, Ha KOTOPBIX
Oyner oOy4aThcs U paboTaTh HEMPOHHAS CETh MPEBOCXOASAT MHOTHUE CYIIECTBYIOIINE
cynepkoMIbioTepsl. [lepconal, KoTopblii OyneT paboTath ¢ TaKON HEHPOCEThIO 00s13aH
OBITh BHICOKO KBaJM(UIIMPOBAH, BEICOKOOIIIIAYMBAEM U BBICOKOMOTHBHUPOBAH.

[Ipo1ie roBops, co31aBaTh U UCIIOJIB30BATH HEHPOHHBIE CETH ISl YETO OBl TO HU
OBUTO MOTYT ce0e TMO3BOJHUTH TOJBKO JIMOO Merakopriopanuu, Takue kak Google,
Microsoft u Amazon, nu6o rocyaapcTBa BeIylIMX CTPaH 4YenoBeuecTBa. Hu y Koro
00JIbIlIe HE XBATUT CTOJIBKO PECYPCOB U JIIO/IEH MPAaBUIHLHO ONIEPUPOBATH HEHPOHHBIMU
CETSIMU.

HayuHo-TexHuueckuid  mporpecc,  MNO3BOJMBIIMKA  HaM  CO34aTb U
DKCIUTyaTUpOBaTh HEWPOHHBIE CETH HE CTOMT Ha MecTe. C  KaXIblM TOJO0M
U300pEeTalOTCsl U BBIMYCKAIOTCS BCE 0o0Jiee MOIIHBIE BBIYUCIUTEIbHBIE MPOLIECCOPHI,
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MO3BOJISIIOLIME MTPOBOJNUTH OOJIbIIE ONEpaluil 3a MeHbliee BpeMs. beiBlIMe paHee B
AKCIEPUMEHTAIbHBIX J1a00paTOpUsiX, HEHPOHHBIE CETH CTAHOBATCA M OYyAyT
CTAaHOBUTHCA BCE 0OoJee IOCTYNHBIMM OOBIYHBIM oM. Paborta, 4ro ceituac
IPEJICTaBIISIETCS] BOBMOKHOM peain30BaTh TOJBKO HA CYNEPKOMIBIOTEPAX, B CKOPOM
BPEMEHM MOJKET IPOBOJUTHCS Ha JIOMAIlHUX KOMIIBIOTEpaxX WM MOOMIBHBIX
tenedonax. HelipoHHbIE CE€TH, JOCTYI K KOTOPHIM BO3MOXKEH TOJIBKO Y€PE3 UHTEPHET,
IIOCKOJIbKY OHbIE€ (PM3NYECKHU PACIIOJIOKEHBI HA CEPBEPHBIX MAaCCUBAX, YXKE Uepe3 napy
JIET MOT'YT OBITh YCTAHOBJIEHBI U HCIIOJIb30BaHbl HA NEPCOHAIBHBIX KOMIIbIOTEpax. 1
TOrJa JI0OON YENOBEK CMOXET OOyYWTh U MPUMEHUTh HEHPOCETh KaK MOCUUTAET
HYKHBIM.

Ho kpome co3naHus TNOJIE3HBIX BEUIEH, CTaHET BO3MOYKHBIM M TIEHEeparus
MHO>KECTBA BPEIHOIO M OMACHOI0, KAK HampuMmep BUpycoB. Pa3BuBaTh morpedyercs
HE TOJIBKO CpeACTBA OOHAPYKEHUS BUPYCOB, HO U CPEACTBA MPOTUBOACHCTBUS UM.

Cnmcok HCTOYHUKOB
1. I'yandennoy ., benmxuo U. "Deep Learning" - The MIT Press, 2017. —
652c.
2. ['u6con A., Ilarrepcon /1. " Deep Learning: A Practitioner's Approach" -
O'Reilly Media, 2017. — 530c.
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Cratps noctynmia B pegakuuto 20.04.2023; npunsta k myonukanuu 10.05.2023.

Nudpopmanus 00 aBropax

Kynewos B.B.- crynent kadenpsl Kb-1 «3amura nadopmanumny, HarnpaBieHUs
noarotoBku «10.03.01 — Madopmanmonnas 6e3onacHocts» PTY « MUPDAY.

Kapaces I1L.U. - x.1.1., nouent kadenpsl Kb-1 «3ammura undopmanun» PTY
«KMUPIA».

I'pomos FO.IO. — n.1.1H. npodeccop, UHCTUTYT aBTOMATHKU 1 MTHGOPMAITMOHHBIX
TexHoJiorun «TI'TY».

Bkiax aBTopoB

Kynewos B.B.- unes, coop marepuana, oOpaboTka matepuaya, ohopmIIeHHE
tekcta (30%).

Kapaces II.M. — pexkoMeHIauud 10 OQOPMIIEHUIO CTAaTbHU, HAy4YHOE
penaktupoBanue Tekcta (20%).

I'pomos FO.FO. — momMotp B aHam3e WHGOPMAIIMU, HAYIHOE PeIaKTUPOBAaHUE
tekcta (50%).

KondmukT nHTEpECcOB OTCYTCTBYET.
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Annomayun. Cratbsg o0OLIE ONUCHIBAET HEWPOHHBIE CETH, HUX chepy
UCIIOJIb30BaHUsA. YTOp pabOThl Cl€JaH Ha OMACHOCTH HCIOJIb30BAaHUS HEUPOHHBIX
CeTeil B MOILIEHHUYECKHUX CXEMaX U COL[UATbHON MHKEHEPHH.

Kntouesvie cnoea: neilipoHHas ceThb, MOIIEHHUYECTBO, (UIIMHT, IMOJAJEIKA
roJI0ca, ONaCHOCTh HEMPOHHBIX CETEH.

B snoxy mudposuzanuu u nudpoBOro oOIIECTBA, YEIOBEYECTBO CTPEMHTCS
M300pecT M UCIHOJIb30BaTh BcE Oosee HOBBIE TexHosoruu. Korma-to maxe
TenedOHHBIN 3BOHOK U 3JIEKTPOHHAS MOYTa ObUIA IPOPHIBOM B chepe KOMMYHUKAITUH,
a cedyac Jaxxe CIyTHUKOBOW CBSI3bI0 HUKOrO HE yAUBUTH. Ho naxke ¢ Takum
WHTEHCUBHBIM Pa3BUTHUEM HAXOJUTCS YEM MPUBJICUb U YBIIE€Ub MPOCTOTO OOBIBATENS.

HeiiponHbie ceTu, caMO MOHSTHE KOTOPBIX MOSBUIOCH €HIE B MPOILIOM
CTOJIETUH, PE3KO BXOAAT B Halll 00MX0/1. BykBaJIbHO BO BCeX c(pepax KU3HU YETOBEKA,
OT MOHOTOHHOW PaOOThI A0 TBOPYECKUX 3aJaHHI, OT MPOCTOTO «YEIOBEYECKOIO»
OOLIEHUsI IO HAYYHBIX JIEKLUH, MOBCIOAY HEWPOHHBIE CETU MMEIOT CBOM MOTEHILIHAI
UCIIOJIB30BaHusA. BO MHOTMX MecTax JaXke yKe HEHPOCETH Y4acTBYIOT B OOyUECHHUH
NepcoHajga U ONTUMM3AlMU MPOU3BOJICTBA, 4 KAPTHUHBI, CO3JaHHBIE MPOTrPAMMHBIM
00pa3oM, BBIUTPBIBAIOT MTPU3bI HA BHICTABKAX.

Camo co0oii, HEWpOHHBIE CETH Jalieko He coBeplieHHB. KadecTBo
paboTOCTIOCOOHOCTH CETH YIUPAETCA KaK B alMapaTHYIO 4acTh, TAK U B CaMO 00y4YeHHE
anroputMoB. Heobxoamma paboTa crienuaincToB, YTOObI COCTAaBUTh ONTHUMAIbHBIN
maTaceT s OOyYeHHMs] HEUPOHHOW CeTH, Moao0paTh MOIXOIAIIMN aJITOPUTM
oOy4eHHsl, MPOU3BECTU MHOKECTBO MUTEpAIlUil, U TOJBKO MOCIE ITOTO yKE MOIy4yaTh
KaKON-1100 pe3ysbTar.

Ho naxe ceituac, HEpPOHHBIE CETH MOXKET 00y4YaTh KaXbli, TAK KaK OCHOBHBIE
S3BIKOBBIE MOJIEJIM PAcCHpOCTpaHsAIOTCs B cBOOOAHOM noctyme. [lmtockl oOydeHus
TaKuX «JTIOOUTEIBCKUX)» CETeH MPUCYTCTBYIOT, KaK HaNpUMEpP CO3JaHUE TOTOBBIX
JATACETOB JIJISl OCIIEAYIOIIETr0 UCIOIb30BAHMS €r0 B 00JI€€ MOIIHBIX CETAX, PEIICHUE

% © Kynemos B.B., Kapaces I1. 1., lllamcynnun Xaiinap A6aymaxxa6 X., A6x Am Xycceitn Hamxyu
61 A 2023
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KaKUX-1100 HEMOMYJISIPHBIX 33/1a4, Ha KOTOPbIE Y OOJIBIINX KOPIIOpalluii HET BPEMEHU
U MHTEpeca peliarh, 00yuyeHue CIeUATUCTOB paboTe ¢ HEHPOHHOU CETHIO.

W, KOHEYHO ke, KpOME€ NMPEUMYILIECTB B HEUPOHHBIX CETAX €CTh U YIPO3BL.
Co3naHue BUPYCOB, NOJJAEIKA JIMYHOCTU 4YEJIOBEKA, HE3aKOHHOE KONUPOBAaHUE
aBTOPCKUX pabOT, HEOTrpaHMYEHHBIH JOCTYIl K MOJIYy4eHHOH M 0oOpaboTaHHOMN
uHpopMaluu — BCE ITO YKE celuac HauMHAaeT pacnpocTpaHsaTcs. Bupycsl,
HalMCaHHbIC HEMPOHHOM CeThIO0 I1a0JOHHBIE, JIETKO OOHApy)XMBaeMble, HO HX
IIPOM3BOJICTBO TMOCTABICHO Ha IMOTOK, U 4YeM OOJIbLIE BHPYCOB OOHAPYKEHO, TEM
OoJibllle 00yUeHa HEMPOHHAsI CETh CO3/]aBaTh HOBBIEC. 3aMEHA JIMIIA U T0JIOCa YEJIOBEKA
Ha BHJIEO CIOKOMHO MOXXET KOMIPOMETHPOBATh €ro JUYHOCTh M TPHUBECTH K
NEYaTbHBIM MOCJIECTBUSAM OT TPABIM B MHTEPHETE A0 YTrOJIOBHOTO MPECIICIOBAHMS.
Heliponnast cerb, OOydY€HHass Ha PpHUCYHKaX OIpPEACIEHHOIO aBTOPAa MOMKET
TeHepUPOBATh N300paKEHNS B TIOXOXKEH CTUIIMCTHUKE, YTO MPUBEAET K YMEHBIIICHUIO
YHHUKaJIbHOCTH TBOPUECTBA U MaJeHUIO UHTepeca. MHpopMmarus, B3sTas U3 HHTEPHETA
U o00paboTaHHas HEHaJJeXalluM oOpa3oM MOXKET IPHUBECTH B 3a0IyXKIACHHE
4eJI0BEeKa, MOJYy4yarouero MHGOpMAlUI0 OT HEWPOHHON CETH, YTO TOXKE MOMKET
IPUBECTU K HEXKEJIATEIIbHOMY UCXOTY.

Cy1iecTByeT 1eUCTBUTEIBHO CEphE3HAs MpolemMa, KOTOpast MOKET BOSHUKHYTh
y’Ke B OJinkaiiiiye ropl, a UMEHHO — (DUIIMHT.

CaM QUILMHT €CTh HUYTO MHOE KaK MOIIEHHUYECTBO, C LIEJIBIO MOIYYUTh TOCTYIl
K BalllUM JaHHBIM, KaK MacMOpPTHBIM, TaK W KPEAUTHHIM. [IpakThyecKku KaxKAblid
oOJnaaaTelb 3J€KTPOHHON MOYTHI MK MOOUIIBHOTO TENE(POHA CTOIKHYJICS CO CIIaMOM
WJIU CO 3BOHKOM M3 «CIYKObI Oe3omacHocTH O0anka». B Poccuu 3T0 0HO M3 caMbIx
pacmpocTpaHEHHBIX TPECTYIUIEHUH, KOTOpOE, OIHAKO, HE BCErjJa OKa3bIBaeTCs
PaCKpBITHIM U HAKa3aHHBIM, 110 Pa3HBIM PUIUHAM.

Ho BOT HeilpoHHBIE CE€TM MOTYT BBIBECTH 3Ty MpoOJieMy Ha emé OoJabIInil
ypoBeHb yrpo3sl. Mcmosnn3oBanue Ttexuonorun 1ext-To-Speech (TTS), uznagyanbHO
pa3paOoTaHHON ISl TIyXUX W JIeTell ¢ mpoOjemMamMH YTEHHUS, MEPEBOJUT TEKCT B
rosjocoBoi BuA. M3HauanbHo 6e30011Hast TEXHOJIOT |, HO B pyKax 3J0yMBILIUICHHUKA,
OHa MOKeT npuHecTu Bpen. HellpoceTsb, 00ydeHHast BECTU AUAJIOT, C 3aJ10KEHHBIMU
aITOpUTMAaMH  Ha OCHOBE YEJIOBEYECKOM COLMOJIOTHMM M TICUXOJIOTUH, MOMKET
TCHEPUPOBATh TEKCT MPHU OOIIEHUH C YyelloBeKoM. Vcronp3oBanue sxe Moayneit TTS u
pacro3HaBaHUs PEeYH, O3BOJIUT €l 00IATHCS TOJIOCOM C IPYTUM YEJIOBEKOM, YTOOBI
NPUIATH K TTOCTaBIeHHOM 11er. CaM ToJI0C, TPU ATOM, MOXKET OBITh Pa3INYHBIM — OT
KUHO3BE3/T 10 POJICTBEHHUKOB JKEPTBBL. BpsAa 1 KTO-TO 3amo103puT 00OMaH, KOrja ¢
HE3HAKOMOTO Tene(oHa CIBIIIUTCS TOJI0C POJHOTO YEIOBEKa W MPOCUT O TIOMOIIIH.
N xe ppaHoMy ¢anaTy (QyTOoIHMCTa 3BOHUT €r0 KyMHUDP C TMPEIJIOKEHUEM, OT
KOTOPOTO HEJb3s OTKa3aThCSl.

Jlasxke HECMOTps Ha TO YTO Takas HEHMpPOHHAs CETh HECOBEPIICHHA, TaK Kak
TpeOyeT AEeUCTBUTENIbHO OONBIIUX YCHUIMM i OOydeHUs, UX 3aCHUIIME MOKET
OKa3aThCsl KaTacTpOPUUECKUM s COBPEMEHHOIrO Tele(OHHOro  OOIEHUS.
Hcnonp30BaHne TEXHOJOTHH MOAAEIKA HOMEPOB MO3BOJIMUT MPECTYNHUKAM 3BOHHUTH
Ha Tesie()OH KEPTBHI CO 3HAKOMOTO HOMEpa, U BECTH IUAJIOT OT JIMIIA, U3HAYAIbHO HE
10JIpa3yMeBaeMoro 3JI0YMbIIIJICHHUKA.



153

EnmncTBEeHHOE 4TO MOXKET yOepedh HAC OT TAKOTO CIICHAPUS PA3BUTHS COOBITHH,
TaK 3TO 3aTpaThl Ha pa3pabOTKy TaKUX KOMILJIEKCOB HEHMPOHHBIX CETEH, KOTOpHIE
JICUCTBUTEIILHO AaCTPOHOMMYECKHE, W TOCYJapCTBEHHOE pEryJMpOBAHME Ha
MEXIYHApOJIHOM YPOBHE, MHAUY€ KOMIIPOMETAIMU JIMYHOCTH MOTYT IOJBEPTHYTHCS
MepBbIC JIMIIAa BBICIIMX SIIEJIOHOB BiacTU. Pa3BuThe uesoBedecTBa BICUET 3a OO0
HAay4YHO-TEXHHYECKHUH Tporpecc. OH CTPEMUTCS YIYUIIUTh XKU3Hb YEJIOBEKA, CACIIaB
e€ nérroit u 6e33aboTHON. Kaxk;joe HOBOE MOKOJIEHUE UCIIBITHIBAET C OJTHON CTOPOHBI
MEHBIIIE TPYAHOCTEN MPEABIAYIIEr0, C APYTOW CTOPOHBI, MOPOKAAET HOBBIE. PaHbIlle,
npoOjemMa MOIIEHHWYECTBa Oblla TpHUBHAIbHA — OOMaH HAa pPBIHKE WIH
dagpmmBoMOHEeTUECTBO. OTHAKO C HOBBIMH TEXHOJOTHUSMH TIOSIBISIOTCS HOBBIC
CIIOCOOBI MMPECTYIMTHOTO OThEMA JICHET y JIIOJIeH, TTyCTh JIaXe U 10 UX BOJIC.

Hcnonp30BaHne JOCTMIKEHHM YEJIOBEUYECKOM COLMAJIbHOM WHKECHEPUM U
MICUXOJIOTUHA COBMECTHO C HEHPOHHBIMU CETAMH MPUBEAET K U3MEHEHHUIO OOIIECTBA,
MOBBIIIICHUIO HEOBEpHUs Jpyr K Apyry ©W mnapaHoiie. Ocraércs JUIIb OBITH
OMTENBHBIMU U HAJCETCS, YTO HANIYTCS CPEJICTBA aHAJIN3a, KOTOPHIE MPEIOTBPATAT
IMOBCEMECTHOE MCIIOJIb30BAHUE TAKUX TEXHOJIOTHH.

Cnucoxk uCTOYHUKOB

4. bapro Duapro I'., Carron Puuapn C. " OGyuenue ¢ nonkpemienueM" - JIMK
[Ipecc, 2020. — 552c.

5. Jlanans M. " Deep Reinforcement Learning Hands-On" - Packt Publishing,
2018. — 546c.

6. Caiit kommaanu OpenAl: https://openai.com/ (mara obpamenus 17.04.2023)

7. https://www.readingrockets.org/article/text-speech-technology-what-it-and-
how-it-works (mara o6pamenus 17.04.2023)

Crartpsa noctynmia B pegakiuto 20.04.2023; npunsra k myonukaiuu 10.05.2023.

Nudpopmanus 00 apTopax

Kynewos B.B.- crynent xadenpst Kb-1 «3amura nndopmaiuny, HanpapieHus
noarotoBku «10.03.01 — Madopmanmonnas 6e3onacHocts» PTY « MUPDAY.

Kapaces I1L.U. - x.1.1., nouent kadenpsl Kb-1 «3ammura undopmanun» PTY
«KMUPIA».

Hlamcynoun Xaiioap A60yneaxxa6 X. - aciupant VIHCTUTyTa aBTOMAaTUKU U
nH(pOpMaMOHHBIX TeXHOTOTUH «TTTY».

Bkianx aBTopos

Kynewos B.B.- uaes, cOop marepuaina, oopaboTka marepuaina, odhopMieHUE
TEKCTA.

Kapaces II.M. — pexkoMeHIauuM 10 OQPOPMIIEHUIO CTAaTbHU, HAy4YHOE
pEIaKTUPOBAHUE TEKCTA.

Hlamcynoun Xaiioap A60yneaxxa6 X. — momouis B aHamu3e WHGPOPMAIINH,
pEeKOMEHIAIY TT0 00padoTKe MaTepuaa.

A60 Anu Xyccetin Haoocmu A60 Anu — cOop maTepuaa

KoH(paukT uHTEpECOB OTCYTCTBYET.
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Annomayusn. B crtaThe paccMaTpPHBAIOTCS METOIBI  PE3EPBHUPOBAHUS
amnmapaTypbl Ha OCHOBE AYOJUPOBAaHUE C HATPYKEHHBIM PE3EPBHBIM JIEMEHTOM JIJIst
MOBBIIIICHUS HAJCKHOCTH ammaparypbl. Iloka3zaHbl JOCTOMHCTBO M HEIOCTATKH
MeTO/Ia.

Knwoueswvie cnosa: pesepBupoBanue, 1y0JIupoBaHue, anmnapaTypa.

B nHacTtosiee BpeMst HCIIOJIBb3YIOTCSI MHOTOYUCIICHHBIE METOIbl PE3€PBUPOBAHUS
JUTSI TIOBBIIIICHUST CTOMKOCTH ammapatypsl [1, 2, 3, 4, 5]. B o6miem cirydae paccMoTpuMm
T-xpaTHOE pe3epBUPOBAHUE.

N-kpaTHOE pe3epBHpOBaHUE — OTO Iedas rpynmna MeTofoB. OHO sBiseTCA
HanOoJiee pacCHpPOCTPAHECHHBIM pelieHueM Uil OOpbObl cO cOOSIMM W OTKa3amu,
BBI3BAaHHBIMH JIFOOBIMHU IPHYMHAMH, B TOM YHCJIC U PaAHAIlMOHHBIM Bo3nericTBreM I
KII. CyTps MeTOa 3aKITHOYAETCS B TOM, UTO B CUCTEMY, KOTOPYIO HEOOXOJUMO 3aIUTUTh
OT OAuMHOYHOTO 3(dekTa, BBOAATCS N PE3epBHBIX AJIEMEHTOB, KOTOPHIC CIIOCOOHBI
BBITIOJIHATHh ()YHKIIMA OCHOBHOTO 3JIEMEHTa. Pe3epBHpoBaHUE MOXKET OBITH OOIINM,
KOT/Ia PE3epBUPYETCS CUCTEMa B II€JIOM, W Pa3AClIbHbIM (ITOAJIEMEHTHBIM), KOTJa
PE3epBUPYIOTCS OTAEIbHBIE 3JEMEHTbl CUCTeMbl. MeTozbl, OTHOCSIIMECS K JTOH
rpynne, pas3dyaroTcsl CTENEHBI0 pPEe3epBUPOBaHMs, OOBEKTOM pe3epBUPOBAHUS,
CIIoco0OM CpaBHEHUS pe3yJIbTaTa u Tp.

PaccMoTpum oivH U3 METOAO0B, KOTOPBIA HE TpeOyeT 3HAUMTENbHBIX 3aTpaT Ha
amnmapaTHbIE CJI0XKHOCTH U 00ecTieunBaeT HaIeKHYI0 paboTy amnmaparypebl.

Jly6nupoBaHue ¢ Harpy>KEHHBIM PE3EPBHBIM DJIEMEHTOM

Taxxe k Tpymme MeTooB N-KpaTHOTO PE3epPBUPOBAHUS OTHOCUTCS U METOJ
AyOnmupoBaHHsI C Harpy)KeHHBIM pe3epBHbIM dJeMeHTOM. OH HampaBieH Ha
oOHapykeHre cO0eB U OTKA30B, BEI3BAHHBIX JTIOOBIMU MTpHUUrHaMU. CyTh METO/Ia MOKHO
OmucaTh CIeayronM oopazoM. B cucteMy, KOTOpYr0 HEOOXOIUMO 3aIUTUTH OT COOEB
M OTKa30B, BBOJUTCS OJMH PE3EPBHBIA DJJIEMEHT, HAXOIALIMICSI B pEXKUME

© Makapenko @.B., Aagpromun A. A., Muponos I'./I., [InotaukoB A.M., ['onyostaukos U.C.,
2023
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HArpy>K€HHOTO pe3epBa, MPU 3TOM, PE3yIbTaThl pabOThl OCHOBHOTO U PE3EPBHOTO
AJIEMEHTOB CPABHUBAIOTCS CHEIMAIBHBIM OJIOKOM, KOTOPBIN BBIJAET CUTHAN OIIMOKH B
cllydae paccoryiacoBaHUs pe3ysbTaToB.

Ha pucyHke nokazaHa cxema MeTozia AyOJIMPOBAHUS C HATPYKEHHBIM PE3EPBHBIM
asieMeHTOM. B kauecTBe 00beKTa pe3epBUPOBaHMSI, KaK [IPaBUIIO, UCIIOJIB3YIOT CHCTEMY
LIEJIMKOM WJIM 3JIeMEHThI Ha ypoBHEe VIC. Meron npuMeHseTcsl B CUCTEMaXx, IJI€ BaKHO
HE JONYCTUTh BbLAAUy JIO)KHOTO pe3ynbrata. llpm sToM, nomyckaercss BpeMeHHas
norepss  pabOTOCIIOCOOHOCTH ~ CHCTeMBl.  MeToq  OTHOCHUTCS K Tpymie
CUCTEMOTEXHUYECKUX METOJIOB.

HocronncTBo MeToaa — obecnieunBaeT oOHapyxeHrue OC 1 0TKa30B, BRI3BAHHBIX
He Tosibko MU KII, HO 1 mr060r0 Ipyroro xapakrepa.

» OCHOBHOW 3rneMeHT

h J

Brok OLUMBKA
L -
CpaBHeHus

A

> Pe3epBHbIN anemMeHT

Pucynok. Cxema MeTozia 1yOIMpOBaHUSI C HATPYKEHHBIM PE3EPBHBIM JIEMEHTOM

HenocraTtku metona:

- TpeOyeT yBeJIMUEHHUE alllapaTHBIX 3aTpaT OoJjiee, UeM B JIBa pasa;

- pecypc HarpyX€HHOTO PE3EPBHOIO 3JIEMEHTA YMEHBIIAETCS TaK ke, KaK W
pecypc OCHOBHOI'O JJIEMEHTAa, B pe3ysbTaTe 4Yero oOIas HaJeKHOCTb CUCTEMbI
YMEHbILIAETCS;

- peakius Ha CUTHAJ OMMOKH, HampuMmep, MEpPEeKIIOYEHUE Ha CIeAYIOLIUN
YPOBEHb PE3EpBUPOBAHUSA, MPEANOIaraeT BPEMEHHYIO MOTEPI0 paboTOCIOCOOHOCTH
CUCTEMBI.

CnucoOK UCTOYHHKOB

1. Yyoynos I[1.A. KomnbioTepHoe MOJAEIMPOBAHNUE BO3CHCTBUS PaHALIMH
Ha sHeproHezaBucumyro namsate OXRAM / UybynoB II.A., ConoaminoB M.B.,
Ps3annes P.b., JlutBurnop H.H., I'am3aToB H.I'., CkBoprioBa T.B., Okciora O.B. //
MonenupoBanue cuctem u nporeccon. 2022, T. 15. Ne 3. C. 102-109.

2. 3ompaEKOB B.K. CxemoTeXxHHUYECKHE METOJBl 00€CTICUCHUSI CTOMKOCTH
KO K BO3JIEHCTBUIO TSKENBIX 3apspDKEHHBIX dactull /3ompHUKOB B.K., Makapenko
®.B., Kypasnesa WN.B., TlomoBa E.A., I'pumner FO.B., JlurBunoa [O.A. //
Mopenupopanue cucrem u npoiiecco. 2021. T. 14. Ne 4. C. 35-42.

3. 3onbHrKOB B.K. AHa/N3 4yBCTBUTEIBLHOCTH M PE3YJIbTaThl UCIIBITAHUM
AIIEKTPOHHON KOMIIOHEHTHOM 0a3bl K BO3JEHCTBHUIO TSHKENIBIX 3apSKCHHBIX YaCTHIL /
3onbaukoB B.K., Arogkun A.C., Auuudepona B.U., Esgokumoa C.A., CkBOpI1iOBa
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T.B., I'pomiea E.B. // MoaenupoBanue cuctem u nporeccos. 2021. T. 14. Ne 4. C. 43-
5l.

4, 3onpHukoBa A.H. Metoasl oOHapyXeHHs M HCHPABJICHHUS OLIMOOK B
HEPETYJSIPHBIX CTPYKTYypax MpU BO3JIECUCTBUM TSHKEIBIX 3apsSKEHHBIX YacTull /
3oapHukoBa A.H., EBgokumona C.A., Okcrora O.B., Ilanuna H.B., Conoguinos M.B.
// MonenupoBanue cucteM u mporeccoB. 2021. T. 14. Ne 4. C. 51-58.

S. KoztokoB A.E. OO6miye mojaxo/ibl OLIEHKHM CTOMKOCTH K BO3JIEUCTBHUIO
WOHU3UPYIOMIETO HW3JIYYCHUS KOCMHYECKOTO TIPOCTpPaHCTBA [JI  3apyOeKHOU
AJIEKTPOHHON KOMIIOHEHTHOW 0a3bl mpeanpusituii —pazpadborunkos / KostokoB A.E.,
['am3aroB H.I'., I'pevansiii C.B., 3ompaukoB K.B., CtpykoB N.U., AukacoB A.B. //
MonenupoBanue cuctem u nporeccoB. 2021. T. 14. Ne 4. C. 58-66.

Cratpsa noctynuia B pegakuuio 23.04.2023; npunsara k nyonukanuu 10.05.2023.

Nudpopmanus 00 apTopax

Maxapenko @.B.-x.¢.-M.H., noneHT «ba3zoBas kadenpbl TEXHUYECKOTO H
MPOrPaAaMMHOTO OOECTICYEHUsS] BBIYMCIUTEIBHBIX W HMHPOPMALMOHHBIX CHCTEM)
OI'BOY BO «BI'JITY».

Anoprowun A. A.-npenonabarens CIIO kadenpsr «MHbOpManroHHbIE
texHonorun» GI'bOY BO «BI'JITY».

Muponoe I J].- acnupanm @PI'EOY BO «BIJITY ».

IInomuukoe A.M.- acnupanm @I'6OY BO «BIJITY ».

Tonybsimuuxos U.C.- npenooasamenv CIIO kagheopwr «Hngpopmayuonnvie
mexnonocuuy CI'bOY BO «BIJITY ».

Bkuiag aBTopos

Maxapenko @.B.- unes, coop Marepuana, oOpaboTka Marepuana, HayqyHOE
peIaKTUPOBaHUE TEKCTA.

Anoprowun A. A.- 9acTUIHOE HamMcaHue cTathu (25%).

Muponos I'' J[. yactnunoe Hanucanue ctatbu (25%).

IInomuuxoe A.M.- vacTuunoe Hanucanue ctaTbu (25%).

Tonybsmuuxos U.C- qactuuHoe Hanrcanue crathk (25%).

KoH}uKT HHTEpecoB OTCYTCTBYET.
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Annomayun. B xoz1e NpoBENEHNs IEHTECTA MTPOBEPSIIOTCS HACTPOUKHU CHCTEM
3AILMUTHI, BBIABIACTCS HAIMYME YSI3BUMOCTEH B CUCTEMHOM M I10Jb30BATEIbCKOM
IPOrpaMMHOM OOECHEYeHUH, a TaKXe IPOBEPUTh PEAKIUI0 COTPYAHUKOB Ha
TpaJMLIMOHHbIE  TAaKTUKW, TakKWe KaK  LeJeBOM  (UIUMHT M HWHOrJa
HECAHKIMOHUPOBAHHBIN JTOCTYTI.

Kntouesvie cnoga: nieHTECT, PUILNHT, IPOHUKHOBEHUE.

[TentecT (penetration testing) — TeCT Ha BO3MOXHOCTb NMPOHUKHOBEHHUS B
CUCTEMY.

B xone ero npoBeeHust IpOBEPSIOTCS HACTPONKU CUCTEM 3aIUThI, BBISIBISETCS
HaJIM4Me YA3BUMOCTEH B TIPOIIMBKAX oOopyaoBanus, cuctemHom IO wu
MOJIb30BATEILCKOM  coTe, a TakkKe U3ydaeTcss peaklus COTPYJAHHKOB Ha
TpaJMIIMOHHBIE VYIIOBKH, BKJIIOYas TapreTUPOBAaHHBIM (UINMHT, a WHOTAA W
(bu3nUeckuii J0CTYI HEaBTOPU30BAHHOTO repcoHana [1].

Onnum 3 (GakTOpOB BIUSHUS HA MPOBEJICHUE JAHHOW MPOIEAYPHI SBISETCS
TeopeTHUYecKasl IMOATOTOBKA creruaiucta. OT TOro HACKOJIBKO BBICOK YpPOBCHB
MOJTOTOBKM TECTHPOBIUKA HAMPSMYIO 3aBUCUT TO, KaK OH OyJeT NelCTBOBATh Ha
TIPaKTHKE.

[Ipu HEemocTaTOYHOW KBadM(UKAIIMK MOXKET OKa3aThCA TaK, YTO pPe3yJbTaT
MPOBEICHHOTO TIEHTECTa OYIET IMOJOKUTEIBHBIM HE IO NMPUYUHE 3allUIICHHOCTH
CHUCTEMBI I OTCYTCTBHS YSI3BUMOCTEH, a 10 MPUYHUHE TOTO, YTO UMEIOIINECS C1ab0CTh
CHUCTEMBI HE SBJISIFOTCSI OYCBHTHBIMH.

B tabn. 1 mpencraBnena kparkasi 00pa3oBaTelibHasi TPACKTOPHUS CICIHAINCTA
1o mpoBefeHuto neHrecta. OHa mpencTaBisieT coOol oOIee OMMCaHue KITFOYEBBIX
TEOPETUUYECKHUX aCMEKTOB, KOTOPHIE CIENYET 3HATh TECTUPOBIIHKY.

Tabmuma 1

Obpazosamenvhas mpaekmopus Cneyualucma no npo8eodeHUI0 neHmecma
\ Paznen \ TeMmsbl |
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OcHOBHBIC HTML, JavaScript, HTTP, Be6-coxetsi, CSS, SOP,
TEXHOJIOTHH, CORS, cookies, xpaHuauIia 1 0COOCHHOCTH X PaObOTHI
UCIIOJIb3yEeMble
Opaysepamu
OcHOBHBIE PHP, ¢peiimBopkH, cucTeMbl yIIpaBlIeHUs] KOHTEHTOM
TEXHOJIOTHH
pa3paboTku
CEpPBEPHOM YaCTH
Linux, Kali Linux OcHoBHOH (yHKITMOHAJ, YIPaBJICHHUE CEPBUCAMH,
TI0JI30BATEISIMH, IIPABAMH, CETHIO M MEHEKEPHI ITAKETOB
Windows Server MexaHu3MBbl yIIpaBIE€HUs CEThIO YCTPOUCTB U CETEBBIM

obopynoBanueM, padota ¢ Active Directory, ceTeBbIMU
npotokojiamu DNS, DHCP u ARP, a Takxe ux

HAaCTPOUKHU
KopnopartuBHble ceTu ApxurtekTypa, HacTpolika obopyaoBanus Cisco,
Cisco mapuipytuzauus VLAN u Trunk nopToB, MOHUTOPHHT
TpaduKa U yIpaBJIeHHE KOPIIOPATUBHOMN CEThIO
IloBbIIeHHE N3MeHeHne npuBUIIErui B Pa3JIMYHBIX ONEPALIMOHHBIX
KpOCCIUIAT(POPMEHHBIX CUCTEMAaX, 3aKpEIJICHUE B HUX, UCIIOJIb30BaHUE
MPUBUJIETUIA AKCIUTIONTOB, Nepenoyinenue Oydepa, 3amena DLL-

¢aiioB Ha BpEeIOHOCHBIE OMOJIMOTEKH.
- BEPTUKAJIBHOE MOBBIIIEHUE — UMHUTAIUS [10JIb30BaTENS

YPOBHSIMH BBIIIIE;

- TOPU30HTAJILHOE MOBBIIIEHUE — UMHUTAIUS [T0JIb30BaTENS
TOTO K€ YPOBHS;

- IOH)KEHUE — UMUTALMS 0JIb30BATENSI YPOBHSIMH HUXKE.

PeBepc-unxunupunr |AccemOiep U ero ocodeHHoct, cnenuduka CH++, TUIBI

UKJIOB Koja, Au3accemoOsiepbl, oTmamguuku, HEX-

pEIaKTOPhI

Cnenuanuct, UMEIONUMNA YKa3aHHBIE TEOPETUUECKUE 3HAHUS CMOXKET
KaueCTBEHHO MPOBECTHU MPOIEAYpPY NIEHTECTA.

Kak onvH U3 BapuaHTOB MOATBEPKACHUS 3HAHUI CIIEIIUATUCTA UCIIOJIb3YIOTCS
MexayHapoansie sk3ameHbl CEH um OSCP. Cpawa sk3amenoB CEH u OSCP
OMI[MOHATbHA, HO TMO3BOJSET 3aKPENUTh MPONUJECHHBIA MaTepual U TOJIYYUTh
COOTBETCTBYIOIINUE CEPTUDUKATHI.

Ecnu cotpyaHuk umeeT XoTs Obl OJJUH U3 YKa3aHHBIX CepTU(PUKATOB, YPOBEHb
€ro MOArOTOBKM aBTOMATUYECKU CUUTAETCSI COOTBETCTBYIOIIIHMM.

[Ipu orcyTcTBHM cepTU(DUKAMK YPOBEHBb MOJATOTOBKH COTPYIHHKOB MOXKHO
MPOBEPUTH MIPHU IMOMOIITY BHYTPEHHETO TECTUPOBAHUS. 32 OCHOBY MOTYT OBITh B3SITHI
BOIIPOCHI M3 TECTOB MEXAYyHapoJIHOU ceprudukauuu. B tabmune 2 mnpeacTaBieH
puMep CcocTaBiieHUs aHkKeTbl Ha ocHoBe ceptudukanuu CEH. Ilocne kaxmoro
BOIIpOCa Ui TPOBEPKH MPEJACTABICH BEPHBIM OTBET C IMOSCHEHUEM, aHKETY C
MOSICHEHUSIMU TaKK€ MOXKHO BBIJIaBaTh M COTPYAHUKAM TIOCJIE MPOXOXKICHUS
TECTUPOBAHUS JIJIS1 BOCIIOJIHCHHS ITPOOEIIOB B 3HAHUAX [3].
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Tabmauma 2
Ipumep anxemol mecmuposanusi CompyOHUKA OMHOCUMENbHO YPOBHS
meopemuyeckoll n002OmMosKU

1. Yro w3 HWKENEePEUUCICHHOTO SBIIETCS TACCHUBHBIM pa3BeIbIBATCIbLHBIM
nerctBueM? (nocmagvme 2anouKy psi0om ¢ ePHbIM OMBENnom)

A. Tlouck uadopmanmu B MECTHOM ra3ere

B. 3BOHOK B 0oTZ1€T KaapOB

C. Ucnonb3zoBanue KoMaH el nmap -ST

D. IIpoBeieHHE aTaky THIA «YETOBEK MOCEPEIUHE»

Omeem A. Ilouck ungopmayuu 6 mecmHol cazeme cyumaemcsi NACCUBHBIM,
NOCKOJIbKY OH He 0KA3bl8aen NPAM0o20 8030eUCmBUs UL YCMAHOBIeHUS KAKO20-TUOO
muna ceasu Medxcoy Hepmeol U NpomusHuxom. Bce Opyeue omeemol
noopazymesaiom npsamoe mo20 Ulu UH020 8U0a NOOKIIOUeHUe K KOMNAHUU UTU ee
cemu.

2. Kakoe mmudpoBanue Obuio BbIOpaHo NIST B kauecTBe OCHOBHOTO MeETOZA
obecrnieuenus KoHGUAEHIIMAILHOCTH TIociie anroput™ma DES? (nocmaseme eanouxy
DPAOOM C BEPHBHIM OMBEHOM)

A. 3DES
B. Twofish
C.RC4

D. AES

Omeem D. bvin eviopan wugp Rijndael, komopwui 3amem nonyyun Hazeanue

Advanced Encryption Standard (AES).

3. Kakoit 00;1auHbBIN CEPBUC BbI, CKOpEE BCEro, Oy1eTe UCIOIh30BaTh, €CIU 3aXOTHTE
MOJICNIUTHCS JTOKYMEHTAMHU C JIPYTUM YEJIOBEKOM? (nocmagvme 2aiouxy psaoom ¢
BEPHBLIM OMEENoM)

A. IIporpammHoe obecnieuenue kak yciyra (Software as a Service)
B. [Tnardopma kak ycayra (Platform as a Service)

C. Xpanenue kak yciyra (Storage as a Service)

D. Uudpactpykrypa kak yciyra (Infrastructure as a Service)

Omeem C. Xpanenue kax yciyea npeonazaen 603MONCHOCHb XPAHEHUSL OOKYMEHMO8
Unu  Opyeux HecmpyKmypupo8aHHbIX —OAHHBIX, KOMOPLIMU 3AMeM  MONCHO
nooenumscsi ¢ opyeumu. Ilpoepammnoe obecnevenue kax yciyea XpaHum OaHHblE 8
NPUNIOJICEHUU, KAK NPAsunio, U He MNO0380Jsiem O0OMeHUBAmvbCs OOKYMEHMAaAMU.
Inampopma xax ycayea uau uHpacmpykmypa Kak —ycayea — MONCEHm
UCNOIb308AMbCS, HO OHU MPeOYIom 0ONOIHUMENbHOU pabomyl, 4moobbl obecneuums
3a2py3Ky (ailnos u ux coBMecmHno20 UCnoib308anus. Xpanenue Kax yciyea oviia 6wl
CAMBIM RPOCMbIM CHOCOOOM.

4. B dyem pa3Hulla MeXIy TpPaJulIMOHHBIM OpaHamay’poMm u IPS? (nocmasvme
2A10YKY PAOOM C BEPHBIM OMBEMOM)

A. bpanaMayspbl HE T€HEPUPYIOT KYpPHAJIBI.

B. IPS He MOXeT 0TOpachIBaTh MAKETHI.

C. IPS e cnenyet npaBuiam.

D. IPS MoxeT npoBepsiTh M OTOPAChIBATh MAKETHI.
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Omeem D. IPS nposepsiem nakemuvl, umoObl CONOCMAagumsv ux ¢ NpPAGUIAMU,
HanucarHvIMu O0Jisl Noucka 8pedornocHoz2o mpaguka. U IPS, u opanomaysp o6biuHo
eeHepupyiom oicypHanwl. IPS OeilicmeumenvHo credyem npasuiam u ModiHcem
ombpacvieamsb naxemol, umo omaudaem IPS om IDS.
5. B yewm 3akimoyaercs oaHO u3 npeumyiiects IPv6 nepen IPv4 ¢ Touku 3peHus
0e3omacHOCTH? (nocmasbme 2anN0UKY PAOOM C 6EPHBLIM OMBEMOM,)
A. IPv4 umeet MeHblIlIee apeCHOE MPOCTPAHCTRO.
B. IPv6 no3BoJisieT mpoBepsITh NOJIMHHOCTD 3aroj0BKa.
C. IPv6 Gonee THOKO OTHOCHUTCSA K PaCIIUPEHHSIM.
D. IPv6 00BIYHO TIPEICTABIJICH B MIECTHATIIATEPHUIHOM (hopmarte.
Omeem B. Xoms u 6ce omeemvi 6epHble, eOUHCMBEEHHBIU 0MEem, OMHOCAWULCS K
besonachocmu, — smo eapuanm B. IPv6 nossonsem aymenmuguyuposams
3a207106KU. DMOo eapanmupyem, Ymo naxemul He OblLIU NOOOEIaHbI.

B ciyuae ecau coTpyqHUK TOMyCTHII HE Oosiee IBYX OLIMOOK — YPOBEHb €To
MOJATOTOBKHU CUUTAETCSI COOTBETCTBYIOLIUM.

VY 10BNETBOPUTENBHBIM ISl OOBEKTAa B LEJIOM MOXKET CUUTAThCSA PE3YJIbTarT,
Korja 0oJiee MOoJOBUHBI COTPYTHUKOB OpraHu3aliy, 3a/IeCTBOBAHHBIX B IPOLIETYPE
IIEHTECTA UMEIOT COOTBETCTBYIOIYIO TEOPETUUECKYIO ITOATOTOBKY

B cnyyae eciu mosiydeH HEYAOBIIETBOPUTENBHBIA pPE3yJIbTaT, HEOOXOIUMO
MOBBIIIATh YPOBEHb TEOPETUUECKON MOJATOTOBKU COTPYIHHKOB MYTEM MPOBEICHUS
TPEHUHIOB, KYpPCOB TIOBBIIICHUSI KBadu(UKAIMK W MPOYUX O0Opa30oBaTEIbHBIX
MEPOIPUITUN.
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HamucaHue ctatbhu (25%).

PeitoB M. 0. — uaes, yactuuHoe HanucaHue ctatbu (25%).

KoH(pauKkT HHTEpECOB OTCYTCTBYET.
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HayuHnas cratss
YK 004.056

Ilentect. CTPpyKTYpa npouecca 1 nepedeHb GakTopoB, 0KA3bIBAIIMX BJIUSHUE
HA 10CTOBEPHOCTH Pe3yJIbTaTOB

EnuszaBera  Amnapeesna  Mysagesckan'™, Exkarepuna  BiaagumupoBHa

Konzapamosa?, Aprem Auapeesuu Paoues 3, Kupuai Esrensesuy Illunakos?

1.2 34BpancKkuii TOCYyJapCTBEHHBIN TEXHMYECKUH YHUBEPCUTET, bpsuck, Poccus

1 lizamuz2002@yandex.ru**,

’kondrashova katerina@bk.ru,

3ryabcev@yandex.ru,

4 shinakov@it-craft.net

Annomayuna. Ha cerogusmHuii 1eHb Bce OOJIBIIYIO MOMYJSPHOCTh HaOUpaer
TaKOM METOJ yCUJIEHUs] 0€30IIaCHOCTH aKTHBOB, Kak MeHTecT. Bee vaiie nosBuseTcs
HEOOXOJMMOCTh IOBBIIATH yPOBEHb KayecTBa M CKOPOCTH OOHapy>KEHUs
YS3BUMOCTEN B paMKax OTAEJIbHBIX CUCTEM JIJISl PEAOTBPALLEHHUS YTPO3bl peATU3aLNH
KuOepaTax.

Knrouesvie cnoga: nnenrect, nHpopManoHHasi 0€3011aCHOCTb, aKTUBBI.

B nacrosiiee Bpemsi Bce OOJBIIYIO MOMYJISIPHOCTh HAaOUpaeT TakoW METO
yCWICHHsS] O€30IacHOCTH aKTHBOB, Kak MeHTecThpoBaHue. llentect (penetration
testing) — mporenypa OIEHKH BO3MOXKOCTEH NPOHUKHOBCHHS B CHCTEMY, IyTEM
MoucKa ys3BumocTeit obopymoanus u [10.

BaxxHocTb mporienypsl eHTecTa JjIsi COBPEMEHHBIX KOMITAHUA HE MOKET OBIThH
nepeorncHeHa. CoriacHo oTueTy, npeAcraBieHHomMy komangoi Solar JSOC [1], 8 2022
rogy chOpMHpOBAJICS YETKUH TPEHJ Ha Tepexo] OT MacCOBBIX aTak K OoJee
TOYEYHBIM C MCIOJIb30BaHUEM OOHApYKEHHBIX ys3BUMOcTel. [lo mpornozam TpeHn
coxpanuTtcs U B 2023 roay, Tak Kak OTEYECTBEHHBIE KOMIIAHUU UMEIOT Psi/l MpoOIIeM,
KOTOpPBI€ HE MOJYUYUTCS ONEPATUBHO PELINTh. B yacTHOCTH, 3TO OATHUM mepexol Ha
oteuecTBeHHOE [1O U CJI0)KHOCTH C OOHOBJIEHUEM CUTHATYP U MOJYJIeH O0€30MacHOCTH
3amaaueix C3U.

JlaHHasi CTaTUCTHKA CBUJETEIBCTBYET O TOM, YTO UMEETCS HEOOXOAUMOCTh B
KpaTyailliie CpPOKH TMOBBIINIATH YPOBEHb KaueCcTBa M CKOPOCTH OOHApYKEHUS
ySI3BUMOCTEM B paMKax OT/ACJIbHBIX CUCTEM JIJIS TPEOTBPAIICHUS YTPO3bI peain3aliuu
kubeparak. TecTUpoBaHUE KOMITBIOTEPHBIX CHUCTEM Ha MPOHUKHOBEHHE IO3BOJISIET
n30exaTh ((MHAHCOBBIX U PEMYTAIIMOHHBIX MOTEPh KOMIIAHUSIM.

ITo Buay neHrecT noapasaeisieTcs Ha BHEIIHUKA U BHYTPEHHUU.

BHemHuii meHTecT mpeamnoJiara€T MPOBEPKY IMOTPAaHUYHBIX  PECYPCOB,
PacnoJIOKCHHBIX B JIEMIJIMTAPU30BaHHOM 30HE [2] (CpelncTBa yJaJleHHOTO JOCTYIa,
BeO-CalThl U JIp.), MEKCETEBbIC PKPAHbI U JPYTHE YCTPOWCTBA, JOCTYH K KOTOPHIM
uMmeercs uepe3 myonmuunbie [P-ampeca. llens Hapymmrtens B JaHHOM cCily4dae —
MPOHUKHOBEHUE BO BHYTPEHHIOI CETh JIMOO TMOJYyYE€HHE KOHTPOJS HaJl BHEUTHUMHU
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pecypcaMu.

BHyTpeHHMII TIEHTECT MpEeanoiaraerT IpPOBEPKY BHYTPEHHUX CEPBEPOB,
ceteBoro oOopynoBanusi, APM mnonb3oBaTeneil, CcpeACTB  BUPTYyaJU3ALMH.
BbIBIISIOTCS BCEBO3MOKHBIE HEJIOCTATKU B OpraHU3alMK ceTu, nposepsitorcs WiFi-
cetd [2]. [ToMuMO 3TOrO, MPOBEPKY MPOXOJAT TE K€ PECYPCHI, UTO U MPHU BHEITHEM
MEHTECTe, HO JOCTYN OCYIIECTBIISIETCS W3 BHYTPEHHEW ceTu (C HCIOIb30BaHUEM
BHyTpeHHUX [P-agpecoB), T. €. HapylIUTEIh ACHUCTBYET U3 CErMEHTa JIOKAJIbHOM CEeTH.
[lenp HapymuTens B JAaHHOM ClIydae — KOHTPOJIb MHPPACTPYKTYPbl MU OTACIbHBIX
CEPBHUCOB CETH.

Opranuszanusi CamMOCTOSITEIBHO BBIOMPAET KaKOWM W3 BHJOB MPOLEAYPHI
OpUOpPUTETHEE, B 3aBUCUMOCTH OT TUNa oOpabaTeiBaeMoil HMH(OpMaIHH,
NOTEHIUATBHO aKTyaJIbHBIX HapYIIMTENCH, TEXHHUECKON OCHAIIEHHOCTH O00BEKTa, a
TaK)KE€ KBAIM(PUKALUM IITaTa COTPYAHUKOB. HO NpennodTuresnsHO MNpPOBOAMTH
HEHTECT 000UX BUJIOB Cpa3y WU XKe MOOUYEPETHO.

B o6mem Buzae mpouecc MpOBEAEHUS NEHTECTa COCTOUT U3 4 3TaroB,
ONMKCHIBaEMbIX B TabmuIe 1.

Tabmuma 1
OnucaHue 3TanoB NPOBEJICHUS IIEHTECTA
Jrar npoBeACHUS Onucanue sTana
MIEHTECTa
Oran 1. Coop 1) CocraBiieHHEe KapThl CETH: CO3/aHHUE KapThl CETH
uH(popmManuu BKJIIOYAET B ce0s 10OaBIIEHUE CETEBBIX YCTPOUCTB

(McTIoONB3yeTCsl CKAHUPOBAHKUE CETH), PUCOBAHHE JTMHUMN-
CBsI3eM MEXTy YCTPOMCTBAMHU, PUCOBAHUE 00JIACTEH JJIst
O00BEMHEHUS YCTPOIMCTB B TPYIIIBI.

2) OnpeniesieHue BO3MOYKHBIX 11€JICH: KaK MPaBUJIO B
KauecTBe IieJiel BhIOUparoTCst Hanbosiee KpUTUUECKUE JIJIst
KOMITPOMETAITUU OOBEKTHI.

3) [lepeuncnenue caabbIX MECT B CITy»k0ax, pabOTaroIMX Ha
ATUX LEJSAX: APYTUMH CIIOBAMHU, TOMCK 0OBEKTOB U CPEICTB,
KOTOPbIE MOTYT UMETh YSI3BUMOCTb.

Oran 2. Dran npeanojgaracT IPOHUKHOBEHUE B YSI3BUMBIE CEPBUCHI
[lenenanpaBieHHOE (moJiydeHre HeCAaHKIIMOHUPOBAHHOTO J0CTYIA K HUM).
IPOHUKHOBEHHUE
Ortan 3. 1) Onpenenenne nHGoOpMaId 0 CKOMIIPOMETHPOBAHHBIX
[TocTakcryaranus CHUCTEMAaX, KOTOPasi MOXKET OBITh UCIIOJIH30BAHA JJIS
Y TIOBBIIIICHUE JANbHEMIIEro T0CTYyMNa (3aKPEIUIEHHS B CUCTEME).
MPUBUJIETUI 2) IloBbIlIeHUE TPUBUIIETUI IO CAMOTO BBICOKOTO YPOBHS

JIOCTyTa B CETU (710 YPOBHS aIMUHUCTPATOPA).
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DTar npoBeacHUs Onucanue 3Tana
NEHTECTa
Oran 4. 1) COop nokazaTenbCTB NPOHUKHOBEHHUS.

JloxymentupoBanue | 2) [loaroToBka OKOHUATEIBHOTO OTUYETA: IMOCIIe 3aBEPIICHUS
TECTOBOM YaCTHU BTOPXKEHUS COCTABIISCTCS MOIPOOHBIN
OTYET. DTOT OTUYET
COJICPKUT JIETATLHOE OMKMCAHUE BCEX CITOCOOOB, KOTOPHIMHU
yIaJIOCh B3JIOMaTh CETh M O0OWTH MEpbI
0€30MacHOCTH, a TAaKXKe MPEIT0KECHUE MEP, KOTOPhIE MOKHO
MIPEANPUHSATH, YTOOBI 3aKPHITh BHISIBJICHHBIC OpeIin U
rapaHTUPOBATh, UYTO OHH OOJIBIIIE HE OYyT UCIIOIH30BaHbI
KEeM-JIA0O0 elIe.

[IpodeccrnonanbHble TECTUPOBILIMKH MPUIEPKUBAIOTCS CIIELIMAIBHBIX METOJIUK
U CTaHAApPTOB, IPUHATHIX B chepe uHpopmamoHHoi 6ezonacHocTH. CyliecTByeT 5
CaMBbIX U3BECTHBIX U aBTOPUTETHBIX MeTogonorui neurecra: OSSTMM, NIST SP800-
115, OWASP, ISSAF u PTES. BriOop 3aBUCUT OT OM3HEC-NIPOLIECCOB OPraHU3alUU U
IPOLIECCOB MH(POPMATMOHHOW O€30MaCHOCTH.

Hcnonb3ys CylIeCTBYIOIIME METOJOJIOTMH M 3Hasg OCOOCHHOCTU IMPOBEACHUS
NEHTECTa, OPraHU3alnsl MOXKET 3HAYUTEIIbHO TOBBICUTh COOCTBEHHYIO 3aIMILIEHHOCTh
ot kubOepatak. Ho crenenp oOpeTaemoil 3alMIEHHOCTH HAIpPSMYIO 3aBHCHUT OT
KaueCcTBa MMPOBEACHHON MTPOLIEYPBI.

KadecTBO M yCnIemHOCTh ITPOBEIECHHOIO MEHTECTA B CBOIO 0YEPEAb 3aBUCUT OT
cocTaBysirONMX ero (akTopoB. Kakblil oTnenbHbIN (akTOp OKa3bIBaeT peIlaroliee
BJIMSHUE HAa TO, HACKOJBKO JOCTOBEpEH OyAeT MOIYy4YeHHbIH pe3ynabTaT, U TO,
HACKOJbKO H(h(EeKTUBHO OyJeT 3amuiieHa CUCTEMa MOCPECTBOM MPUMEHEHUS
MPEBEHTUBHBIX MEP.

@DaKkTOpPHhI, HYKIAIOIIUECS B OLICHKE:

- @axktop 1. TeopeTnueckas MOATOTOBKA CIEUAIACTOB.

- @axkrop 2. [IpakTryeckas MOATOTOBKA CIIEHUAIMCTOB.

- @axkrtop 3. Hamnune HHCTpYMEHTOB /1JIs IPOBEICHUS TIEHTECTA.

Tonpko HpH KOMILJIEKCHOM BBICOKOW OLIEHKE BCEX YMNOMSAHYTHIX (DaKTOpOB
BO3MOYKHO TIPOBECTU MPOLEAYpPY TECTUPOBAHUS HA NPOHUKHOBEHUE OBICTPO U
adpdextrBHO. OpHako Hamboyiee BaKHOW SBISETCS MpPaKTUYECKash MOATOTOBKA
CHEUATNCTOB, MOCKOJBKY MPU HATUYUU MPOUYUX (PAKTOPOB UMEHHO HAIMYUE TAHHOTO
ABygeTCs pemaronumM. I[IpenmyiecTBeHHO B paMkax OOYyYeHHs CIELHAIMCTOB B
YHUBEPCUTETE JAETAETCA YIIOP HA TEOPHIO, OJHAKO MPAKTUYECKUI OIBIT 3HAYUTEIBHO
BaXHEE M TpeOyeT TMOCTOSHHBIX BJIOKEHUHW BPEMEHHM CO CTOPOH CHEIHAIKCTA,
MIOCKOJIBKY TEXHOJIOTHH HE CTOSIT HA MECTE U Y 3JIOYMBIIIJIEHHUKOB MOSIBISIOTCS BCE
HOBBIE U HOBBIE CTIOCOOBI MPOHUKHYTH B 3aIIHUIAEMYI0 HHPPACTPYKTYPY.

Taxum 06pa3zoM, cymiecTByeT O0JbIIOE KOTHMUECTBO PA3IMUHbIX METOJOJOTUI
U MyTel MpoBeACHUS MPOLEAYphl IeHTecTa. BbIOOP KOHKPETHOTO ajIropuT™Ma 3aBUCUT
oT tuma oObekTa. Ho Hamnbosee BaKHBIM YCJIOBHEM YCIEUIHOCTH IPOBEACHUS
IPOLEYPHl SBJIAETCS NPAKTUYECKAs MOArOTOBKA CHELUATIMCTOB €€ MPOBOISAIIMX,
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KOTOpOI;'I CTOUT YJACIATH IOCTOAHHOC BHUMMAHMC W HAIPABJIATH BCC CHUJIBI HA €€
COBCPIHICHCTBOBAHUC.

Cnucoxk uCTOYHUKOB

1. Ataku Ha poccuiickue KOMIIaHHUH. — URL.: https://rt-
solar.ru/analytics/reports/3089/ (nara ooparenus: 28.03.2023).

2. OcHobl TectupoBanusi KM Ha npoHukHoBeHue : yueOHoe nmocodue / A.U.
EmuceeB [u np.]. — TamboB : TamOOBCKMN TOCYAapCTBEHHBIH TEXHHUUECKUN
yauBepcutet, ObC ACB, 2019. — 84 c. — ISBN 978-5-8265-2090-1. — URL.:
https://www.iprbookshop.ru/99777.html (nata oopamenwus: 13.03.2023).

Cratps noctynuia B pegakuuio 10.04.23; mpunsrta k myonukanuu 10.05.2023.

Nudpopmanus 00 aBpropax

Myzanesckas  E.A. — crynedt kadenpsl «Cuctembl HHPOPMAIUMOHHOM
oe3omacHocTH», HampasieHus noarotoBku «10.05.03 — HWuadopmanroHnHas
6e3omacHOCTh aBTOMaTU3UPOBaHHBIX cucteM» OI'BOY BO «BI'TY».

Konopawosa E.B. — cryaenT kadeapsl «CuctemMbl HH(pOpMaIMOHHON
0e3omacHocTu», HampasieHus mnoarotoBku «10.05.03 — HMuadopmanroHnHas
6e30omacHOCTh aBTOMaTU3UpOBaHHBIX cucteM» OI'BOY BO «BI'TY».

Pabyes A.A. — acnupant kadenpel «Cuctembl MHDOPMAIMOHHOU
oe3onacHocT» PI'BOY BO «bI'TY».

Hlunaxkos K.E. — pouneHnt Kadeapbl «CucteMbl WHOOPMALMOHHOU

oezonacHocT»y PI'BOY BO «bI'TY».
Bxuaa aBTopoB
Mysanesckasn E.A. —unes, coop matepuania (30%).
Konopawosa E.B. — c6op matepuana, o6paboTtka marepuania (26%).
Psabyes A.A. — o6paboTka MaTepualia, YaCTHYHOE HanMcanue craTbu (23%).
llunaxos K.E. — naniucanue cTaThu, HAy4YHOE peJakTUpoBaHue Tekcrta. (21%).

KondmukT nHTEpEeCcOB OTCYTCTBYET.
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HayuHnas craTes
YK 378:004
CpaBHUTEJbHBII aHAJIN3 CePTUPUUMPOBAHHBIX U MMIIOPTHBIX CPEACTB 3ALIUTHI
uHpopmanuu (C3U or HCJI, Siem, dlp, aHTUBHPYCHI U T.[1.) B KOHTEKCTE
ONTUMAJILHOIO CO3aHMUS CHCTeMbI MH(OPMAIMOHHOM 0€30MACHOCTH ISt
3HAYHUMBIX 00bEeKTOB KPUTHYECKOI HHPOPMALMOHHON HHPPACTPYKTYPHI

Huxkura Ousieropuy Mycuenko®, JImurpuii Anapeesuu Jlbicos?, Beponuka
Bsiueciaoua Kysuna®™, Beponuka JImurpuesna Menseaesa’

1234 @I'BOY BO bpsuckuii T'ocynapcTBenHblii TeXHHUECKUH YHUBEPCHTET,
bpsauck, Poccns

'musienkono@yandex.ru, https://orcid.org/0009-0001-3699-5404
2lysovdmitriia@gmail.com. https://orcid.org/0009-0003-9666-7191
Sveronika.k02@bk.ru™, https://orcid.org/0009-0003-9513-5222
*nicka.medvedeva2020@yandex.ru, https://orcid.org/0009-0007-4326-8073

Annomayusn. B crTaTbe  packpbiBaeTcs  MpodiieMa  YCKOPEHHOTO
UMIIOPTO3aMEIIEHUS TPOrPAMMHOTO OOECTICUEHUS U alapaTHBIX CPEACTB 3aIIUTHI
unpopmaruu. Kputuyeckas wuHbopmanronHas wuHbpacTpykrypa Poccun
NEPEXOIUT Ha OTEYECTBEHHOE MporpammHoe oOecredenus. Ha moBecTky nHs
BBIHOCUTCSI BOINPOC O POCCUHMCKMX TEXHOJOTUSAX M CpPEICTBax pa3paboTKu,
MO3BOJISIONIMX KOMIAHUSIM Cco37aBaTh WH(GOPMAIIMOHHBIE CHUCTEMBbI, aHAJIOTH
KOTOPBIX Ha POCCUHCKOM PBIHKE OTCYTCTBYIOT.

Knrwuesvie cnoea: ®CTIK Poccuu, nndpopmarmonHas 0€30MacHOCTD,
KpuThueckass UH(OpMaUMOHHAsT HMHPPACTPYKTYypa, HUMIOPTO3aMEIIEHUE,
cepTuduKaius, CpeaCcTBO 3alluThl HHPOPMALINH, TPOTPAMMHOE OOecIeYeHune,
poccuiickoe MPOU3BOACTBO, KHOEPOE30MacCHOCTb.

Texkymas nonmmtuueckas curyanus B Poccuiickon @enepanuu 3acraBuiia
MHOTHE OpraHM3allud TEepelTH Ha uMIopro3amelnieHue. Hekotopsie
MHOCTPaHHbBIE CPEACTBA, UCTOIBL3yeMble B Poccuu, yke He pab0OTatoT B OJTHOM
o0beme, a MpoJICHUE TOJANMUCKU Ha WHOCTPAHHOE TIPOTPAaMMHOE OOecCIeueHue
BBI3BIBACT MPOOJEMBI C OOHOBJIEHHMEM MPOTPAMMHBIX MPOAYKTOB. Pactyruit
MacmtTad KuOeparak TakKe HEraTUBHO  BJIMSIET Ha  CTaOWIBHOCTh
rOCYyJIapCTBEHHOTO CEKTOpa, (DMHAHCOBBIX PBIHKOB U MPOMBIILIEHHOCTH B
resioM. [ToaToMy TemMa yCKOPEHHOT0 UMIOPTO3aMeIIeHUsI TPUOOPETAET OCOOYIO
aKTyaJbHOCTD [5].

Ha peanuzanuio oTed4ecTBEHHBIX HHTEPECOB B MH(MOPMAIIMOHHOU cdepe
corimacHo Jloxktpunbel Wb nHanpaBnensl noanucanusie [Ipesumnentom Poccum
ykasbl: Ne 166 ot 30.04.2022 «O Mepax no odecrne4eHUI0 TEXHOJIOTH1eCKOi
HE3aBHCUMOCTH M 0€30IMaCHOCTH KPUTHYeCKOH HHPOPMAIIMOHHOM
uHppacTpykTypbl Poccuiickoii @exepamum» [2] u Ne 250 ot 01.05.2022 «O
JAOMOJIHUTEJbHBIX  Mepax mno  ofecrneyeHH0  MHGOPMAIMOHHOM

© Mycuenko H.O., JIsicoB JI.A., Ky3una B.B., Mensenesa B. /1., 2023
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0ezonacHoctu Poccuiickoii ®@exepanum» [1]. DT HOKYMEHTHI TPU3BAHBI
M3MEHUTh MOAXOJ K TMOJJIEpKaHUI0 KUOepOe30MacHOCTH Ha POCCHUMCKHUX
MPENPUATHSX.

CraTucTHYeCKHUE TaHHbBIEC O PeATU3AllUH MPOTPAMMbl UMIIOPTO3aMEIIEHUS
"PazButue rocymapcTBa'' TMoOKa3blBalOT, 4YTO K KoHIy 2021 roma pond
pOCCUNCKOro MIPOrpaMMHOTO obecrieyeHus, HCTIOJIb3yEMOTO
roCyJapCTBEHHBIMH MPEANPHUITUIMU, JOKHA Obuta coctaBuTh 50-70%, HO B
peasnibHOCTH OHa coctaBwia 30-35%. MHorue rocy1apCcTBEHHbIE TPEANPUATHS
aJaiTUPOBAIIMCh K MHOCTPAHHOW NPOAYKIMH, YTO 3aTPYAHSIJIO IMEPEXOo] Ha
POCCHIICKOE MMPpOrpaMMHOE 0OecCIIeueHuE.

OnHako BO MHOTHX OOJacTsX 3aMEHHUTH 3apyOeXHbIE MPOIYKTHI
JIOBOJIbHO cJ0HO. CHayaja yxoJ MHOCTPAaHHBIX HI'POKOB 3aTPOHYJ CEKTOP
ceTeBOl 0e30MacHOCTH, a 3aT€M M PHIHOK HH(OPMALMOHHOW OE30MaCHOCTH.
YuactHukun CISO Forum 2022 oTMeTwWwiM, 4YTO B Halled CTpPaHE HET
COOCTBEHHBIX pellIeHUH 111 KOHTpoJist ceTeBoro nocryna (NAC), KoHTelHepOoB,
BUPTYaJbHBIX paboumux ctoioB (VDI), cucrtem XpaHeHUsS MaHHBIX, a TaKXKe
OTCYTCTBYIOT PELICHHUS JJIsl 3aIllIUThI 00JIAUHBIX CPE/I.

CpaBHeHHe XapaKTEPUCTHK OTEYEeCTBEHHBIX M HHOCTPAHHBIX
CPeACTB 3a1MThI HHGoOpMaUu.

Uccnenys monydyeHHBIE JaHHbIE B paMKaxX BBISIBICHHOW aKTyalbHOU
MpoOJIEMBI, 11eJIeco00pa3HO OyAeT MpoaHaIU3UPOBATh TAKUE CPEJICTBA 3AIIUTHI
napopmaruu kak SIEM — cuctemsl [6]. Takne WHCTPYMEHTHI BBITIOIHSIOT PSIf
Mep Oe3omacHOCTH U TpeboBaHUIl B cooTBeTCTBUHU C gokymMeHTamu DCTIK
Poccuu [7].

PesynbpraTsl aHanu3a OTE€YECTBEHHBIX 151 3apyOeKHBIX
cepTU(UIHUPOBAHHBIX CPEACTB 3aLUTHI UHPOPMAIUH.
1. IIpenmyiecTBa oTe4ecTBEHHOT0 NPoaAyKTa «Pedyc-COB»:

¢ (GYHKIMOHUPOBAHHUE KAaK HA YPOBHE CETH, TAK U HAa YPOBHE y371a;
o mnoxnepxka OC Microsoft Windows, Astra Linux;
e ruOKas HACTpOMKa aBTOMATUYECKOW peaklUy Ha BTOPKEHHUS.
Henocrarku:
® OJHUX TOJBKO CHUTHATYpPHBIX METOJOB OOHApyXE€HUs BTOPKEHUU
HEJI0CTATOYHO.
e 0OJIBLIOE KOJIMYECTBO JIOKHBIX CpadaThIBAaHUM.
IIpenmyuiecTBa 3apyoexxknoro npoaykra «FortiGatey:
® IIPOU3BOAUTCIBHOCTH — BCE MOJICIIU FortiGate ocHaiieHbl IIPOIIECCOPOM,
KOTOPBIN pa3rpykaeT LEHTPaJIbHBIN Mpolieccop OT HauboJiee TPYJAOEMKHX 3a/1ay;
o FortiGate MoxeT uccinenoBaTh CETh W MPEJOCTABUTHh AJIMUHUCTPATOPY
BU3yaJIbHOE IPEACTABICHUE CTPYKTYPBI CETH.

Henocrarknm:
® OTCYTCTBHE PYCCKOU JIOKAJIU3AIUU.
e MHOIrOYHCICHHBIE  YSI3BUMOCTH, B TOM qucie ySI3BUMOCTH,

HCIIOJIb3YCMBIC YAAJICHHO,
¢ JOPOro nmpoJICHUC MMOAIMMCOK ITOCJIC ICPBLIX TPEX JICT.
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2. IIpenmymecTBa 0TeYeCTBEHHOI 0 NMPOAYKTA
«Positive Technologies Network Attack Discovery»:
e VIaBIMBaeT AKTHUBHOCTh 3JIOYMBIIUICEHHUKOB Ja)xe B 3alIuppoBaHHOM
Tpaduke;
® XpaHUT 3anucu Tpaduka;
® BBIABIISAET OTKJIIOHEHHSI OT HOPMATUBHBIX TPEOOBaHUM.
Henocrarku: 1Jisi MOJJTHOLEHHOW PadoThI ¢ NPOAYKTOM
Heo0X0uMbI 3HAHHUS B cepe ceTeBOH 0€30MACHOCTH;
® JUId AHTUBUPYCHOW MPOBEPKU MEpPe/laBaeMbIX IO CETH (hailioB HYKHO
MOAKIIFOYATh CTOPOHHUE PELICHUS.
IIpeumymectBa 3apyoe;kHoro npoaykra «Splunk Enterprise»:
® JaeT  BO3MOYKHOCTH YCTPaHATh HEHUCIPABHOCTU IS
MOBBIIIEHUS POU3BOJUTENBHOCTH;
® JlaeT BO3MOXHOCTb COOHMpATh TIOJI€3HbIE OINEPAaTUBHBIE JaHHBIE U3
MAaIllMHHBIX JAHHBIX.
Henocrarku:
e OrpaHuYeHHs 10 00beMy Tpaduka,
e BHeApeHue U noajepxka Splunk Tpedyert pecypcos.
3. IIpenmyuiecTBa oreyecTBeHHOr0 NpoaAyKTa «RuSIEM»:
® CBOEBpEMEHHOE MH(OPMHPOBAHWE U PEArMpPOBAHHME HA PA3IUYHBIE BUIBI
yIpos;
® OTCJIEKMBaHUE ayTEHTU(PUKALUY;
® OTCYTCTBHE OI'PaHWYEHUI MPHU BHIOOPE NCTOUHUKOB COOBITUH.
Henocrarku:
® HEKOTOpble AamOopasl (rpaduku, TabIULIb) HEMHPOPMATHUBHBL;
e  MaJo IPEAYCTAaHOBJIEHHBIX KOMILIAEHC-TIPOBEPOK U OTUYETOB;
e oOunue KHOTMOK Ha OOKOBOW TmaHenu wuHTep(deiica 3aTpyaHseT TOUCK
HEO0OXO0AUMON (DYHKIIMH.
IIpenmyuiecra 3apyoexxknoro npoaykra «FireEye»:
® T[IOCTOSIHHOE U CBOEBpEMEHHOE OOHOBJICHHE MH(POpMALTT 00
aKTyaJbHBIX YIpO3ax;
e KoMmIUieKcHOe pemieHue b, koTopoe obecreunBaeT 3amuTy, HaYUHAS OT
KOHEYHOM TOYKH U 3aKaHYMBAsI LIEJION CETHIO.
HepocraTkm: oTCyTCTBHE PYCCKOM JIOKATU3ALUM.
4. IIpenmymecTBa 0TE€YECTBEHHOI0 MNMPOAYKTA
«Kaspersky Unified Monitoring and Analysis Platform
(Bepcus 1.5)»:
® CO3JaHKE YBEIOMJICHUH O BBIBICHUU NPU3HAKOB yrpo3 Ub;
® HaJIM4YME BCTPOEHHBIX CLEHApUEB ABTOMAaTHYECKOIO pPEarupoBaHUs Ha
BbIsiBIIeHHBIE Wb - cOOBITHS.
Henocrarku:
® HeET BO3MO>XHOCTH cozmaBath PDF-oTuéThl (TONIBKO
HTML) — noGaBiieHue 3amiaHUpOBaHO Ha MEepBYIo mosioBuHy 2022 roja.
e OOHOBJEHUE KOHTEHTA TMPOU3ZBOJUTCA  BpPYYHYIO —
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NOJIIEPKKAa aBTOOOHOBJICHHS! 3alJTAaHUPOBaHA HAa BTOPYIO MONOBUHY 2022
roja.
IIpeumymiecTBa 3apyoesxknoro ananora «Foritnet (FortiSIEM)»:

® aBTOMAaTHU3AIIMS MPOIECCOB OOHAPYKEHHUS YTPO3 U aHOMAJIHIA;

® aBTOMATHU3allMs TMPOIECCOB PETUCTpAIMM M KOHTPOJIS HWHIUACHTOB, C
NOCJIEYIONIEN BO3MOKHOCTBIO MX PACCIIEI0BAHNUS;

Henocrarku:
® OTCYTCTBHE PYCCKOH JIOKAJIM3ALUU;
e orcyrcTByeT nogaep:xka noakiaoueHus kK GuaCept nnu ['ocCOIIKA.

B KOHTEKCTEe ONTUMAIBHOIO CO3/IaHUSI CHUCTEMBI HH(POPMAIIMOHHOMN
0e30MmacHOCTA ISl 3HAYUMBIX OOBEKTOB KPUTHUYECKON HH(OpMAIMOHHON
MHPPACTPYKTYPbl PEKOMEHIYETCsI UCTIOJIb30BaHUE CIEAYIOMMNXOTECYECTBEHHBIX
CPEICTB 3alUThl UH(POPMALIUH:

1. TlporpamMmmHBIii KOMIUIEKC OOHapYykeHUs BTopKeHui «Pedyc-COB».

2. IIporpammuoe uznemne «CucremMa OOHapyXeHHUS U TPEIOTBPAIICHHS
Brop:keHuid Positive Technologies Network Attack Discovery».

3. «Cwucrema ymnpaiieHUsS COOBITUAME Oe30macHOCTH «RUSIEM».

4. Ilporpammuoe mznenue «Kaspersky Unified Monitoring and Analysis
Platform (Bepcus 1.5)».

Onupasice Ha Yka3wl npesuneHta Poccuiickoin @enepaunu Ne 166 ot
30.04.2022 u Ne 250 ot 01.05.2022, MOXHO 3aME€THUTh, YTO 3aTPArvBaIOTCS
MpoO0JeMbl, CBA3aHHbIE C uMMopTo3amenieHuemM 1O u anmapaTHbBIX CpeACTB
3aIIUTHIMH(POPMAITHH.

B Hacrosimmee BpeMsi NOCTABKH amnmapaTHbIX CPeACTB 3alIMThI
uHpopMmanuu 3aTpyaHeHbl. C yeM 3TO CBSI3aHO?

e Bo-mniepBbIX, 3aTpyJHEHBI B CBSI3U C BBICOKOW CTOMMOCTBIO amnmapaTHbIX
CPEJICTB 3aIUThl HH(OPMALIIH.

e Bo-BTOpBHIX, CYIIECTBYIOT TPYIHOCTH C aNMapaTHbIM OOeCHEYEHUEM.
KoMmoHeHThl 111 TIPOU3BOJICTBA OTEUECTBEHHOrO OOOPYJAOBaHUS, TaKHWe Kak
CepBepbl, MPOLIECCOPHI, MOJIEMbl UMIOPTUPYIOTCS U3-3a pyOexka. Hecmotps Ha
HaJIN4YME MPOLEAYpP MO 3aMEHE KOMIIOHEHTOB, 3aIlyCTUTh BBICOKOTEXHOJIOTHYHOE
MPOU3BOJICTBO 0€3 UMIOPTHBIX TEXHOJOTUN HEBO3MOXKHO.

Bo3Mo:xHO /M, NPH CO3JAHUU CHCTEM O0€30MACHOCTH O0OBbEKTOB
KPUTHYECKOW HH(POPMAUOHHON HUH(PPACTPYKTYPbI HCHOJIb30BATH
HaJI0KeHHbIe cpeacrBa UB Toabko poccmiickoro mpousBoacrsa? Kakmue
CpeaCcTBa MOI'YT NIOMOYB JIJIsl pelieHusl TAaHHOM 3ag1aun?

Celiuac miepedyeHb CpEACTB 3allUThl MHGOPMAUUM JJI1 KPUTUYECKOM
nHbopManMoHHOW uHPpacTpykTypbl obOo3Hauaer PCTIK. Hecmorps Ha
TEKyIlEee NPUMEHECHUE HAJIOKEHHBIX CPEJICTB OTEUYECTBEHHOTO IPOU3BOJCTBA,
MOJTHOE TIpeKpaimieHre wucrnoib3oBanuss [IO — morpebyer  OoJbIIux
OpPTraHU3allMOHHBIX, SKOHOMUYECKHUX U MTOJUTUYECKUX U3MEHECHUM.
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http://publication.pravo.gov.ru/Document/  View/0001202203300001 (mata
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5. Typkuna, A. A. Hekoropble acnekTsl "MMnopTo3amMelieHus" B cepe ut
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Nudopmannsa 06 aBTopax
Mycuenko H.O. — wmaructp, npenogaBatenb Kadenpsl «CHUCTEMBbI
nHpopmarmorHoit 6e3onmacHoctny OI'BOY BO «bI'TVY».
Jlvicoe  J[A. — crapmuii npenonaBatenb Kadenpbl «CHCTEMBbI
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nH@opmannonHoit 6ezonacHocty GI'BOY BO «bI'TY».

Kysuna B.B. — crynent xadeapsl «Cucrembl HHOOPMAIIMOHHOM
Oe30racHOCTH», HarpaBiieHHs MoArotoBku «10.05.03. — HMudopmanmonHas
06e3omnacHOCTh aBTOMaTU3UpOoBaHHBIX cucTem» OPI'BOY BO «BI'TY».

Meoseoesa B.J[. — ctyaent kadenpsl «Cucrtembl HHOOPMALHMOHHOU
Oe3o0racHOCTU», HampaBiieHHsT ToArotoBku «10.05.03. — HMudopmanmonHas
06e3onacHOCTh aBTOMAaTU3UPOBaHHBIX cucTem» OPI'BOY BO «BI'TY».

Bkiag aBTopos

Mycuenxo H.O. —unesi, cOop matepuana, obpaboTka Marepuania,
YaCTUYHOE HamrcaHue craTbhu (25%).

Jlvicos /].A. — HamucaHue CTaThbU, HAYYHOE PEIAKTHUPOBAHHE TEKCTa
(25%).

Kysuna B.B. — unes, cOop matepuaina, o0padoTka MaTepuaia, 4aCTUUHOE
HanucaHue ctatbu (25%).

Meoseoesa B.J]. — wunesi, cOop Marepuaiia, o00pabOTKa MaTepuala,
JacTUYHOE HalMcaHue craTbu (25%).

KoHnpaukt uHTEpecoB OTCYTCTBYET.



172

Hayunas crares
YK 004.056

0030p HOBBIX TPpeOOBaHMI 00ecneyeHUs1 HHPOPMALMOHHOI 0€30MaCHOCTH 151

3HAYUMBIX 00bEeKTOB KPUTHYECKOI HH(POPMALMOHHON HHPPACTPYKTYPHI B
coorBercTBUM ¢ YKa3oM Ilpesuaenta P® Ne 250 ot 01.05.2022 r. «O
AOMOJIHMTEJIbHBIX Mepax Nno odecrneyeHn0 HHGOPMAMOHHOI 0€30I1aCHOCTH
Poccuiickoit ®eaepauumn»

Huxkura Oseroud Mycuenko®, JImurpuii Auapeesunu Jlbicos?, Beponuka
Jimutpuesna Mensenesa®’, Beponnka Bsiueciapopna Kysuna®

12340I'0Y BO «BpsHCKuii TOCYIapCcTBEHHBINA TEXHUYECKUI YHUBEPCUTETY,
bpsuck, Poccust

'musienkono@yandex.ru, https://orcid.org/0009-0001-3699-5404
2lysovdmitriia@gmail.com, https://orcid.org/0009-0003-9666-7191
3nicka.medvedeva2020@yandex.ru™, https://orcid.org/0009-0007-4326-8073
“veronika.k02@bk.ru, https://orcid.org/0009-0003-9513-5222

Annomayusn. 0O0630p monoxenudn Ykaza I[Ipesmmenra PO Ne 250 or
01.05.2022r. «O [OMONHUTENBHBIX MEpax MO O0EeCHeYeHHI0 HH(OPMaMOHHOU
oeszonacHoctu Poccuiickoii  ®enepauun». B craThe OTpaxkeHbl pe3ynbTaThl
KauyeCTBEHHOW OIICHKM 3aTpaT Ha peajlu3ali0 HOBBIX TPEOOBaHWA H OlEHKA
3 PEKTUBHOCTH JaHHBIX TPECOOBAHUM.

Knwueswvie cnoea: 1'ocCOIIKA, OCTOK, ®CBH Poccum, 3ammra KHWU,
kuOepaTaka, CTpYKTYpHOE TOJIpa3/ieieHue, KpUNTorpapuieckas 3aiura,ayaurT.

B coBpeMeHHOM Mupe K Tmpouenype obOecnedeHuss HHGOPMAILMOHHON
0e30macHOCTH KpUTHYECKOW WH(GOpMaIMOHHONW WHGpacTpyKTypsl Poccuiickoit
denepaniii BO3HUKAIOT HOBBIC BBI3OBHI M 3a7a4M, HAIICJICHHBIE HE TOJILKO Ha
oOecrieueHue 6ecrepeOonHOTO PYHKITMOHUPOBAHUS TaKUX HHPPACTPYKTYP, HO U HA
WX YCTOWYMBOE pPa3BUTHE B COOTBETCTBHHM C HAIIMOHAJHLHBIMU HWHTEPECAMH,
3aukcupoBaHHBIMU B JIOKTpHHE HHpOpMAIIMOHHOH Ge3omacHocTu PO [2].

JIOTIOTHUTETHPHBIM BBI30BOM TAaKKE SIBIISICTCS TJIOOQNBHBIA TPEHJ — POCT
yucia KuOeparak, HalpaBJICHHBIM B TEPBYIO OYEpelb HAa KPUTHYECKH Ba)KHBIC
00BeKThl rocynapctBa. OMHON W3 OCHOBHBIX MPHYMH POCTA YMcia KuOepaTrak Ha
koMmrianuu B Poccuiickoit denepanuu SBISETCS TO, YTO MHOTHE 3apyOeiKHBIC
MOCTABIIMKKA  KOPIMOPATUBHBIX  CPEACTB  MHGOPMAIMOHHON  O€30MacHOCTH
MIPEKPaATHIIA CBOIO JIEATEILHOCTh B Poccuu. YuuTeiBas 000CcTpeHNE MOTUTHIECCKOM
CUTYallMH B CTPaHE, pOCT KHOEepaTak yBEIMUUBAETCS, UX MAacIlITad pacTé€r, OT ATOTO
CTpaZaeT TOCYAApCTBEHHBIH CEKTOp, WH(POPMAIMOHHBIE TEXHOJOTWUH, OaHKH |
TIPOMBITIUICHHOCTb.

Takum o00pa3oMm, CymIecTByeT OCTpass HEOOXOAMMOCTh B CHCTEMHOMN
MOAU(UKAIIMKA TIOJIXOJI0OB K oOecreueHnto WHGOPMAIMOHHON 0e30MacHOCTH B

" © Mycuenko H.O., JIeico JI.A., Mensenesa B.J1., Ky3una B.B., 2023
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KPUTHUECKHX cepax IesTeTbHOCTH TOCy1apCTBa.

Pemenuem Takoro Bompoca cran Yka3s [Ipesunenta PO Ne 250 ot 01.05.2022
r. «O JOMOTHUTENBHBIX Mepax Mo odecreyeHuo NHHOPMAIIMOHHON 0€30MacHOCTH
Poccuiickoii @eneparuny» [1].

JlanHbiil Yka3 HarpaBJieH Ha MPOBEJICHUE TOTIOJHUTEIBHBIX MEPOIIPUSATUH 110
COBEPILIEHCTBOBAHUIO MpOUEAYp HHPOPMAIIMOHHON O€30MacHOCTU I psija
KPUTUYECKH BaXHBIX KoMmanuii Poccun. K TakuM KOMIIAaHHMSIM OTHOCATCS
HEKOTOpbIE OpraHbl BJACTH, MNPEANPUATHS C TOCYJAPCTBEHHBIM YYacTHEM,
CyObeKThl  KpuTudeckoi  uHpopmammonHoi  uHppactpyktypel  (KUUN),
CTpaTerMyecKue U CHCTeMOOOpa3ymollue OpraHu3aluu (Jasee — KPUTHUYECKU
BayKHBIC opraHmu3aium) [9].

00630p nonoxxennit Ykaza [Ipesunenta PO Ne 250

B cootBercTBUM ¢ myHKTOM 1, MOKYMEHT ycTaHaBIMBaeT TpPeOOBaHUS K
PYKOBOJIUTENSIM KPUTHYECKU BaKHBIX OpraHu3alvil co31aTh Ha 0a3e opraHu3alnuu
CTPYKTYPHOE TMOJApAa3JEIeHUE, BBINOJHAOMEE QYHKIUA 10 O0ECHEeYEHHIO
MH(OPMAIIMOHHOW 0€30IaCHOCTH OCHOBHOT'O OpraHa (OpraHusaiiui), B TOM YHUCIIe
110 OOHAPYKEHUIO, MPEAYIPEKACHUIO U TUKBUJIALUU TOCIEACTBUIKOMIIBIOTEPHBIX
aTaKk U pearMpoBaHUI0 HAa KOMIBIOTEPHbIE WHIUACHTBHI, WIA BO3JIOXHUTb 3TU
(GYHKIIMM Ha CYHIECTBYIOIIEE CTPYKTYpHOE nojipaszenenue. [lpu atom, 3amMectuTenb
PYKOBOJUTEINS TJABHOTO opraHa (opraHu3aluu) JOJDKEH ObITh YIIOJIHOMOYEH
obecnieunBaTh NHPOPMAIMOHHYIO 0€30MIaCHOCTb IJIABHOTO OpraHa (OpraHU3alum),
Britouas cpeacrsa ['ocCOITKA [8].

[lepen wucmoaHUTENEM CTAaBUTCS PsAJl KIIOUEBBIX 33]a4, HAlIEJEHHBIX Ha
MOJICPHU3AIMIO0 OpPTraHU3allMOHHON 0€30MaCHOCTH BHYTPHU OopraHu3auuu. Pemienue
ATUX  3a7ad M[pPeAYyCMAaTPUBAET  paCUIMPEHHE  IITaTa COTPYAHUKOB  IIO
MH(OPMAIMOHHOW 0€30MaCHOCTH 3a CYET CO3[aHUsl CTPYKTYPHOIrO MOJApa3ieTeHus,
B TOM 4YHUCJE B3aUMOJECHCTBUE C TOCYIAapCTBEHHOM CHCTEMOW OOHapyXKeHus,
NPEeIyNpekaAeHNUs ¥ JUKBUJAIMM TOCIEACTBHI KOMITBIOTEPHBIX aTak Ha
uHpopmanmonHsle pecypcbl  Poccuiickoit  ®enepanuu, a Takke 3allUTy
KPUTHYCCKUX MHOOPMAITMOHHBIX HHBpacTpyKTyp [7].

B coorBercTBUM C HOBBIMH TpeOOBaHUSMHU, pacUIMpPAETCSs U 30HA
OTBETCTBEHHOCTH JIOJDKHOCTHBIX JIMIl B OTHOLICHHH BOMPOCOB MHGOPMAIMOHHOMN
oe3onacHocTu. [Ipumep H3MEHEHHUsS CTPYKTYpbl OpPraHM3alMy MPEACTABICH Ha
pucyske 1. B3anmopeicTBre co CTOpOHHUMHU KOMITAHUSIMU B PaMKaX MCTIOJTHCHHS
MEPONPHUSTHIA MO 3ammTe WHGOPMAlUK AODKHO TOATBEPKIATHCS HATUYHEM
COOTBETCTBYIOIIUX JIULIEH3UN UJIM aKKPEIUTALUNA.
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Puc. 1. CtpykTypa TUIIOBO# OpraHu3aluy Mocje NPUHATH HOBBIXTpeOoBaHMUM Yka3za
[Ipesunenta PO Ne 250 ot 01.05.2022 r.

KimtoueBbiM  (pakTOpOM TpH  peanu3allid  HOBOBBEIICHUN  SBIISIETCS
ONEPAaTUBHOCTh BHEAPSEMBIX PEIICHHI, 32 CUET 00ecreyeHus: He3aMeIUTEIbHON
peanu3aluryd OpraHU3alMOHHBIX U TEXHUYECKUX MEpP, PEIEHUsI 0 HEOOXOAUMOCTH
OCYIIIECTBJICHUS KOTOPBIX MNpUHHUMAaOTCS DeaepaibHON Clyxk00i 0e30macHOCTH
Poccuiickoii ®enepanun u  DenepanbHoOil CIykO00W MO TEXHUYECKOMY U
HKCIIOPTHOMY KOHTPOJIIO B TMpeJenax HX KOMIETEHIMH U HaIlpaBisloTcs B
OpraHU3aLMH C YYETOM MEHSIIOUIMXCS yrpo3 B MHGOPMAaIIMOHHOM cdepe.

OcHOBHBIM  TpeOOBaHMEM B  paMKaX  HOBOBBEICHHM,  SIBJISETCS
HEOOXOJMMOCTh COOJIIOJIEHUSI 0CO00ro MOpsAKa MPUMEHEHHsI CPEICTBA 3aIlUTHI
uHdopMaIuu.

CornacHo TyHKTY 6 paccMaTpUBaeMOro JOKyMEHTa, 3allpelaercs
UCIIOJIb30BaTh CPEJCTBA 3alMTHl MH(POpPMAIMH, CO3JaBa€Mble HWHOCTPAHHBIMU
roCy/1apCTBaMH, KOTOPHIE IEUCTBYIOT HEAPY>KECTBEHHBIM 00pa30M MO OTHOILIEHUIO
k Poccuiickoit denepariuu, poCCUUCKUM IOPUINIECKUM U puznueckum auram. [pu
BBIOOPE MHOCTPAHHBIX CPEJCTB 3alUTHl UH(POpMAIMM HEOOXOAUMO HE TOJBKO
oOpamjaTh BHUMAHUE Ha CTPAaHy-NIPOM3BOJUTENS, HO TaKXe MPOBEPATH
adhPuIMpoBaHHOCT, KOMMAHWU (COCTaB COOCTBEHHUKOB, YJIICHOB OpPraHOB
YIPABJICHMUS, JTUI] UMEIOIIMX MPABO PACTIOPSAKATHCS OOIIMM KOJIMYECTBOM I'OJIOCOB).

Ounenka d2(p(dEKTUBHOCTH peau3allid HOBBIX TpeboBaHUN  YKaza
[Ipesunenta PO Ne 250.

VYka3 IIpesungenta PO Ne 250 ot 01.05.2022 r. «O 1ONOIHUTENBHBIX MEpax



175

no obOecnedeHnio WHGOpMANMOHHON Oe3omacHocT Poccuiickort Depepanum»
MO3BOJISIET OBBICUTH YPOBEHb MH(POPMAIITMOHHOM 0€3011aCHOCTH, 3 UMEHHO:

e Bompoc obecreyeHus: MH(POPMAIMOHHONW O€30MaCHOCTH B OpTraHU3aAIUU
MOJHUMAETCs Ha 00Jiee BBICOKHI YPOBEHB;

® BO3pAacTaeT pojb PYKOBOAMTEINS OpPraHU3allMM B BOIPOCAX OOECredYeHus
nH(OPMAITMOHHON 0€301TaCHOCTH;

* TMOSBISIIOTCA MOJIpa3/ieJieHus, OTBETCTBEHHbIE 3a oOecnieuenue Ub;

® OpPraHU30BBIBAIOTCS MPOEKTHI MO CO3AAHUI0 YHU(PUIIMPOBAHHON CpEIbl s
Oe3onacHoil pazpabotrku otedectBeHHOro 110 m mo KMU nnst cucrematuyeckoro
UCCIIeI0BaHMs 0€301aCHOCTH;

® CO3JIAI0TCS MPOEKThI, TPU3BAHHBIE TOMOYb POCCUHCKUM pa3pabOTUYUKaM B
coznanuu [10 nnst 00BEKTOB KpUTHUECKON HHPOPMAITMOHHON HHPPACTPYKTYPHI.

B Poccuu BbIsiBIICHBI MaciiTaOHble KHUOEpaTakyd MPOTHUB TOCCEKTOpa. ITO
CBA3aHO C TMOJHMTHYECKM MOTHBUPOBAHHBIMU JEHCTBUSIMH XaKEpOB, YXOIOM
MOCTABIIMKOB  yCJIyr  O€30MacHOCTH W NOpoOieMold  MpecieoBaHUS
KHOEpIpPECTYITHUKOB, Haxoadmuxcs 3a pyoexoM. C MomeHTa Hayana
cnenonepanuu moutd 90% uHppacTpykTypbl roccekropa Poccuu moaBeprivch
KkuOepaTakam.

Ha stom ¢one cripoc Ha MpoTyKThl OE30MaCHOCTH CO CTOPOHBI POCCUMCKHUX
pa3paboOTUYUKOB PACTET, a MPOJAXKH YBEIUUUBAIOTCS U3-32 BO3POCILIEH aKTUBHOCTH
XaKEpPOB U KOHKYPEHIIUH.

VYka3 HaueneH Ha NOBBILIEHHE YpPOBHS HH(OPMALIMOHHOW O€30MacHOCTU
KPUTHUYECKN BaXXHbIX opranuzanuii P®. Peanmuzanuss npeayCMOTPEHHBIX MeEP
OKQXKET CYLIECTBEHHOE BIIMsiHUE Ha pbIHOK Mb-ycnyr. Pe3ko Bo3pacrer cripoc Ha
CHEIUAIUCTOB 1O WH(OPMAIIMOHHOM O0€30MacHOCTH, CIOCOOHBIX OO0ECIeYnTh
peanbHyI0 3amuTy uHpopmainuu. s ucnosHeHus TpeOoBaHUM YKaza ObuIH
MPUHSATHI CAEAYIOIINE PEIICHHUS.

1. KomnanusiM  HEOOXOJMMO TIPOBECTH pabOThl MO  pacHpeacsICHUIO
OTBETCTBCHHOCTH 3a oOecmeueHue Mb Ha JOMKHOCTHBIX NHI, a MMCHHO, Ha
3aMECTUTENI TEHEPAIBHOTO JHUPEKTOpa, a TakkKe CO31aThb CTPYKTYpPHOE
nojApaszeneHue, orevaroiiee 3a b, oOHapyxeHne U pearnpoBaHKUE HA aTaKu.

2. [loAroToBUTH  JNOJKHOCTHBIE ~ MHCTPYKIMM B COOTBETCTBHUM  C
HOPMAaTUBHBIMUJOKYMEHTAMU, BBeIeHHbIMU [IpaBuTenscTBomM PO.

3. BoIMOMHUTE ayauT 3allUIIEHHOCTH HH(POPMAIMOHHBIX PECYPCOB, B TOM
YHClie MHBEHTapHU3aI1io 000pyA0BaHuUs, KOTOPOE HAXOIUTCS B OKCILTyaTalllu, YTOOBI
BBISIBUTH HHOCTPAHHOE ammnapaTHOE ¥ MPOrpaMMHOe 00ecriedeHne, CpeCcTBa 3alluThl
uHpOopMaIuu.

4. HeoOxo1MMO npoaHaIM3upoBaTh NOAPSIIYMKOB B o0nacti b Ha Hanuuue y
HUX HEOOXOJMMBIX JUIEH3HM, a B JaJIbHEUIIIEM — U Ha HAJIUYUE aKKPEAUTAIUU Y
ueHTpoB ['ocCOIIKA. KoMnanusim B TEKyIEH CUTYalMH CIIEAYET ObITh TOTOBBIMH K
OMEepaTUBHOMY B3auMoJielcTBUIO ¢ perynupytouumu opraHamu (®Cb Poccun,
OCTOIK Poccun) 1 BBIMOIHEHUIO UX YKa3aHUU.
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Oe3omacHocTn», HampaBieHus noArotoBkun «10.05.03. — HudopmannonHas
0e3omacHOCTh aBTOMaTU3UpoBaHHbIX cuctemM» OI'BOY BO «BI'TY».

Kysuna B.B. — crygent xkadeapsl «Cuctembl UHGOPMAIIMOHHON
Oe3omacHocTn», HampapiaeHus mnoarotopku «10.05.03. — WudopmanmonHas

0e3omacHOCTh aBTOMaTU3UpoBaHHbIX cucteM» OI'bOY BO «BI'TY».

Bkiax aBTopos
Mycuenxo H.O. — unest, cOop matepuaina, oopaboTka MaTepraia, 9aCTUIHOE
Hanucanue cratbu (25%).
JIvicog /. A. — HaTIMCaHWE CTaThU, HAYYHOE peIaKTUpOBaHue TeKcTa (25%).
Meosedesa B.J[. — unes, cOop Marepuaina, o0paboTka Marepuana, YaCTUYHOE
Hanucanue cratbu (25%).
Kysuna B.B. — unes, cbop marepuana, oOpabOTKa Marepuasia, 4aCTUYHOE
HanucaHnue cratbu (25%).

KoH}uKT nHTEpECOB OTCYTCTBYET.
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Hayunas crares
YK 004.056
00630p Yka3za IIpe3ugenta P® Ne 166 ot 30.03.2022 r. «O mepax no
o0ecrneYeHNI0 TEXHOJIOTHYeCKOM He3aBUCHMOCTH M 0€30IIaCHOCTH KPUTHYECKOM
uHpopMauoHHON UHpacTPYKTYphI Poccniickoit @eaepanum» B KOHTEKCTE
CO31aHUs CHCTeMbl HH(POPMALMOHHOH 0€30I1aACHOCTH JIA 3HAYMMBIX 00bEKTOB
KPUTHYECKON MHPOPMALMOHHONH HHPPACTPYKTYPHI

Hukura Ouaerosmu Mycuenko!, JImurpuii Angpeesuu JIbicos?, Beponmnka
Jimutpuesna Mensenesa® , Beponnka Bsiueciapopna Kysuna®

12340I'6OY BO «BpsHCKMII TrOCYyJapCTBEHHBI TEXHWYECKHI yHHUBEPCUTETY,
bpsnck, Poccus

'musienkono@yandex.ru, https://orcid.org/0009-0001-3699-5404
?lysovdmitriia@gmail.com, https://orcid.org/0009-0003-9666-7191
*nicka.medvedeva2020@yandex.ru™, https://orcid.org/0009-0007-4326-8073
“veronika.k02@bk.ru, https://orcid.org/0009-0003-9513-5222

Annomayun. O0630p nonoxennit Ykaza Ilpesupenta PO Ne 166 or
30.03.2022 r. «O mepax 1mo 00ECHEUCHUIO TEXHOJOTUYECKON HE3aBUCUMOCTH H
0e30macHOCTH  KpUTHYECKOW WHGOpMaIMOHHON HHpacTpyKTypbl Poccuiickoit
®enepanun». B crathe paccmaTpuBaeTcsi 3amuUTa  OOBEKTOB KPUTHYECKOM
uH()OPMAITMOHHOW HMH(PPACTPYKTYphl HAa MOMEHT BBEJICHUS B JCUCTBUE YKaza
[Ipesunenta Poccuiickoit ®@enepauuu ot 30.03.2022 Ne 166 «O wmepax 1o
00ECIEUYEHNI0 TEXHOJIOIMUYECKOM HE3aBUCHMOCTH U O€30MAaCHOCTH KPUTUYECKOU
uH(popmanmoHHoi uHPpacTpykTypbl Poccuiickoit deneparum».

Kniueevie cnoea:. umnopro3aMenieHue, KpuTHUeckas HHGOpMAaIMOHHAS
MH(paCTPYKTypa, 3HAUMMbIe OOBEKTHI, yKa3, MporpammHoe obecneuenue, COUb
30KHNMN.

B cBf3M CcO CIOXUBIICHCS TEOMOJUTUYECKOM OOCTAaHOBKOW MHOTHE
OpraHW3allid B  HACTOAIIEE BpeMsl  CTAJIKHUBAKOTCS C  BBIHYXICHHBIM
UMITOpTO3aMeIIeHrneM. HeKOoTopble WHOCTpAaHHBIE pEIICHUS, HCIONIb3yeMble B
Poccun, mepecTaroT mogHONEHHO (YHKIIMOHUPOBATH, MOJMUCKH HAa WHOCTPAHHOE
nporpaMMHoOe oOecrieyeHrue He MOTYyT ObITb TPOMJICHBI, a OOHOBJICHUS
npoOsieMaTU4HbI [5].

00630p monoxenunit Ykaza [Ipesunenta PO Ne 166

Hauynnas ¢ 30 wmapra 2022 roma, TpeOOBaHHMSI K KPUTHUYECKUM
nH(OPMAITMOHHBIM HHPPACTPYKTYpPaM KapAHMHAIBHBIM 00pa3oM nu3MeHuIuchy. M3nan
Vka3 Ilpesugenta PO Ne 166 ot 30.03.2022 r. «O mepax mo oOecreueHuto
TEXHOJIOTUYECKOW HE3aBUCHUMOCTH M 0€30MaCHOCTH KPUTHYECKOHUH(POPMAITMOHHOM
uHppacTpykTyphl Poccuiickoit ®enepanmuy» [1].

Januenii Yka3 pa3paboTaH B TENsIX OOCECHEUYECHHS TEXHOJOTHYECKOM

© Mycuenko H.O., JIsicoB /I.A., Mensenesa B./1., Kyzuna B.B., 2023
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HE3aBUCUMOCTH U O€30TTaCHOCTH KPUTUYECKON WH(OPMAITMOHHON HHPPACTPYKTYPHI.
OH 3ampemaer 3aKkylmKy HWHOCTPAHHOTO MPOTPAaMMHOIO OOecredyeHus: s
KPUTHUYECKON HHGPOPMAIIMOHHON HHPPACTPYKTYpbl U TpPeOyeT OTBceX CYyOBEKTOB
nepexoja Ha OTEUECTBEHHOE NporpaMMmHoe olecrieueHue W obOopynoBanue. B
nepedeHb 00beKTOB KpuTHueckoit uHPpacTpykTyphl (KNIN) Poccutickoit denepanuu
BXOJISIT: TOCY/IAPCTBEHHbIE CUCTEMBI, MPEANPUATHSI 0OOPOHHON MPOMBIIIIICHHOCTH,
DHEPIreTUKH, TOIUIMBHOW U aTOMHOW MPOMBIIUIEHHOCTH, TPAHCIOPTa U KPEAUTHO-
¢dunraHCOBOU chepsr [2].

VYKa3 MOJTHOCTHIO MEHSIET BCIO CTPYKTYPY MNPEKHUX TPeOOBAHUIN U MOAXOJOBK
3aIUTe KPUTHUECKH BaXXHBIX 00bekTOB KIU.

1. C 31 wmapra 2022 roma 3ampeniaeT 3aKylnky WHOCTPaHHOI'O
MPOTPAaMMHOr0 OOECIEUEHUsS] U MPOrPAMMHO-AMNIAPATHBIX KOMILUIEKCOB, B LEJAX
WCIOJB30BaHUSA HA 3HAYUMBIX OOBEKTaX KPUTHYECKOW HHGOPMAIMOHHON
uHppactpykrypel P®. VckmioueHus JAOMYCKAOTCS JIMIIb 1O  MPOUEAYpe
coryacoBanus [3].

2. C 1 suBaps 2025 roma rocyJapCTBEHHBIM OpraHaM W 3aKa3uhKaM
3ampeniaeT  MCMHOJb30BaTh  HMHOCTPAaHHOE MpOTpaMMHOE  oOecliedeHue Ha
COOCTBEHHBIX KpUTHYECKU BakHBIX 00bekTax K. Brieyka3zanHubie opraHu3aiu
00s13aHbl pa3paboTaTh IUIAHBI HMMIOPTO3aMEIIECHUS [JIsi KPUTHYECKH Ba’KHBIX
OOBEKTOB.

3. [IpaButennsctBy Poccuiickoit ®enepauun HEOOXOIUMO YTBEPAUTH
HOBBIE TPEOOBAHUS K TPOrPaMMHOMY OO€CTICUEHUI0, a TAKXKE TIPaBUIa COTJIACOBAHMS
3aKyMOK HMHOCTPAHHOTO TMPOTPAaMMHOr0 OOECHEUYEeHUs] W  3aKyIlOK  YCIyT,
HEOOXOIMMBIX JJIsl HCTIOJIb30BAHUS ATOTO TPOTPAMMHOT0 00ECIICUCHHUS.

4. [IpaButensctBy Poccuiickoit ®enepauuu TpeOyeTcss 00ecneyuTh
MPEUMYIIECTBEHHOE UCIIOJIb30BaHUE OTECYECTBEHHOTO O0OOPY/I0BAHUSI Ha 3HAYHMMBIX
00BEKTaX KPUTUYECKON MH(POPMAITMOHHON HH(DPACTPYKTYPHI.

Jist rapantun 6€30macHOCTH OOBEKTOB KPUTHUUYECKONW HMHPPACTPYKTYPHI
HEOOXOIMMO CO3/IaTh CcUCTeMy oOecreueHrus HHQPOPMAIMOHHON O€30MacHOCTH
3HaunMbIX 00bekTOB KN, Tak HaszeiBaemyto «COUB 30K [6].

[Menpr0  TakoW  CUCTEMBI  SIBJISIETCS  OpraHu3als  YCTOMYMBOIO
dbyukuonupoBanus 00bekToB KM, CpenctBa u MeTObI JOJDKHBI COOTBETCTBOBATH
KaTeropuu 3HAYMMOCTH, HEOOXOAMMO CIEIUTh 3a HX aJCKBAaTHOCTBIO IS
MPOTHUBOJCHCTBUSA TEKYUIMM Yrpo3aM W yrpo3aMm 3aBTpamHero aHda. I[Iporecc
co3nanust v ¢pynkuuonupoBanuss COUBb 30KUM mMoxHO TpeacTaBUTh B BUJIEC
anroputMma (puc. 1).
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Kateropuposarne OKHH (IToctanosnerue Ne 127)

Co3garne COHMB OKHH (IIpukassl Ne 235, Ne239)

PaspaboTka opraHNsamHOHHO-pacIopAMHTENsHEX  HoxyMerTos OB 30K — OP OB 30K
Cospamme (ompenencHne) CTPYKTYPHBIX MOApasAeNneHuil mo GesomacrocTH — Cumer OB 30K
Brifop nporpaMMEo-annaparae  cpeacts OB 30KMM — Cpeacrsa Ob 30K

Peann3zanus

(OP/[] PernameHTHI, MOJIOKSHUA, MHCTPVKIIHH )
ILTaHHpOBaHHE Breppenue Mep (Tpebosanuit) OIIC
(OP] TToMHTHEY | IUTAHED) Jozeenenne nonoxenuit OPIl, undopniposanne u o0yyeHne nepcoxana (MUI10)
TTnaner Meponpratait (TLTH) Pearupoeanne Ha HHIMOEHTH HHOpMauHoHHOI besomacoctu (MHL)
Mogemu yrpos (COB) Mpumenenne cpencte (MAP, VIIT, 3HH, AB3, OLIJI, OAT, 3TC, 3UC)

Vnpaenenue xorpurypauueit (YKP)
Obecneyenne geficTeuil B HemTatHex cutvanuax (JJHC)

Cosepmeacmosanne

PaspaGorxa npemtoxermit (JHC) MOHHTOPHHT H KOHTPO.Ib

TToEkIIeEHe KEATHOHKALNN (OPJ =ypHATEL peecTpsl, CBHASTENBCTEA Henonesosarua COMVIB)
cnemuamicros (FIIIO) Koopameamia 1 xorTpons (ILTH)

TIpenoTEpamenHe BTOPKEHTIT Agramus yrpos (MHL))

(xommereTepabx arax) (CBO) Onerxa COOTEETCTBHA

TMonaepsa (00HOBNSHHE) CPEACTE Avymur Sesomacroetrn (AYD)

VnpasneHue OCHOBISHHAMH
nporpanMEoro odecmeusrna (OITO0)
Puc. 1. Anroputm co3znanus u pynkuuonupoBanuss COMb 30KNN

CormacHO TMPEACTABICHHOW METONOJOTHH, 3TaloM, MNPEAIIECTBYIOIIAM
dbopmupoBanuro COUb 30KUU, sBusieTcsi kateropupoBanue. VMIMEHHO Ha 3ToM
sTamne ompenensercs HeoOxoaumocth coszaanuss COWDb, BBISBISIIOTCS OOBEKTHI
3aIllUTHI, OMIPEACIACTCS UX 1IeJIEBOM YPOBEHb 0€3011aCHOCTH.

Cnenyromeid craguert uaetr HemocpeactBeHHo co3ganue COUB 30KUNMU,
COCTOSIIEE U3 YETBIPEX ITAIOB.

Oran 1. [lnanumpoBanme. Ha »orame maHupoBaHUS yCTaHABIMBAIOTCS
TpeOOBaHMsI, KOTOPbIE HEOOXOJIMMO BBIMOJHUTHL NJisi oOecriedeHus: 6€30macHOCTH
Kax0ro 3HauumMoro oowekra KUU, u hopmupyercs miaaH MeponpusiTuii.

Oran 2. Peanm3amusi. Ha 1maHHOM »JTame OCYIIECTBIISICTCS BHEIPEHHUE
OpraHU3allMOHHBIX M TEXHUYECKUX MeEp, pealiu3alvs IUIaHa MEpPOINPHUITHI 1o
obecnieuenuto 6ezonacHoctu 30KUN.

Jran 3. MOHMTOPHHI U KOHTPOJb. KIIFOUEBEIM MOMEHTOM JISI TEKYILETO
JTamna SBJIAeTCS ayauT MH(OpMalMOHHOW Oe3omacHocTU. Ero mens — onpenenursb,
Kakoe MOoJIoKeHHe Aen B obyiactu obOecrnieueHus: b cymiecTByeT ceilyac u kakue
JaJbHEeUIINE TeUCTBUS HEOOXOAUMO MIPEANPHUHSATD 1T CO3/aHMs MO0 YIydIleHUs
CUCTEMBI 3aITUTHI HH(DOpMAITUH.

Jran 4. CoBepuieHcTBOBaHUe. CUCTEMBI 3aIIUThI JOJKHBI TPOTUBOCTOSITH
yrpo3aM Kak CEroJIHSIIHEro, TaKk W 3aBTpallHero JHs. HemocTtaToyHO mOpocTo
BHEJIPUTH TIPOIIECCHl JIsi obecreueHrs padoThl CHUCTEM O€30MacHOCTH, HO TaKkKe
CIEAYET NMOCTOSHHO COBEPIICHCTBOBATD MPOLIECCHI U MTOBBILIATH UX 3PEJIOCTb.

B cBs13u ¢ rio0anbHOM MOMUTHYECKOW U DKOHOMUYECKOW CUTYaIllel B MUpeE,
nokymeHThI 10 KM n napopManinonHo# 6€30MacHOCTH MOCTOSTHHO U3MEHSIOTCS
nepenuckiBatorcs. Ilossnstorca HoBble pekoMmeHganuun ot ®CTOK u ®Ch. Beem
cyorektam KWW  HeoOXoaumMo HE TOJBKO  pealu3oBaTh IIpeljiaraembie
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PEKOMEHIAITNH, HO ¥ TIOCTPOUTH ITOJTHOIICHHYIO CUCTeMY Oe3omacHocTH [4].

CnucoK HCTOYHMKOB

1. Vka3 Ilpesuaenta Poccuiickoit ®@eneparuu ot 30.03.2022 Ne 166 «O
Mepax 1o 00ecreyeHUI0 TEXHOIOTUYECKOM HE3aBUCUMOCTH U0€3011aCHOCTH
KpuTHdeckor uHopMarmonHo wuHpacTpykTypsl Poccuiickoit denepanum:
oduIraTbHBINA CaWT. - MockBa, 2022. URL.:
http://publication.pravo.gov.ru/Document/VView/0001202203300001?index=0&ran
geSize=1 (mara oopamenus 05.03.2023).

2. Jlymiid E. be3onacHocTh KpuTHYECKUX HHGOPMAITMOHHBIX HHPPACTPYKTYP
/ JIynti E., XKyrayaiire U., Xemmepmu b. M. // CRITIS 2018: 13- MexayHapoaHas
koHpepennus. — Kaynac, 2019 (mara oopamenus 05.03.2023).

3. @epepanpHblii 3akoH «O 3aKymkax TOBapoB, pabOT, YCIAYT OTACITHLHBIMHU
BujamMu ropuaudeckux iy oT 18.07.2011 N 223-®d3 (mocnemHss peaakius):
oHUIIUAIbHBIA CaMT. URL.:
https://www.consultant.ru/document/cons_doc LAW 116964/ (mata oOpaiueHus
06.03.2023).

4, Ko3seipeBa, A. B. 3ammra 0OBEKTOB KPUTHYECKON HHOOPMAITMOHHON
uHdppacTpykTypsl B 2022 roay / A. B. Ko3sipesa // Bornpochl ycTORYHBOTO pa3BUTHS
obmectBa. — 2022. — Ne 5. — C. 1215-1223. (nara obpamienus 07.03.2023).

5. Eneuxuii, E. H. HWwmnopro3zamemienue 0OBEKTOB  KPHUTHYECKOU
uHpopmannonnoit uadpactpykrypsl / E. H. Enenkwii, K. A. AGoumos // Hosetime
MPAKTUKKU YIIPABICHUS TEPCOHAIIOM: MaTepHalbl PETHOHAIBHOW CTYICHUYCCKOMN
koH(pepentnu, Omck, 28 ampenst 2022 roga. — Omck: OMCKHU# TOCYIapCTBEHHBIN
TEeXHUYeCKHu yHuBepcuret, 2022. — C. 22-27. (mara obpamenus 07.03.2023).

6. besomacHocTh 00BEKTOB KPUTHYECKON UH(}OpPMAIMOHHON
UHOPACTPYKTYPHI OpraHU3alUU: ouUIMaTBHBIHI CalT. URL.:
http://aciso.ru/files/docs/metodichka_2.0.pdf (nara obpamenns 09.03.2023).

Crartpsa noctynmia B peaakiuto 20.04.2023; npunsra k myosukaiuu 10.05.2023.

Nudpopmanus 06 apTopax

Mycuenko H.O. — w™aructp, mnpenoaasarens Kadenpsl «CucTeMbl
uHpopmarmonHoi 6ezonacnoctu» GI'bOY BO «BI'TY».

Jloicoe ][ A. — crapmmii npenogaBatenb — kKadeapbl  «CucTeMbI
uHpopmarmonHoi 6ezonacHoctu» GI'bOY BO «BI'TY».

Meoseoesa B.J[. — ctyneHT xadenpsl «Cucrembl HHGOPMAIMOHHON
Oe3omacHocTW», HampaBieHuss mnoarotoBku «10.05.03. — HWupopmannonHas
0e30macHOCTh aBTOMaTU3UPOBaHHBIX cuctem» ®I'BOY BO «bI'TY».

Kysuna B.B. — crymedatr kadenpel «Cuctembl HMH(POPMAIMOHHOM
Oe3omacHocTn», HampaBiaeHus moarotoBku «10.05.03. — HWudpopmanmonHas

6e3omacHOCTh aBTOMaTH3UpOBaHHbBIX cucteM» OI'BOY BO «bI'TY».

Bkiag aBTopoB
Mycuenxo H.O. — unesi, cOop marepuaia, oOpaboTka Marepuaia, YaCTUIHOE
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Hanucanue cratb (25%).

JIvicog /[.A. — HaTIMCaHWEe CTaThHU, HAYYHOE pelakTUpoBaHue TekcTa (25%).

Meosedesa B./]. — unesi, coop Marepuaia, oopaboTka MaTepuaja, YaCTHIHOE
Hanucanue cratbu (25%).

Kysuna B.B. — wunes, coop Martepuana, oOpaboTka marepuaia, 4acTUIHOE
Hanucanue cratbu (25%).

KoH(pauKT HHTEpECOB OTCYTCTBYET.
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HayuHnas crarbs
YIAK 316:774

Peanu3zanusi KOHTPOJIS TEXHMYECKUX KAHAJIOB yTe4KH HH(GOpMaIuH,
(hopMupyeMBIX OCPEACTBOM ANNAPATHBIX 3aKJIAA0K

Bagum Aaexcanaposuuy Haymunk'™, Cepreii Hukonaesuu I'opOynos?, Poman
Muxaiiiosuy Bamkupos®, IOpuii FOpnesuu I'pomos? i

L2 3MexBumoBOM LEHTP MOATOTOBKM M 0OOEBOr0 IPHMEHEHHUS BOMCK
PaauOo3IEKTPOHHOU OOpKOBI (YUeOHBIN U UCTIBITaTeNbHBIN), Tamb0B, Poccus
*TamM6OBCKHI rOCYIapCTBEHHBIN TEXHUYECKHH yHUBEpCHTET, Tamb0B, Poccus
'nauchnajarota@yandex.ru™, https://orcid.org/0009-0002-4833-4870
Znauchnajarota@yandex.ru, https://orcid.org/0009-0009-7555-823X
3nauchnajarota@yandex.ru, https://orcid.org/0009-0001-4442-5217
“gromov@is.tstu.ru, https://orcid.org/0000-0003-3313-2731

Aunomayuna. B cratbe paccMaTpUBaeTCsl OJHAa U3 OCHOBHBIX YIpoO3
0e3onacHOCTH HMHPOPMALMM - yTeyKa WH(OpPMAIMU IO TEXHUYECKUM KaHajam,
CO3/1aBa€MbIM amMapaTHBIMH 3aKIaJKaMH, JaeTCsi WX KIacCUpUKalUsi, a TakKe
paccMaTpuBAIOTCS  PUCKH  HCTOJB30BAaHUS  MMIIOPTHBIX  MHUKPOAJIEKTPOHHBIX
KOMIIOHEHTOB TPY MPOU3BOJICTBE CUCTEM YNPABJICHHS BOUCKAMHU U OPY>KHEM.

Knwueevte cnosea: yreuka UHPOpPMALUU MO TEXHUYECKUM KaHaJIaM;
anrmaparHble 3aKJIa/IKH1; panodIeKTPOHHBIE CpEeICTBa; UMIIOPTHBIC
MUKPOIJIEKTPOHHBIE KOMITOHEHTHI.

Ilenpr0 KOMIUIEKCHOTO TEXHUYECKOTO KOHTPOJS SBISETCA ONpENETICHUE
JOCTaTOYHOCTH U A(PPEKTUBHOCTH MEPOINPHUATHI MO ONEepaTUBHOM MaCKUpPOBKE,
BBISIBJICHUE W TPHUHATHE MEp 1O 3aKphITHI0 TEXHHUYECKHX KaHAJIOB YTEUYKH
uHpOpMaIlMK, a TaKXKe BBIIBJICHHE M NPUHATHE MEp MO YCTPAHEHUIO HapylIEeHUN
YCTaHOBJICHHBIX PEKMMOB U MOPSIIKA UCIIOJIB30BAHUS PAIUO3JIEKTPOHHBIX CPEACTB U
pPaANOYacTOTHOIO CIIEKTPA.

OnHoi U3 OCHOBHBIX 337]a4 KOMIUIEKCHOTO TEXHUYECKOIO KOHTPOJIS SIBISIETCS
MIPOBEpPKa BBINOJIHEHUS YCTAHOBJIEHHBIX HOPM U TPEOOBAHMI MO MPOTHUBOACUCTBUIO
TEXHUYECKUM  CpeACcTBaM  pa3Bedku (B TOM 4HCIe TpU  pa3MELICHUH
paanosnekTpoHHbix cpeactB (POC) rpaxaaHcKoro Ha3HA4eHHs HA TEPPUTOPHUSIX
BOEHHBIX 00BEKTOB), MIPOBEACHHUE MPOBEPOK IPHEKTUBHOCTH 3aIIUTHI UH(GOPMAIIIH,
oOpabarbiBaeMOll Ha OOBEKTaX TEXHUYECKUX CpPEICTB Mepenadyd u 00paboTKu
unpopmaruu (TCIIN), oT yTeuku MmO TEXHUYECKMM KaHallaM. B COOTBETCTBHU C
TpeboBaHMsIMU  deJIepAIbHBIX 3aKOHOB WH(MOpMAIUS OTpaHUYCHHOTO JIOCTYIIa
noiexuT 3amurte [1, 2]. 3amura uHGOPMAIMK OCYIIECTBISCTCA MyTEM MPUHSATHS
[IPaBOBBIX, OPraHU3aUMOHHBIX W TEXHUYECKMX MEp, HANpaBJICHHBIX Ha
OpeloTBpalleHHe yTeuyku HUHGPOpMAIMM, HENPaBOMEPHOIO BO3JCHCTBUS  HA
uHdopmaruio  (YHUYTOXKEHUS, MOAUGUIIUPOBAHUS  (MCKAKEHUS, TOIMEHBI)
nH(pOpMAaIMK) U HETPABOMEPHOTO OJIOKMPOBaHUS A0CTyNa K HH(OpMaIuu.

© Haymuuk B. A., 'op6ynos C. H., bamkupos P. M., I'pomos 1O. 0., 2023
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K onHOl M3 OCHOBHBIX Yrpo3 0€30MacHOCTH HH(OpPMAIMH OrPaHUYCHHOTO
JI0CTYyIa OTHOCUTCS yTeuka MH(POPMALUU 10 TEXHUYECKHM KaHaiam, MOJ KOTOpOii
NOHUMAaEeTCS HEKOHTPOJIMPYEMOE pacpoCTpaHeHne MH(YOPMAaTUBHOTO CUTHAJIA OT €r0
UCTOYHHUKA Yyepe3 (PU3NYECKYIO Cpeay 0 TEXHHUECKOTO CPEACTBa, OCYIIECTBIISIOMIErO
nepexsar HHPOpMaIUu.

Ha ceromusmHuii A€Hb CcaMbIM pPacIpOCTPAaHEHHBIM M IEPCIEKTUBHBIM
CIIoco0OM TiepexBaTa HHPOPMALIUH SBISAETCS MPUMEHEHHUE alNMapaTHBIX 3aKIa0K.

AnnapaTtHas 3aKiaJKa — YCTPOWCTBO B JJIEKTPOHHOM CX€M€, CKPBITHO
BHEJPSIEMOE K OCTAJIbHBIM 3JIEMEHTaM, KOTOpOE€ CIOCOOHO BMemiaThCcsi B palboTy
anmapaTHBIX cpeAcTB HH(opmammoHHONW cuctembl [3]. Pesymbratom paboThl
anmapaTHON 3aKJIaJIKU MOXKET ObITh KaK MOJIHOE BBIBEICHUE CUCTEMBI U3 CTPOS, TaK U
HapyIICHUE €€ HOPMAJIBbHOTO (PYHKIITMOHUPOBAHHUS, HATPUMEP HECAaHKLIIMOHUPOBAHHBIN
JOCTYT K MHPOPMAIINK, e¢ U3MEHEHNE WK OJ0KupoBaHue [5].

Taxoke anmapaTHOM 3akJIaKOM MOMKET Ha3bIBaThCA OTAENbHAs MHKPOCXEMA,
HECaHKIIMOHUPOBAHHO MOJKIOYaeMast K aTaKyeMOW CUCTEME JJIsl TIOCTHXKEHUS TEX JKe
nene. AmnmapaTHble 3aKiaJKM MOYKHO —KJIAaCCU(HUIMPOBATh MO  PA3IUYHBIM
ocHoBaHusM (puc. 1) [5].

AnmapaTHele 3aKITATKH
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CXCMaTI/I‘-IeCKaH CJIIOJKHOCTb COBPCMCHHOI'O MHUKPOIJICKTPOHHOI'O

060py,Z[OBaHI/ISI, TCHACHIWH 110 MUHHWATIOPHU3alMK €TI0 3JICMCHTOB BEAYT K TOMY, 4UTO
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IPOU3BOAUTENN  O0OOpYyIOBaHMS  MOTYT OECKOMIPOMAaTHO U MPAKTHYECKU
HEOTPAaHWYEHHO  HapaluBaTh (YHKIMOHAJIbHBIE BO3MOKHOCTH  aIlllapaTHBIX
3aKJIaJIOK, a TPU MOAKIIOYEHUU YCTPOMCTB K INIOOAJIBHON CETHM — OCYLIECTBIIATH
OOHOBJIEHHE AIrOpUTMa UX(PYHKIIMOHUPOBAHMS, & TAKKE YCIOBUN CpabaThIBAHUA.

JoctukeHust B 00JacTH pa3pabOTKM M BHEAPEHUS amnnapaTHBIX 3aKJIaJ0K
HANpsSMYIO CBA3aHbl C HAYYHBIM 33JI€JIOM B 00JIACTU MUKPOIJIEKTPOHUKH, a TAKXKE C
MOIIIHOCTSIMH 3JIEKTPOHHOW NPOMBINIIIEHHOCTH. B HacTosiIiee BpeMsi Takue CTpaHsl,
kak CIIA, Kwuraii, SnoHusi, B KOTOpbIX (YHKIMOHHUPYIOT  Pa3BUTHIC
IIPOU3BO/ICTBEHHBIE KOMILIEKCBI B obsactu MUKPO3JIEKTPOHHON U
MUKpPOIPOLIECCOPHON TEXHUKH, UMEIOT MOTEHUNAIBbHYI0 BO3MOXXHOCTh BCTPaUBaHUS
anmapaTHbIX 3aKJIaJOK B MPOU3BOJMMBIE MMH HAa SKCHOPT MHKPO3JIEKTPOHHBIE
KOMIOHEHTHI [4]. B ganbpHeleM 3To MO3BOJUT KOHTPOIUPOBATh PYHKIIMOHUPOBAHUE
nogasisironiel yactu ACY TEXHOJOTMYECKMMH W KPUTHYECKHMMHU MPOILIECCAMU, a
TaK)K€ CPEJICTB PAaJIMO3JIEKTPOHUKH B IpYrux cTpaHax. [Ipm 3TOM B OTHOLIEHUH 3TUX
CTpaH MOXET OBITh pealu30BaH CLEHapuil MIHOBEHHOI'O BBIBOJA U3 CTPOS HX
KPUTHYECKON MHPPACTPYKTYPHI 32 CUET OJHOBPEMEHHOI'O OTKJIIOUYEHMS BXOJAIIUX B
€€ COCTaB MUKPORJICKTPOHHBIX KOMIIOHEHTOB [6].

B CBA3M ¢ 3THM MOXHO BBIJECIHUTH CIEIYIOLIME PUCKH MCIOJIb30BaHUS
UMIIOPTHBIX ~ MHUKPOJIEKTPOHHBIX KOMIIOHEHTOB IPH NPOU3BOJICTBE CUCTEM
yIpaBJICHUs BOWCKaMHU U opykueM [5]:

- BCTPOCHHAs TEXHOJOTMYECKas M CXEMOTEXHUYECKas H30BITOYHOCTD
MUKPOAJIEKTPOHHBIX KOMIIOHEHTOB, MPEBbIIIAIONAs HEOOXOJIMMBIA YPOBEHb IS
IIPEIOCTABIIEHUSI CEPBUCOB IO MPSMOMY HA3HAYEHUIO, MO3BOJSIET BHEIPATH B HUX
HEJEKJIapUpPOBaHHbIE (YHKIIMU, B TOM YHCJIE U BPAXKIEOHOI0 XapakTepa;

- OTCYTCTBHE TEXHUYECKOMN TOKYMEHTAIlMX Ha TOMOJIOIMH MUKPOCXEM U JIOTUKY
(YHKUMOHUPOBAHUS HE IMO3BOJSIET B TMOJHOW Mepe mnpoBecTd 3A(HPEKTUBHBIN
TEXHUYECKUI KOHTPOJIb HATUYHS 3aKIIAJ0K;

- OTCYTCTBHE rapaHTHPOBAHHO NOATBEPKIAECHHOM HAJEKHOCTU
MUKpPOAJIEKTPOHHBIX KOMIIOHEHTOB, a TakX€ HWX CTOMKOCTH K BO3ACHCTBUIO
AJIEKTPOMArHUTHOTO OPYXHUS, MO3BOJUT MPOTUBHUKY 3(P(HEKTUBHO MPUMEHSTH 3TO
OpYy’>KHM€ IPOTUB CUCTEM YIPaBJIECHHUS BOWCKaMU U opyxueMm. IIpu 3ToM mpOTHBHUK
MOJKET CO3/1aTh AJIEKTPOMArHUTHYIO OOCTaHOBKY, FrapaHTHUPYIOLIYIO BBIXOJ U3 CTPOS
UM K€ MPOU3BEACHHBIX MUKPOIJIEKTPOHHBIX KOMIIOHEHTOB.

B mnacrosimee Bpemst ¢ukcupytorca ¢aktel noctaBku B BC  Poccum
BBIYMCIIUTEILHON TEXHUKH, KOTOpas (HaKTUYECKHM TMPOU3BEJACHA WHOCTPAHHBIM
U3rOTOBUTENIEM, CHA0KE€HA pa3HOOOPA3HBIMU allllapaTHBIMK 3aKJIaJIKaMu (Harpumep,
onHoBpeMeHHO B BIOS-e u cereBoii kapTe KOMIBIOTEpA), OJTHAKO KOTOpasi, MPOus
NEepeMapKUpPOBKy U  YCTaHOBKY orteuecTBeHHoro [IIO, cuurtaerca pae-tope
«OTE€YECTBEHHOTO  MpoW3BOACTBa». Ilpm  3TOM  Takue  «OTEUYECTBEHHbIE
IPOU3BOJUTENNY, OPraHU3yIOIIME IMOJ00HbIE MOCTAaBKH, KaK MPaBHJIO, HE HUMEIOT
nepcoHaa JOHKHOM KBaTU(PUKAUH JIJIs1 OOHAPYKEHUS U 1e3aKTHUBAIIMH BCTPOCHHBIX
B UMIIOPTHYIO TEXHHMKY aNmapaTHbIX 3akKJaJoK, YEeM CO3JalT  Yrpo3y
000pPOHOCTIOCOOHOCTH CTPAHBI.
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Annomayua. B craTthe paccMaTpuUBAETCS HHTETpallsl CMapT-KOHTPAKTOB B
CUCTEMbI YTIpaBICHUs] MHPOPMAIMOHHON Oe30macHOCThi0. ONHMCHIBAIOTCS OCHOBBI
paboTBl CMapT-KOHTPAKTOB, LEIH U 3a/a4ll CUCTEM YIpaBlieHUs WH(DOpMAIMOHHON
0e30MacHOCThbIO, a Takke OOJacTU HX CONpUKOCHOBEHHs. CTaThsi 0O0CYyXIaeT
IPUMEHEHHE CMapT-KOHTPAKTOB /I aBTOMATH3aIlMM TPOIECCOB  YIPABJICHUS
0€30MMacHOCThI0, KOHTPOJISI JOCTYTA, HACHTU(DUKAIINH TTOJIb30BaTENeH U yIIpaBICHUs
UHIMIeHTaMu. PaccmaTpuBaroTcst mpoOaeMbl U BBI3OBBI, CBSI3aHHBIE C MHTETPALUe
CMapT-KOHTPAKTOB, TaKWe KaK TEXHHUYECKHE M OpTaHW3aIlMOHHBIC MPEMATCTBUA,
3alUTa JaHHBIX U IPUBATHOCTH, a TAK)K€ HOPMATHBHO-TIPABOBBIC ACTICKTHI.

Kniwueevie cnoea: cMapT-KOHTPAKThl, WHPOPMAIMOHHAs OE30MaCHOCTb,
OJIOKYEHH, ymnpaBieHUE AOCTYIOM, HJEHTHU(UKALHUS I[O0JIb30BaTENCH, WHLINUICHTHI
0€e30MacHOCTH, pearupoBaHNe Ha MHIMAEHTHI, IPO3PAYHOCTh, JOBEpUE, NHTErpalus,
aBTOMAaTH3allus, 3allliTa JaHHBIX, MPUBATHOCTb, HOPMATHBHO-TIpaBoBas 0a3a,
CTaHJApThl, PEKOMEHAAINH, MEXIYHapOJAHOE COTPYJHUYECTBO, OPraHU3aLMOHHBIC
IPETATCTBUS.

B snoxy nudpoBuzanuu U pa3BUTHs OJIOKYEHH-TEXHOJIOTUIA CMapT-KOHTPAKThI
CTAIM BaXXHbIM HMHCTPYMEHTOM aBTOMAaTH3allMM MPOLECCOB M  YIy4dlIEHUs
nH(popMarmoHHo 6e3onacHocTy. [{enb TaHHOM CTaThU 3aKJIF0YACTCS B UCCIICIOBAHUU
BO3MOXKHOCTEH  MHTErpallMd  CMapT-KOHTPAKTOB B CUCTEMbI  yNPaBIICHUS
MH(OPMAIMOHHOW 0€30MaCHOCTHIO U BBISIBIICHUU MEPCIIEKTUB U BHI30BOB, CBA3aHHBIX
C 9TUM MpolecCOM. AKTyaJlbHOCTb TE€MbI O0YyCIOBJI€Ha HEOOXOJUMOCTBIO MOMCKA
HOBBIX MOJXOJOB K YIPaBJICHUIO MHPOPMAIIMOHHON 0€30MacHOCTHIO, MOBBIILIEHUIO
IIPO3PAYHOCTH U JIOBEPUS MEXKAY CTOPOHAMH, a TAKXKE YIYUYLICHUIO PEaKIHMH Ha
UHIUICHTHI 0€30IaCHOCTH.

CMapT-KOHTpPakTel — 3TO NPOrPaAMMHBIE AITOPUTMBI, 3alyLICHHbIE Ha
OsoK4eH-TIaTGopmMe, KOTOphlE aBTOMATUYECKU BBIMOJHIIOTCS MPU HACTYIUICHUU
OINpEAENEeHHBIX YCcI0BUi. OHM OCHOBaHBI Ha CJIECAYIOIINX MPUHIUIIAX:

— JlenieHTpanu3anus: cMapT-KOHTPAKTHI MCTIOJHSIOTCS Ha PACIpPEeTICHHBIX

© Hosuxos U. C., Epmos H. C., Mycrada Abnynkamgum An-Ameenn, 2023
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CETSX, YTO UCKIIIOYAET KOHTPOJIb OJHOM CTOPOHBI HaJlI KOHTPAKTOM U YMEHBIIIAET PUCK
MOILIEHHUYECTBA.

— ABTOHOMHOCTb: CMapT-KOHTPAKThI CAMOCTOSITEIBHO BBINOJIHSIIOT 3aJaHHbIE
yciioBus, 0€3 HE0OXOIMMOCTH BMEILIATENIBCTBA CTOPOH.

— HeusMeHHOCTb: JaHHBIE, 3alMCaHHblE B OJOKYEHH, 3alUIIEHbl OT
U3MEHEHMH ¥ TOAJENOK Onaromapss KpunTorpaduyeckKuM alropuTMaMm U
KOHCEHCYCHBIM MEXaHH3MaM.

— IIpo3padyHOCTh: BCE CTOPOHBI KOHTPAaKTa MOTYT BHUAETh YCIOBUA H
COCTOSIHME CMapT-KOHTPAKTa, YTO 00ECIEUNBAET OTKPBITOCTh U JOBEPHE.

CucreMsl yripaBieHus HTHPopMauoHHOH 6e3onacHocThio (MB) HanpaBieHs! Ha
3alUTY MH()OPMALIMOHHBIX aKTUBOB OPraHU3allMy OT Pa3IU4HbIX yrpo3. OCHOBHbIE
1enu 1 3agadu cuctem b Bkitovaror:

— 3ammTa KOHQUIECHUMAIbHOCTH: NPEJOTBpPALEHHE  HENPaBOMEPHOTO
JIOCTyIa K YyBCTBUTEIBbHON HHPOPMALIUH.

— 3ammra UEeJOCTHOCTU: 00ECNeUYeHHEe TOYHOCTH W HENPOTHUBOPEYHMBOCTH
uH(pOpMallny, PEA0TBPAIIEHNE €€ HECAHKIIMOHUPOBAHHBIX U3MEHEHUH.

— 3ammTa JOCTYNHOCTH: rapaHTtus OecrepeOoiHOro (yHKIHMOHUPOBAHMS
MH(POPMAILIMOHHBIX CUCTEM M CBOEBPEMEHHOIO JOCTYTA K JAHHBIM.

— Puck-opueHTHpOBaHHBIM MOAXOA: OIPEACICHUE M OLEHKA PHUCKOB,
aJICKBaTHOE YTIPABJICHUE UMU U IPUHATHE MEP MO0 UX CHUKEHUIO.

— KOHTpOJIb 1 MOHUTOPHUHI: OTCJIEKUBAHUE AKTHBHOCTH MOJIb30BAaTENIEH U
CUCTEMbI, OOHApy)XCHHE€ W pearupoBaHME€ HAa WHUUACHTHl HH(OPMALUOHHON
0€30I1aCHOCTH.

CMapT-KOHTpakThl M CHCTEMbI yrpaBieHus B HMET HECKOJIbKO TOYeK
COIPUKOCHOBEHUS, CBI3aHHBIX C OOIIMMHU MPUHLMIIAMU U EJISMU:

— ABTOMaTH3a1Us POLIECCOB: CMAPT-KOHTPAKTHI MOTYT OBITh MCIIOJIb30BAHbI
JUIsL aBTOMATHU3allMM TPOLECCOB YIpaBieHUs HMH(DOPMAMOHHOW O€30MacHOCTHIO,
TaKMX KaK KOHTPOJIb JOCTYIA, PETHUCTpalus COOBITUN U yIPaBICHUE WUHIUACHTAMM.
DTO MO3BOJIAET COKPATUTH BPEMS PEAKIIMU HA UHUUIAEHThI, YMEHBIIUTHh BEPOSTHOCTD
OLIMOOK M CHU3UTH 3aTpaThl HA yIpaBieHHe 0€30MaCHOCTHIO.

— KoHTponbs noctyna u uaeHTU(UKaIMs MOJIb30BaTeIeH: CMapT-KOHTPAKTHI
MOTyT OBITh TPUMEHEHBl JJI1 CO3/aHus  JICLEHTPAIM30BAaHHBIX  CHCTEM
uJeHTUGUKAIIMY U ayTeHTU(PUKAIUK TTO0JIh30BaTeNe, 4TO 00ecTeunBaeT HaICKHYIO
3alIUTY IPOTUB HECAHKIIMOHUPOBAHHOT'O IOCTYIIA U YTEUKH JaHHBIX.

— PearupoBanue Ha MHIUACHTHI: OJilaroapsi aBTOMaTUYECKOMY MCIIOJIHEHUIO
YCIIOBUM CMapT-KOHTPAKTbl CIOCOOHBI OOECHEYUTh OBICTpOE pearupoBaHUE Ha
WHIUJIEHTH MH()OPMAMOHHOW 0€30MacHOCTH, HampuMep, OJOKMPOBAHHME AOCTYIMa
WM MPEeIOCTaBICHUE OINPEACIICHHbIX MPUBWIETUN MpU OOHAPYKEHUU aHOMAJIbHOU
aAKTUBHOCTH.

— IIpo3padyHOCT, M JOBEpHE: CMAPT-KOHTPAKTHI CO3JAIOT IPO3PAUYHYI0 H
JOCTYTHYIO Cpey JJIsl B3aUMOJIEUCTBUS CTOPOH, UTO MO3BOJISIET 00ECIIEUUTh TI0BEPHE
MEXIy HHUMH M KOHTPOJUPOBATh COOJIOACHHE TMOJUTUK HH(DOPMALIMOHHON
0€30MacHOCTH.

— 3anmTa J1aHHbIX U IPUBATHOCTH: OJIOKYEHMH-TEXHOJIOTHS, JIeXKalllas B OCHOBE
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CMapT-KOHTPAKTOB, MOXET OOECIEYNTh BBICOKHI YPOBEHL O€30MaCHOCTH 3a CUET
KpunTorpaguueckux  MeToJ0B  IM(pPOBaHUS  JMaHHBIX H  HCIOJIb30BAaHUS
JCTICHTPATM30BAHHBIX aPXUTEKTYp. ITO MOMOTAET MPEJOTBPATUTH MOIICHHUYECTBO,
XaKePCKHE aTaku U APYTUE YTPO3bI.

CMapT-KOHTPAaKThl MOTYT OBITh HCIOJB30BaHBI IS aBTOMATHU3AlUU P
IIPOIIECCOB B CHCTEMax YIpPAaBIICHUS WHPOPMAIIMOHHOW 0€30MacCHOCTBIO, TAKHX Kak
KOHTPOJIb JIOCTYIIa, ayJAWT, MOHUTOPUHT W YIpaBJicHHE HWHIMACHTaMU. biaromaps
aBTOMATHYECKOMY HCIIOJHEHUIO YCIOBHM ¥ BO3MOXXHOCTH B3aUMOJCHCTBHUS C
JIPYTUMU CHCTEMaMH, CMapT-KOHTPAKTHI 00€CTIEUNBAIOT 00Jiee OBICTPOE M HANICKHOE
BBITIOJIHCHHUE 3aJ]1ay, CHIKAs BEPOSTHOCTH OIMMOOK M 3aTpaThl HAa YIPABICHUE
0€30MaCHOCTHIO.

Taxk »xe CMapT-KOHTPAKTHI MOTYT UTPaTh KIFOUYEBYIO POJIb B KOHTPOJIE TOCTyMa
u uneHTudukanuy noias3oBareneii. OHEM MOTYT OBITh HCITOB30BAHBI JUISI CO3MAHUS
JEHNEHTPAIIU30BAaHHBIX CUCTEM ayTeHTU(PHUKAUU U YMNPaBICHUS MpaBaMu JIOCTYTIA,
MpenocTaBiisisa THOKUE U 0e30MacHble MEXaHU3MbI WIEHTU(UKAIIUY [T0JIh30BaTeNeH U
KOHTPOJISI HaJl IOCTYTIOM K pecypcam. Takue CUCTEMbI MOTYT OBITh OCOOECHHO TIOJIE3HBI
B YCJIOBHSX YJaJI€HHOM pabOThl, KOr/a TPAJUIIMOHHBIE METObI ayTeHTU(PUKALIUU U
aBTOPU3AIUU MOTYT OBITh HEAOCTATOYHO HAJC)KHBIMHU.

Eme CMapT-KOHTpakThl MOTYT OBITh 3aJ€HCTBOBAHBI JJIA YIpaBICHUS
WHIIMJICHTAMU U pearupoBaHus Ha UHIIMJICHTHI Oe30nmacHoCTH. B ciiydae oOHapyKeHus
aHOMAJIbHOW aKTUBHOCTH WJIM HapyIICHHUS O€30MaCHOCTH, CMAapT-KOHTPAKTHI MOTYT
aBTOMATHYECKH aKTUBHUPOBATH IMPEAOTNPEACICHHBIC MEPhl pPearnpoBaHus, TaKWe Kak
OJIOKMPOBKA JTOCTYIIAa, OTPAaHWICHUE TPUBIIICTUN WJIN YBEIOMJICHUE OTBETCTBEHHBIX
JUIl. DTO TIO3BOJISAET COKPATUTh BPEMsS PEAKIIMM Ha WHIMICHTHI M CHU3HUTH PHUCK
TOTIOJTHUTEIBHBIX YTPO3.

Hcrnonp3oBanne cMapT-KOHTPAKTOB B CHCTEMax yIpaBiieHNs HHGOPMAIIMOHHON
0€30MacHOCThI0 MOXKET CIIOCOOCTBOBATh MOBBIMICHUIO MPO3PAYHOCTH M JIOBEPHS
MEXIy CTOpOHaMH. biarojapsi mpo3pavyHOCTH OJIOKUYEHH-TEXHOJIOTUH, BCE CTOPOHBI
KOHTpaKTa MOTYT BUJIETh YCJIOBHS M COCTOSIHUE CMapT-KOHTPAKTa, YTO 00ECIIeurnBaeT
OTKPBITOCTh U JoBepue. Kpome Toro, cMapT-KOHTPAKThl 00€CTIEUNBAIOT HAJIEIKHOE U
HEM3MEHHOE XpaHeHue WH(OpMAIUH, YTO MO3BOJISIET KOHTPOJIUPOBATH COOIIOICHUE
MOJIMTUK HHPOPMAIIMOHHOM 6€30MaCHOCTH U YNPOIIAET MPOBEACHUE ayUTa.

Ho, x coxanenuto, ceidyac CyIIECTBYET HECKOJbKO MPOOJIEM HHTETpaluu
CMapT-KOHTPAKTOB B CHCTEMBI YIIpaBlieHUs HWH(GOPMAIMOHHONH 0e301MacHOCTHIO.
Cpenn  TEeXHMYECKHX TIPOOJIEM  CTOMT OTMETHTh  CJIOKHOCTh  aJamnTalldd
CYIIECTBYIOIINX CHCTEM K OJIOKYCHH-TEXHOJIOTHH, a TaKXkKe HEeOOXOAMMOCTh
oOecIieyeHuss COBMECTUMOCTH MEXKIY Ppa3IMUHBIMU OJIOKYEHH-TIIaThOpMaMH U
cMapT-KOoHTpakTamu. KpoMe Toro, BOIpOCkl MPUBATHOCTH MOTYT BO3HUKHYTH B CBSI3H
C TeM, 4YTO JaHHBIC B OJIOKUCHHE, KaK TIPaBWIO, SBISIOTCA IyOJUYHBIMH U
HEeMmoAeTbHBIMU. HOopMaTHBHO-TIPAaBOBBIE aCMEKThl TaKKE€ MOTYT TIPEICTaBIIAThH
BBI30B JIJII HHTETPAIIUU CMApT-KOHTPAKTOB B CHCTEMBI YIIPABJICHHS WH(DOPMAITMOHHOM
0€30MacHOCThIO. 3aKOHOJATENBCTBO B 00JaCTH MH(POPMAIMOHHON O€30MacHOCTH U
OJIOKYEHH-TEXHOJOTUN TIPOJIOJIKAET PA3BUBATHCS, U B Pa3HBIX CTPAaHAX CYIIECTBYIOT
pa3nUYHbIC TOJXOJbl K PETYJIUPOBAHHIO A3TOW cdephl. DTO MOXKET CO3/1aBaTh
MPABOBYIO HEOMPEICICHHOCTh W 3aTPYyIHATh MPUMEHEHHE CMapT-KOHTPAKTOB Ha
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MEXIyHapOJTHOM YPOBHE.

B menomM, wuHTerpamms CMapT-KOHTPAaKTOB B CHCTEMBI  YIIPaBJICHUS
UHPOPMAITMOHHOKW  O€30MacHOCThIO  MPEACTABISAET  COOOM  CIOXKHYIO U
MHOTOACTIEKTHYIO 3a7ady, TpeOYIIIyl0 ydeTa TEXHUYECKHX, OpraHW3allMOHHBIX,
MPaBOBBIX U 3THYECKUX (pakTopoB. OgHAKO, HECMOTPS HA BBI3OBHI U MPOOJIEMBI,
yCIIeIIHAs HMHTETpalus CMapT-KOHTPAKTOB MOXKET TPUBECTH K 3HAYUTEIbHBIM
yIydiieHussM B oOjacTh HMH(pOpMAIMOHHON Oe3omacHOoCTH, obecreunBas 0Oosee
BBICOKYIO CTETICHb aBTOMATHU3AIINH, TTPO3PAYHOCTH M IOBEPHUS MEXKITY yUaCTHUKAMHU.
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uHpopManMoHHO cucTeMbl «HacTaBHUK» 3a cUeT pa3rpaHUYeHHs 10CTYyIa U
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PaIuO03IEKTPOHHOUM OOpKOBI (YUeOHBIN U UCTIBITaTENbHBIN ), Tamb0B, Poccus
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Annomayusn. B ctathbe ONUCHIBACTCSA BHIOOP MOJEIU 0€30MacHOCTH sl BeO-
NPUJIOKEHUS, a TaKkKe 0003peBalOTCS METOJbl ayTeHTU(UKALMU U JTaeTCsl KPAaTKOoe
OpeJCTaBICHUE O MpHUHLIMIAX HX paboTbl. B naHHOW cTarbe peubp NOUIET O
uHpopMallMOHHO-00yyatouieil cucteme «HacTaBHUK» 11 OATOTOBKYU CIIELIMATIMCTOB
CPEICTB PaAHO3IEKTPOHHON O0pbOBI. A B YaCTHOCTH O MpodeMax HH(HOPMalMOHHON
0€30MacHOCTH M TMOJAXO0JaX K HUX pelIeHuI0. B cBs3u C pa3BUTUEM CHUCTEM
TEJIEeKOMMYHHUKaLUN 1 BeO-CEpBUCOB BOIIPOCHI 0€30IaCHOCTU CTAHOBATCS Bce Oosee
aKTyaJlbHBIMH W BOCTpeOOBaHHbIMHU. llenbto paboTel sABisieTcsl BbIOOp HamOoliee
3¢ dexTuBHOrO cnocoda ayTeHTU(PUKALMK U aBTOPU3ALMH TOJIb30BATENICH, a TaKKe
CO3JaHME€ MOJIEM  pa3rpaHuyeHuss JocTyna Uil  MHOTO(QpYHKIMOHAIbHOU
uH(popMaMoHHOU cucteMbl «HacTaBHUKY.

Kniouegvle cnosa: wmonens pasrpaHUueHHs JOCTyNa, ayTeHTU(UKAIMS,
aBTOpHU3ALHS.

Ucnonp3zoBanne  uH(pOpMannoHHO-O0y4arome  cuctembl  «HacraBHUK»
IpeanoyiaraeT HECKOJIbKO KaTeropuil Mosib3oBaTesieil, Takux Kak: oOydaeMsle,
npernoaaBarenu U padpadorunku. Koropele B CBOO odepeab JOHKHBI UMETh pPa3HbIN
YpOBEHb JOCTyNHa K OIpeneiaéHHbIM 00beKTaM HHGOPMAlMOHHON cuctemsl. s
peleHusl TaHHOM 3amaun TpeOyeTcs cOo3laHue MOJENU pasrpaHUyeHHs qoctyna. B
HACTOSIIIEE BPEMS OCHOBHBIMA MOJEISIMU PAa3rpPaHUYEHUs JOCTYIA SBISIOTCS
JTUCKpELMOHHAs, MaHAaTHAs ¥ poJieBasl.

Ha panHom »Tane MHOrogyHKUMOHalbHAas WH(GOpPMALMOHHAS CHUCTEMa
«HacTtaBHMK» HE HUMEET MOJENAM pPA3rPAHUYEHUs IOCTYIA, YTO CO3HAET HEKHE
TPYJAHOCTH Jis1 KOHTPOJIst 3P (HEKTUBHOCTH OOyUEHHUS.

Jiist moBbIeHUs 3PHEKTUBHOCTH KOHTPOJIA y4eOHOT0 MPoliecca UCIONb3yeTCs
CUCTEMA AaBTOPU3ALMM W PETUCTPALMU IOJIb30BaTENEl. PaccMOTpUM OCHOBHBIE
KOMITOHEHTHI 3TOM cHucTeMbl. [IpM Ha)kaTuM Ha KHONKY «HA4yaTb TECTUPOBAHHE)

© Ogepuenko E. C., [TonkynoB K. A., Jlazyrkua M. M., Kosnos H. A., 2023
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MOJIb30BaTelIb EPEXOIUT HA CTPAHUILY aBTOPU3ALINH.

[Ipu ycnemHoW aBTOpU3allMK OCYIIECTBISAETCS TMEPEXO0Jl Ha CTPAHUILY C
tectaMu. [IpoBepka Ha MOJIJIMHHOCTH IMOJIB30BATENS U TAPOJS OCYIIECTBISETCS C
MOMOIIbIO oOpalmieHuss k 0a3e JAaHHBIX. ba3a JaHHBIX PACMOJOKEHAa Ha cepBepe U
JIOCTYIT UMEET TOJIbKO afqMuHuctpatop (puc. 1).

TICopuep: 127.0.0,1:3306 » @530 Rawnbix: tost » [1f Tabn

I¥ O630p g Crpyxryps 3 SQL . [l xcnopr [ unopr b Npwewnerww %2 Onepausn = Tpwrreput

123 SOL sanpoca ][ Cosaams PHP-roa ]| Obwonum |

[ Moxasats 6ce | KommwecToo cTpoc. | 50 v ANBTPOBATS CTPOMM COpTMPOBATL N0 WHAEKTY, | Hiaamcro v ]

id  usemame rank password active  registrationDate
8 lanm edpedittop 123 1
9 Pamononoe Axaped Cepreesn PRACEOA 1"

10 Mancinos Maxci KOpseaw DPANOPUINK 55

14 Comsesasin ANexcanap ANGsCIHApORIN  NPSNOAIBATEND. 999

15 Masenos Maccw I0peosies copwant 123

19 Wycrpest Aapen Ceprossin
20 Awapees Anaped Aapeesin pRACEOH

-
x

x

x

x

x

X 16 Knouenxon Coprod Bxroponind
% -

x

x

X 21 Poxascteencnnt wnaguw ceprant 6
X 23 Buranwh rpencassatens 1 2019-06-29
X 24 Copreh Veopeous unagum nedrenant 123 20190630

t Omsemmmsoce  Comuevewwswu: # 3 X [

Orobpasms rpacwe (3 Coanams npeacrasnenise |

Puc. 1. Tabnuma «nons3oBaTenm» u3 6a3bl JaHHBIX B popmare SQL

Ecnu monb3oBaTenbh HE 3aperUCTPUPOBAH, OH MOXKET MEPEHTH Ha CTPAHUILY
peructpanuu. Ecnm mpu perucTpari WM aBTOPH3AIllMK MPOU30IIIA Kakas-JIH0o
omurOKa, MOSBJISIOTCS COOTBETCTBYIOINTHE HH(HOPMAITMOHHBIE COOOIICHMS.

Bo3nukaer mnpoOnema KOHTPOJSL W OTCIEKUBAHUA Iporpecca OOydeHHs
BOCHHOCITY)KAIIero. PermeHneM KOTOpOW SBISICTCS pa3rpaHUYEHUE JOCTyIa M
CO3[JaHHE TAKOM KaTErOPUU MOJIb30BATENIEU KaK MPETOI1aBaTENH.

PaccmoTpum Hambosee N3BECTHBIC MOJICNTH Pa3rpaHUUYEHUS JOCTYIIA.

JuckpenmoHHble MOJIEeIN 0e30MacHOCTH OCHOBAaHbI Ha YMPABJICHUH JIOCTYIa
CyOBEKTOB K 0OBEKTaM C MOMOIIBIO CIUCKOB YIPaBJICHUS JOCTyNa WM MaTPHIIbI
noctyma [1].

MaHnnaTHOE pa3rpaHUyYeHUE OCTYyIMa — pa3rpaHUyYeHue JOCTyINa CyOBEKTOB K
o0BEKTaM, OCHOBAaHHOE HAa Ha3HAYCHHM METKM KOH(MUICHIUATBLHOCTH TSt
uH(bOpMAIUU COJIepXKAIUICS B OOBEKTaX, W BbIJAYE paspenieHuil cyObeKTam Ha
oOparmienre K WHGOPMAIMK TaKOro YPOBHS KOH(UIACHIMATbHOCTU. Peammzarus
JTAHHBIX YCIIOBUH MPEOCTARISICT HEBO3MOYKHOCTh BO3SHUKHOBEHHE WH(OPMAITMOHHBIX
MIOTOKOB OT OOBEKTOB C OOJIBIIIMM YPOBHEM KOH(PUACHIIMATBLHOCTH K OOBEKTaM C
MEHBIIIUM YPOBHEM KOH(UACHIIMAILHOCTH [4].

PoneBoe pasrpanudeHme JOCTYyIA ABISETCS JATBHEHIIM PAa3BUTHEM TTOJTUTHKU
JTUCKPEIIMOHHOTO pa3rpaHWYCHUs JOCTyIa: MpaBa JOCTyla CyOBEeKTOB K OOBEKTaM
CHUCTEMBI TPYIIITUPYIOTCS TT0 HEKOTOPBIM MPU3HAKAaM, 00pasys poJIu.

PaccmoTpeB OCHOBHBIE MOJENM pa3TpaHUYCHHUS JOCTyMa, MPOCICKUBACTCS
BBIBOJI, UYTO CaMOW TOJXOJAIIEH SBJISETCS MOJIETh MaHJATHOTO pa3rpaHUYCHUs
noctyna. OpHako pemuB OAHY MpoOJieMy, BO3HUKAIOT HOBBIE TPYIAHOCTU
nHdopmarmonHo 6e3onacHocTr B cucreMe «HactaBuuk». Crioco0 ayTeHTHUKAINH
peann30BaHHBIN HAa JaHHBII MOMEHT HE IO3BOJIAET TapaHTUPOBATH OE30MACHOCTH
uH(OpMAITUH TOIJISKAIIEeH NCITOIH30BAHUIO TOJIHKO MPETOAaBaTEILCKOMY COCTaBY.
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AyTteHTudukanus 3aciy>kuBaeT 0co00ro BHUMaHMsI, KOT/1a peyb UJIET O 3aIIUTe
uHpOpMaIlMU, TIOCKOJIBKY €€ 3aJada — YAOCTOBEPUTHCS, UTO IOJH30BATEIb
JNEHCTBUTENLHO SBJSIETCST TeM, 3a Koro ce0s Bbigaer. CreAyromuM STanoM
aBTOpHU3allMs Ha3HA4YaeT TOJb30BATEIO €ro TOJHOMOYMS JJIA JCUCTBHHA B
uHpOpMaITMOHHOHK cucTeMe [2]. B ciydae ecnu 3TH mpaBa JTOCTaHYTCS YEIOBEKY, HE
UMEIONEMY JaHHBIX TOJHOMOYHN, 3TO MOXKET NPUHECTH OOJbIINE TPOOIEMBI.
Co0TBeTCTBEHHO, HEOOXOIUMO PEIICHNEe, KOTOPOe CTAOUIBLHO OTINYANIO ObI HY>)KHOTO
I0JIb30BATENS OT BCEX OCTAIBHBIX [D].

OnuodakTopHas ayreHTHGHUKAIHS [5].

B Takoii cuTyanuu noiap30BaTeNi0 0OBIYHO HYKHO UMETh IIPH cede KaKkoe-Inbo
YCTPOMCTBO, MO3BOJIAIOIIEE MMOJIYy4aTh MAapOU, YTO HEYTOBIECTBOPUTEIHHO B HAIIEH
CUTyallid, a CHCTeMa ayTeHTHU(UKALUN 3HAYUTEIHHO OYJEeT YCIOKHEHA, TaK Kak
XpaHUTh B 0a3e JAHHBIX MMOCTOSHHBIN MApOJIb TOPA3/0 MPOIIE, YeM TeHEPUPOBATH €TO0.

JIJisi mapoIbHOM 3alUThl HACTOSILIUM SBJISETCS TOT IOJb30BaTebh, KOTOPBIN
3HaeT YCJIOBHYIO KOMOHMHAIMIO CHUMBOJIOB. BroOjHE 04€BHIIHO, YTO 3TOT BapHUaHT
HUKaK HE rapaHTUpyeT NOJJIMHHOCTH JIMLA, JOMYCKaeMoro K paboTe ¢ CHUCTEMOI:
JOCTaTOYHO Y3HATh MApOIb TEM HJIM UHBIM criocoboM [5].

Hudpossie cepruduratet u DI

[Hudposoii cepTudukat — 37€MEHT KpUNTOTpaPUIECKOM 3anThl HHDOpMaIuHy,
AJIEKTPOHHOE YAOCTOBEPEHUE, KOTOPOE MOATBEPXKIAET, YTO OTKPBITHIA KIIOU
mU(GPOBaHUS TMPUHAJIEKUT ONPEICICHHOMY IOJb30BaTEIO. DJIEKTpOHHAs
1 poBast MOJMUCH TAKXKE SBISETCS CPEICTBOM ayTCHTH(PHUKAIINH, TaK KaK CPeIu ee
GYHKIIUI ecTh TMOATBEPKACHHE aBTOPCTBA: OHA YJIOCTOBEPSIET, YTO JOKYMEHT
JEHCTBUTENFHO MCXOIUT OT OMPENEJICHHOTO JIMIAa ¥ MOXET pacCMaTpUBAThCS Kak
o(uIMaTBEHOE BRIpAKEHUE €r0 HaMepeHHui [5].

ArnmnapaTtHble TOKEHBI

AnmnapaTHbIi TOKEH — 3TO YCTPOMCTBO, IpPEJHA3HAYCHHOE CIELMAIbHO IJIs
ayreHTUGuKauuu. B mpocreiimiem ciayyae TOKeH caM 1o ce0e  sBIsETCS
yIIOCTOBEpEHUEM, HHAUE TOBOPS MOJIb30BATENb JOJIKEH UMETh €T0 MPU ceOe 1 TEM WU
WHBIM 00pa30M MPEIbSIBUTH CUCTEME — HANPUMED, MOAKIIOYUTH K KOMITBIOTEPY HIIU
MOJIHECTH K CUMUTHIBaTENM0. B taHHOM ciiyyae Hanboliee NOIXOASIINUM Oy TyT TOKEHBI,
KOTOpBIE€ T€HEPUPYIOT OJIHOPA30BbIE MAPOJIH AJIs BBOJIa BpyuHyto. Ho crouT 3amMeTuTs,
KakuM Obl UMEHHO 00pa3oM HM paboTaj ammapaTHbId TOKEH, JJIS CUCTEMbl OyJleT
HOJUTMHHBIM TOT IOJIb30BATEIb, KOTOPBIH JCPKHUT YCTPOHUCTBO B pykax [5].

buomerpus

CpenctBa ayTeHTH(UKALMK, HWCIOJB3YIONME OHOMETPHIO, TMOJIAararoTCs Ha
nmapaMeTphl Tela YeJIOBEKa MM Ha 0COOCHHOCTH €T0 MOBeACHUA. TaKkux mapaMeTpoB
KpaiiHe MHOTO, HauyWHas OT IEYaTHOrO MOJYEpKa M 3aKaHYMBas CKaHHPOBAHUEM
ceTuaTku riaza. Ho cTOMT OTMETHTh, YTO HEOCIIOPUMOE KAa4eCTBO ayTeHTHU(UKALIUN
JTAHHOT'O MeToJ1a OyAeT HeOMpaBIaHHO 3aTPATHO i cucTeMbl «HacTaBHUKY.

MmuorodakTopHas ayTeHTHUDUKAIISL

OcHoBHas uaess AByX(aKTOpPHOW ayTeHTH(UKAIMK B TOM, YTOOBI cCialble
CTOPOHBI OJIHOTO METO/a ayTeHTHU(UKAINKM TOAKPENUTh CHJIBHBIMA CTOPOHAMU
JPYroro MeTo/a, YTo B CBOIO OYepe/b MPEIOCTABIAECT KAUECTBEHHYIO U CTA0OUIbHYIO
pabory.
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I'oBops 0 cucreme HacTaBHUK MOCTPOEHHYIO HA MEXAHU3ME NTAPOJIEU, KOTOPBIE
II0JIB30BATENM JOJDKHBI ITIOMHUTH, MOXKHO YCWIMTB 3@ CUET allapaTHBIX KIFOYEH,
KOTOpBIE€ MOJIb30BATEIM, MMEIOIIUE JOCTYIl K HMH(OPMALUU C BBICOKMM YpPOBHEM
KOH(UAEHIMAIBHOCTH, JOJKHBI UMETh IIpH cebe. Torna 370yMBIIIIEHHUK C TOKEHOM
He Oy/IeT 3HaTh Naposis, a B3JIOMILKK, YKPABIIUN Iapojb, HE OYJET UMETh TOKEHA.

Cnmcoxk HCTOYHUKOB

1. besyrnas M.B., Ilatpymesa O.M., Cunanckuii H.1., Cymkos I1.B. Pacuer
MOKa3aTeNsl CXO/ICTBA YUETHBIX 3alIMCEH MOJb30BATENEN COLUAIIBHBIX CETE HA OCHOBE
aHanw3a aTpuOyTOB ® CTPYKTYpPhl COIMAIBHBIX CBs3edl // be3omacHOCTH
uH(GOpPMaIMOHHOTO TipocTpancTBa, 2016. C. 19-23.

2. HTTP Authentication: Basic and Digest Access Authentication. URL:
https://datatracker.ietf.org/doc/draft-ietf-http-authentication/03.

3. Jesaun I1.LH. Monenu 6e30macHOCTH KOMITBIOTEPHBIX CHCTEM: y4eOHOE
nocoOue JJis CTYACHTOB BBICIIIEro yueOHOro 3aBeaeHuil: Axanemus, 2005. 144 c.

4. KononoB /I.[l., Ucaes C.B. Pacmupennas posieBas Mojiesib 0€30MacHOCTH,
OCHOBaHHas Ha wepapxuu nyteit // Bonpocs! 3amutel napopmarmu. — 2016. - Ne 4
(115). - C. 13 -18.

5. https://www.anti-malware.ru/analytics/Technology Analysis/overview-of-
user-authentication-systems-and-methods.

Cratps noctynmia B pegakuuto 20.04.2023; npunsta k myonukanuu 10.05.2023.

Nudpopmanus 00 aBropax

Ogepuenxko E.C. — accuUCTEHT Kadeapbl JMHIBUCTHYECKOTO OOpa3oBaHUs
FOsxHoro (henepanbHOro yHUBEpCUTETA.

llonkynos K.A. — ctapuinii onepaTop Hay4YHOM POThI BOMCK PaIUOICKTPOHHON
OOpBLOBI.

Jlazymkun M.M. — oniepatop Hay4IHOU POTHI BOMCK paIMOIEKTPOHHON OOPHOBI.

Kosnoe H.A. — onepatop Hay4YHOU POTHI BOWCK Pagu03JIEKTPOHHON OOPHOBI.

Briag aBTopoB
Ogepuenxo E.C. — unes, coop marepuana, o0paboTka maTepuaia, YaCTUIHOE
Hamucanue ctathu (25%).

llonkynoe K.A. — cbop wmatepuana, oOpaOOTka Marepuaga, YaCTHUYHOE
Hanucanue cratbu (25%).
Jlazymkun M.M. — cbop wmatepuana, oOpaOOTka Marepualia, YaCTHYHOE

HanucaHue ctatbu (25%).
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Annomayusn. B cratbe paccMaTpuBarOTCS METObI UCTIBITAHUN HAa CTOUKOCTh K
BO3JICHCTBUIO M3IYyYCHHS] KOCMUYECKOrO0 MPOCTPAHCTBA MO OJAMHOYHBIM 3 derTam
MukpocxeMm. IlpuBoguTcs anroput™ paOOThl MPU HMCHBITAHUSAX Ha BO3JCHCTBUE
TSKEINIBIX 3apsDKEHHBIX YacTull. PaccmaTpuBaeTcsi TUIOBAas MOCIEAOBATEIbHOCTD
JEUCTBUN TPU MPOBEJCHUU HCTIBITAHUN HU(PPOBBIX CBEPXOOJBIIUX HHTETPATBHBIX
MHKPOCXEM Ha MOJICJIUPYIOLIUX YCTAHOBKAX.

Knwueswie cnosa: victibiTanusi, paidanusi, MUKpOCXEMA.

B o6miem ciydyae ucnbITaHusi 3JIEKTPOHHOM KoMmmoHeHTHou 0a3bl (DKbB) Ha
CTOMKOCTh K BO3JCHCTBUIO U3IIYyYEHUS KOCMHYECKOIO MPOCTPAHCTBA MO OJUHOYHBIM
s¢dekTaM MPOBOAATCS B CISAYIONIEM COCTaBe M mocieaoBaTensHoctn [1, 2, 3, 4, 5]

- uneHTudukanus oopasuoB IKb;

- (hopMupoBaHHE BBHIOOPKHU U3 pabOTOCHOCOOHBIX 00pa3ioB uznenuit Kb mis
HCIIbITAaHUI;

- MpOBEACHHE OOJIy4eHH 00pa3lOB B HAMXYJUIUX DSJIEKTPUUYECKUX PEKUMAX
MOHAMHU TpeOyeMbIX XapaKTepUCTUK U C KOHTPOJEM B TIPOILIECCE HCIBITAHUM
napamMeTpoB M OJIMHOYHBIX d(HPEKTOB, 00ECTIEUNBAIONINX JOCTOBEPHOCTh PE3yIbTATOB
HCIIbITAaHUI;

- 00paboTKa PKCIICPUMEHTAIILHBIX JTAHHBIX;

- ohopmIIeHHE PE3YIHTATOB HUCTIBITAHUN.

[Ipu 5TOM THITOBASI MOCIEIOBATEIILHOCTD ICHCTBUM NIPU IMTPOBEACHUN UCTIBITAHUN
1M (POBBIX CBEPXOOIBINX HHTETPATHHBIX MUKPOCXEM Ha MOJICTUPYIOMIUX YCTAHOBKAaX
cnenyromas [1, 2, 3, 4, 5, 6]:

1) [IpoBeaenue unentudukanuu oopasuos Kb

2) VYnaneHue KpBINIEK WM YacTH KOpIyca HaJ TMOJYIPOBOJIHUKOBBIMU
kpuctaiamu oopasioB CBUC (npu HE0OX0AUMOCTH);

3) BusyanbHblil KOHTPOJIb MOBEPXHOCTU KpucTamioB oOpasuoB CBUC c nenbio
BBISIBJICHUSI BO3MOJKHBIX MEXAHMUYECKUX TOBPEXKICHUM W HaJIWYMS 3alUTHBIX
MOKPBITUHN U3 KOMIIayHJIa UJIH JIaKa;

4) TlpoBenenue koHTpoOJs paboTocrocooHocT 06pasios CHUC.

'© Okctrora O.B., byunes C.O., OcunoB M.A., Uyoynos I1.A., 2023
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5) TloaroToBka OCHACTKM [JIsi MPOBEAEHUS MCIBITAHUN Ha HUCHBITATEIbHON
YCTaHOBKE.

6) Ilpoxianka nuHUN CBsI3U (MPU HEOOXOJIWMOCTH) U MPOBEPKA JIMHUHN CBSI3U
MEXIY UCTIBITHIBAEMBIMU U3JICTUSIMU B 30HE 00JyUEeHUSI KOHTPOIbHO-U3MEPUTEIHHBIM
U YIPaBISIOMIUM 000PYI0BAHUEM.

7) [lpeaBapuTenbHbIN KOHTPOJIb TApAMETPOB Myuka MpoToHOB uiu T3Y.

8) YcranoBka o6paznoB CBUC ¢ ocHacTkoi B 30HY 00JydeHUs] U MPOBEICHUE
(YHKIIMOHAJIBHOTO U MapameTpudeckoro tecta oopasunoB CBUC B peanbHbBIX yCIOBUSIX
AKCIIEPUMEHTA, HO B OTCYTCTBUM JICUCTBUS U3TyUCHHUS.

9) YcTaHoBKa cpeACTB MOHUTOPUHTA HHTETPATBHOTO MOTOKA ((hIroeHCa) YaCTHII
(pu HEOOXOANUMOCTH).

10) ObecnieueHre HEOOXOOUMOTO pa3psHKEHUST B BAKyYyMHOW Kamepe 30HbI
00JrydeHus (Ipu HEOOXOIUMOCTH).

11) O6nyuenne oo6pazioB CBUC nporonamu unu T3Y.

12) Ilpekpamenue o0Jy4eHHUs, KOHTPOJb paguanmoHHOro ¢oHa U 3aMeHa
o6pasioB CBHC.

13) [loBTOpeHue nponeayp mo 8—12 i HOBBIX 3HAYEHUN SHEPTUM IPOTOHOB WU
JITID T3Y 1o okOHYaHHUS IPOrpaMMBbl UCITBITAHUN.

OcCHOBHBIMHM UCTOUYHHKaMH NpH UcHbITaHUAX DKb Ha CTOMKOCTB K BO3/IEUCTBUIO
NN KII B yactu oAMHOYHBIX 3(PGHEKTOB SBISIOTCS YKOPUTETH MPOTOHOB U HOHOB.
Takxe HOMYCTUMO HCIOJB30BAHUE HMCTOYHUKOB (DOKYCHPOBAHHOIO JIA3€PHOTO
M3JIyYCHHUS] TpPH TOCIHEAYIOIIEH KaauOpoBKE 1O pe3yjbTaTaM HCIBITAHUN Ha
BO3/ICICTBUE TSHKENBIX 3aPSXKEHHBIX YaCTHIL.
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Annomauus. [Ipenmaraercs HCITOJIL30BaHUEC CHeIHUaJIbHOTO
MHTEJJIEKTYaJlbHOTO  MPOTPAMMHOTO  KOMIUIEKCAa «AHAJIMTUK» B  BOMPOCAX,
KacCaroIIMXCcs OpraHU3allMy CIEeIUaIbHbIX MPOrPaMMHBIX BO3JACHCTBUNA HA YCIOBHOTO
MPOTUBHUKA, C IIEJIbI0 TepexBaTa ayTeHTHU(UKAIMOHHBIX JAHHBIX IOCPEICTBOM
obecricueHUsT MOOMJIBHOCTH IIPOTPAMMHOIO KOMIUIEKCA pa3Merias OeCHHIOTHBIX
JIeTaTeNIbHBIX alaparax.

Knrouegwie cnosa: MHTENNEKTyalbHbIA TPOTPAMMHBIA KOMILJIEKC, CIICIIUATIbHBIC
BO3JICHCTBUS, aTaKH.

OnHO W3 BaKHEMIIMX HAIPABICHWW B COBPEMEHHOM aBHALlUA CBA3aHO C
NpUMEHEHUEM OecnWIOTHBIX JeTaTenbHblX anmnapatoB (BILJIA), mepsbie 00pasiibi
KOTOPBIX MOSIBUWIMCH €II€ B CEpeJuHE MNPOLUIOr0 BEKA, KAaK OTIEIbHBIA BU
MEepCNEeKTUBHOrO opyxusi. B Hacrtosimee Bpemst BIIJIA pa3nuyHblX THUNOB U
HA3HAYCHUS HE TOJIBKO CTOAT HA BOOPYKEHUM MHOTHX ApMUK MUPA, HO U HAUYMHAIOT
aKTHUBHO HCIOJIb30BAThCSA B IPaXKAaHCKO# cdepe [5]. B maHHO# cTaTthe mpemiaraeTcs
pazButue bBIUIA nmma npoBeaeHUs: cOelUaIbHBIX TPOTPAMMHBIX BO3AECHCTBHIA
YHU(GUIUPOBAHO HA CHUCTEMBI TIOCPEJACTBOM BTOPXKEHUS B YCTpPOWCTBA TIO
OoecipoBolHOMY KaHaimy. Takum oOpa3zoM Oyner obecrieduBaTbCsi MOOUIIBHOCTH
r1aTOPMBI TS TPOBEACHHUS TTOJO0HBIX aTak Ha ceTeBbie 1 DBM 00BEKTHI YCIOBHOTO
MPOTUBHHUKA.

CnenuanbHbli  HMHTEIJICKTYAJIbHBIM OPOTrpaMMHBIA  KOMIUJIEKC —aHAJIUTUK
npeajiaraeTcsi J0yKOMIUIEKTOBATh JPOHOM M MEPEHECTH Ha MOOWIIbHYIO IIaThopMy
COXpaHMB Bce (DYHKIIMOHAIbHBIE BOBMOKHOCTH. CxeMa COeIMHEHUSI KOMIUIEKTYIOIINX
npejcTaBiieHa Ha puc. 1.

" © Omenpuenko M. A., Topbynos C. H., T'yces A. A., Illatckux B. B., 2023
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Puc. 1. Cxema COCAMHCHUA KOMINICKTYROIIUX

Ha puc. 1 6111 ipecTaBaeHsb!l CIEIYIOMINE KOMIUIEKTYOIINE:

1) GecrUIIOTHBIN JIETATeNILHBIN alnapar;

2) Raspberry Pi;

3) Edimax EW-7811Un 6ecripoBoiHOM afanTep CETH.

4) Alfa AWUSO036H GecripoBoiHO# agantep ceTH.

B xauecTBe O€CIUIOTHOTO JIETATEIBHOIO aliapaTa J0CTaTOYHO UCTIOIb30BaHHE
Parrot AR.Drone 2, Tak kak Bec 0OIllleld OCHAIICHHOW KOHCTPYKIIMH COCTaBIISICT
npumepHo 109 r. Kpome Ttoro, nannas cOopka, Mo3BoJisieT MUHUMU3UPOBATH IOTEPU
MaHEBPEHHOCTH MCHOJb3YyEMOI0 JpOHAa MW TOTepU CKOPOCTH TMOJeTa Ha
JOTIOJTHUTENBHBIA BeC 000pyA0BaHUs, B CBSI3U C UEM OT APOHA HE TpeOyeTcs OOJIbIINX
MOIIHOCTEN aBUrartenen. Takoi pa3mep JIpoHa MO3BOJIUT OCTABATHCS MATO3aMETHBIM
IpY TIepeMEIIeHIs] KOMIUIEKCa TI0 BO3AYIIIHOMY MPOCTpaHcTBy [1].

B cBsi3u ¢ TeM 4TO KOMIUIEKC «AHAIMTUK» pa3paboTraH Ha 6aze gppeiimBopka Qt
Creator um sgpo RaspberryOS mo3BosiseT BOCHPOM3BOIUTH .exe (haiyibl, TO
npejjiaraeTcsi B KaueCcTBE BBIUMCIMTENbHOW IUIaT(GOpPMBI HCHOIB30BaTh IJIATY
Raspberry Pi.

Edimax EW-7811Un sBisercs aganTepoM OECIIPOBOAHOIO COECIUHCHHUS H
NO3BOJISIET 110 OTAEJIBHOMY COEIMHEHHMIO HMEThb BO3MOXHOCTb  YIIPAaBIIATH
UHTEIJICKTYyaJbHBIM ~ MPOTPAaMMHBIM ~ KOMIUJIEKCOM ~ «AHAJIMTHUK» YAAJIEHHO IO
npotokosry RDP nnu SSH.

Alfa AWUSO036H — sto OecrnpoBojaHOM JBYAHMAIa30HHBIN aaanTep CETH,
KoTOpbii pabotaer Ha uyactote 2.4 GHz u 5 GHz, cnocoben paborath B pexume
MOHHUTOpa 4TOOBI MPOBOAUTH ATaKU CBsi3aHHbIE C rnepexBaToM handshake-oB, s
nanpHeiero nemudpoanusa kiroda WPA u moimydeHuss coeMHEHUS C TOYKOM.
Kpome Toro nporpaMMHbIA MOIYJb «AHATUTHKY» CIOCOOEH MpOoBOaAUTh cMeny MAC-
angpeca g TOJNY4YEeHHMs] JOCTylla K TOYKE TMOJA BUAOM BepU(ULIHPOBAHHOTO
noJyib3oBarenst. Bo3moxHOCTh paboTaTh B JBYX [Mana3oHax IO3BOJIIET TakK e
IeHEpUPOBaTh MOJJCIbHYI0 OECHpPOBOJHYI0 TOYKY, Ha MPOTPAMMHOM YpPOBHE
BO3MOXKHO 1M0100paTh Ha nozjaenbHyto Touky SSID pasubiit SSID-y noBepenHOM
TOYKHM JIJIS YCJIOBHOIO NPOTHBHMKA, NMPU TOM MCHOJB3Yys BTOPOM JHAIa3oH i
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NOJABJICHHUS] KaHajla W3HAYaJbHOM TOYKH, YTO OTKPBIBAET BO3MOXHOCTb IS
IPOBEICHNUS aTaK OTHOCSIINXCS K COIIMATbHON WHXKeHepuu |2, 3].

B nmanHOl pabore Ui CHEHUAIBHOTO IPOTPAMMHOIO  BO3JEHUCTBUS
IpeIaraeTcsl UCIOoJIb30BaTh MPOTrpaMMHBIN KOMILIEKC «AHANIUTUK». B ornuume ot
CYLIECTBYIOIIUX CKAHEPOB CETEBOW O€30I1aCHOCTHU, NMPOTPAMMHBIN KOMILJIEKC UMEET
ClIeyIoIye mpenmMyliiectna [6]:

— OOHApy)XE€HUE CKpBITBIX TOYEK JOCTynma M aOOHEHTCKMX TEPMHUHAJIOB
OecrpOBOAHBIX CETEM, MOAKIIOYEHHBIX K HUM,;

— noabop WEP, WPA-PSK kmtoueit ayreHTHQUKAIIMN OECIPOBOIHBIX CETel
crangapta 802.11;

— OIpeleNiCeHUuE YSA3BUMOCTEH MPOTrpaMMHOIO M amnnapaTHOro oOecredYeHus
CKaHHPYEMOIr'0 OOBEKTA;

— npoBeieHre arak Ha POO yCiI0BHOrO MPOTUBHUKA.

PaccMoTpuM vacTh pa3pabaTbiBa€MbIX MOYJIEH TPOIPAMMHOTO KOMILIEKCA.

B3aumoneiictBue MoCpeacTBOM — OECHpOBOJIHBIX CETed B KOMILIEKCE
«AHaJIUTHK» pa3padoTaH MOAYIb CKaHupoBaHus Wi-Fi, Kkoropblil mno3Boiser
BBITNIOJIHATH MOMCK U OOHAPYKEHHE CKPBITHIX TOUEK JIOCTYIA U MOAKIOYEHHBIX K HUM
aOOHEHTCKUX TEPMUHAIOB. MOyJb BBIIIOJIHSAET NIEpEXBaAT JaHHbBIX, IEPEIaBaEMBbIX 110
oecripoBoaHbIM ceTsiM  craHjgapta 802.11 u ompenenseT HWCMIOIb3YEeMbINH THII
mudpoBanuss. B mpomecce paboTel MOyl OTOOpakaeT ypOBEHb CHUTHala
OecrpoBOAHON CETH, CKOPOCTh MEPENABAEMBIX JaHHBIX U UCIOJIb3YEMbIN KaHAJL.

JUis  ompeneneHus KIO4Ya IIHQPPOBAHMS JaHHBIX, COOpPAaHHBIX MOIYJIEM
ckanupoBanuss Wi-F1, ucnonb3yercss Moysb Noa0opa Kiroue ayreHTudukanuu. B
npolecce ayauTa MCHOJB3YIOTCS YSA3BUMOCTH B MPOTOKOJax oOecreyeHus
Oe3oImacHOCTH OCCIPOBOTHOM Mepeiaun TaHHbIX, a tMeHHo WEP 1 WPA-PSK [6].

JJist opraHu3anyy CrieluagibHbIX IPOrPAMMHBIX BO3/IEHCTBUI pa3padaThIBacTCs
MOAYJIb «ATakn», C MOMOIIBID KOTOPOIO MOYKHO IPOBECTH AaTaKy M NOATBEPIUTH
BBISIBJICHHYIO YSI3BUMOCTh. B MOIynum peanu3oBaHbl CHOCOObI aTaku THIIA
«[Tocpennuky», Takke peaqTu30BaH aHAIU3aTop Tpaduka.

Jlis mpocMOTpa, MPOXOJAUIero Tpaduka MOXKHO HMCIOJIb30BaTh BCTPOCHHBIN
aHan3arop Tpadurka B IPOrpaMMHOM KOMITJIEKCE « AHAIUTUK». AHAIU3aTOp Tpaduka
wiin cHUuGdep — 3TO mporpamma JUisl NepexBaTta U aHaJld3a CBOETO WM YyXOTo,
OpoXozsmiero Tpaduka Yepe3 CETEeBYI KapTy pPaJuodJeKTPOHHOro OOBEKTa
BbIOpaHHOTO uHHTepdeiica [4]. AnamuzaTop B NPOTPAaMMHOM KOMILJIEKCE HMMEET
BO3MOKHOCTh COXPaHSTh U 3arpyaTh CECCUIO B (hopmarte pcap, TakKe YCTAaHOBUTH B
(buIbTpEe KOJIMYECTBO CUMTHIBAEMBIX MAKETOB M HampaBiieHHE o0paboTku Tpaduka
(BXOSIIIMM, HCXOIAIINN, BXOAAIUU-UCXosamui). s obpaboTku Oojee y3Koi
HaIpaBJIEHHOCTH 3aXBaTa, MOKHO BOCIIOIb30BATHCA (PUIBTPOM BBIPAKEHUM, TOPTOB U
xocToB. JlanHble (UIABTPHI MOXHO KOMOWMHHUPOBATh C MOMOINBIO JIOTHUYECKUX
onepatopoB AND, OR u NOT. B Tabnuity BBIBOJUTCS clieayromas uHpopmaius o
NEPEXBAUYCHHBIX [MAKETaX: BPEMs MEpexBara, aJipec UCTOYHUKA U aJpec Ha3HA4YCHHS,
IIPOTOKOJI U pa3Mep MakeTa.

Pa3paboTanHblii MpOrpaMMHBIN  KOMIUJIEKC TIO3BOJISIET YCKOPUTH MPOIIECC
aHaJln3a ys3BUMOCTEH B MCIOIb3yEMOM allapaTHOM U MPOrPaMMHOM OOeCreueHun
ceTeBor MH(OPMALIMOHHOW CHCTEMBI OOPTOBOrO 00OPYIOBaHUS BO3IYIIHBIX CYAOB,
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YTO OKa3bIBAaeT CYIIECTBEHHOE BIMSIHUE Ha yhpaBlieHWe WHPOPMAITMOHHON
0€30MMaCHOCTHIO.
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// Hano- u mukpocucteMHuas texauka. — 2005. - Ne 2. — C. 44 — 48.

6. Bepemarun 1. FO., CemucuactHoB A. E. Hayunas pora B chepe obecrnieuenus
nH(OPMAIMOHHONW 0e30MacHOCTH (Ha MpPUMEpPEe MHTEIUIEKTYaJIbHOTO MPOTPAMMHOIO
xomruiekca «bactuon») // TamOoBckue npaBoBbic uteHus umeHn . H. [TneBako. —
Tamb60B, 2021. — C. 344 — 350.

Cratps noctynmia B pegakuuto 20.04.2023; npunsta k myonukanuu 10.05.2023.

HNudpopmanus o0 aBropax

Omenvuenko M. A. — crapmmid  ONeparop HAYYHOM pOTbI  BOWCK
PaINO3ICKTPOHHOU OOPHOBI.

T'opoynos C.H. — ctapuiuii onepaTop Hay4YHOU POTHI BOWCK PaJO3JIEKTPOHHOM

OOpBHOBI.

Iyce¢ A.A. — wmnaAmMii Hay4YHBIM COTPYJHUK HAy4HOM POTHI BOWCK
PaANORJIEKTPOHHON OOPHOBI.

[llamckux B.B. — crapummiii Hay4YHbId COTPYJHHUK HAy4YHOU pPOTBI BOMCK

PaANORIEKTPOHHON OOPHOBI.

Briag aBTopoB

Omenvuenxo U.A. — unes, coop matepuana, o0paboTka MaTeprala, YaCTUIHOE
HamucaHue ctatbu (25%).

Topoynos C.H. — cOop wmarepuana, o0paboTka Marepuaja, YaCTUYHOE
HanucaHue ctatbu (25%).

I'ycee A.A. — cbop matepuana, oopaboTka MaTepuasa, YaCTUYHOE HaMKMCaHUe
ctathu (25%).

llamckux B.B. — cbOop wmatepuana, oOpaboTka Marepuaia, YacTUIHOE
Hamucanue ctatbhu (25%).

KoH(paukT uHTEpECOB OTCYTCTBYET.


https://www.elibrary.ru/contents.asp?id=33185594
https://www.elibrary.ru/item.asp?id=47965905&selid=48075899
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Knaccudpuxkanuss MeTo10B NPOTHBOACHCTBUS PUIIHHTY

JNanuna Bukroposuu Hoany6usii >, Jimurpuii FOpseBnu CMbIkoB %, IMUTpHii
Anzpeesud Jbicos 3, I'yiak Aaekceii MakcumoBuy

123®I'BOY BO «BbpsaHCKHI rOCYIapCTBEHHBIA  TEXHHYECKHUM YHHBEPCUTET,
bpsanck, Poccns

danila.poddubnyy@mail.ru ®, https://orcid.org/0009-0003-8332-7542
2uselessbiotrash@gmail.com, https://orcid.org/0009-0001-0719-7665
3lysovdmitriia@gmail.com, https://orcid.org/0009-0003-9666-7191

4 https://orcid.org/0009-0005-1253-4303

Annomayus. B ctaThbe pacCMOTPEHBI METOJIbI IPOTHUBOICUCTBUS (PUILTMHTOBBIM
aTakaM. BeizeneHo 3HaYeHHE TaHHOTO sBieHM. [IpuBenena cratucTuka GUImHTa 3a
2022 ron.

Knwuesvie cnoea. uHbopmaimoHHas O€30MaCHOCTh, (DUIIMHT, METOMIBI
MPOTUBOJCHCTBUS (DUILIUHTY.

@AmMHT — BHJI HHTEPHET-MOIIEHHUYECTBA, IIEABI0 KOTOPOIO SBIISETCS
MOJIyYeHHE AO0CTyNa K KOH(QUIAECHUMAIbHBIM JAHHBIM I10Jb30BaTENEH - JIOTUHAM H
napoiism [5.5].

B coBpeMeHHOM Mupe C pPa3BUTHEM TEXHOJIOTMH IOBJIEKJIO 3a COOON Kak
MOJIOKUTEINIbHBIE TaK U OTPULATEIbHBIE CTOPOHBL. BBIIO CO3JaHO MHOKECTBO CUCTEM
3aIlUTHI OT YIpo3 WH(POPMAIMOHHOM 0€30MaCHOCTH, HO MO CTaTUCTHKe 3a 2022 ron
camMoil OoubIION yrpo3oi cran uenoBedeckuid (daktop. Ilostomy Qummnar B
COBPEMEHHOM MUpE SIBJIIETCS OJITHOM U3 OCHOBHBIX YIpo3 B cepe UHpopMalmu.

CormacHo maHHBIM caiita Securelist komnanuu «Jlaboparopus Kacniepckoroy

B 2022 rony:

1. 48,63% nucem no Bcemy Mupy u 52,78% nuceMm B PyHeTe Obln ciamom.

2. 13 Poccun ucxoauno 29,82% Bcex CIIaMOBEIX ITHUCEM.

3. Hamm moutoBbIii anTHBUpYC 3a0mokupoBan 166 187 118 BpemoHOCHBIX
MTOYTOBBIX BJIOKECHUM.

4. CucreMa «AnTudummHr npenorspatuia 507 851 735 nmonsiTok nepexoaa
10 (PUIITMHTOBBIM CCBHLITKAM.

5. 378 496 mombITOK Tepexoja Mo (PUIMMHTOBBIM CChIJIKAM OBUTM CBSI3aHBI C
nonbITkamMu yrora Telegram-akkayHTOB.

MO’KHO BBIJICIUTH HEKOTOPbIE METObI MO MPEJOTBPALICHUIO U 00ECIECUYECHHUIO
3aIUTHI OT (PUITUHTOBBIX aTaK.

O0y4enne nmepconaJia

OOy4yuTh COTPYAHUKOB KOMIAHUM 3TO CaMbli BA)KHBIM acHEKT B 3alllUTE OT
(ummHra.

© MMoany6nsrit J. B., Cmeixos /1. 1O., JIsicoB JI.A., I'ynak A.M., 2023
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HeoOxogumo mMpOBOAWUTH PETYJSPHBIA WHCTPYKTAX JJIsI  COTPYJAHHKOB
opraHu3anuu Ha TeMy QuimuHra. Oco0eHHO cienyeT yAeIuTh BHUMaHUE MOYTOBBIM
NUCbMaM U Pa3bSICHUTh KPUTEPUU IO KOTOPHIM MOXXHO OTJIUYHUTH MUCHMO OT
MOIIICHHUKOB.

Kpurepuu:

1. CokpailieHH€ CChUIOK.

2. Opdorpadusi, oneyaTku 1 MHOTOUMCIIEHHO UCIOJIb30BaHUE 3HAKOB BOIpOCa
WJTH BOCKJTUIIAHUS.

3. Yrpo3sl.

4. YoMuHaHUS CPOYHBIX CPOKOB B MHUCHME.

5. TIpockOBI TpeoCTaBUTh Bl KOHPUACHITHATBHBIC JaHHBIC.

JAByx(pakropHasi ayreHTUPUKALUHA

OpmauM U3 HaAEKHBIX CPEACTB 3aIMUTHI OT (PUIIMHTA SIBISETCS ABYX(paKTopHas
ayreHtudukanus. OHa TIOMOXET 3alllMTUTh Ballld JIaHHbIE B Cclydyae ecliu
3JIOYMBIIIUICHHUK TIONY4YWJI Mapojib OT Bamied ydé€rHod 3amucu. JIByxdakropnas
ayTeHTUPUKalus padoTaeT MO TMPUHIHUIY TEHEPUPOBAHUS CIy4alHBIX KOJOB,
KOTOpble mpuxonar BaM B SMS unu Ha npuiioxkenue B tenedone. Pexomenayercs
UCIIOJIb30BaTh TPWIOKEHHE s JABYX(akTopHOW ayTeHTHUPUKauuu 3To OoJee
HaJIEKHBIA METOJ IO cpaBHeHHI0 ¢ SMS.

CucreMbl pe3epBHOT0 KONMUPOBAHUS

CucrteMbl pe3epBHOTO KOMUPOBAHUS TMPEACTABISAIOT COOOW  KOMILIEKC
MIPOTPAMMHOTO U aIllIapaTHOTO 00€CTICUeHUsI, KOTOPBIA CITY>KHUT JJISI CO3TaHMS KON
JTAHHBIX HA HOCHUTEJIE, KOTOPBIA MpeAHa3HAUYCH JJIi BOCCTAHOBJICHHS HH(POPMAIIUU B
ciiydae e€ yTpaThl WIM HCKaKEHUs. PexomeHayeTcs nenaTh perysipHYI KOMHUIO
JTAHHBIX /111 00ECIIeUeHUs] COXpaHEeHUSI MH(OPMAIIUH.

AHTHBHPYCHbIE TPOTrPaAMMBbI

CampbIM OaHaTBHBIM, HO OJJHUM M3 CaMbIX 3(PGEKTHUBHBIX CPEJCTB 3aIIUTHI OT
dbummHra OyAeT ABISICTCS aHTUBUPYC. AHTHUBHpPYCHasi Iporpamma OyAeT sIBISTHCS
XOpOIIMM CPEACTBOM OJOKHUPYIOIIUM TEPEX0]] MO BPEAOHOCHBIM CCHUIKAM WM B
ciiydae OJOKHMPOBKM M YHUYTOXEHUsI CkauuBaemoro BpeaoHocHoro [10. Xopomum
perieHreM B JaHHOM ciydae Oynet Kaspersky Internet Security

Hacrpoiika Opay3epa

Hactpouts Opay3ep cOTpyIHHUKOB 3TO OJIHA U3 OCHOBHBIX 3a/1a4 MPH 3aIUTE OT
¢bummaTra. Heo0X011MM0 OTpaHUYIUTh TOCTYIT COTPYAHUKAM B HHTEPHET IMTPOCTPAHCTBE
1 100aBUTH OJIOKHUPOBKY TMEepeUHs BEO—CaNTOB, OTHOCSIIIMXCS K MOIIIEHHUKAM.

Cnam ¢puabTpbl

Cmam ¢uibTp - 3TO IIporpamMma IpeaHa3HaueHHas QUIbTPAIMH SJICKTPOHHBIX
nuceMm. OHa ompesieNsieT MHTEPECHO JIU MUCHMO TMOJIb30BATENI0, €CJIM HET TO MHCHMO
OTIIPABIISIETCS B CIIaM HJIN K€ MOJTHOCTHIO YIAJISIETCA.

CeTeBble IKpaHbI

CeteBbie DKpaHbI IPEIHAZHAYCHBI I OTPAHUYCHHS BXOISIIETO, UCXOIAIIETO U
BHYTpeHHETO Tpaduka ceTu. CeTeBoii IKpaH MPUHUMAET PEIICHUE TPOITYCKATh WIIH K
3a0JIOKUPOBATh MPOXOASAIIMA TakeT JaHHBIX. OcCHOBHass (yHKIMS OJIOKHUPOBATH
BPEJOHOCHBIE AKTUBHOCTH W TIPEIOTBpAIlaTh HECAHKIIMOHUPOBAHHBIC ICHCTBUS B
CETH.
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OnHopasoBbie NapoJu

OnHOpa30BbId  MApoOJdb — 3TO MapoJib, JECUCTBYIOIIMA 111  OJHOM
ayreHTU(UKanmu. OaHOpa30BbIe MAPOJIM XOPOIIM TE€M, YTO B cllydae IepexBara
MapoJIsl 3J0YMBIIIJICHHUKOM TIapoJib JIJIs ayTeHTU(PHUKAIIUK OyAeT WIH YK€ U3MEHEH
WM HEACHCTBUTENICH. brnarogapss 3TOMYy 3JI0YMBIIUICHHUK HE CMOXET IIONAcTh B
CHUCTEMY JaXe y3HaB MapoJib.

Ecnu BBl BCe-Taku CTaJIM KEPTBOM MHTEPHET MOIIIEHHUKOB, TO PEKOMEHAYETCS
BBITIOJIHATE clenytomue aeiictBus. MBJl paspaborano aiaroputM AeHCTBUS IS
IpaKaaH, KOTOPBIC MTOCTPAJAIN OT ACHCTBHIA 3JI0YMBINIJICHHUKOB [5.5]:

1. IlepBoe peiicTBME TMOCHE TOro, KaK Bbl HEIOCUUTAINCH Ha CBOEM
OAHKOBCKOM CYETE HEKOTOPOUM CYyMMBI, — 3TO OTKJIIOYUTH CMApT(OH U BHITAIIUTDH U3
HEr0 CUM-KapTy.

2. Jlamee crmemyer Kak MOYKHO CKOpee CBS3aTbCsi C OaHKOM M OTO3BaTh
JICEHE)KHBIN TIEPEBO/, a 320JHO OJIOKMPOBATh BCE BO3MOXKHBIC JEHCTBUS C PACUCTHBIM
CUETOM.

3. Hammucatp 3asBieHue B JIBYX dK3eMIUIIpax o0 OT3bIBE IUIATEXKa, BO3BpATE
CPE/ICTB M OJOKHPOBAHUU JOCTYIA K cucreme «MoOmnbpHBIN 6aHk». IIpegocTaBuTh
3asBJIeHHe B OaHK HEOOXOJMMO B TEUCHHME OJHOTO JHS C MOMEHTAa aTaKhu UHTEPHET-
MOILICHHUKOB.

4. Taxxe He0OX0IUMO MOTYYUTh B OaHKE ACTAIN3AIMIO C PACYETHOTO CUeTa U
oOpatuThcs B 0aHK, B KOTOPBIM YIIUIA JIEHBI'M MO MHUIIMATUBE 3JI0YMBIILJICHHUKA, C
3asIBJICHUEM O MPUOCTAHOBKE MCIIOJHEHHUS TIJIaTEKa U BO3BPATE CPEJICTB.

5. U Hakownemn, Hamucath 3asiBJICHUE O (DAKTE XUIIEHUS JEHEKHBIX CPEJCTB,
KOTOpO€ HEOOXOIUMO MPEBIBUTHL B MOJUIIMIO. [ opopMiieHust aena moHaao0uTCs
JOKYMEHTAJIBbHOE TTOATBEPKIACHUE XUIICHUS JICHEXKHBIX CPEJICTB: BBIMUCKA U3 OaHKa,
JeTAIN3AIMS PACXOA0B U T. 1.

I'maBHO¥ 3amuTOM OT (DUIMMHTOBHIX aTaK Ha JIAHHBIM MOMEHT SIBJISIFOTCS BAIlIH
3HAHMS U BHUMATEIIbHOCTb.

CnucoK MCTOYHUKOB

1. Hanbko, O. C. UccneqoBanue TEXHUK (PUIIMHTA X METOAOB 3aUTHI OT HETO
/ O. C. Jaawko, T. A. MenBenena // Monogoit uccnengonareinb Jlona. — 2021. — Ne
3(30). — C. 60-66. — EDN FSXVIO.

2. Enun, B. M. ®umuHr kak yrpo3a HoBoro mokoyienus / B. M. Enun, U. A.
Marromienko // International Journal of Advanced Studies in Computer Engineering. —
2021. — Ne 2. — C. 31-37. — EDN MMIRXB.

3. CazonoBa, E. C. ®umuHr kak Buj uHTepHET-MomeHHudectBa / E. C.
CazonoBa, A. B. I'onosun // Hayka momnoasix - Oyayuiee Poccun : cOOpHUK HaydHBIX
crateil 4-i MexayHapoaHOW HaydHOW KOH(EPEHIMU MEePCHEKTUBHBIX Pa3zpaboTOK
MOJIOBIX YueHbIX. B 8-mu Tomax, Kypck, 10-11 nexa6ps 2019 rona / OTBEeTCTBEHHBIH
penaktop A.A. I'opoxoB. — Kypck: FOro-3anaanbiii rocy1apCTBEHHBIN YHUBEPCUTET,
2019. — C. 156-158. - EDN UMAY MF.

4. Cnam u ¢ummar B 2021 romy. URL: https://securelist.ru/spam-and-
phishing-in-2021/104407/ (nata o6pamenus: 20.11.2022).
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5. UYepnsimea A.A., CamoitioB C.M. @UIMHT KaK yrpo3a COBPEMEHHOMY
uHpopmarmonHoMy o61ectBy / Hayunsiit moteniman. — 2021. - Ne 3 (34). — C. 131
—136.

Cratbs noctynuia B pegakuuio 20.04.2023; npunsita k myoaukaruu 10.05.2023.

Nudopmanus 06 aBTopax
1lo00ybnwii J[.B. — ctyaent kadenpsl «MHPOpManmoHHON O€30MaCHOCTHY,

HampaBieHue moarotoBkun  «10.05.03 — HMadopmammonHas  0e30macHOCTH
aBTomMaTu3npoBaHHbIX cucteM» PI'BOY BO «bI'TY».

Cmuvikoe J[FO. — crygent kadenpel «MHPopMannoHHON O€30MacHOCTIY,
HampaBieHue moarotoBkun  «10.05.03 — HMadopmammonHas  0e€30macHOCTH
apTroMatn3npoBaHHbIX cuctem» OI'BOY BO «BI'TY».

Jlvicoe  J[.A. — crapumii npenojaBarens  Kadeapbl  «Cuctembl

undopmarmonnoi 6ezonacHoctu» GI'bOY BO «bI'TY».
T'yvnax A.M. — ctynent xadenpsl «KOMIBIOTEpHBIE TEXHOJIOTUH U CUCTEMBI»,
HarnpanieHue noarotoBku «10.05.04 — MuHbopMmaliOHHO-aHATUTUYECKUE CUCTEMBI
oe3onacHoct»y OI'BOY BO «bBI'TY».

Bkiag aBTopoB

11000y6nbii J[.B. — cOOp MarepualioB, peJakKTUPOBAHUE TEKCTa, YaCTHUUYHOE
HamucaHue ctatbu (25 %).

Cmuikos /[.FO. — unes, coop maTepuasioB, o0pabOTKa MaTepuagoB, YaCTUYHOE
HanucaHue ctatbu (25 %).

Jlvicos J].A. — 9acTH4HOE HAITMCAHUE CTAThbU, HAYYHOE PEAAKTUPOBAHUE TEKCTA
(25%).
TI'yvaax A.M. — 06paboTka MaTepHaliOB, YACTUYHOE HamucaHue ctatbu (25 %).

KoH}UKT HHTEpEeCcOB OTCYTCTBYET.


https://www.elibrary.ru/contents.asp?id=46488835
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Hcnoan3oBanue Texnoaornu OCR (optical character recognition) s
Pacno3HABaHUA TEKCTa B IPOrPaMMax, HAMMCAHHbIX HA C#

Aunexcanap Baagumuposud IoayskTos™, Anton UBanosuy 3apesuy?, @uaunnm
Biiagumuposuy MakapeHko °

1.2 3Boponexckuii rocyIapCTBEHHBIN JIECOTEXHUYECKMI yHHBEPCHTET uMeHu [ .M.
Mopo3zoBa, Bopouex, Poccus

1palv2006@yandex.ru™, http://orcid.org/0009-0005-4032-5031
Zantonzarevich@ngs.ru, https://orcid.org/0009-0000-5354-5598

3Phillipp@mail.ru, https://orcid.org/0009-0001-9311-8942

Annomayuna. B craThe paccMaTpUBAIOTCS HCTOpUsS, TeopeThueckas oOasza
noctpoenusi TtexHomorun OCR (optical character recognition). Omnpenensiercs
IpOrpaMMHBIM anmapar, KOTOPBIA MCIONB3YeTCs MIpU pa3pabOTKe MpOrpaMm ¢
ucnosnb3zoBanueM OCR. BrinmonHseTcss paccMOTpeHUE U CpaBHEHUE OMOIMOTEK IS
pa3pabotku mporpamMm c TexHoiorued OCR na C# u ompenenstoTcs METOAMKHU
pabotel ¢ OCR Ha 3Tanax pa3paboTKu mporpammsbl. BhIMOIHSAETCS TPOEKTUPOBAHUE
porpamMmsel B cpene nporpammupoBanus Visual Studio ¢ ucnonb3zoBaHueM mnakera
Tesseract.

Knwueswvie cnosa: texnonormn OCR, a3p1k nporpammupoBanus C#, maker
Tesseract.

OCR wumu Optical Character Recognition siBisieTcss TEXHOJOTHEH, KOTOpas
MO3BOJIIET KOMIIBIOTEPY pacro3HaBaTh TEKCT HAa M300PaKEHUSAX U CKAaHHPOBAHHBIX
nokymeHTax. OHa MIMPOKO HCIIOIB3YETCS BO MHOTIMX NPHWIOKEHHUSAX, TaKUX Kak
aBTOMATHYECKOE 3alloJIHeHue (opM, pacro3HaBaHWE HOMEPOB aBTOMOOMIIBHBIX
HOMEPOB U MHOTOE Jpyroe [2].

OCR pa3pabatsiBaics ¢ cepeaunbl 20-ro Beka. [lepBbie ycTpoiicTBa il YTEHUS
TeKcTa ObUIM CO3JaHbl I JIIOAeM ¢ HapylmeHusmu 3peHus. B 60-e rojbl
(YyHKUIHMOHAJIBHOCTH ObLIa pacIIMpeHa ¢ MOMOUIbI0 KOMIBIOTEPHBIX TEXHOJIOTUH, YTO
C/IeJIaJi0 Pacro3HaBAHKME TEKCTA TOCTYIHBIM Ha MHOKECTBE TIATPOPM.

C 1974 ronma cranmapt onu@poBKH TEKCTOB C ucmnosb3oBaHueM OCR Obut
MPUHSAT NOYTOBBIMU clTy>kO0amu mupa [4]. HanpaBneHust uCroyib30BaHUs:

1. JlokyMeHTaIllMOHHOE 0OecreueHue

2. bubnuoTeunoe n1emo u apXuBUPOBaAHUE
3. bankoBckoe u cTpaxoBoe J1e10

4, [TodToBBIE M TPAHCTIOPTHBIC YCIYTH

Hekotopple ©3 caMmplx MONYyJAPHBIX OMOIHMOTEK MPOTPaMMHUPOBAHUS,
UCIONIB3yeMbIX i pa3padotku OCR-mpunoxenuit, BkimodaroT Tesseract, OCRopus,
Abbyy 1 Google Cloud Vision.

' © TTonyskToB A.B., 3apeBuu A.W., Makapenko @.B., 2023
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Pazpabotka nporpammuoro oOecrneuenusi Ha si3bike C# ucnonb3dyss OCR-
TEXHOJIOTUI0 MOXET OBbITh IOCTPOCHA C MCIOJb30BaHUEM JBYX HAalpaBJICHUN:
UCIIOJIb30BAaHUE JIOKAJIbHOW OMONMOTEKY W HCIOJb30BaHWE OHJIAMH CepBHca.
PaccmoTpum npumep co3aanust nporpaMMbl Ha C#, KOTOpasi O3BOJISIET pacliO3HABATh
TEKCT Ha u300pakeHusx [1].

C# npenocrapisieT HecKoJbKo Oubmotek i peanuzanuu OCR. HexoTtopsie
MONYJISIPHBIC OMOIMOTEKHU:

. Tesseract (https://github.com/charlesw/tesseract) - sTo omHa M3 caMbIX
nomyysapHbiXx U TouHbIXx OuOnnoTek OCR. Tesseract cozman kommnanueit Google u
SBJIIETCSI OTKPBITHIM TPOTPAMMHBIM OOCCIICYCHHEM C OOJIBIIUM COOOIIECTBOM
pa3pabOTYNKOB.

. IronOCR (https://ironsoftware.com/csharp/ocr/) - sTto kKOMMepueckas
oubmuoteka st OCR Ha C#. IronOCR npennaraet Habop pazHooOpa3HbIX QyHKIUN
JUTSL pacrio3HaBaHUs TEKCTA HA U300PKEHUSIX U TIOIJIEP)KUBAET MHOKECTBO S3BIKOB.

Paccmotpum ucnonbszoBanue 6ubnuorexku Tesseract. [[ns aToro He0OX0auMO
YCTAaHOBUTh 3Ty OMONMOTEKY W Hamucatb koja Ha C#, KOTOpBIA 3arpyxaer
n300pakeHue u nepenaet ero B Tesseract y1s1 pacrio3naBanus Tekcra. Huske npuBenex
npumep koaa Ha C#, ucronb3ytoriero oubnmuoreky Tesseract [3]:

using Tesseract;

public string RecognizeText(string imagePath)

{
using (var engine = new TesseractEngine(@"./tessdata”, "eng",
EngineMode.Default))
{
using (var img = Pix.LoadFromFile(imagePath))
{
using (var page = engine.Process(img))
{
var text = page.GetText();
return text;
b33
}

[IpuBeneHHBIN BBINIE KOJ CO3MaeT HOBBIM 3K3eMIULIp oObekTa Tesseract c
YKa3aHHBIM SI3bIKOM M MOJIEJBIO, 3arpyXaeT u3oopaxenue u3 (aitna, oOpadbaTsiBaet
€ro U BBIBOJMUT PACIIO3HAHHBIA TEKCT B KOHCOJIb. 3amenuTe imagePath’ Ha myTth K
BameMy wu3o0pakeHuto u tessDataPath® ma myTe k katanory tessdata, koTopslit
COIEPKUT SA3bIKOBBIE MOJEenn Tesseract.

Btopoit BapuaHT, ¢ ucnonas3oBanueM oHyaH-ABMKKH OCR, KoTOphie 00BIYHO
npenoctaBisitoT API, koTopble TO3BOJSIOT pa3pabOTUYMKaM HHTETPUPOBATH ITY
byHKIMIO B CBOM mpuiiokeHus. [ wcnomb3oBanusi Takux APl Bam HyxkHO
PErHCTPUPOBATHCS U MOJNTy4YaTh YHHKaIbHbIM API-Kit04, KOTOpBIM MCHOJB3YyeTCs B
BaIlleM Kojie IporpaMMmsi [4].

Jliis paGoTsl B C#, ucrionb3yiTe clieayrone Ou0InoTeKu:

. Google.Cloud.Vision.V1 gns Google Cloud Vision OCR
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. Microsoft.Azure.CognitiveServices.Vision.ComputerVision IS
Microsoft Azure Computer Vision OCR

. ABBYY .CloudSdk.V2.Client myis Abbyy Cloud OCR SDK

[Tpumep nporpammsl Ha C#, koTopas ucnoisbdyet Google Cloud Vision OCR:

using Google.Cloud.Vision.V1,

using System;

class Program

{

static void Main(string[] args)

{

Il YcranoBure NIEPEMEHHYIO cpenbl
GOOGLE_APPLICATION_CREDENTIALS c nyrem k ¢aiixy JSON c kimouom API
Environment.SetEnvironmentVariable("GOOGLE_APPLICATION_CREDEN
TIALS", "path/to/your/apikeyfile.json™);
/I Co3znaiite kmuenta OCR
var client = ImageAnnotatorClient.Create();
/] 3arpy3ute U300pakeHUEe C TEKCTOM
var image = Image.FromFile("path/to/your/image.jpg");
// BBIIOTHUTE paciio3HaBaHUC TCKCTa
var response = client.DetectText(image);
// BeiBeiuTe pactio3HaHHBIN TEKCT Ha dKpaH
foreach (var annotation in response)
{
Console.WriteLine($"Description: {annotation.Description}");
Console.WriteLine($"Bounding Poly: {annotation.BoundingPoly}");

3
¥

He 3abyasTe 3amenuth path/to/your/apikeyfile.json” Ha myTth Kk ailmy c
kitouoM API u “path/to/your/image.jpg’ Ha myTh K M300pa’KE€HUIO, KOTOPOE BBl XOTUTE
pacrio3HaTh. OOpaTuTe BHHUMaHHME, YTO IIepeJl HCIIOJIb30BaHUEM OHOJINOTEKH
Google.Cloud.Vision.V1 He0OX0AUMO YCTaHOBHTb.

AHanornyHeIM 00pa3oM, Bbl MOKeTe ucmoiyib3oBaTh U apyrue OCR-aBuxku,
3aMeHsIsl KIIMEeHTa U OMOIMOTEKY Ha COOTBETCTBYIOIIHNE HM.

BriBOALI

Takum 00pa3oM, UCTIOJIb30BAaHUE JIOKATBHBIX OMOJIMOTEK WIIM OHJIAWH-IBYKKU
OCR 1103BOJIUT BHEPHUTH UJICIO PAaCIO3HABAHUS TEKCTa B pa3padOTKy MPOTPAMMHOTO
oOecIieueHus, a WCIOIb30BAaHNE BBIOPAHHOW TEXHOJOTHU 3aBHCHT TOJBKO OT
notpebHocTH 3akazurka [10 unu xenanus pazpadboTyuka.

Cnucox HCTOYHHKOB
1. Classification Features / G. Sidorov, F. Velasquez, E. Stamatatos, A.
Gelbukh, L. Chanona-Hernandez, Springer LNAI 7630, Mexico, 2012. pp. 1-11.
2. Szarvas, M. Finite-state transducer based modeling of morphosyntax with
applications to Hungarian LVCSR / M. Szarvas, S. Furui // Proc. ICASSP’2003, Hong
Kong, China, 2003. pp. 368-371.
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3. PykoBogctBo mo  ucnoms3oBanuio  Google API. -  URL:
https://developers.google.com/web/updates/2013/01/\Voice-Driven-Web-Apps-
Introduction-to-the-Web-Speech-API (nara ooparenus: 05.03.2023).

4. Kapmos, A.A. MeTo0510THsI OLICHUBAHUS pa0OThI CUCTEM aBTOMATHUYECKOTO
pacniozHaBanusi peun/ A.A. Kapmos, W.C. KumnsrtkoBa, // W3Bectus BYy30B.
[TpuGopoctpoenue, T. 55, Ne 11, 2012, C. 38-43.

Cratps noctynuia B pegakuuto 27.04.2023; npunsta k myonukanuu 10.05.2023.

HNudpopmanus o0 aBTopax

Ionysxkmoe A.B. - mnpenopaBatens 0a30BoH Kadenpbl TEXHUYECKOTO WU
IPOrpaMMHOT0 00€CTIeYeH s BRIYUCIUTENbHBIX 1 HHPOopMaimoHHbIX cucteM OI'BOY
BO «BI'JITY».

3apesuu A.M. - K.T.H., 6a30BOH Kadeapbl TEXHUYECKOTO M HPOrPaMMHOTO
oOecrieueHus: BEIUUCTUTENBHBIX U HH(opMaImoHHbix cucteM @I'BOY BO «BI'JITY ».

Maxapenko @.B. - k.(p.-M.H., 6a30B0# Kadepbl TEXHUYECKOTO U TPOrPAMMHOTO
oOecrieueHus: BRIUUCTUTENBHBIX U HH(opMaImoHHbIx cucteM @I'BOY BO «BIJITY ».

Bkiax aBTopoB

Ilonysxmoe A.B. - unes, coop matepuaina, oOpaboTka MaTepuana, HallucaHue
ctatbu (80%).

3apesuu A. /. - 9aCTUMHOE HAIIUCAHUE CTATHH, HAYYHOE PEAAKTUPOBAHUE TEKCTA
(20%).

Maxapenko @.B. — IOArOTOBKA WUTIOCTPUPYIOIIMX MAaTEPUAIOB M TaOJIMYHBIX
nanHbIx (109).

KoHdmukT nHTEpEeCcOB OTCYTCTBYET.
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HayuHnas cratss
YK 004:056

Pa3paboTka pexomenaaumii st 3ppeKTHBHOTO pearnpoBaHusi HA HHIIHAEHThbI
HH(GOPMALMOHHOMN 0€30IIACHOCTH

IMoauna HukouaaeBHa I[MouasikoBa!, Makcum MuxaiiioBuu I'osieMOHOBCKHIA?,
Exarepuna Biaagumuposna Konapamosa 3

1234Bpanckuii rocy1apCTBEHHBIM TEXHUYECKHI yHUBEPCHUTET, Bpsuck, Poccus
!polyakova.polina@yandex.ru™

’maksim32region@yandex.ru™

3kondrashova_katerina@bk.ru™

Annomayusn. Mepbl TPOTUBOJEHUCTBUS HWHIUJECHTAM HMHPOPMAIIUOHHOM
0e30MacHOCTH C KaXIbIM TOJOM CTaHOBSITCA Oosiee akTyalibHbIMU. [lpu
MPOCKTUPOBAHUM  CHCTEMBbI O€30MAaCHOCTH MPEANPHUATUS  3a4acTyl0 TPYAHO
IPEIyCMOTPETh BCE BO3MOXKHOCTH B3JIOMa. JTO OCOOEHHO aKTyallbHO, €CJIM CamoO
OPEINpUsITHE U €ro WHPPACTPYKTypa JOCTATOYHO BEIMKH M HE COCPEIOTOYCHBI HA
OJTHOW TEPPUTOPHH.

Knioueevie cnoea: wudopmarmonHas O0€30MaCHOCTh, WHIUIAEHTH, SIEM-
cucTeMa.

Bomnpoc mnpoTuBOAEWCTBUS HHIMACHTAM HWHMOPMALMOHHON 0€30MacHOCTH
CTaHOBUTCSI BCe 0OJiee aKTyaJIbHBIM C KaXXIbIM TOJOM. DTO MPOUCXOAUT B CBS3H C
pa3BUTHEM MH()OPMALMOHHBIX TEXHOJOTUH B LIEJIOM M HapallliBaHWEM JIOCTYITHOCTU
TEXHUYECKUX CPEJCTB pealn3aluu KubepaTak, a Takke oOydaroluX MaTepualoB U
MHCTPYKIUH KaK 3TO MOXKHO ClIE€JIaTh.

[Ipy MpOEKTUPOBAHUM CUCTEMBI 3ALIMTHI NPEANPUATHS OUYEHb YacTO ObIBAaET
3aTPYJHUTENIBHO MPEIyCMOTPETh BCE BO3MOXKHBIE BapHAHTbl HEJIETUTUMHOTO
IPOHUKHOBEHUSI B cucteMy. OcoOeHHO, eciM caMo Mo cebe MpeAnpusiTUE U €ro
MH(paACTPYKTypa AOCTATOYHO OOIIMPHBI M HE JIOKAIM3YIOTCS B Mpeaenax OaHOU
TEPPUTOPHH.

B croxuBIIMXCS yCIOBUAX 0COOYIO BaXXKHOCTh MPUOOPETAET HE TOJIBKO MPOIIECC
oOwIel 3amMThl OT peanu3auuy HHIHMAEHTOB Kb, HO M mpouecc pearupoBaHus U
pacciieJoOBaHMs B CITy4yae MOMBITKH UX peaTn3aIiiu.

OpnHo#t m3 camMbiXx 3(P(PEKTUBHBIX TEXHOJOTHH OTCIEKWBAHUS WHIUACHTOB
MH(OPMAIMOHHOW 0€30IaCHOCTH, HE HMEIOIEH Ha JIaHHbII MOMEHT paBHBIX
aHanoros, sBiserca SIEM-cucrema.

SIEM-cuctema mpencraBiasier co0oil 00bEOIUHEHHE CHUCTEM YIPaBICHUS
nHpopmarmoHHon 0e3omacHoCcTh0 (SIM) u ympaBiaeHus: cOOBITUAME 0€30MaCHOCTU
(SEM) B equnyto cucteMy ympasieHus: 6e3omacHocTbio. SIEM-cuctembl B kauecTse
CaMOCTOSITEJIFHOTO PEIIeHUs HE IMpelHa3HauYeHbl U HE CIMOCOOHBI MPEJOTBpAIlaTh
WHIIMICHTBI HapyIIeHNsT HHPOPMAIIMOHHOM Oe3omacHocTH [1].

" © Honskosa IT. H., Tonem6uosckuii M. M., Konapamosa E. B., 2023
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[IpeumymectBo SIEM-cuctembl B TOM, YTO OHa CHOCOOHAa HENMPEPHIBHO
aHAJIM3UPOBATh BCE CETEBBIE COOBITUS MPUMEHUTEIBHO KO BCEM HMEIOLIUMCS
00BEKTaM CeTeBOM MHPPACTPYKTyphl. B ciyuae eciam cuctemMoit 0OHapyKeHbl KaKue-
TO HETUIIMYHBIE COOBITHS, OHA POPMUPYET COOOIIEHNE 00 MHIIUIEHTE MOJIb30BATEINIO,
YTO II03BOJIIET CBOEBPEMEHHO IIPOBEPUTH CHUTHAJI U IIPENOTBPATUTh PEATU3ALUIO
MHIM/IEHTa BOOOIIE MM MUHUMU3UPOBATh MOCIEACTBUS OT T€X JAEHCTBHM, KOTOpBIE
3JIOYMBIIUICHHUK YCIIENl PEAIM30BaTh.

Onno#t U3 Hambosiee MPUOPUTETHBIX CPEIU CYIIECTBYIOMMX sBiseTca SIEM-
cuctema Wazuh. Ee mpenMy1iecTBO COCTOUT B TOM, YTO 3TO OECIIaTHOE pEIICHHE C
OTKPBITHIM UCXOAHBIM KOJOM, KOTOPO€ MOXET OBITh JOpadOTaHO U Pa3BUTO MOJ
HYKJIbl JIF000K opraHu3anuu. CTOMMOCTh BCEX MPEACTABICHHBIX Ha POCCUHCKOM
pBIHKE CHCTEM MpeBbImaeT 15 MuminonoB pyoneid. U ecnm s kpynmHoMacmTabHbBIX
OpraHu3alyi 3Ta CTOUMOCTbD SIBJISIETCS CPEHEH, TO JUIsl HEOOJIbIINX IPEANPUATUN OHA
HenoabeMHa. TakuMM NpEeANnpUATUSIMU U MOXET ucrnosb3oBatbesa SIEM-cuctema
Wazuh, kotopasi mpyi MHHUMAIBHBIX (OTHOCHUTEIBHO CTOMMOCTU JPYTHX PEIICHUH )
BJIOKEHUSIX B JOPAOOTKY, MO3BOJIUT OTCIIEKUBATH CETEBBIE COOBITHSI.

IToMumMO cuCTEM HAHHOIO THUIIA €CTh PA3IMYHBIE IPOIPAMMBI U YTHUIIUTHI
NO3BOJIAIOIIME CHELMATUCTaM 10 MHPOPMAMOHHON 0€30IacHOCTH B OpraHM3aluu
COOCTBEHHBIMU CHJIAMHM TPOBECTH MPOLENYpPY paccielOBaHUs HMHIMIECHTA U B
COOTBETCTBUM C IIOJYyYECHHBIMU pe3yJbTaTaMU IPUHATH aJCKBAaTHBIC MEPHI 110
pEarupoBaHUIO.

B nmaHHBI nepedeHb BXONAT CKaHEPBl OTKPBITBIX IOPTOB, YTWIMTBI IS
IIPOrPaMMHOI0 BOCCTAHOBJIEHUSI JAHHBIX C PA3JIMYHBIX HOCHUTENEH HH(POpPMALINH,
YTUJIUTHI IS TTOJYYEHHUS TAHHBIX O MOJKIIOYAEMBIX BHEIIHUX HOCUTENSAX, YTUIUTHI
IUIA 3aXBaTa (PU3MYECKON NMaMATH KOMIBIOTEPA, C LEJIBIO €€ JaJIbHEHUIIEro aHaJIN3a,
YTWINTHI, C MOMOIIbIO KOTOPBIX MOXHO MOJYYUTh HMH(MOPMAIMIO O 3amyIIEHHBIX
npoueccax M Ciayx0ax, YNnpaBisThb MMM, 3allyCKaTh WJIM 3aBEpIIaTh IPOLIECCHI,
IIPOTrpaMMBI JJIsl IOMCKA PYTKUTOB.

B Tabn. 1 nmpencraBieH mnepedeHb KOHKPETHBIX CPEJCTB KaKJIOro Kjacca,
PEKOMEHTyeMBbIX ISl BHEIPEHHSI Ha 00 BEKTax.

Tabnuma 3
IlepeyeHb pEKOMEHIOBAaHHBIX CPEJACTB JJIsl pearupoBaHusl Ha MHUMIeHThI b
Kiacc u Ha3HauyeHHe cpecTBa Bo3Mmo:KHbIEe BADHAHTHI
SIEM-cuctema — npeaocTaBiseT UCXOIHYIO Wazuh, Security Onion,
MH(OPMAIUIO O CETEBBIX COOBITHSIX Open Search
CkaHepbl OTKPBITBIX TOPTOB — MO3BOJISOT yBUACTh | Nmap, Acunetix, Netstat,
Yyepe3 KaKue KaHaJbI 3JI0yMBIITUIEHHUK MOT Shodan.io
POHUKHYTH B CHCTEMY
YTUIUTEI 1J1s1 IPOTPAMMHOI'O BOCCTaHOBJICHUSA R-saver, Hatman
JaHHBIX C Pa3IMYHBIX HOCUTENeH nHpopMauu Recovery

YTUIHTHI IS TOTyYeHHs JaHHBIX 0 moakimodaembix | Windows USB Storage
BHEIITHUX HOCUTENAX Parser, USB dewiev
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Y Tunutel 115 3axBata GU3MIECKON MaMITH MAGNET RAM

KOMITBIOTEPA, C LIEbIO €€ JabHEHIIIEro aHan3a Capture, The SIFT
Workstation

Y TUIUTBI, C TOMOIIBIO KOTOPHIX MOXHO MOJIYYUTh PSTools, Process

MH(GOPMALIMIO O 3aMYyIIEHHBIX MPOIecCcax U Monitor, Process
CITy>0ax, YNpaBsiTh UMH, 3aITyCKaTh WIH Explorer, AutoRuns

3aBepIIaTh MPOIECCHI
[TporpamMmsl 1711 moucka pyTKUToB. (PyTKuT — RootkitRevealer,
BPEIOHOCHAS MPOrpaMMa IS MOJTy4YeHHUs BackL.ite

37I0YMBIIUICHHUKaMHU TPaB CYIMepIoab30BaTelIs Ha
yCTPOUCTBE O€3 BeJ0Ma KEPTBBI)

Takum oOpa3oM, BHEAPUB PEKOMEHJIOBAaHHbIE B paMKaX CTaTbU PEIICHUS Ha
O0BEKTE, OpraHu3alUu yAAcTCid OOECHEeUYUTh MaKCUMalbHO 3(QeKTUBHOE U
OTlepaTHBHOE pearupoBaHUE HA MHIMICHTH MHPOPMAIMOHHON 0€30MacHOCTH, YTO B
MOCTIEACTBUM TOMOXET MHUHHUMH3MPOBATh WX KOJUYECTBO M YIYUIIUTh OOIINE
MOKa3aTely 3allUIIEHHOCTH 00padaThiBaeMOi HH(POPMALIHH.

Cnucoxk uCTOYHUKOB
1. AOnenoB A.K. Ananu3s, onucaHue W OLIEHKAa (DYHKIIMOHAJIBHBIX Y3JIOB
SIEM-cuctemsl : yaebHOE mocobue / AbmenoB A.XK., Tpymun B.A., Cymaiiman K.. —
HoBocubupck : HoBocuOupckuii rocy1apcTBEHHBIN TEXHUUYECKUN yHUBEpCUTET, 2018.
— 122 C. — ISBN 978-5-7782-3603-5. — URL:
https://www.iprbookshop.ru/91179.html (nata o6pamenus: 13.03.2023).

Cratbs noctynmia B pegakuuto 10.04.23; npunsita k myosukaruu 10.05.2023.

Nudpopmanus 00 aBropax

ITonsikoBa II. H. — cryment kadeaper «Cucremsl HHGOPMALMOHHON
O0e3zonacHocTW», HampaBieHue mnoarotoBku «10.05.03 — HuadpopmaunonHas
0e30macHOCTh aBTOMATU3UPOBaHHBIX cucTeM» @I'BOY BO «bI'TY».

I'onem6uoBckuidi M. M. — acnupant kadeapbl «CucteMbl MHPOPMALIMOHHON
oe3onacHoct»y PI'BOY BO «bI'TY».

Kongpamosa E. B. — cryaent xkadenpsl «Cucrembl HHPOPMALIMOHHON
oe3omacHocTn», HampasieHue moarotoBku «10.05.03 — HudopmanmonHas
6e3omacHOCTh aBTOMaTU3UPOBaHHBIX cucTeM» OI'BOY BO «BI'TY».

Bkiax aBTopoB

[Tomsikosa I1. H. — unest, coop Mmarepuana, yactuunoe Hanucanue cratbu (40%).

[INonemOmoBckuit M. M. — ujesi, Hay4YHOE pEJaKTUPOBAHUE TEKCTA, YACTHYHOE
Harcanue crtatbu (35%).

Konnpamosa E. B. — uzaes, cOop marepuana, 4aCTUYHOE HAMMCAHUE CTAThbU

(25%).

KoH}ukT uHTEpEeCcOB OTCYTCTBYET.
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TpeOoBaHUA K CII0KHOCTH MAPOJIEH U AHAJIU3 METOA0B MAPOJIHLHOM 3aIIUTHI

Hukoan JImurpuesna Iloranosa™, Makcum Anexceesnd Iinagsimes?, Hukura
Cepreesnu Epmos®, Mycrada Adayakagum An-Ameenn®

L23MUPDA - Poccuiickuii TeXHOIOTUYECKHI yHHBEpCHTET, Mocksa, Poccus
*OI'BOY BO «TI'TY» - TaM60BCKHi1 TOCYIapCTBEHHbINA TEXHUUECKUN YHUBEPCHUTET,
Tamb6o0B, Poccus

! potapova.n.d@edu.mirea.ru “*, https://orcid.org/0009-0004-0395-515X

2 gladyshev.m.a@edu.mirea.ru, https://orcid.org/0009-0001-4604-7125
$ershov@mirea.ru, https://orcid.org/0009-0009-3227-8326

4 fit_tstu@mail.ru, https://orcid.org/ 0009-0002-1066-6650

Annomauyus. IlaponbHas 3aluTa sIBJISETCS BAXXHBIM acliekTaM O€30MacHOCTH B
cetu MnTepuer. [laponu ucnosib3yroTcs AJid 3alMThl TMYHON MH(OPMAIK, BKITIOYas
JIOTHHBI, SJIEKTPOHHYIO MOYTY, COIMATbHBIC CETH, OHJIAWH-0aHKUHT U MHOTOE JPYyTOe.
Xopoluit mapob — 3TO MEPBbIH 1Iar k 6e3onacHocTy B MIHTepHEeTe, U B 3TOM cTaThe
MBI PACCMOTPHUM, KaK CO3JaTh U UCIIOJIb30BaTh NAPOJIH JJIsI MAKCUMAJIbHOW 3aLUTHI.

Knioueewvle cnoea: napoiibHas ayTeHTU(UKAIUS, Mapoyid, WHGOPMAIIMOHHAS
0€30MacHOCTb, 3aluTa HHPOPMAIIUH.

[TaponpHas ayTeHTH(UKALMS CTaja HEOTHEMJIEMOW YacThlO HAIICH KU3HH,
OoCTaBasCh HamboJiee MPOCTOM M pacrpocTpaHeHHON. OAHAKO, CIUIIKOM MPOCTHIC
NapoJii WM HENMpaBUIbHOE HMCIOJb30BAaHUE MOTYT IO3BOJIUTH 3JI0YMBIIIJIEHHUKAM
JIETKO MOJYYUTh JOCTYI K KOH(HIEHUHATbHON MHPOpMalUU, OCOOEHHO yUWUTHIBas
pUCKH nemudpoBKU xeliel maposei ¢ MoMOIIbI0 paayXKHbIX Tabuil, OpyTdhopcunra
uu nepedopam 1o cioBapsim. [l mpuMepa u3 yrekiieit 6a3el Sony Pictures mopsiaka
82% xemield mapojeil JIErko B3JaMbIBAIOTCA 4Yepe3 pagy’KHble TaOIUIbl, a M0
uccienoBanusiM TexHonornyeckoro uHctuTyTa (1urat Jhxopmkus CIIIA) Ha B310M
BOCbMU3HAYHOTO MMAPOJIsl, IPU UCTIOIb30BAaHUHU TPYIIIbI BUEOKAPT, JOCTATOYHO BCETO
NBYX-TpeX 4acoB. I103ToMy NOAXOAUTH K BOPOCY CO3AaHUs MapoJIsd HY’KHO BIIyMYHBO
U OCO3HAHHO, JJI1 Yero B JaHHOM CTaThe MpeasararoTcs MpaBuUjia U CIOCOOBI MO
YBEIUYECHHUIO CTOMKOCTH IApPOJIS.

OcHoBHas 4acTh

JIJist Hayana CTOMT OMNpPEAENIUTHCS C COCTAaBOM CHMBOJIOB, U3 KOTOPBIX OyAeT
CTPOUTHCA Mapoib. DTO 00S3aTENbHO JOJKHBI ObITh OYKBBI KaK BEPXHEro, TaK U
HUKHErO perucrpa, Hupbl U CHEUUaIbHble CHMBOJIBI, TaK Kak 4YeM OoJibllie
PA3HOTHUITHBIX CHMBOJIOB B €05 BKJIFOUAET MapOJib, TEM CIOXKHEE €ro MpeIcKa3ath.

CrnenyoomuM HEMalao BaXHBIM BOMPOCOM sIBIsieTCs JuMHa mnapois. Kak
MOKAa3bIBAET CTATUCTUKA B CPEIHEM 3TO OT LIECTH 10 JAECATH CUMBOJIOB, B OCHOBHOM
BOCEMb. YK€ YINOMHUHAJIOCh, YTO MPHU JOJKHOM TEXHHMYECKOM OOECHEeUeHUM TaKOou
napoJib B3J1aMbIBaeTCs 32 0003pUMOE BpeMsi, TIOATOMY pEKOMEHAyeMast JJIMHa Iapois

© Iloranosa H. Jl., 'maneime M.A., EpmioB H. C., Myctada AGaynkanum An-Ameenu, 2023
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oT 12 cuMBOIOB, YyeM OoJibllle, TEM JIy4llle, TaK KaK TOTJa BpeMs, 3aTpaulMBaeMoe Ha
OpyT(hOPCHUHT, YBEITUYMBACTCS C SKCIIOHCHITHAIBHBIM pOcTOM [1].

3a4acTyio MOJb30BATENIU, MBITASICh YJIOBICTBOPUTH JAHHBIM TPEOOBAHUSM,
npUOEraloT K OYEBUIHBIM TOJICTAHOBKAM CUMBOJIOB: BMECTO «0» - HOJIb, BMECTO «U»
- 4eThIPE, BMECTO «S» - CUMBOJI JI0JJIapa U Tak Jiajiee, BCe 9TO HA CErOJIHAIIHUN JIEHb
XaKEpPCKUE MPOrpaMMbl YUUTHIBAIOT, TOITOMY UX TaK»Ke CIeIyeT n30erarh.

Eme onHum mioxum npumepoM  (HOpMUPOBAHHS TApOJs  ABISIETCS
WCITOJIb30BAaHUE OYEBHUJHBIX KOMOMHAIMI CJIOB ISl JIETKOTO 3allOMUHAHHS, YTO
B3JIaMBIBAETCSI [0 CPEICTBAM NIEpeOOPOB MO CIOBAPSM, HIIM HCIIOIb30BAHUE B COCTABE
napossi MHGOpMaIuu AOCTYIMHON U3 COIHUANbHBIX CETed WM Apyras pacKpbiTas
TuvHas WHQOpMAIMs: UMEHa, KIIMYKH MUTOMIIEB, THH POXKICHUS U TaK Jajee, BCEero
ATOTO TaKXKe CIIeAyeT u3oerats [2].

Ho toraa Bo3HMKaeT BOIpoOC, Kak, HE mpuOeras KO BCEMY 3TOMY, MOIYYUTh
HAJICKHBI W 3allOMUHAIOMIMICA Mapoyib? 371€Ch CYNIECTBYET JBAa OTHOCUTEIBHO
MOXO0KUX TOJIX0J/1a: U3 MHEMOHHUYECKUX (pa3 WM HEOOBIUHBIX COUYETAHUU CIIOB I10
ONPENICICHHOMY IPaBHIIy CTPOUTCS IMAapoJib WIM K CrE€HEPUPOBAHHOM ILIECTIOYKE
CIIy4ailHbIX CUMBOJIOB (pOpMHUpPYETCSI MHEMOHHYECKas ¢pasa.

st mpumepa u3 ¢pasbl «KOpOBa KM alblii (Harot» MOXKHO cPOpPMUPOBATH
naponb  «kopoBAlkrM%ansii?paroTs», waM s LENOYKH  CHMBOJIOB
«f2a_+Vm3cV*)» moxkno chopmupoBath Pppaszy «ppyKThl ABa aHAHACA TTOTYEPKHYIIN
u no6aBuiau VISA mysbika 3 nienta VISA yMHOXAET JKUHCHI.

Takoll MOAX0J XOpOILI TEM, YTO CO3JIaHHBI TAKUM CHOCOOOM IApOJib OYEHb
CJIOXHO B3JIOMaTh, YraJaTh WU MOJ00paTh MO CIOBAPSM, a [IABHOE JIETKO 3alIOMHUTh
BJIAJIEJIbILY, TaK KaK BCE CBOAUTCS K (hpaze U €€ acColMaliu C MapoJIeM.

Kpome Toro, eciin Takod MOAXOA KAKETCS CIUIIKOM CIOXHBIM, CYIIECTBYET
HECKOJIBKO CIMOCOOOB  YIYYIIMTh O€30MaCHOCTh MApOJbHON ayTeHTHU(UKALIIH.
Hampumep, MOXXHO HCMOIB30BaTh ABYX(PAKTOPHYIO ayTeHTU(PHUKAIIHUIO, KOTOpas
TpeOyeT TOMOTHUTEIHHOTO TTOITBEPKACHUS TUYHOCTH MOJIH30BaTENs, TAKOTO KaK KO/,
OTTMpaBlieHHbIN Ha TenedoH. Takke MOXKHO HCIOIB30BATh MEHEIKEPHI MapOJICH,
KOTOPbIE XPAaHAT MapoJu B 3aIM(PPOBAHHOM BHJIE€ U TEHEPUPYIOT HOBBIC MAPOJIH JJIS
KOKJIO0M YYEeTHOW 3alucH, TorJa HeoO0XoauMo OyneT 3aloOMHUTh TOJBKO OJIMH
c(hOpMHUPOBAHHBIN O MIPUBEICHHBIM PEKOMEHIAIUSIM TTapOJib.

B 3akmrouenue cnenyer oTMeTUTh, uto Co3/1aHie HAJEKHOTO NapoJis - TOJIbKO
MIePBBIH IIar B 3aIlUTe Balleil HHPOpMAIUU, U OTHOCUTHCS K HEMY HY)KHO C 0COOBIM
BHUMaHHeM. B 3akitoueHre XoueTcs MPUBECTH €lle P peKOMEeHAAIi 1Mo padboTe ¢
napojisiMd. Hukorzna He coxpassiiTe mapojii Ha JUCTOYKAX WJIM B 3aMETKaxX, 3TO
CBOJMT TMApOJIbHYIO 3alIUTy JaXXe C CaMbIM CJIOXHBIM MapoyieM K Hymo. He
UCITIOJIb3YWTE OJTHU U T€ K€ MapOJIv Ha pa3HbIX pecypcax, npu daabcuduKanuy mnaposs
B OJIHOM MECTe, aBTOMaTHYECKHU MOJBEPratoTcs yrpose u apyrue. Yamie oOHOBIsANTE
napoJii  OT  CaMbIX  BaXHbIX  PECypcoB, Uil ~ MUHUMH3ALUM  PUCKA
HECaHKIIMOHUPOBAHHOTO JIOCTYTA K Baliei HHGOpMAaIIHH.

Cnucoxk uCTOYHUKOB
1. [Taddep K. He cnmumkom mu crporu naponu ? / K.I1addep // OtkpoiThie
cuctembl. CYBJI, 2012. C. 42.
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2. ®atxu J[.B. Cnoco6 moBblillieHNe HAACKHOCTH TAPOJIS TIOJIb30BATENS U €r0

uccienoBanne / [[.B.@arxu // WHTENNEKTyanbHbIE pPEeCypChl — PETHOHAIBHOMY
passutuio, 2019. C. 110-117.

Nudopmanus 06 aBTopax

[TotanoBa H.J[. - crynent xadenpsr Kb-1 <«3Bammura wuHbopmanmmy,
HanpaBiieHuss noarotoBku  «10.05.03 — HudopmarnmonHas  0e€30MacHOCTH
aBTOMAaTU3UpPOBaHHBIX cuctem» PTY «MUPDAY.

I'magemmeB M.A. - cryment kadenpsl Kb-1 «3Bammura wHbOpMammmy,
HampaBieHuss noarotoBku  «10.05.03 — HadpopmanmonHas  6e30macHOCTb
aBTOMAaTU3UpOBaHHBIX cuctem» PTY «MUPDA.

Epmos H.C. — npenoxasarens kadeapsl Kb-1 «3amura nundpopmanumn» PTY
«MHUPDA».

Mycrada AOaynkamgum An-Ameenu - acnupaHT MHCTUTyTa aBTOMAaTWKu M
uHpopMaImoHHbIX TeXHONMOTul « T TY».

Bkiax aBTopoB

IToramosa H.JI. - unest, coop matepuaia, oo6padbotka marepuana (25%).

I'maneimie M.A. - c6op marepuana, 00paboTka MaTepuaia, HalMCaHUue CTaThU
(40%).

Epmio H.C. - nanucanue ctaThu, HayyHOE pefakTupoBanue Tekcra (20%).

Mycradpa Abaynkagum An-Ameean - yaCTUUHOE Hanucanue crathu (15%).

KoH(]IUKT HHTEpECOB OTCYTCTBYET.
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Annomayusn. B  COBpEMEHHOM  MHpE  IOATOTOBKAa  CTYJEHTOB K
npo(eCCHOHANBHON ~ JEATEIbHOCTH  IPEANONaraeT  BOOPYKEHUE  CHUCTEMOM
HEOOXOJMMBIX 3HAHUM, COBOKYITHOCTEH MPAKTHUYECKUX YMEHUI M HaBBIKOB,
OpPraHWYHOM B3aWMOCBSI3M TEOPUM C MNPAKTUKOM. B craTtee paccmarpuBaercs
BO3MOKHOCTb CO3JaHUs YIPOIIEHHON BUPTYAJIBHOW MOJEIN, KOTOpas CUMYJIUPYET
pa3Hble acnekTel fgesarenbHocTH Wb cnmemmanucra. OTta  Monmens npu3BaHa
c(OpMHPOBATh y CTYAEHTOB MHTEPEC K MPOPECCUU U ONPEACIUTHCS C TEM, K KaKOH
yacTeio b y HUX umeeTcs 60Ib1IMI HHTEpEC.

Knwuesvie cnosa. oOpazoBanue, uH(OpMalMOHHAas  OE30MAaCHOCTb,
reiimudukanus, reiMupukanus B o00pa3oBaHuH, TeHMIU3alH.

CoBpemenHoe obOpa3oBaHue B chepe HHPOPMAIMOHHON OE30MMaCHOCTH
IPEOCTaBIISIET Pa3HOOOPA3HbIE 3HAHMSI, HO 3TH 3HAHUS YaCTO HE BBIXOJAT 3a MPEIEIbl
TEOPETUYECKON, aKaJIeMUYEeCKOW cQepbl, 4YTO 3aTpyJHSET HUX NPUMEHEHUE B
npodeccuoHanbHOM cpene. BceraenctBue 3TOro, CTYAGHTHI CTaJIKUBAIOTCA €
HECOOTBETCTBUEM CBOMX 3HAHUU U pabOUUX peasnid.

OTHOCHUTENIBHO COBPEMEHHBIM METOJOM PEIICHUS 3TOW MpPOOJIEMBbI SIBISETCS
reimudukams.

leiimudukanms - 3TO NPUMEHEHHE WIPOBBIX MOAXOAOB I HEUTPOBBIX
IIPOIIECCOB € LENbIO TOBBIIIEHUS BOBJICUYEHHOCTH YYAaCTHHKOB B PEILICHHE
NPUKIAIHBIX 3a1ad. TepmuH Obul mnpemioxkeH B 2004 roay aHTIIMMCKUM
nporpammuctoM Hukom [ummuarom [1]. [eitmudukanus wucnons3yerca s
BOBJICUEHHUE y4YalIerocsi B Y4eOHBII MPOIECC ¢ MOMOIIBI0 BCEBO3MOKHBIX MIPOBBIX
MEXaHHK TaKUX KaK: PEUTUHIH, TOCTHKECHUsI, UCIIBITAHUS, Harpaasl U T.A.

OcHoBHbIE TPUEMBI TeMU(PUKAIIUU, KOTOPHIE HCIIONIB3YIOTCS B 00pa30BAHUU:

— IIPUEMBI KOHTPOJIsI BHUMAHUS;

— IEKOMITO3UIUS a0CTPaKTHBIX 1ieJiel Ha 0oJiee MPOCThIE U MOHSATHBIC 3a1a4H;

— (hopMUpPOBaHUE CUCTEMBI CAHKIINM, BECOMBIX JIJIsl YYACTHHUKOB;

— (GopMHpOBaHME KayeCTBEHHOIrO OanaHca MEXIYy CJIOXKHOCTBIO 3aJady u

© IIeipmieB ®. M., Kapaces I1. U., Anmanmu Axmen Annan Jlatud, 2023
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CIIOCOOHOCTSIMU yUEHUKA,

— CO3/laHde MojieNiel, CHUMYJIMPYIOIIMX BO3MOXKHbIE pabouue 3agadyu, C
KOTOPBIMU CTYJIEHT JOJIKEH pa3o0paThCs

3anauu, pemaeMble BBeJIeHUE TeMUpUKaIIg:

— chopMHPOBAThH MPAKTUYECKUE HABBIKKM PEUICHUS PA3IMYHbIX CUTYaAIUM;

— JIaTh CTYJEHTY MOHUMaHUE TOro, Kak HEOOXOAUMO JACHCTBOBATh B CUTyallUU
HEXBATKU UM IPOTUBOPEUUBOCTU UH(POPMAIINK;

— TMOBBICUTh MOTHBAIIMIO CTYACHTAa TOBBIIIATH CBOIO KBaTU(UKALWIO B
nu3ydaemoit cepe.

CoBpeMeHHbIE UTPOBbIE TEXHOJOTHH IMO3BOJISIIOT MPEACTaBUTH HEOOXOAMMBIC
3HaHUS B Pa3HOOOPA3HBIX MHTEPAKTUBHBIX (POpMax, YTO MO3BOJSIET MaKCHMAIbHO
BCECTOPOHHE OXBaTUTh HHGopMaiuio B chepe MHPOPMAIMOHHON OE30MaCHOCTH.
[ToaToMy HeoOXxoauMo pa3paboTaTh MEPEYEHb UTPOBBIX MEXAHUK, KOTOPHIE CMOTYT
BOBJIEUb CTYJICHTA B U3YUYECHHUE MaTepHala, a TAKXKe 03HAKOMAT €ro ¢ 0COOEHHOCTAMU
pa3HbIX cdep 3anmThl HHHOPMAIUH.

Haubonee uenecooOpazHo opraHu3oBaTh I[0jayy MaTepuaiga COrJacHO
UCTOPUYECKUM 3TanaM (OpMUPOBaHUS MpeJcTaBiIeHU 00 HHOOPMaLMOHHON
0e3omacHoCcTH. OOBIYHO BBIIETSIOT CIEAYIOIINE IEPUOIbIL:

[lepBplli mepuoj - Hayalao CO3JaHUSI OCMBICIEHHBIX M CaMOCTOSITENIbHBIX
CPEICTB ¥ METO/I0B 3alIUThl HH(OPMaLIUK.

Bropoii nepuos - nosiBJIeHUE TEXHUYECKUX CPEACTB 00pabOTKH HH(POpMauu U
nepesayn COOOICHUM ¢ MOMOIIBIO0 SJIEKTPUUECKUX CUTHAJIOB U 3JIEKTPOMArHUTHBIX
OJIEN.

Tperuit mepuon - BHEAPEHHWE aBTOMATH3UPOBAHHBIX CHUCTEM OOpabOTKH U
XpaHeHus: uHbopMmariuu [2].

Taxxe BaXHO BBLICTUTH OCHOBHBIC HAINpaBJICHHS NEATEIHLHOCTH B cdepe
3amuThl HHGopMaruu. 3amuTra WHOOpMAIMU BCTpEYaeTcsl MOYTH BO BceX cdepax
AKU3HECSATEIbHOCTH U 0XBATHIBACT MTOUTH BCE BUBI ieATeabHOCTH. HO BCE jxe MOXKHO
BBIIETIUTH CIEAYIOLUE HAPaBICHUS:

— OpraHu3alMOHHO-TIPABOBOE HAMpaBJICHUE - OTCIIEKUBAHUE HN3MEHEHUS
3aKOHOTBOPYECKOW JEATENbHOCTH TOCYJIapcTBa, (pOpMHUpOBAaHME M aKTyaau3alus
JOKYMEHTaJIbHOM  0a3pl  MpeAnpusTHs, IPOBEJCHNE KYpPCOB  IOBBIIICHHUS
KBATM(PUKALUUA COTPYIHUKOB U T.].

— IIporpammuoe HampaBieHue - Pa3paboTka W BHEIpPEHHE HOBIIECTB B
nporpaMMHON o0nacTu 3amuThl MH(OpMaUU, oOecleyeHue TEXHUYECKOW O0a3bl
UHPOPMAITMOHHON 0€30MaCHOCTH MPEINPHUITHS U T. 1.

—  IIporpammHo-anmapaTHOe HampaBlieHHE - pa3paboTKa W BHEIPCHHE
HOBIIIECTB B MTPOTPaMMHO-aNMapaTHON 00IacTy 3amuThl HHGOpMaIuu, odecrneyeHmne
TeXHUUYECKOM 0a3bl HHGHOPMAIIMOHHON 0€30MaCHOCTH MPEANPUITHS U T.J.

— Kpunrorpadbuueckoe HampaBineHue - Pa3paboTka W BHeIpeHUE
KpUnTorpaduueckux TEXHOJOTUWA B 00JIaCTH 3amuThl MHpOpManuu, odecreueHne
Kkpunrorpaduueckon 6a3zpl HHHOPMAIIMOHHON 0€30MaCHOCTH MPEATPUSITHS U T. 1.

BaxxHo oTMeTHTh, YTO OYEHb BAXHO CJEAOBATh IMPABUIAM XOPOILIEro
reiiman3aiiHa npu pa3paboTke KaKUX-THOO0 MaTepHasioB. XOPOIIUNA TeMMau3anH —
IPOLIECC CO3TaHMsI LENEH, KOTOPhIE UTPOK 3aX0YeT JOCTUTHYTh, U MPaBU, KOTOPHIM
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UTPOK OYyIEeT CleAoBaTh B MPOIECCE MPUHATHAS 3HAYUMBIX PEIICHWNW Ha TYTH K
JIOCTXKEeHHUIO 3Tux 1enedl [3]. BaxkHo ciiemoBaTh 3TOMY OMNpEAENeHUIO, TaK Kak,
UCTIOJNB3YS TeUMU(DHUKAIIIO, MBI 3aX0/IUM B UTPOBYIO 00J1aCTh 3HAHUS. A 3HAYHT, YTO
JUIS  CO3JJaHMsI KA4YeCTBEHHBIX NPOAYKTOB TOTpeOyeTcsl cleaoBaTh HE TOJBKO
npaBwiIaM U3 00JacTH MHPOPMAITMOHHON 0€30MMaCHOCTH, HO U MpaBUjIaM U3 00J1acTu
reuman3aina.

Ha 6a3ze HapaboTok HEOOXOAMMO pa3paboTaTh WHTEPAKTHUBHBIC MEXaHUKH,
KOTOpBIE CMOTYT JaTh CTYJCHTaM NMOHMMaHUE OCHOBHOW NESTEIILHOCTH IO JaHHBIM
HaIpaBJICHUSAM, TOMOXKET ONPEACIUTHCS C TEM, KaKOe HalpaBJieHuEe Han0oJiee TOYHO
MOJXOAWT CTYACHTY W B KAKOM HaNpaBJICHUM OH XO4YET pa3BUBATh CBOU
npodeccCuoHaTbHBIE HABBIKU.

Cnucok HCTOYHUKOB

1. Kparkas wucrtopus reiimudurammu. URL:  https://www.gamification-
now.ru/blog/kratkaya-istoriya-geymifikacii (nara oopamienus: 05.03.2023 r.).

2. PazButme cpemctB W meronoB  3amuThl  mHpopmamuu.  URL:
https://moodle.kstu.ru/mod/page/view.php?1d=28907 (mata ob6pamienus: 10.02.2023).

3. BBegenme B reiimauzaitH: OCHOBHBIE TOHATUS U MPUHIIUIBI
npoektupoBanus urp. URL: https://ve.ru/flood/10495-gamedev-challenges (nata
obpamenus: 10.03.2023).

Cratpsa noctynuia B pegakuuto 20.04.2023; npunsra k nyonukanuu 10.05.2023.

Nudpopmanus o0 aBropax

Ivipwes @.M.- ctynent kadenpol Kb-1 «3amura nngopmariuny, HanpaBiaeHUs
noaroroBku «10.05.03 — MudopmannonHas 0e30MacHOCTh aBTOMATU3UPOBAHHBIX
cuctem» PTY «MHUPDA».

Kapaces I1L.U. - x.1.1., nouent kadenpsl Kb-1 «3ammura undopmanun» PTY
«KMUPIA».

Anmanu Axmeo Aowam Jlamug - acnupanT HWHCTUTYyTa aBTOMAaTUKH W
uHpopMaImoHHbIX TexHOoIorul « TI'TY».

Bkiax aBTopoB

Ivipuee ®@.M.- unes, cOop marepuana, obpaboTka Marepuayia, 4YaCTUIHOE
Harucanue cratbu (50%).

Kapaces I1.Y1. - naniucanue cratbu, HaydyHoe penaktupoBanue tekcra (30%).

Anmanu Axmeo Aonan Jlamugp - vactnaHoe Hanucanue cratbu (20%).

KoH}uKT HHTEpecoB OTCYTCTBYET.
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Annomayusn. B craTbe paccMmaTpuBaeTCs pOJIb MAIIMHHOTO OOYYEHHS B
nH(OPMAITMOHHONW 0€30MaCHOCTH M TO, KaK OHO MOXET OBbITh HMCHOJB30BAHO MJIS
3aIATHI IEPCOHATBHBIX TAHHBIX.

Knwuesvie cnoea:. mammHHoe 0o0ydeHHe, MHPOpMaIlMoHHAs O€30MaCHOCTb,
HEHUPOHHAs CETh.

Pacnpoctpanenne 1udpoBbIX YCTPONUCTB M HHTEpPHETA MPUBEIO K cOOpYy U
XPaHCHUIO OTPOMHOTO KOJHMYECTBA MEPCOHANBHBIX JaHHBIX. [lo7 mepcoHambHBIMU
JTAHHBIMU TIOHUMAaETCs Jr00ast HpOpMaLHsl, KOTOpast MOXKET ObITh UCTI0JIb30BaHA JIJIsI
uJeHTUGUKAIIMY JIMYHOCTH, HAIIpUMeEp, UMs, aJipec, HoMep TenedoHa, IEKTPOHHAs
nourta u ¢uHaHcoBas uHdopmarus. COOp M UCTOIB30BAHUE TTEPCOHABHBIX JAHHBIX
KOMITAHUSIMH,  TPABUTEILCTBAMH M JIPYTUMU  OpPraHU3alUsIMHA  BBI3BAIU
00€CTIOKOEHHOCTh II0 TIOBOAY KOH(MHUICHIMAIBPHOCTH M 0€30IMacHOCTH JIUIHOM
uHpopmaruu. HeobxoauMocTh 3aluThl MEPCOHATBHBIX JAHHBIX CTaja eie Oosee
ocTpoii B anioxy MHTepHeTa, rae audHas nHGOpMaIis MOKET ObITh JIETKO JOCTYITHA,
pacnpocTpaHeHa W HUCHOJb30BaHa HE MO Ha3zHayeHuto. HWMHpopmanmoHHas
0€30MacHOCTh — ATO MPAKTUKA 3aIUTHl MHPOPMAIIUU OT HECAHKIMOHUPOBAHHOIO
JOCTYTIA, UCIIOIB30BAHUS, PACKPBITHS, HAPYIIICHUS, MOAU(DUKAIINY WA YHUYTOKCHHUSL.
Ponp mammHHOro oOydeHHss B MH(POPMALIMOHHON O€30MacHOCTH CTaHOBHUTCS BCE
0oJiee BAXKHOM, MMOCKOJBKY 00BEM U CIO0KHOCTh MEPCOHATIBHBIX JAHHBIX MTPOJIO0IKAIOT
pactu [1].

Tekymiee cocTosiHue UHPOPMAITMOHHON O€30MaCHOCTH

HecMoTps Ha ycunus 1o yydiieHuro nHOOPMAITMOHHON 0€3011aCHOCTH, YTEUKH
JAHHBIX TPOJOHKAIOT TMPOUCXOAWTHh C YyrpokawImier ckopocthio. [lo maHHBIM
HoBoctHoro 1eHTtpa (RBC), B 2022 romy B Poccum KoinMyecTBO yTEKIIMX
MEPCOHANIBHBIX JAHHBIX COCTaBIsIET Oosiee 660 MUJUITMOHOB 3allKCel, B Pe3yJibTare
KOTOpbIX ObIIO packpbiTo Oosee 300 mwmmmmoHoB 3ammceit. RBC cooOmmmi, [rto
OCHOBHOW MPUYUHOW yTEUKH ITAHHBIX SIBJISETCS XaKEPCTBO, 32 KOTOPBIM CIEAYIOT
GUIMUHT W CIIyYalHbIM KOHTAakKT. [locliencTBHS yTEYKH JAaHHBIX MOTYT OBITh

'© Pogpkun [I. A., Kapaces I1. 1., Anvanu Axmen Annan Jlatug, 2023
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Cepbe3HbIMHU, BKIIOYas (PUHAHCOBbIE TOTEPH, KpaxXy JMYHBIX JIaHHBIX,
penyTalMoOHHbIN yIepO U IOPUTUYECKYI0 OTBETCTBEHHOCTD.

Ponp mammHHOrO 00y4YeHUs B 3allIUTE IEPCOHABHBIX TAHHBIX:

MarmmaHoe 00y4eHHe CTaji0 MOILIHBIM HHCTPYMEHTOM 3aIIUThl IEPCOHATBHBIX
JAHHBIX. AJITOPUTMBI MAIIIMHHOTO OOYYEHHSI MOTYT aHAJIM3UPOBATH OOJIBIIINE OOBEMBI
JAHHBIX, BBISBJISATH 3aKOHOMEPHOCTH W aHOMAJIMU, a TaKXKe JeNaTh MPOTHO3bI Ha
OCHOBE 3THUX JaHHBIX. M cr0Ih30BaHNe METOJOB MAITUHHOTO 00YYEHUSI MOXKET TOMOYb
ONPEACTUTh TOTCHIMAIbHBIE PHUCKH O€30MacHOCTH M BBIIBUTH aHOMAJbHOE
MOBEJEHUE, KOTOPOE MOXKET CBUAETENILCTBOBATh O HAPYUIEHUU JaHHbIX. HekoTopsie
METO/Ibl MAITUHHOTO 00YYEeHHUSI, HCIIOJIb3yEeMbIe JIJIS 3aIUThI IEPCOHABHBIX JaHHBIX,
BKJIIOYAIOT KOHTPOJHPYEMOE W HEKOHTPOJIHMpPYyeMOe OOydeHHe, HEHPOHHBIE CETH U
riryookoe o0ydenne. KoHTponmupyemoe o0ydeHre — 3TO THI MAITMHHOTO OOYYCHHS,
KOTOpBIM  mpeanojiaraeT oOydyeHHE MOJCIM Ha MapKUPOBAHHBIX JIaHHBIX.
MapkupoBaHHbIE JaHHBIE COCTOAT W3 BXOAHBIX JAHHBIX U COOTBETCTBYIOLIMX
BBIXO/HBIX METOK, KOTOPbIE UCIIONIB3YIOTCS A 00yueHus: Moaenu. [locne o0yuenus
MOJIEIH €€ MOXHO MCHOIb30BaTh JIJIsl IPOTHO3UPOBAHUS BBIXOJHBIX METOK JIJIsl HOBBIX
BXOJHBIX JaHHbIX. KoHTponupyeMoe oOyueHHE MOXKET HCIOJIb30BaThCS B 3aIIUTE
MIEPCOHANIbHBIX JAHHBIX JJIS BBISBICHUS 3aKOHOMEPHOCTEH M aHOMaJui B JaHHBIX U
OoOHapy>KEHUsI MOTEHIIMAJIBHBIX PUCKOB O€30MMaCHOCTH.

HenonkoHTponbHOE 00y4eHHE — 3TO TUN MAIIMHHOTO OOy4Y€HUs, KOTOPBIN
npeanosjaraer o0yd4eHHe MOJIeTM Ha HEMapKUPOBAHHBIX JaHHBIX. Mopelb y4yuTcs
BBISIBJIAITh 3aKOHOMEPHOCTH M aHOMAJIMH B TAHHBIX 0€3 KaKHX-TMOO BXOJHBIX METOK.
HekoHTtponupyemoe oOydeHHE MOKET HMCIOJIb30BaThCS B 3alUTE€ NEPCOHAIBHBIX
JAHHBIX JUIsl BBISIBJICHUS MOTEHIMATIbHBIX PHCKOB O€30MAaCHOCTH M OOHApYKEHUs
AHOMAJILHOTO TTOBEJICHUS, KOTOPOE MOXET yKa3bIBaTh HAa YTEUKY NaHHBIX [2].

HelipoHHble ceTu — 3TO THUI MOJEIHA MAaIMHHOTO O0y4Y€HHs, OCHOBAHHBIA Ha
CTPYKTYpE 4EJIOBEYECKOro Mosra. HelpoHHBIE ceTH COCTOSAT U3  CIIOEB
B3aMMOCBS3aHHBIX Y3JI0B, KOTOpbIe 00padaThiBalOT BXOJHBIE JAHHBIE U BBIJAIOT
BbIXO/HbIE JlaHHble. HelpoHHBIE CeTM MOXXHO HCIOJNb30BaTh JUIS  3alllUThI
MEPCOHANIBHBIX JIAHHBIX, YTOOBI BBISIBJISATH 3aKOHOMEPHOCTH U AaHOMAJIUU B JaHHBIX U
oOHapy>KHBaTh MOTEHIIUATLHBIE PUCKH 0€30MMaCHOCTH.

['my6okoe o0yueHrne — 3TO TUIl HEMPOHHOM CETH, KOTOpas BKJIIOYAET B ceOs
HECKOJIbKO  CJIO€B  B3aMMOCBSI3aHHBIX Yy37I0B. [uyOokoe oOydeHHe MOKET
MCITIOJIb30BATHCS B 3aIIUTE MIEPCOHANIBHBIX JAHHBIX IS BHISIBICHHS 3aKOHOMEPHOCTEN
Y aHOMAJIUN B IAHHBIX U OOHAPY>KEHUS MOTEHIIMAJIBHBIX PUCKOB 0€30MaCHOCTH.

B 3aknroueHue crnegyer OTMETHTb, YTO MAalIMHHOE OOy4YeHHe OBbICTpO
CTAHOBHUTCS BaKHBIM MHCTPYMEHTOM HH(POPMALMOHHON 0€30MacHOCTH sl 3aIlIUThI
NEPCOHANIbHBIX JaHHBIX. ET0 cI0cOOHOCTh aHAIM3UPOBATH OOJBIINE 0OBEMBI IaHHBIX,
BBISIBJIAITh 3AKOHOMEPHOCTH U MIPUHUMATh MHTEJUIEKTYaJ bHbIE PEIICHUS clieyiana ero
IICHHBIM aKTHBOM JIJIsi OOHAPY)KEHHUS U MPeIoTBpalieHus kuoeparak [3].

Cnucox HCTOYHHKOB
1. M.IO. PwitoB, UYno Knapenc, ®pumdn JpBua, MamumnHoe oOyudeHue u
0€30MacHOCTh: 3aIIUTa CUCTEM C TIOMOIIBIO JAaHHBIX U anroputMoB, 2020 r. - 388 cTp.
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2. ApytioHos, B. B. Ilpumenenne MeTo10B HCKYCCTBEHHOTO MHTEIIJICKTA IS
oOecrieueHus uH(GOPMAaIIMOHHON 0€30MacHOCTH: PE3yNbTaTUBHOCTh u
BOCTPEeOOBAHHOCTh UTOT'OB HMCCIIEA0BaHUN poccuiickux yu€éHbix / B. B. ApyTioHoB //
Hayunbie u Texunueckue oudnanorexu. — 2020. — Ne 11. — C. 105-116.

3. MHckyccrennsiii untesiekt B Ub. URL: https://cisoclub.ru/aaiskusstvenny;j-
intellekt-v-ib/ (nara oopamenus 10.04.2023)

Cratps noctynuia B pegakuuto 20.04.2023; npunsta k myonukanuu 10.05.2023.
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Annomauusn. B ctatbe pacCMOTpEeHa TEPMUHOJIOTHS B 00JIaCTH KpUNTOrpaduu.
PaccMoTpeHbl HIOAHCHI BU3yalbHOU U 00J1a9HOM KPUTITOTpaduH.

Kntouesvie cnosa: mmdpoBaHWE, OTKPBITBIA  TEKCT, JAemHU(POBKA,
Kpunrorpadusi, Bu3yalibHoe mudpoBaHue, 00iavyHoe mudpoBaHue.

Kpunrorpadust Oosbliie He SBISETCS CyryOO BOEHHBIM HHCTPYMEHTOM, C
KOTOPBIM HE cleqyeT CBs3bIBaThea. Ilpumuio Bpems neMuctuuuupoBath
Kpunrorpaguio ¥ B TOJHOM Mepe HCHOJb30BATh IMPEUMYIIECTBA, KOTOpPbHIE OHA
IPEIOCTaBIsIET COBpPEMEHHOMY  oOmectBy. Jlanee mpeacrtaBieHa 0a3zoBad
TEPMUHOJIOTHSI 1 OCHOBHBIE METO/IbI KPUITOrpAPUU.

OcHoBHasl TEPMHMHOJIOTHA

[Ipeanonoxum, 4To KTO-TO XOUET OTIPABUTH COOOILIEHHE MOTYYaTETIO U XOUET
OBITH YBEPEHHBIM, YTO HUKTO JPYTOl HE CMOXKET MPOUYHUTATh 3TO cooOIIeHne. OJHaKO
CYLECTBYET BEPOSITHOCTh TOT0, YTO KTO-TO JAPYTrOM OTKPOET MHCHbMO WJIM YCJIBIIIUT
AJIEKTPOHHOE cooOmenne. B  kpuntorpaguyeckoil TEPMUHOJIOTHU COOOIIECHUE
Ha3bIBACTCS OTKPBITHIM TekcToM. KoaupoBanue conepKUMOro cOOOLIEHUS! TaKUM
o0pa3oM, 4YTOOBI CKpPBITh €r0 COACPKMMOE OT TIOCTOPOHHHMX, Ha3bIBAETCS
mudpoBanueM. 3amuppoBaHHOE COOOIIEHHWE Ha3bIBaeTCs 3amIu(pOBaHHBIM
TekcToM. [Ipoliecc U3BIEUEHUS OTKPHITOrO TEKCTA U3 3alIU(PPOBAHHOIO HAa3bIBAETCS
pacummdposkoii. s mudpoBanus u nemmdppoBaHusi OOBIYHO UCTIOIB3YETCS KJII0Y,
a METOJl KOJIUPOBAHUS TAKOB, UTO ACIIM(PPOBAHUE MOMKET OBITh BBIMOJHEHO TOJBKO
IIPY 3HAHUU MIPABUIIBHOTO KJIHOYa.

Kpunrorpagust - 3T0 MCKyCCTBO WM HayKa COXpaHEHUS COOOILECHUU B
CEeKperTe.

Kpunroananus - 3T0 HCKYCCTBO B3JIoMa IMIM(PPOB, TO €CTh HU3BJICUEHUS
OTKpPBITOTO TeKCTa 0€3 3HaHUs MPABWIBHOTO KJtoua. JIoaH, KOTOpble 3aHMMAaroTCs
Kpunrorpaduen, sBIAIOTCS KpUNTOrpagamm, a NpPakTUKYIOUIME KPUNTOAHAIU3 -
KPUNTOAHAJTUTHKAMM.

KpunTorpadust nmeer 110 co BCeMHU acleKTaMH 3allUIIEHHBIX COOOIICHUH,
ayTeHTHU(UKaUWU, IH(POBBIX MOANKCEH, MEKTPOHHBIX JCHET U APYTUX MPHIOKEHUH.

Kpunrosorusi - 310 pazgen MaTeMaTHKH, HM3y4alOUIMil MaTeMaTU4yecKue
OCHOBBI KPUNITOTPAPUUECKUX METOOB.

OcHoBHbIe KpUNITOrpaduyecKue aJIrOPUTMbI

™ © Pyznenko H.A., 2023
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Meton mmdpoBanus u aemudpoBanus HazbiBaeTcs mmM@ppom. Hexoropeie
Kpunrorpadguyeckie MeETOAbl OCHOBAaHbI Ha CEKPETHOCTU AaJIFOPUTMOB; TaKUe
QITOPUTMBl TIPEJICTABIAIOT TOJBKO HCTOPUYECKUM HHTEPEC M HE MOAXOIAT s
peanbHBIX HYXJ. Bce coBpeMeHHbIe allrOPUTMBI UCTIONB3YIOT KO ISl YIIPABIICHUS
mudpoBaHreM U JACIMGPOBAHUEM; COOOIICHHE MOXET OBITh pacuiu@poBaHO, €CIIH
KJIFOY COBIAJlaeT ¢ KitodoM mmudpoBanus. Kimoun mudpoBanus u aemudpoBanus,
MOTYT OTJIMYAThCS, HO JUIsl OOJBIIIMHCTBA AITOPUTMOB OHHU OJJMHAKOBBI.

CymectByer JABa Kiacca aIrOPUTMOB, OCHOBAaHHBIX Ha  KJIIOYax:
CHUMMeETPHYHBIE (C CEKPETHBIM KIIFOUOM) U ACUMMETPHYHBIE (C OTKPBITHIM KIIOUOM)
aIropuT™Mbl. Pa3HHIIA B TOM, YTO CHMMETPUYHBIE aJTOPUTMBI UCIIONB3YIOT OJIUH U TOT
ke KIou s mudpoBaHud U Jemu@poBaHus (WM KIOY JEMM(PPOBAHUS JIETKO
BBIBOJMTCS W3 KIIO4Ya MIM(PPOBaHUs), B TO BpeMsl KaK aCHMMETPUYHBIE aJrOPUTMBI
WCIOJIB3YIOT APYTOM KK JUIsl IK(PPOBAHMS U AU (PPOBAHUS; KIIIOU eI (POBaHUS
HE MOXET OBITh MOJIY4YEH U3 KJItoua MHU(PPOBaHUS.

CUMMeETpUYHBIE AITOPUTMbl MOXHO DPAa3AeiUTh Ha MOTOKOBbIE M(PHI U
0s104HbIe IHPPHI.

[TotokoBble mnppsl MOTYT MIK(POBATH OJUH OUT OTKPHITOTO TEKCTA 3a pas, B
TO BpeMs Kak OJiouHble MUGPHl MPUHUMAIOT HECKOJIBbKO OUTOB (00bIYHO 64 OuTa B
COBpEMEHHBIX IK(ppax) U WUPYIOT UX KaK €AUHOE LIEIIOE.

AcuMmMmeTpruyHbie MHGPHI (TaKK€ Ha3bIBa€MbIE ANTOPUTMAMHU C OTKPBHITHIM
KJIIIOYOM WM BOOOIIe Kpuntorpadueil ¢ OTKPBITHIM KIOYOM) JeJal0T KITIoY
muppoBaHUs OOMIETOCTYIHBIM (OH MOXET ObITh Jake OMYyOJIMKOBaH B Ta3eTe),
MO3BOJISAS JIF0OOMY 3amudpoBaTh € MOMOIIBIO KJIIOYa, B TO BpPEeMsS KaK TOJBKO
COOTBETCTBYIOIIMWA TMOJy4aTesb (KOTOpPBIA 3HAET KU Jemu(pOBaHUs) MOMKET
pacmrdpoBarb coobuieHue. Kitou mu@poBaHus Takke HA3bIBAETCA OTKPBITHIM
KJTFOUOM, a KJIH0Y e (POBAHUS - 3aKPBITHIM KIHOYOM I CEKPETHBIM KIHOYOM.

CoBpemeHHblE KpUNTOrpaUyecKue airopuTMbl Ha caMOM Jele He
BBITIOJIHAIOTCS JIt0IbMH. HaiesxHbie KpunTorpapuieckue alropuTMbI ITpeTHA3HAYCHBI
JUISL  BBITIOJTHEHUSI KOMITBIOTEpPAMHM WA  CICIHUATM3UPOBAHHBIMU  allllapaTHBIMU
ycTpoiictBamu. B OonbmuHCTBE ciiydaeB mmdpoBaHUe U Jemr(ppoBaHHE
BBITIOJIHAETCS C TOMOIIBI0 KOMIIBIOTEPHOI'O IPOrPaMMHOT0 0OecTieueHusl.

BusyaiabHasi kpunrorpadgus

Busyanbnas kpunrtorpadgusi - 3T0 MeToa O€30MacHON CBSI3H, KOTOPBIN
UCIIOJIB3YeT M300pakeHus i MU(PPOBAHUS CEKPETHBIX coobOmieHuit. OH paboTaeT
yTeM pa3JeieHus n300paKeHMsI MM TEKCTa Ha HECKOJIBKO OOLIUX pa3elioB, TaK YToO,
KOr/ia oOlIue pa3/iesbl HAaKJIaAbIBAlOTCS IPYT HA APyra, UCXOJHOE U300pakeHrue Win
TEKCT CTAHOBSATCS BUTUMBIMHU.

Kak 3T0 paGoraer?

1. HcxomHoe m300pa’keHHE WM TEKCT pasliejieHbl Ha JBE Wi Oojiee 4acTH,
KaXKAast U3 KOTOPBIX BBITJISUT KaK CIy4alHbIN U O€CCMBICICHHBIH 11a0JI0H.

2. 3areM 4YacTW TeyaTaroTCsl U PacIpOCTPAHSIOTCA Cpelu IMPEArnoaaracMbix
IIOJTyYaTeIen.

3. UTtoOBl  pacKpBITh  CEKPETHOE  COOOINCHHE, OOIMe  DJIEMECHTHI
HAKJIQJBIBAIOTCA JIPYT Ha JApyra Ju0O0 MyTeM YKJIAJAKH, JUOO MyTeM HX TOYHOTO
BBIPABHUBAHUS.
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4. HanoxeHHble 0011I1e PECYPCHI CO3AAI0T UCXOAHOE U300PAKEHUE UITH TEKCT.
IIpenmyniecTBa BU3yajabHOM Kpunrorpaguu

1. Het HE0OXOIUMOCTH B 3aLIUIIICHHOM KaHaJIe JjIsl OOMEHa KIII0UOM.

2. llpocra B peanu3zanuu U TOHUMaHUU.

3. YcToMuMBOCTh K KOMIIBIOTEPHBIM aTaKaM, MOCKOJIbKY YacTH BBITJISAST
0EeCCMBICTIEHHBIMH.

4. He TtpeOyercst crenuain3dpoOBAHHOTO IMPOTPaAaMMHOTO WJIM alllapaTHOTO
o0ecrneueHusl.

5. MoXeT HCIOoNb30BaThbCs B PA3IUYHBIX OONACTIX, TaKUX KaK CHUCTEMBI
0€30I1acCHOT0 rOJIOCOBAaHHUSA, OAHKHOTHI U CXEMBbI CEKPETHOTO OOMEHa.

Hepocrarku Bu3yaabHO#N Kpunrorpaguu

1. Huzkas eMKOCTb BCTpaWBaHHSA, YTO O3HAYAET, YTO OH MOXET CKPHIBATh
TOJIBKO OIPaHUYEHHYI0 HH(OpMALHIO.

2. UyBCTBUTENBHOCTh K IIYMY U YXVY/IICHUIO Ka4yeCTBa, KOTOPHIE MOTYT
HOBJIUATH HA KAYECTBO BOCCTAHOBJIECHHOI'O N300paXEeHHUS.

3. CnoXHOCTh B peajn3allii IBETHBIX H300paKeHUH.

4. TpebOyercs TOYHOE BBIpAaBHMBAHME OOIIUX PECYPCOB [UJISI PACKPBITHS
UCXOJHOTO COOOILIEHUSI.

5. OrpaHuueHHas yCTOWYMBOCTh K aTakaM CO CTOPOHBI JIFOJIEH, MMEIOUIUX
JIOCTYTI K OOIIUM pecypcam.

Oobs1aynas kpunrorpagus
O6naunast kpunrorpadus - 3T0 HaOOp METOAOB, UCTIOJIb3YEMBbIX ISl 3AIUTHI
TaHHBIX, XpaHAUXCA U 00pabaThIBaeMbIX B cpefax OOJavHbIX BbrymcieHuil. OH
oOecreynBaeT KOHPUACHIIMAIBHOCTh JTAHHBIX, UX LIEIOCTHOCTh U HEpas3rjlalleHUue C
MOMOILBIO CUCTEM MIU(POBaHUA U OE€30MACHOTO YNPABJIEHUS KIIFOUaMH.
OO61re MEeTobl, UCIIONIb3yEMbIE B 00JIAYHON KPUNTOrpapuu, BKIIOYAIOT:

1. Cummetrpuunoe mudpoBanue: muppyer U AemudpyeT TaHHbIE, UCTIONb3YS
OJIMH U TOT € KITIOY.

2. AcuMmMmeTpuyHOe Mu(POBaHUE: UCTIOJIB3YET JBA PA3HBIX KIFOUYA: OTKPBITHIM
KJTFOY JUTsl IU(PPOBAHUS U 3aKPBITHIN IS JeH(POBAHHUS.

3. Xem-QyHKIMK: CO3/aHKE JAalKecTa COOOIIEHUS, YTOObI 00ECIIEYUTh €ro
LIEJIOCTHOCT.

4. YrpaBiieHue KIrO4amMu: Oe30MacHOe XpaHEHUE KIIYer IMH(ppOBaHUS U
yIpaBJIeHUE UMHU JIJIs1 o0ecrieyeHus: 0€30MaCHOCTH 3alIM(PPOBAHHBIX TAHHbIX.

Ucnonb3oBanue kpuntorpadhur B 00JIake HMEET BaXKHOE 3HAYCHUE IS
3alUThl KOH(PUIECHIUAIBHOW HHQPOpMAIUU U OOECIICYCHHUS COOTBETCTBUS TaKUM
HopMmaTuBHBIM akTaMm, kak GDPR u HIPAA.

Kak 3T0 paGoraer?

O6naynas kpunrtorpadus OCHOBaHAa Ha WWHUQPOBAHUU, TMPU KOTOPOM
KOMITBIOTEPHl M QJITOPUTMBI HCTOJB3YIOTCS Il MpeoOpa3oBaHMsl TEKCTa B
3amr(pOBaHHBIII TEKCT. 3areM »JTOT 3amu(pPOBAHHBIA TEKCT MOXKET OBITh
npeoOpa3oBaH B OTKPBITBIM TEKCT € TMOMOINIBIO KIIOYa MU(PPOBaHUS TyTEM
JIEKOIUPOBAHUSI €T0 C IOMOIIBIO psijia OUTOB.

[IudpoBanre MTaHHBIX MOXKET OCYIIECTBISATHCS OJHUM W3 CIEAYIONIUX
C0CO00B:
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1. IlpenBapureabHO 3alIM(pPOBaAHHbIE JAaHHbIE, KOTOpbIE
CHHXPOHHM3UPYIOTCH € 00JIaKOM

JlocTynHO iporpaMMHOe o0ecIiedeHHe JUis PeABaApUTENBHOTO KU (ppOBaHUS,
npekie yeM HHpopMaus NonageT B 00JaKo, YTO J€IaeT HEBO3MOKHBIM UYTEHHUE JIS
J1r000r0, KTO MONBITAETCS €€ B3JIOMATh.

2. CkBo3HOe mudpoBaHue

OTnpaBUTENN U MOITYYaTEIN OTIPABISAIOT COOOLIEHMSI, B PE3yJIbTaTE YEr0 OHU
€IMHCTBEHHBIE, KTO MOXKET UX IPOYUTATb.

3. IludpoBanue ¢aiijioB

HudpoBanue (ailioB MPOUCXOAMUT, KOTJAa JTaHHBIE B COCTOSHHUU TOKOS
3amupoBaHbl TaKUM 00pa3oM, YTO €CIIM HEaBTOPU30BAHHOE JHIIO TMOIBITAECTCS
NepexXBaTUTh (ailll, OHO HE CMOXKET MOIYUUTh JOCTYII K XPAHALIUMCS B HEM JTAHHBIM.

4. TlonHoe mmMppoBaHue TUCKA

Korna xakue-nnbo Qailiibl cOXpaHSIOTCS Ha BHEIIHEM JUCKE, OHU OyIyT
aBTOMATUYECKHU 3alIM(POBAHbI. DTO KIIIOUEBON METOJ| 3alIUThl KECTKUX TUCKOB Ha
KOMITBIOTEPAX.

BeiBog

B wutore Mbl ycBOWJIM OCHOBBI KpUNTOrpauu, a TakKe O3HAKOMUIHUCH C

BU3YaJIbHBIM U 00JIaYHBIM TUIIAMH KPUIITOTpapuH.

Cnucok UCTOYHHKOB

1. Geeksforgeeks.org 6 beBpais 2023 URL.:
https/www.geeksforgeeks.org/an-overview-of-cloud-cryptography/?ref=rp
2. Geeksforgeeks.org 2 dbeBpas 2023 URL:

https/www.geeksforgeeks.org/visual-cryptography-introduction

Crartpsa noctynuiia B pefakiuto 22.03.2023; npunsita k myoaukaruu 10.05.2023.
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Annomayun. B craThe paccMaTpuBaeTcs MpoOiieMa 3allUuThl IepCOHAIBHBIX
JaHHBIX B BEO-CEpBHCAaX KOMMEPUYECKHUX OpPraHM3alMil M METOJbl, KOTOPhIE MOTYT
OBITh UCITOJIB30BAHBI JIJISl PELICHUS 3TOM MPOOJIEMBI.

Kniouesevie cnoga: vHPOpMaUMOHHAs  OE€30IACHOCTb, KOMMEPYECKHUE
OpraHU3aLNH.

B coBpeMennyro nudpoByro 3MoXy 3aluTa NePCOHANTBHBIX JAHHBIX CTAHOBUTCS
Bce 0oJiee BasKHBIM BOIIPOCOM, OCOOEHHO B CBSI3U C IIMPOKUM PacTipOCTpaHEHHEM BeO-
ycrnyr. Kommepueckue opraHuzanii, B YacTHOCTH, HECYT OTBETCTBEHHOCTh 3a
o0ecrnieueHrne COXpaHHOCTH U 0€30MaCHOCTH JIMYHBIX TaHHBIX CBOMX KJIMEHTOB. DTO HE
TOJIKO 3TUYECKasl, HO U FOPUANYECKAsi OTBETCTBEHHOCTb, IOCKOJIbKY 3aKOHBI O 3alIUTE
JAHHBIX ObUTM MPUHATHI IS 3aIIUThI YACTHOM KU3HU JIFOIEH.

[lepconanibHble JaHHBIE - ATO JIOOas WHQPOpPMAIUS, KOTOpas MOXKET ObITh
UCIOJIb30BaHa JJis WIACHTHU(PHUKAIMN 4YeJIOBEeKa, HalpuMep, ero UMs, ajgpec, HOMep
TenedoHa WU afpec dIEKTPOHHOM mouThl. Koraa jrou npeaocTaBisitoT CBOU JIMUHBIE
JaHHBIE KOMMEPUECKON OpraHm3ali 4yepe3 ee BeO-CalT WM BeO-CepBUCHI, OHH
OXKUAIOT, YTO UX JIaHHBIE OyAyT UCTIOIB30BATHCS TOJIBKO B TEX LETSAX, IS KOTOPBIX
OHU WX MPEIOCTABWIN, U UTO OHU OyIyT HAJIEKHO 3alTUIICHBI.

UroObl obecrneunTh 3alIUTy TEPCOHAIBHBIX JAaHHBIX, KOMMEPUECKHE
OpraHU3aIMH JOJIKHBI TPUHUMATH COOTBETCTBYIOIINE MEPHI IO UX COXPAHEHHUI0. DTO
BKIIIOYaeT B ce0sS MPUMEHEHHE TEXHWYECKUX W OpraHU3allMOHHBIX Mep s
NPEIOTBPAICHHUs] HECAHKIIMOHUPOBAHHOTO JIOCTYMa, OOECHeYeHHWEe TOYHOCTH U
aKTyaJbHOCTH JAaHHBIX, a TAKKe IPEeJOCTaBICHUE JIMIAM JOCTyNa K UX JIMYHBIM
JTAaHHBIM ¥ BO3MOKHOCTH UCIPABIICHUS JIIOOBIX HETOYHOCTEH.

Kpome Toro, xommepyeckue OpraHu3aludu JOJDKHBI  OOECHeurBaTh
IPO3PAYHOCTh B OTHOIIEHUH TOTO, KaK OHHM UCIIOJIB3YIOT EpCOHANIbHBIEC AaHHbIe. OHU
JOJDKHBI 4YETKO OOBSICHUTb, 3a4€M OHU COOMpAIOT JaHHbIE, KaK OHM OyayT
UCIIOJIb30BaHbl U KOMY OHM OyAyT nepeaanbl. OHU TakyKe JOJKHBI MOTy4aTh Corjiacue
JrOfeH mepen cOOPOM M UCTIOIB30BAaHUEM MX TIEPCOHATBHBIX JAHHBIX.

'© PsazanneB A. B., Kapaces I1. 1., Mycrada A6aynkagum An-Ameenn, 2023
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HecrocoOHOCTh 3aUTUTH TEPCOHATBHBIC JAHHBIE MOYKET UMETh CEpPhE3HbBIE
TIOCJICJICTBUS KaK JIJISl YACTHBIX JIMII, TaK ¥ JUISI KOMMEPUYECKHX OpraHu3aiuii. YacTHbIe
JUIa MOTYT TOCTPajgaTh OT KpakKM JUYHBIX JaHHBIX, (PUHAHCOBBIX TOTEPh WIIH
pEIyTaIMOHHOTO yIIepOa, a KOMMEPYECKHE OpTraHHM3alldd MOTYT CTOJIKHYTBCS C
CyJeOHBIMH HCKaMH, (PMHAHCOBBIMU IITpadamMu B yIiepOoM I CBOSH permyTalltu.

Takum oOpa3oM, 3alMTa TIEPCOHATBHBIX JIAHHBIX SIBIISCTCS BaXKHBIM
KOMITOHEHTOM BE€O-YCJIyT, TIPEJIOCTaBIIEMbIX KOMMEPUYSCKIUMH OpPTaHU3alUSIMH. ITO
HE TOJIbKO JTHWYECKas, HO W IOpUANYECKass OTBETCTBEHHOCTh, W HECTOCOOHOCTH
3alIATUTH MTEPCOHAIBHBIC JaHHBIE MOXET UMETh Cephe3HbIe TociencTBus. [loaTomy
KOMMEpYECKAE OpPTaHU3AIMH JOJDKHBI MPUHUMATh COOTBETCTBYIOIIHE MEPHI TIO
3aIATe TIEPCOHABHBIX JTAHHBIX U OBITh MPO3PAYHBIMUA B OTHOIICHWH TOTO, KaK OHU
UCHoJb3yroTes [1].

[TpobGnema 3anmuThl TMEPCOHATBHBIX JaHHBIX B BEO-CEpBHCaX KOMMEPUYECKUX
OpraHu3aluii BO3HUKAET MO0 HECKOJIBKUM MPUUUHAM:

1) BeO-cepBrCHI COOMPAIOT MEPCOHANIbHBIC JTaHHBIC CBOMX IMOJIb30BATEICH IS
MPEIOCTABIICHUSI UM MTEPCOHAIM3UPOBAHHBIX YCIYT, KOTOPBIE YacTO MCHOIB3YIOTCS B
MapKEeTUHIOBBIX  IEISIX. OTH MEpPCOHAIbHBbIE JaHHbIE MOTYT  BKIIIOYATh
KoH(DUIeHIINaNbHYI0 THGOPMAIINIO, TAKYIO KaK UMs, ajipec, Homep TenedoHa, aapec
AJIEKTPOHHOM MOYTHI, GPUHAHCOBYIO U JIaXK€ MEAUIIMHCKYI0 MHGOpMaIuio. XpaHeHHUe
3TOM MHGOPMAIIMKA MOKET CO3/IaTh 3HAUUTENbHBIN PUCK VIS TIOJIb30BATENICH, €ClId He
oOpaiathesi ¢ Hel JOKHBIM 00pa3oMm.

2) KomMepueckre opraHu3anuy ysA3BHUMBI K KuOepaTakam, KOTOPBIE MOTYT
NPUBECTH K YTE€YKEe JaHHBIX M WX HEIPaBOMEPHOMY  HCIIOIH30BAHUIO.
KubepnpecTylTHUKH MOTYT YKpacTh JIMYHBIC JaHHBIC W WCIOJIB30BaTh HX JJIA
MOTICHHHYECKHUX JIEHCTBHUM, TAKMX KaK Kpaka TUIHBIX JAHHBIX, (GUITHHTOBEIC ad)ephl
1 (UHAHCOBOE MOIICHHMYECTBO. Kpome TOro, KoMMepUYecKre OpraHHW3allid TaKKe
MOTYT 3JIOYHOTPEOJISITh TMEPCOHAIBHBIMU JIAHHBIMU, TeEpe/laBasi WX CTOPOHHUM
MOCTAaBIIMKAM ycIyr ©0e3 corjacusi TIOJIb30BaTeNid WM HUCIOJIb3ys HX B
HEIPETYCMOTPEHHBIX IIEJISIX.

st pemienuss npoOIeMbl 3alUThl MEPCOHATBHBIX JaHHBIX B BeO-cepBHCax
KOMMEPYECKUX OpraHU3alni MOKHO HCIIOJIh30BaTh HECKOJIBKO METO/IOB:

Bo-niepBbIX, opraHuzanusM ciaeayeT MPUHATh HAJASKHYIO MOJUTUKY 3allUThI
JAHHBIX, B KOTOPOW MPUOPHUTET OTAACTCS KOHPUACHIIMATHHOCTH U OE30MaCHOCTH
JTAHHBIX. DTO MOXKET BKJIIOUATh B ce€0s BHEAPCHUE HAICKHBIX METOJIOB MHU(PPOBaHUS
TAHHBIX, OTPAaHUYEHUE JOCTYIA K JaHHBIM TOJBKO YITOJTHOMOYCHHBIM TIEPCOHATIOM, a
TaK)Ke PETYJSIPHOE MPOBEICHNE ay/InTa O€30TaCHOCTH TSI BBISBIICHUS YS3BUMOCTCH
U PHCKOB.

Bo-BTOpBIX, OpraHM3aiuy JOJDKHBI IMOJTy4YaTh COTJIACHE TOJIB30BATEIICH Mepe
cOOpPOM U HCITOIB30BAHUEM TIEPCOHATBHBIX JIAHHBIX. JTOTO MOXHO JOCTHYD ITyTEM
MPENOCTABIICHUS YETKOW U SCHOW TMOJUTHUKA KOH(MUIEHIIMATBLHOCTH, KOTOpas
uHQOpPMUpPYET TMOJb30BaTENe O THIE CcoOMpaeMbIX JaHHBIX, CIOCO0axX WX
WCIIOJIb30BAHUS U O TOM, KOMy OHHM OyayT mepenanbl. Kpome Toro, opraHu3anuu
JOJDKHBI  TIPEAOCTABIISATh TOJIb30BATENISIM BO3MOKHOCTh OTKa3aThbCs OT cOopa
00pabOTKM TaHHBIX, €CJIU OHU HE XOTST JEIUTHCS CBOMMU JIMYHBIMU JTAHHBIMH.
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B-Tpersux, opraHuzanusM CIE€IyeT BHEAPUTH NOJHUTUKY YBEIOMIIEHUS O
HapyILIEHUU JTaHHBIX, KOTOpasi CBOEBPEMEHHO MH()OPMUPYET IMOJIb30BATENEH O TOM,
YTO MX JIMYHBIE JIaHHblE OBUIM CKOMIIPOMETHPOBAHBI. JTO MOXET IOMOYb
I10JIb30BATENSIM IPUHATH HEOOXOAUMBIE MEPBI MPEAOCTOPOKHOCTH, TAKUE KaK CMEHA
naposied, MOHUTOPUHI (DMHAHCOBBIX CUETOB U COOOILIEHHUE O MOAO03PUTENBHBIX
neicTeusx [2].

B 3axitoueHue ciaenyer OTMETHUTD, YTO 3alUTa EPCOHAIbHBIX JAaHHBIX B BEO-
CepBHCaX KOMMEPUYECKHX OpraHu3aluid SBJISETCS KPUTHYECKOW MpoOJIeMOH,
TpeOyromiel BHUMaHuA U JAeicTBUil. OpraHu3aiiy JT0JKHBI YAETSATh TPUOPUTETHOE
BHUMaHUE KOHPUACHIIMATFHOCTU U 0€30MaCHOCTH TAHHBIX MOJIb30BaTENeH, MPUHUMAs
HAJIC)KHBIE ITOJUTUKH 3aIUTHl JAHHBIX, [0JIy4asl COINIACUE NOJIb30BATENIEU U BHEIPSA
ITOJIMTUKH YBEJOMJIEHUS O HAPYLIEHUH AaHHBIX. | [pUMEHsIs 5T METOIBI, OPraHU3aLNH
MOTYT 00€CIEeUNTh 3aIIMUTY U 0€30MMaCHOCTh MEPCOHANIBHBIX JTAHHBIX, a NI0JIb30BaTENIN
MOT'YT JOBEPATH U MPOJOJIKATH YBEPEHHO I10JIb30BATHCS UX YCIYyTaMH.

CnucoK MCTOYHUKOB

1. PwitoB M.IO., ABepuenkoB B. U., T'aitnynun T. P. 3amura nepcoHaabHbIX
JAHHBIX B opranu3anun. — bpsack, 2016. - 124 c.

2. BueapeHume MCKYCCTBEHHOTO MHTEIIEKTA: KaK TOCYJIapCTBO MOJACPKUBACT
OOIIECTBO. URL:
https://www.rbc.ru/technology and_media/21/11/2022/63730b9d99a7947fa230d041d
(mata obpamienus 10.04.2023)

Cratpsa noctynuia B pegakuuio 20.04.2023; npunsra k nyonukanuu 10.05.2023.

Nudpopmanus 00 aBTopax

Pasanyes A.B.- ctynent xadenpsl Kb-1 «3ammura nungopmanuny, HarmpaBJIeHUS
noarotoBku «10.05.03 — MuadopmanronHas 6e€30MacHOCTh aBTOMATHU3HPOBAHHBIX
cuctem» PTY «MHPDA».

Kapaces I1L.U. - x.1.1., nouent kadenpsl Kb-1 «3ammura nundpopmanun» PTY
«KMUPIA».

Mycmaga Ab6dyaxaoum An-Ameeou - actnupaHT MHCTUTYyTa aBTOMATUKH H
uHpopMaImoHHbIX TexHOMOTHuN « T TY».

Bkiax aBTopos

Psazanyes A.B.- unes, coop matepuana, oopadborka marepuana (40%).

Kapaces I1.U. - nanucanue crtaTbi, HayuyHOE penaktupoBanue tekcra (30%).

Mycmadgha A60yixkaoum An-Ameeou - dactnunoe Hanucanue ctatbu (30%).

KoH}uKT HHTEpecoB OTCYTCTBYET.
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AHAJIN3 METO/I0B MPOBEPKH 0€30MACHOCTH IU(PPOBHIX AKTUBOB

Uabsic Pagukosuy Caun ! *, Ilasen Uropesuu Kapaces 2, IOpuii IOpbeBuy
I'pomos *

L2MUPDA - Poccuiickuii TexHOOTUYeCKuil yauBepcuTeT, Mocksa, Poccus
SOI'BOY BO «TI'TY» - TaMOOBCKHii TOCYJapCTBEHHBIN TEXHUUECKUH YHUBEPCUTET,
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Annomauyuna. B ctaTbe pacCMOTPEHBI NMPU3HAKKM BO3MOKHOTO HEJIETAIIBHOIO
IIPOUCXOKJICHHSI CPEACTB B KPHUITOBAIIOTE. 3HAHWE IPUHLMIIOB JIETAIH3ALAN
HU(POBBIX JIEHEKHBIX CPEICTB, 3apa0OTAHHBIX HE3AKOHHBIM MYTEM, MO3BOJIUT
(MHAHCOBBIM pEryJSITOpaM U CleUUaIucTaM 1o MHGOPMAlMOHHON 0e30IacHOCTH
IIpeoTBpallaTh M PacciieloBaTh 3KOHOMUYECKHE NPECTYIUIEHUS C HMPUMEHEHUEM
KPHUIITOBAIIOTHI.

Kniouegvle cnoséa. KpUNTOBANIOTA, JICTAIW3ALUs JEHEXKHBIX CPEJACTB,
TpaH3aKL1H.

B Hamm gHU BCE 0OJIBIIYIO MOMYJSIPHOCTh HAOUPAIOT AJIEKTPOHHBIE CPEICTBA
IaTexe. ITo COMPOBOXKAAETCS KaK MPEUMYIIECTBAMU B BUE MOBBIILIEHUS CKOPOCTU
MPOBENCHUS] (PUHAHCOBBIX TPAH3aKIMI, TaK M HEJIOCTATKAMH B JIMLIE MPUBA3KHU BCEX
JNEUCTBUNA K KOHKPETHOMY (hU3MYECKOMY UM topuandeckomy auiy. B 2009-m romy
AHOHMMHBIM pPa3padOTYUKOM WJIM TPYNNOW AHOHUMHBIX pPa3pabOTYMKOB Oblia
3aryleHa HoBas mudpoBas BamoTa — KpunroBaidioTa Bitcoin [1]. JloctomHcTBaMu
HOBOT'O IUIATEKHOTO CPEACTBA CTaIM OTCYTCTBUE BepU(DUKALUU JTUYHOCTH, €AHUHOTO
YVOpPABJIECHHWS B JIMIE KOMIIAHMW W  TOCYAApPCTBEHHBIX  PEryJsATOPOB U
OTKa30yCTOWYMBOCTh (cuUcTeMa pPadOTaeT JCLEHTPATM30BAHHO Ha COTHAX ThICAY
KOMIIBIOTEPOB SHTY3HACTOB IO BCEMY MUPY).

[udposas cucreMa okazajgach HACTOJIBKO XOPOILIEH, YTO 3JI0YMBIIUIEHHUKH HE
CMOIJIA 000MTH €€ CTOPOHOMW: OHM Havajy MCIIOJIb30BaTh MHHOBAIIMOHHBIE CPEJCTBA
TJIATEXKEH JIJIs JISTaIM3aliy JICHET, 3apa00TaHHBIX TIPECTYITHOM AesSTeNbHOCTHIO. J[iis
HEKOTOPBIX MyOJIMIIUCTOB TAKOM XOJ COOBITHI UTPAET HA PYKY, BEJb BHICKAa3bIBAHUS O
«HEJIETANbHBIX JACHBIAX» TSHKENIO MPOBEPUTH JIIOJSM, HE CHJILHO pa30Mparonrmcs B
TeMe U(GPOBBIX MIATEXHBIX cucTeM. OTCI0/1a BOZHUKAET MpobdiieMa — JII0JI BMECTO
pelIeHus 3a/layd B MHHOBALIMOHHOM JJi1 HUX c(epe MPOCTO OTKA3bIBAIOTCS OT Ojar
nporpecca.

Kyna npaBusibHee Ob110 Obl BBIPA0OTATh METOAUKY ONPEEICHUS FOPUINYECKON
«YUCTOTBD» CPEACTB Ha 3JEKTPOHHOM KOIIENIbKE, BE/lb 3TO MO3BOJUT KOMIAHUSIM U
peryisTopaM MpeA0TBPALIaTh MOMBITKH JIETAIN3al[Mi HE3aKOHHO MOJyYE€HHBIX JICHET,

© Cadun U. P., Kapaces I1. 1., I'pomos 10.10., 2023
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a crenuanuctam no MHGOPMAIMOHHON 0e30macHOCTH — ObicTpee U 3¢ (deKTUBHEE
paccienoBaTh UHIMJICHTHI, B KOTOPBIX 3aMEIIaHbl KPUITOBAIIOTHI.

Jleranuzanusi JACHEXKHBIX CPEICTB — 93TO COBOKYIHOCTb  OIEpalu,
COBEpILIAEMbIX HaJl ICHEKHBIMHU CPEJICTBAMHU, MOTYYEHHBIMU HE3aKOHHBIM CIIOCOOOM,
B TOMBITKE CAEIATh BOBMOXHBIM UX 3aKOHHOE MCIIOJIb30BaHue. Takue 1elCTBHS YacTo
Ha3bIBAIOT «OTMBIBAHUEM» JIeHET [2].

37M0YMBIIUICHHUKU JUISI CBO€M MPOTHUBONPABHOM NIEATENBHOCTH HCIOIB3YIOT
NPEUMYIIECTBEHHO KpunrtoBamoTel Bitcoin m Ethereum. brokdeiHbl 3THX IOBYX
KPUITOBAIIOT OTKPBITHL, a 3TO 3HAYUT, UTO JTFOOON 3aMHTEPECOBAHHBIN YEIOBEK MOXKET
CBOOOJHO M3y4YaTh ONEPALMH B HUX.

Hekortopeie oM, wWMEOMME NPEANPUHUMATEIbCKYI0 WHULUATHBY U
3HaKOMbIE C YCTPOMCTBOM KPHUINTOBAIIOT, PEIIMWIA 3apadoTaTh Ha CIOXKHUBIICHCS
CUTyalldd — OHHM pa3paboTajll CBOM NPUIOKEHHUS, MO3BOJIAIONINE «3aIMyTaTh»
TpaH3aKLUH, YTOOBI B pe3y/IbTaTe HE ObLIO IBHOM CBSA3M KOHEUHBIX JCHEKHBIX CPE/ICTB
C Ha4aJIbHBIMU.

[TonoOHbIE cepBUCH MOIYYaArOT JEHBIM OT MOJIb30BATElNs, CMEIIUBAIOT UX CO
CBOMM «pe3epBOM» LU(POBBIX MOHET, COCTOSIIIUM B OCHOBHOM M3 CPEICTB APYTUX
M0JIb30BaTENEH, U OTHPABIAIOT HEMHOI'O MEHBIIYI0 CYMMY Ha KOHEUYHBIA KOIIENEK.
[TonobHoe neiicTBUE yCIOXKHIET aHanu3 onepauuid. LludpoBeie akTuBBI Kak OyATO
«CMEUIMBAIOTCA» MEXAY CO0OM — Tak MOAOOHBIE NPUIIOKEHHUS CTajdd Ha3bIBAaTh
«MuKcepaMu» [3] (0T aHmHKCKOTO «t0 MiX» - cmemmBath) (puc. 1). Kaxmprit cepBuc
MOJKET TMPEJIOKUTh CBOM JOMOJHUTENbHbIE (DYHKIMU: TIEpEMEIIMBAaHUE CPEICTB
MEXIy MHOXXECTBOM KOIIENBbKOB, 3aJePKKU TpPaH3aKIHMi, pa3OueHne KOHEYHOU
CyMMBbI HA MHOYKE€CTBO MEJIKMX C MTOCIIECYIONIEH OTITPABKOM HAa pa3HbIC CUETA.

KpurroBamntora
Tomwzoparens 1

Houpsosarens 1

Kpurirosamora
TTonbsoparess 2

KpunrosanmroTHEIN peseps
cepBHed

Kpunrosamora co
"cMemannoi" HeTopHeil

Lloab3oBares 2 lloassoBarens 1

Kpimrosantora co
"emelnannoi" neropuei

llonb3oBarens 2

Puc. 1. Cxema paboTbl C€pBHCOB-«MHKCEPOBY
MHorue 370yMBIIJIEHHUKH TOJIAraloT, YTO TAKUE CEPBUCHI MO3BOJSIOT pa3 U
HaBCETJa «OYUCTUTH» HMCTOPUIO HU(PPOBBIX akTUBOB. Kak Obl TO HU ObLIO, MpHU
MOJIb30BAaHUU YCIYraMu «MHUKCEPOB» CYLIECTBYET JOCTAaTOYHO MPOCTON crnocod
CBA3aTh HAYAJIbHBIA M KOHEYHBIN KOLIEIbKH — HY’KHO MMPOAHAJIU3UPOBATh UCXOISIIHE
TpaH3aKLUUU C HAYAJIBbHOIO CY€Ta U MOCMOTPETh, KyJa ObLIM OTIPABJIEHBI CPEICTBA
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nanee. Ecim Obul  MCHONB30BaH KIACCHYECKHHM aNTOPUTM  «MHUKIIUPOBAHUS
U(POBBIX JACHET, TO C OOJIBIION BEPOATHOCTBIO YAACTCA OOHApYXWUTh aJpec, Ha
KOTOPBIM IOCTyIIMJIAa CYMMa, HEMHOT'MM MEHbLIas M3HadalbHOWU. B ciydae xe, ecin
IPpU «CMEUIMBAHUM» 3JIEKTPOHHBIX MOHET MCIIOJIb30BAJIOCH pa3zeiieHue (hUHaIbHON
CYMMbl Ha HECKOJIBKO HEOOJBIIMX M IMOCIEAYIIlas HUX OTIpaBKa Ha pa3HbIe
KOIIEJIbKH, TO HEOOXOAMMO IONBITAThCS BBIIBUTH KOMOMHAIMM CYETOB, CyMMa
BXOJSIIMX CPEICTB HAa KOTOPBIE TACT 4YMCIIO, KOTOPOE HE3HAYUTEIBHO MEHBIIE
HayajgpHOro. B aHaimm3e TpaH3akUMd MOXET IIOMOYb CHEHUAIU3UPOBAHHOE
IporpaMMHOE OOecTieyeHHe.

He crour 3a0biBaTh M MpoO JAPYrod HHIMKATOP BO3MOYKHOM MONBITKU
Jeralu3alvy CPEeACTB — NAKETHbIE TPAH3AKLIWWA, W3HAYaJbHO CO3JaHHbIC [UJIS
HPKOHOMHUU JIEHEI Ha KOMHCCHUSAX 3a TEPEeBOABI 3a CUET OOBEAMHEHHMS HECKOJBKHX
nepeBoioB B OAWH. [lakeTHBIMM TpaH3aKUMSAMH 4YacTO TMOJb3YIOTCA OUPXKH,
OCYILECTBJISIA BBIBOJL KPUIITOBAJIKOTHI CBOMM KJIIMEHTAM.

JlaHHast TEXHOJIOTHSI, XOTh U ObLIa CO3/1aHa AJis YA0OCTBa MOJIb30BaTeNeH, BCE
K€ MOJXKET M0Ka3aTh HE camble OJarue HaMepeHMsl UCIOJIb30BAaHUS KPUIITOBAIIOTHI.
Ilono3penue n0JKHA BBI3BATH ITAKETHAS TPaH3aKLMs, B pE3yJIbTaTe KOTOPOM CpelcTBa
pa3buBaroTCs Ha NPUOIM3UTENIBHO PAaBHBIE CYMMBbI M, MPOXOJs Yepe3 HECKOJIBKO
aZpecoB, BHOBb COCIUHAIOTCS HAa eAMHOM cuére. Takue onepanuu MOryT IPOBOAUTHCS
C LIEJIBIO 3aTPYIHUTH AHAJIU3 IEPEBOJIOB B OJIOKUYEHHE.

KoneuHo, BpIIIENEPEUUCIECHHBIE WHIUKATOPBI HE JIOKA3bIBAIOT IIOIBITKH
JIEraNn30BaTh JEHEXKHBIC CPEACTBA. TeM HE MeEHee, OHM MOTYT YyKas3blBaTb Ha
BO3MOXXHYIO HE0JIaroHaI€KHOCTh BiIajieiblla CUETA.

BriBox: 1mpu  mpoBepKe  KPUNTOBAIKOTHOTO  CUE€Ta HA  JIETAIBHOCTh
MPOUCXOXKJIEHUS CpPEJACTB HEOOXOAMMO OOpaTUTh BHUMAHUWE Ha [aKETHBIE
TpaH3aKIUK, a TaKXKe MPOAHAIU3UPOBATh, OOBEIUHUIUCH JIM B MOCJIEAYIOIIEM
CPEACTBA, OTIPABJICHHBIE C U3Y4aEMOI'0 KOIIEJIbKA, HA KAKOM-TO OJTHOM CU€Te.

Cnmcoxk NCTOYHUKOB

1. butkoitn. URL: https://ru.wikipedia.org/wiki/butkoiin (mata oOpaieHus:
01.03.2023).

2. ®enepanbHblii 3aKk0H «O MPOTUBOACHCTBUU JieTalu3aiui (OTMBIBAHUIO)
JI0OXO/IOB, TOJYYEHHBIX MPECTYMHBbIM MyTeM, U (PUHAHCUPOBAHHUIO TEPPOPHU3Ma» OT
07.08.2001 Nol15-®3. URL.:
https://www.consultant.ru/document/cons doc LAW 32834/ (nmara oOpaiieHus:
01.03.2023).
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Cratbsa noctynmia B peaakiuto 20.04.2023; npunsra k myosukaiuu 10.05.2023.

Nudpopmanus 00 aBropax

Cagun U.P. - crynent kabenapsl Kb-1 «3ammura nadpopmannm», HampaBJIeHUS
noarotoBku «10.05.03 — MuadopmanmonHas 06e€30mMacHOCTh aBTOMATH3HPOBAHHBIX
cucrem» PTY «MHUPDA».
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Kapaces I1.U. - x.1.H., nouent kadpeapsl Kb-1 «3ammura unpopmanuuny» PTY
«MHUPIA».

I'pomos FO.1O. — n.1.H. npopeccop, MHCTUTYT aBTOMATUKU U UHYOPMALIMOHHBIX
TexHoJiorun «TI'TY».

Bkiax aBTopoB

Cagpun U.P.- unes, coop matepuana, oopadbotka marepuania (40%).
Kapaces I1.U1. - nancanne crathy, 00padboTka matepuaia (20%).
I'pomos IO.FO. - nayunoe pegaktupoBanue tekcta (40%).

KOoH(]IUKT HHTEpECOB OTCYTCTBYET.
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Annomayusn. CTaTbs OMMKUCHIBAET METOJIbI 0€30MTACHOTO 0OMEHA TAHHBIMHU MEXKTY
Android-npuiokeHUSIMA  Ha OJHOM YCTpoicTBe. PasneneHue NpWIOKCHHHA Ha
OTIEIBHBIX TIOJIB30BATEIC CO CBOMMH HASHTH(UKATOpaMH W  TPYyIIaMu
oOecrnieunBaeT OE30MACHOCTh WX JIaHHBIX, HO BO3HUKAIOT CHUTyallMu, KOTJa
HEOOXOMMO TiepenaBaTh KOH(PHUACHIIMATbHBIC MaHHBIC MEXAY NPHIOKCHUIMH. B
CTaThe PACCMATPUBAIOTCS TTIOCH K MUHYCBI PA3JIMYHBIX CITOCOOOB MepeIauu JaHHBIX.

Knrwouesvie cnosa: Android, undpopmanumonHas 0€30MaCHOCTb, 0€30MaCHOCTH
PWIOKEHUH, KOHDUACHITHATBHBIC JaHHBIC, 0OMEH KOH(PHUACHITUATHHBIMH JTAHHBIMHU.

Onepanuonnas cuctema Android pazpaborana Ha ocHOBe siapa Linux, npu 3Tom
KaXJ0€ MPUJIOKEHUE OHA PACCMATPUBAET KaK OTAEIBHOIO IOJBb30BATENS CO CBOUM
UJACHTU(HUKATOPOM TOJB30BATENsI W TPYNIBI, TaKOE paslelieHue J0CTaTOYHO
0e30macHoO, OHO TapaHTUPYET, YTO OJHO MPUIIOKEHNUE HE CMOXKET MOJYUYUTh JTIOCTYII K
JTUPEKTOPUU JPYTOro, YTO TMO3BOJSET XPAaHUTh MHOTHE KOH(MUICHIIMATbHBIC JaHHBIC
Ha YCTPOWCTBE IOJIb30BATENS B TUPEKTOPUHN ITPUIIOKECHUSL.

OmHako BO3MOXKHA CHUTyalus, Korja HEOoOXOIUMO TepeaaTh KaKHe-TO
KOH(UEHIIUAJIbHBIC TAHHBIC MEXIY JBYMsI IPUIIOKEHHUSIMU HA OJTHOM YCTPOICTBE, B
YaCTHOCTH KOTJJa HEOOXOIMMO YTOOBI €CITU M0JIb30BaTENIb AaBTOPU30BAJICS B OHOM W3
MPUJIOAKEHHM, TO aBTOPU3alMs ABTOMATUYECKU MTPOUCXOAUIIA BO BCEX MPHUIIOKEHUAX
KOMIIAaHUW Ha YyCTpoicTBe. PaccMOTpUM IUIFOCKI U MHUHYCHI Pa3jIMYHBIX CIIOCOOOB
nepeayu dTUX JaHHBIX. [J100ambHO WX BCE MOXKHO pa3JeiuTh Ha Te€, KOTOpHIE
BBITIOJTHSIOTCS. HA CEPBEPHOM YaCTH NMPHUJIOKEHUS U Ha KIIMEHTCKOM [1].

['maBHOM TpoOIEMON TIepeIau dTUX JAHHBIX Yepe3 CepBEp SBIACTCS TO, YTO
BO3HHMKAET HEOOXOUMOCTh OJJTHO3HAYHOU MIECHTU(UKAIIMN YCTPOUCTBA, CYIIECTBYET
HECKOJIBKO CIIOCOOOB ATO CAENATh.

CepuliHblil HOMED: YHUKAJEH JUIsl KOKJIOTO YCTPOKCTBA, B Jy4YIIEM CIlydyae OH
JIOJDKEH OCTaBaThCS MOCTOSIHHBIM, OJHAKO CYIIECTBYIOT CIOCOOBI €ro M3MEHEHHS.
Kpome Toro, nisi moiaydeHus CEpUMHOTO HOMEpa YCTPOMCTBA HEOOXOIUMO SIBHOE
paspelieHue ot Moyib30BaTeNs, NOTYYEHHOE 000OMMU PHUIIOKEHHUSIMHU.

" © Cupunos B.B., Kapaces I1. 1., Mycrada A6xynkamxum An-Ameenn, 2023
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IMEI (International Mobile Equipment Identity): o6mamaer Temu xe
TUTFOCAaMH U MUHYCAaMH, 9TO ¥ CEpUITHBIA HOMEP.

Android_ID: mns ycrpoiictB ¢ Bepcueit Himke Android 8.0 — yHHKaJIbHBIN
UACHTU(DUKATOP YCTPONCTBA, KOTOPHIA MPHUCBAUBACTCS YCTPOWCTBY TIPHU TEPBOM
3aIlyCKe, OJTHAKO B MOCIEAYIONUX BEPCUAX OH YHHUKAJICH JUIS Ka)XJI0H KOMOWHAIINU
MIPUIIOKEHUSI, YCTPONUCTBA, MOJIH30BATEIIS.

MAC — aapec: yHUKaJIbHBIH WISHTU(PUKATOP CETEBOTO MHTEep(eiica, KOTOPHIM
OOBIYHO Ha3HAYaAETCs Mpou3BoAMUTENEM ycTporcTBa. OnHako Android Bepcuii Bblle
10 ucnone3yet ciyvaitaeiii MAC-anpec aiist Kaa0ro MOAKITI0UEHUS K OSCTIpOBOTHON
CETH.

TakuM oOpa3oM 3aMeTHA TEHICHIMS K 3allpeTy WACHTH(HKAIMH YCTPOMCTB
IIPHJIOKEHUSMH, BO3MOXHBI METOJIBI CO3/IaHuUs IU(DPOBOTO OTIIEYaTKa yCTPOMCTBA, HO
OHM He 00J1aJaloT JOCTATOYHOM TOYHOCTBIO, YTOOBI TrapaHTHPOBATh, YTO PA3HBIC
YCTPOMCTBA HE TIOJyYaT YHUKAIBLHOE 3HAUCHUE HICHTU(DHUKATOPA.

PaccmoTrpuMm cmocoObl  Tiepenaun KOH(MUACHIIMATBHBIX JAHHBIX, KOTOPHIC
IPOUCXO/IAT HEITOCPEICTBEHHO HAa YCTPOUCTBE MOJIb30BaTels [2].

Content Provider: crapmapTHbIi CHOCOO MEKIPOIECCCOPHOW CBS3H U
Oe3omacHOW mepedaud  JAHHBIX  MEXKIYy TIPWIOKEHUSAMH, JUIA  Iepeaadu
KOH(QUICHIIMAIBHBIX JTaHHBIX HEOOXOJIMMO OOBSBHUTH ypOBEHBb JOCTYIa signature,
KOTOPBI 0003HAYAET, YTO IS TOCTYIA OJJHOTO TPUJIOKEHUS K JAaHHBIM JAPYroro OHU
JOJDKHBI OBITH TIOJIHMCAHBI OJMHAKOBOH 3JICKTPOHHO-IM(POBON IMOANKMCHIO WM
ypoBeHb dangerous, eciaud HEOOXOAMMO IepelaTh JAaHHBIC MPHIOKEHHUIO JIPYTroro
pa3palboTurKa, TOrJia MPHIOKCHHUE SIBHO 3aIPOCUT y TOJL30BATEIIs pa3pellicHue Ha
noctyn K uHpopmarmH [3].

Service: npenHa3HaueH JUIS BBIMOJHCHUS KaKWX-TO JICHCTBUE B (oHe W JIs
IPEIOCTABIICHUST YacTH (YHKIMOHANA TMPWIOKCHHUS JPYyroMy MNpUIOXKeHHo. s
JIOCTYTIa K CEPBHUCY MCITOJIb3YETCS MEXaHU3M pa3pellieHH TaK ke, kak u Ayt Content
Provider.

Broadcast: wmexanusm OTHpaBKM H  TOJYYCHHS IIHPOKOBEIIATECIBHBIX
coobmienuii. JIroboe mpuioKeHne MOXKET MOJMUCATHCA Ha COOOIEHUE U TOT/a MpHU
€ro OTIIPaBKE CHUCTEMa HAMPABUT €ro NpHiIoKeHUI0. OOBIYHO HCIOJIB3YETCS IS
MOJTyYEHUST TPWIOKCHUEM Pa3IMIHBIX CHUCTEMHBIX COOBITHH (3arpy3Ka CHCTEMBI,
MOJIKJTFOUEHUE 3apsITHOTO YCTPOWCTBA W T.XI.), HO MOJET HCIOJB30BAThCS W IS
MEXKIPOIIECCOPHOTO B3aUMOICHCTBHUA. TOXKe MOIeP)KMBACT MEXaHU3M Pa3pEUICHHM,
KpOME TOro MpH OTIpPaBKE BO3MOKHO yKa3aTh IMaKeT, TOTJAa CHCTEMa OTIPABUT
COOOIIEHUE TOJIBKO MPHUIIOKEHUSAM COOTBETCTBYIOLIUM 3TOMY MakeTy. CTOHMT Tak ke
YUUTBIBaTh, YTO TPAHCISAIUIO MOXET OTIPAaBUTh JIIO00€ MPHIOKEHHE W 93Ta
TPAHCIIALUSA MOXKET ObITh MMOTCHIIMAIBLHO BPEAOHOCHOM, OJTHAKO CYIIECTBYIOT METOIbI
yKa3aTh KaKue TPaHCIAIUN OYAYT IPUHUMATHCS.

Shared Memory: HU3KOYPOBHEBBIH HHCTPYMEHT, KOTOPBIH MO3BOJISET CO3/1aTh
CEpBHC, KOTOPBIN BBICIISET 00JIACTh IAMSTH, a 3aTeM NEPEIaTh 3TOT CEPBUC KITUCHTY
yepe3 GhanIoBbIi JECKPUTITOP.

CXO0XKecTh MEXIy MEeXaHW3MaMH KOHTpoJIs jJocTyna mexay Content Provider,
Service, Broadcast oOycioBieHa WHCIONB30BAHMEM HWMH MexaHu3Mma Intents mis
niepeiauy JaHHBIX MKy PHIOKESHUSIMHU.



235

Takum oOpa3zom cymiecTByeT 4 OCHOBHBIX croco0a Oe30macHON mnepenadyu
JAHHBIX MEXIy MPWIOKEHUSIMU Ha OJHOM YycTpoiicTBe mnoja ympasieHuem OC
Android, oHM HCTOJIB3YIOT JHOCTATOYHO CXOXKHH MeXaHW3M 0€30MacHOCTH U BHIOOP
OJTHOTO U3 HUX MOYKET 3aBUCETH OT apXUTEKTYPHI MIPHIOKCHUS.

CNnHCOK MCTOYHUKOB

1. Broadcasts. URL:
https://developer.android.com/guide/components/broadcasts  (mara  oOpareHus:
10.03.2023).

2. Service URL: https://developer.android.com/reference/android/app/Service
(mata obpamenus: 10.03.2023).

3. Odwummanbras noxkymentamus Android URL https://developer.android.com
(mara obpamenus: 10.03.2023).
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Annomauyusn. Ctathsi NOCBAILIECHA BUPTYaIbHBIM YaCTHBIM CETSIM, & B YaCTHOCTH
BO3MOXXHOCTH Y TOTCHIMAJIBHOW HEOOXOJUMOCTH TMPUMEHEHUS POCCUUCKHUX
CTAaHJAPTOB TPU CO3JIaHMM BUPTYyaJIbHBIX YaCTHBIX ceTei. Bo3MOXXHOCTH
paccMaTpuUBaeTCs Ha MpUMeEpe MPOTOKoIa 0e30macHOCTH ceTeBoro ypous WireGuard
C TMPUMEHEHUEM AaHAJIOrOB QJITOPUTMOB, PEKOMEHJIOBAHHBIX K MPUMEHECHUIO
Texunueckum koMuTeToM 1o cranaaptuzanuu TK 026 "Kpunrtorpaduueckas 3amura
unpopmarun'. [IpuBeaeno kparkoe cpapaenne anroputMoB AES u I'OCT 34.12-2015
«Ky3neunk».

Knwueevie cnosa: VPN coenunenus, VPN npotokonsl, AES, Ky3neuuk,
Marma, I'OCT, WireGuard, TK 026, ®Cb PO.

B nacrosimee Bpemst VPN (Virtual Private Network) ucnonb3yroTcst He TOJIBKO
JUIS  TIOBBIICHUS AHOHMUMHOCTH B VHTEpHETE, HO W KOMIIAHUSIMH, KOTOPBIE
OpraHu3yloT paboTy COOCTBEHHBIX KOPIOPATHUBHBIX CETEH C MPUMEHEHUEM JTaHHOU
TexHoJioruu. IMEHHO OHU MOABEPraloTCsi HAaMOOJBIIEH OMACHOCTH KaK CO CTOPOHBI
KOHKYPEHTOB, TaK U 3apyO0eKHbIX HeI00poxkeaaTeseH, 1eIbl0 KOTOPhIX CTAHOBSTCS
naHHble. B mocieayromiemM ykpaleHHbIe TaHHbIC, BHE 3aBUCUMOCTH OT TOTO, ObUIH JIX
JTAHHBIE YKPAJICHBl Y OOBIYHOTO Tosib30oBatesisi VPN uian koMnaHuu, UCTIOJIb3YHOTCS
MPOTHUB KEPTBBI. [lonaBmime B pyKH 3710YMBIIUIEHHUKOB JAHHBIE MOTYT HE TOJIBKO
YMEHBIIIUTh MOTCHIIMATBHYIO TPUOBLIb TOCTPaaaBIIe CTOPOHBI, TaK M CKa3aThCs Ha
penyTaiuu.

BupryanbHble 4acTHbIE CETU B KOMMEPYECKUX MPEANPUSTUSIX TTO3BOJSIOT
ynanéHHo oOweauHsATs APM B MOJHOIIEHHYIO CETh, YTO TO3BOJISIET pacrojiaraTh
oUChl KOMITAHUM B Pa3HBIX MECTaX WM YacTH COTPYAHUKOB padOTaTh YIaIEHHO.
VYBenMUeHHE KOJIMYECTBO KOMIIAHMM, a TaKXe pACIIMPEHHUE CYLIECTBYIOIINX
MOBBILIAET CIPOC HA UCMOJIb30BaHME VPN B KauecTBe KaHAIOB CBS3H, TAK KaK HE BCE
rOTOBBI pa3BopaunBarh coOcTBeHHYI0O VPN cers. M3-3a yero yBenumuuBaercs
KOJIMYECTBO HEIOOPOCOBECTHBIX CEPBUCOB, MPEIATAIONINX MOI0OHOTO POIa YCIYTH.

© Csupugona /I. A., IToranosa H. /1., llamcynaun Xaiinap A6aynBaxxa6 X., 2023
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HenobpocosecTrsiii mpoBaiizep VPN MOXET XpaHUTh HE TOJIBKO CBEACHHS 00
YCTPOMCTBAxX, MOJKIOYEHHBIX K €r0 CETH, HO M JKYPHaJbl MOCEIIAEMBIX PECYPCOB U
WHBIE TAHHBIC, B 3aBUCUMOCTH OT UCIIOJIb30BAHUS 3aIUIIICHHOTO W HE3AIUILIEHHOTO
nporokoia. I1oaTtoMy Bce nepenaBaemble TaHHbIC BHYTPU 3alluiineHHOr VPN moryr
MONACTh HANpsMYK K 3JIOYMBIIUIEHHUKY. M eciu 4enoBeK, HMCHOJb3YIOMINMA
BUPTYaJbHbIE YAaCTHBIE CETU B KaYECTBE aHOHMMAN3€pOB, ISl CBOETO CHOKONCTBUS
MOKET MOYUTaTh MOJb30BATEIHLCKOE COTJIAICHUE CepBHCa, IIe MpoBaiep 00s3aH ¢
IOPUIMYECKON CTOPOHBI 00O3HAUYUTHh BCE (PYHKIIMHM CEepBHUCAa U COOp CBEIACHHM O
MOJIb30BATENSIX, TO KOMITAHUSIM ATOTO HEAOCTaTOYHO. B TakoM cirydae ropasao 6osee
HaJEXHBIM CIIOCOOOM MepeIavuy JAHHBIX CTAHOBUTCS COOCTBEHHOPYYHO HACTPOCHHBIN
KopriopatuBHbId VPN.

3ammTuTth Tpapuk npoxondmui nmo VPN TyHHeN0 MO3BOJSIOT alrOPUTMbI
mmdpoBanus. B 3aBucuMoCTH OT BBIOOpA KOTOPBIX 3aBUCUT CTETIEHB 3alIUThI ceTh. Ha
JAHHBIT MOMEHT HauboJee pPacCHpPOCTPAHCHHBIMH QJITOPUTMAMH  IIHU(PPOBAHUS
spisrotcst MMPE, RSA, 3DES u AES. Cpenu aux AES Bepcuu 3 cunrtaercs Hanbosee
HOBBIM U 0€30I1aCHBIM.

B Poccuiickoit @eneparuu B 2007 roxy 611 co3nan «TK 26» - TexHudeckuit
KOMUTET, 3aHUMAIOIINICSI 00bEKTaMU CTaHAAPTU3AIMHN CPEIU METOI0B MU(pOoBaHHUS.
C 2018 roma mgaHHBIM KOMHUTET pa3paldaThbiBa€T W BBIMTYCKAaET pPa3HOOOpa3HbIE
PEKOMEHJAMA W TPOEKThl MO CTAHAAPTU3ALUMUA IPUMEHEHUS HAlHOHAJIBHBIX
kpunrorpapuueckux ctangapro 'OCT P 34.10-2012, TOCT P 34.11-2012, I'OCT P
34.12-2015, TOCT P 34.13-2015. B ToM uncne komuteT coBMecTHO ¢ DenepanbHON
ciyx0oi 0e3onacHoctu Poccutickoit @eneparuu (OCh PD) navanum HACTOSITENBHO
PEKOMEHI0BATh MEPEBOUTH PYHET Ha CepTU(UKATHI, OCHOBAHHBIE HA HAIIMOHAJIbHBIX
cTaHaaprax mupoBaHUs, HO CKa3aTh HAa KaKUME HMEHHO HE€ MpEeJCTaBIseTCs
BO3MOYXHBIM.

Mudper AES u T'OCT 34.12-2015 «Ky3Heuuk» SBISIOTCS ajlropuTMamMu
omounoro tmmdpoBanus. brodyHoe mudpoBaHWE OCHOBBIBAETCS HA TOM, YTO
BBIOpaHHOE COOOIIeHUE pa3Aensercss Ha “ONOKW” ONPENeNICHHOW JUJIMHBI, YTO
MO3BOJISIET HA OJHOM KIIIOYE 3amu@poBaTh cOOOIIeHHE C Oosbiiel mHOU. B
OOJBIIMHCTBE CTy4yaeB pasmep OJioka cooOieHus cocrapisier oT 64 no 256 6ut. B
anroputmMe AES MOTYyT OBITh HCIIOB30BaHbI KJIH0UH AiuHOM 128, 192 u 256 6ut. [lpu
BapuaHTe KJtoua JyiMHOU 256 6ut B anroputme AES ncnonb3yrorcst OJ0KK JUTMHON
128 our u npousBoasaTcs 14 paynnoB mmdpoBanus. B anroputme KysHeuuk npu
JUTMHE KJItoya 256 6ut, 6110Kax cooOueHui JiuHou 128 O6UT ucnosb3yroTes 9 payHioB
murdposanus. KonnuecTBo payHI0B MHU(PPOBaHUS 3HAUUTEIHHO CHUYKEHO M3-3a TOTO,
YTO ATH AJITOPUTMBI UMEIOT COBEPILICHHO pa3Hble KBaJpaTHbie MaTpullbl. HekoTopoe
BpEMSI Hazang JloieHT u 3aBeAyIOLINM kadeapoit HammnonansHoro
uccienoBarenbckoro yausepcurera A. b. JIock cienain BEIBOABI O TOM, UTO aITOPUTM
AES obnanaeT pa3peXxeHHONU MaTPHIICH TTO OOJIBIIEH YaCTH, COCTOSIIEH U3 HYJIEH, 4TO
3HAUMTEILHO YBEIWYUBaeT payHnbl mmmdpoBanue. B cBoi0 odepenr anroputm
Ky3neunk obnagaeT TIOTHOM MaTpHIIEH, COCTOSIIEH U3 HEHYJIEBbIX 3HaUeHHH. 113-3a
yero anroput™m KysHeunk siBisieTcst 6osiee ObICTPOACHCTBYIONINM U TPEOYyeT MEHBIIIE
TaMsATH IS 0OpaObOTKHU.
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Jlns mepemaud JAaHHBIX B YaCTHBIX BHUPTYaJbHBIX CETSAX MCHOJIB3YIOTCS
MPOTOKOJBI, KOTOPBIE SBJISAIOTCS HAOOpPOM IMpaBWUI MU MPOILIECCOB, OMMCHIBAIOIIMX
NOJAKIIOYEHHE, OOMEH JaHHBIMU BHYTpH ceTH. OT IpOTOKOJIa 3aBHUCIT CKOPOCThH
paboThl (mepenauu), IIaTGopMbl (OmEpalMOHHBIE CHUCTEMBI) M 0O€30MaCHOCTb.
HauGonee pacnpocTpaHeHHBIMH MPOTOKOJIAMH JIJIsl TIEpeiaur JaHHBIX 10 ceTsiMm VPN
spisitorcst Open VPN, IPSec, WireGuard, SSTP, PPTP, IKEv2, L2TP. Tosbko y yactu
U3 MPUBEJIEHHBIX TPOTOKOJIOB €CTh CBEACHUS 00 apXUTEKTYPE B OTKPHITOM JIOCTYTIE.

B 2015 roxy mosiBriics VPN mpotokos moa HazBanuem WireGuard, KOTOpBIit
UMeEeT OTKPBITHIA HCXOMHBIN KOJI. I3HaYaIbHO OH TIpeTHa3HAYAIICS JIs1 TIAT(HOPM 0T
ynpasiearnem OC Windows, omaako k 2020 roay pa3paboTYrKy aganTHPOBAIU €T0 B
tom yucie u a1 OC Linux, iOS u macOS. B cBoéM 0OBIYHOM BHE TPOTOKOI
MPUMEHSIET LENbId HA0OP KPUNTOAITOPUTMOB JJIsl pa3HBIX LETIEH, Cpeu KOTOPbIX:
Curve25519, ChaCha20, SipHash, BLAKE2 u Poly1305, HMAC.

B konue 2020 roma rpymnma HCCIIEIOBATENIEM M HAYyYHBIX COTPYIHUKOB W3
BIL.ZONE wu «KpuntoHut» omyO0nuKoBadu pe3yibTaTbl CBOEH pabOThl Hal
OTeUYeCTBEHHOW Bepcued mpoTokona WireGuard, OCHOBaHHOW Ha POCCHUHUCKHUX
Kpunrorpadguueckux anroputMmax. B Tabn. 1 mpuBeieH CIUCOK 3aMEH HMCXOJIHOTO
Habopa alropuTMOB Ha POCCUIMCKUE.

Tabmuma 1
YcTaHOBIGHHBIC 3aMEHBI AJITOPUTMOB
Tun anropurma Hcexonubiin 3aMeHa alNropuTMy
QITOPUTM
ANTOpHUTM COTIacCOBaHUS KiIr04a ChaCha20 u I'OCT P 34.10-2012 VKO nnu DH
(DH) Poly1305
Omumnruyeckas KpuBas Curve25519 I'OCT P 34.10-2012 GC256A
Xou-pyHKIus BLAKE2s I'OCT P 34.11-2012
HMAC SipHash 'OCT P 34.11-2012
Kpusas (KDF) HKDF I'OCT P 34.11-2012 KDFTREE nin
HKDF
AEAD ChaCha20 ['OCT P 34.12-2015 Ky3Heuunk B
pexxume MGM

[lepen nHauasiom paspabotku B 2019 roay cneumnanuctel u3 BIL.ZONE
HampaBsuin B TK26 mpesioxkeHue 1Mo HM3y4CHHUIO M padOTe MO CTaHIapTH3aIlUud
IIPOTOKOJIOB, cpean KoTophix Ob11 WireGuard. KomuTer B CBOIO ouepeh HE BhIpA3HII
3aMHTEPECOBAHHOCTH, IOATOMY KOMITAaHHS Hadajia paboTy CaMOCTOSITEIHHO.

K xonmy 2020 roma TK26 yTBepamsi peKOMEHAAIMU IO CTaHAAPTU3ALHU
MIPOTOKOJIa 0€30MaCHOCTH CETEBOTO YPOBHS, B KOTOPOM B POJIU MPOTOKOJIA BHICTYTIAET
[Plir, SIBJISTFOILIUIACS aHaJIOroM MPOTOKOJIA IPsec, pa3pabOTaHHBIM
komnanuen MupoTeKC panee.

Jtst 3amuThl “HGOPMAITUY B BUPTYAIBHBIX YACTHBIX CETSIX CTOMT UCIOJIB30BATh
HaJIe)KHbIE  TMPOTOKOJIBI ~ CETEBOTO  YPOBHSA,  IMPUMEHSIOIMIME  JOBEPEHHBIC
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KpunTorpauueckue aaropuTMbl C  BBICOKMM  yYPOBHEM  KPHUIITOCTOMKOCTH,
BBIUMCJIEHHBIM MaTemaTtnuecku. llludpoBaHue naHHBIX, MepeAaBacMbIX IO CETAM
VPN, HaunHaeTcs ¢ 3alIM(ppOBaHHOrO KaHajla CBSI3U - TyHHENS. UTO MO3BOJISET MU
UCIIOJIb30BaHUU NyOJIMYHBIX CETEH COKpaTUTh PHUCKU II€pexBaTa JaHHBIX.
[TepenaBaeMble O TYHHEIIIO IaHHBIE TAKXKE MOABEPraroTcs IUPPOBAHUIO, pa30UBasCh
Ha OJIOKM YCTAaHOBJEHHOW JUIMHBI COTJIACHO HCIOJIb3yEMOMY aiaropurmy. Yro
MO3BOJIAET JTOOUTHCS MAKCUMAJIBHO BO3MOXHOI'O YPOBHSI 3alUTHl IE€PEAABACMOMN
uHbOpMaInu.

Hcnonbs3oBaHWe PpPOCCUHCKUX aIrOPUTMOB MHU(POBAaHUS MNpPHU CO3JAHUU
BUPTYAJIbHBIX YACTHBIX CETEH MOKET IMOJIOKUTEIBHO CKA3aThCA HAa 3allUIICHHOCTb
JAHHBIX, TEPEIaBaeMbIX IOJIB30BATEISIMU BHYTPU 3TOM ceTH. Pa3paboTka HOBBIX
IIPOTOKOJIOB CETEBOTO YPOBHSI, OCHOBAHHBIX HA POCCUICKOM KpUNITOrpadyu, HO3BOJIUT
B JaJbHEWIIEM Yalle HCIOJIb30BaTh JOBEPEHHBIE CPEACTBA BHYTPHU OpraHU3aIlMi,
rOCyAapCTBEHHBIX OpraHax W YaCTHBIM JIMLAM.
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Nudpopmanus 00 apropax

Ilomanosa H. J[. - crtynentr xadenpsl Kb-1 «3Bammra wunbopmarmm,
HanpaBieauss  noarotoBku  «10.05.03 -  HudpopmarmonHas  0e30MacHOCTh
aBTOMAaTU3UpOBaHHbIX cuctem» PTY «MUPDAy.
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Csupuoosa J]. A. - crygaent kadenpel Kb-1 «3ammra wundopmammny,
HanpaBiieHuss noarotoBku  «10.05.03 —  HudopmarnmonHas  0€30MacHOCTH
aBTOMaTU3UpOBaHHbIX cuctem» PTY «MHPDA».

Hlamcynoun Xatioap A60ynsaxxab X. - acniupant MHCTUTYyTa ABTOMATUKH U
uHpopMamoHHBIX TeXHONOTUN « T TY».

Bkiax aBTopos

Csupugona /l. A. - HanKcaHue CTaThH, IOMOIIL CO COOPOM MaTepuaia, HayqYHOe
penaktupoBanue Tekcra (40%).

Ilomanosa H. J[.- unes, cobop matepuana, oopadbotka marepuana (30%).

Hlamcynoun Xaiioap A60yneaxxa6 X. - vactuanoe Hanucanue ctatei (30%).

KoH(]IUKT HHTEpECOB OTCYTCTBYET.
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HayuHnas cratss
YK 004.832

HccanenoBanue penieHUl HA 0CHOBE KJIABHATYPHOI0 MOYePKA I
ayTeHTH(PUKALMH M0JIb30BATEJIS

Ouser Baagumuposuu Ceucr !, Anvanu Axmen Aanan Jlatud®, Koncrantun
Biagumuposuy Crapoayoos * |

L3SMUPDA - Poccuiickuii TeXHOIOTMYECKHI yHuBepcuTeT, Mocksa, Poccus
20I'bOY BO «TI'TY» - TamMOOBCKUIA FOCYIapCTBEHHBIA TEXHUYECKHMI YHUBEPCHUTET,
Tam60B, Poccus

Lsvist.0.v@edu.mirea.ru™, http://orcid.org/0009-0006-4897-368X

2 fit_tstu@mail.ru, https://orcid.org/0009-0007-4529-9674

3 starodubov@mirea.ru, https://orcid.org/0009-0007-4529-9674

Annomayus. B craTbe TPOBOAUTCS AHAIM3  PA3JIUYHBIX  METOJIOB
ayTeHTU(HKAIIMM  TOJIb30BaTes IO KJIABHATYpHOMY TIOYEpPKYy, TaKuX Kak
CTATUCTUYECKUN aHalii3, MAllMHHOE OO0yueHHE M HEeHpOHHBIE ceTH. ONUCHIBAIOTCS
MPEUMYIIECTBA M HEJOCTATKM KaXJOTO METO/a, a TAaKXKE PacCMaTpUBAIOTCS
BO3MOXXHOCTH HX MPUMEHEHHUS B Pa3IMYHBIX cdepax, Harmpumep, B OaHKOBCKOM
CEKTOpE WJIM B CUCTEMax 0€30MacHOCTU. ABTOPHI CTaThU OOpaIal0T BHUMAaHUE Ha TO,
YTO BBIOOP METOJa ayTeHTHU(UKAIMU JOKEH 3aBHCETh OT KOHKPETHOM 3a/laud U
TpeOOBaHUM K OE30MTACHOCTH CUCTEMBI.

Knwuesvie cnoea: mouepk, ayTeHTU(UKALMS, TMOJIb30BaTelb, OOYyUYCHHUE,
aHaju3, BHIOOD.

AyTenTudukanms/uaeHTuUKaIus mojab30BaTeNsi KOMIIbIOTEPHOU CUCTEMBI 110
KJIaBUATyPHOMY MTOYEPKY MO3BOJISIET MTOBBICUTD 3aIIUIIIEHHOCTh CUCTEMBI, YCIIOKHUTD
BO3MOKHOCTh OTKa3a OT aBTOPCTBA U TMOBBICUTH YJIOOCTBO TOJIb30BATENSI 32 CUET
BO3MO>XHOT'O HCIIOJIb30BaHUs YNpoueHHOro mnapois. [lonb3oBaTento A0CTaTOYHO
3alOMHUTB JI00YI0 MapoJibHYI0 (pasy, HapUMep, JJIUHA MapOJIsl MOKET COCTOSITh OT
4 no 8 3HakoB. Eciu ydyecTh 0COOEHHOCTH BBOJA OT/AEJIBHO B3SITOTO IMOJb30BaTENS,
yIpo3a KOMIIPOMETAINH MApOJIsl 3JI0YMBIIUICHHUKOM MEPECTAET UMETh CMBICT, TaK KaK
napaMeTphl BBOJIa MOTYT CHJIBHO OTJIUYATHCS.

3agadya ayTeHTU(UKAIUM TI0 KJIABHATYpHOMY IOYEPKY, CBOJUTCA K 3ajade
pacro3HaBaHUs KJIABUATYPHOTO MOYEpKa KOHKPETHOTO IMOJb30BaTENsl C MOMOIIBIO
JBYX OCHOBHBIX Ipyrin MeTo0B [1]:

— 'eoMeTpudeckue, UCTIOIB3YIONINE PAa3HbIE MEPhI OJIM30CTH (Mepa XOMMUHTA,
EBknuaoBa mepa u ap.);

— MeToabl Ha OCHOBE MPUMEHEHUSI HCKYCCTBEHHBIX HEHPOHHBIX CETEM.

JlaHHbBIE UMEIOT CIAEAYIONIUE HEOCTATKU:

- OTHOCHUTEIHHO HEBBICOKYIO TOYHOCTH KJIACCU(PUKAIUU BCJIECICTBUE BBICOKOM
anmpOKCUMAITUU 00JacTel peleHusl.

- lonroe o0yueHue, BEpOSITHOCTh TTOMACTh B Mapajind 00y4YeHHUs.

" © Caucr O. B., Kapaces I1. U., Amvamn Axmen Annan Jlatug, Crapony6os K.B., 2023
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- CnoXHOCTh TEpeHoca pe3ylbTaToB OOy4yeHUs Ha 0Oojiee MIUPOKUNA KPYT
M0JIb30BATENICH, KIIABUATYPHBIN MOYEPK KOTOPHIX HE UCIIOJIH30BAJICS MPU 00YUEHUU.

- IloTpeOHOCT, B cOOpe OOMIMPHOTO MacCHMBa JAHHBIX [UJISl MPOBEICHUS
oOyJeHus.

- VBenuueHue pasmepa NHapois JUisl YBEJIMYEHUS TOYHOCTH OIpPEACIICHHUS
MOJIb30BATENsI. YHUKAJIbHbBIE XapaKTEePUCTUKHU KIIABHATYPHOTO MOYEpKa MOTYT OBITH
oOHapy»XeHbI KakK Ipu Habope CBOOOIHOT0 TEKCTa, TaK U IO HA0OPY KIIOUEeBOM (Ppa3kbl.

Crnenyer OTMETHTh, YTO peajm3alys TAaKUX METOJOB IMO3BOJISET HE TOJBKO
UACHTU(GUIIIPOBATh TIOJIB30BATENICH, HO W ONpPENeTuTh UX (YHKIHOHAIHHOE
cocrosiaue [2].

Tako moaxos Mo3BoOJISAET:

- Kortposmmposats ¢pu3ndeckoe caMOqyBCTBUE TIOJIb30BATEIICH.

- O6ecnieunTh OOBIYHBIN U HAZEKHBIN CIOCO0 UICHTU(UKAIUH.

- YIIpoCcTUTh 3alIOMUHAHKE TTOJIH30BATEISIMU CIIOKHBIX MTAPOJICH, TTOCKOJIbKY B
KaueCTBE MapoJii MOXKET ObITh UCIIOJIb30BaH MPOU3BOJIBHBIN TEKCT.

K mirocaM ucnosib30BaHUSI KJIAaBHATYpHOTO IMOYEpKa ISl ayTEeHTU(DUKAIUU
MO>KHO OTHECTH CIIEAYIOIIIEE:

- [IpocTas peanu3zanus v BHEAPEHHE B cucTeMy ayTeHTUdukanuu. Peanuzanus
BKJIFOYAET B CeOsI TOJIBKO MPOTPAMMHYIO YacTh, TAK KaK BBOJ| TEKCTA BBITIOJIHSIETCS CO
CTaHJapTHOTO YCTpOMCTBAa BBOJAA (Yallle BCEro KIIaBUATYphl), CIIEIOBATEIHLHO HE
TpeOyeTCcsl BIIOXKEHUM B MNPUOOPETEHUE JOMOJHUTEIBHOTO OOOpYJAOBaHUS JIs
MOJIYICHUST OMOMETPUYECKUX JaHHBIX ITOJIB30BaTENs. DTO Hambojee OI0KCTHBIN
croco0, i peanu3aldyd  ayTeHTH(UKAMU 10 OUOMETPUYECKUM JIaHHBIM
MOJIb30BATES.

- He tpebyer oT mosb30BaTeNsi HUKAKUX JOTOJHUTEIBHBIX JEHCTBHMA, KPOME
pUBBLIYHEIX. [l0JTb30BaTENb B TF000M CiTydae JUIsl BX0J1a HCTIOIB3YeT IMapOoJib, KOTOPBIHA
MO>KHO MCITOJI30BaTh KaK MapojbHY0 ¢pa3y, Mo KOTOpO OyJIeT MpOXOoauTh MPoiiece
ayTeHTU(PUKALIUU 10 KJIaBUATYPHOMY MOYEPKY.

- Bo3MOXHOCTh MPOBOAUTH ayTEHTU(DUKAIIUIO CKPBITHO - MOJB30BATEIb JaXKe
MOET OBITh HE B Kypce, YTO BKJIIOUYEHA JOTOJHUTEIbHAS MpOBEpKa MpU BXOJE, a
3HAYUT HE CMOXKET 00 3TOM COOOIIHUTH 3JI0YMBIIIJICHHUKY.

['maBHass MHUHYC WCMOJB30BaHUS KIABUATYPHOTO TOYEpPKA — OTO CHUIIbHAs
3aBUCUMOCTH OT TICMXOJOTHYECKOTO U (pu3nyeckoro cocrosinusi. Hanmpumep, ecnu y
YeJIoBeKa IJI0X0E CAMOYYBCTBUE, OH MOXET HE TMPONTH ayTeHTH(HKAIINIO, TaK Kak
nmapamMeTpbl BBOJIa CHMBOJIOB MOTYT CHJIBHO HW3MEHHUThCSA. Takke HeoOXOauMo
YYHUTHIBATh 3aBUCUMOCTb BBOJIa TEKCTA OT MOJIb30BATEIILCKOTO OIBITA U TEXHUYECKUX
XapaKTePUCTHK KiIaBHaTypshl [3].

PaznuuaroT 1Ba TUMa MOJeNe pacrno3HaBaHUS: MO 3apaHee ONPEICICHHOMY
dbparMeHTy TeKcTa M Mo (parMeHTy TEKCTa MPOM3BOJILHOTO cojepkaHus. B obomx
Cydasx I ONpeNeJeHUS DTAJIOHOB KJIABUATYPHOTO TOYEPKa OMEepPaTopy
HE0OXO0IMMO HECKOJBKO pa3 BBECTH OJIMH WM HECKOJIBKO (PParMEeHTOB OJTHOTO U TOTO
K€ TEeKcTa. B cilydae HEOOXOIMMOCTH aHaln3a KJIaBHATYpHOTO MoYyepka Ha 0ase
OTIPEJICTICHHOTO TEKCTOBOTO (hparMeHTa, OCHOBY ATAJIOHOB, KaK MPABUIIO, COCTABIISIIOT
MOKa3aTeNId BPEeMEHH YJIep KaHHs KJIABUIIN U BPEMEHH MEXKIY yAepKAHUEM KIIaBHIII,
KacaromuXcsl MOCJISI0BATEIILHOTO MTOPSIKA HAXKaTHs Ki1aBwil [4].
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Jlyummm BapuaHTOM /i ayTeHTU(GUKAITIH TI0 KIaBUATypPHOMY TOUYEPKY OyaeT
HCIIOJIB30BAHHUC  CBCPTOYHBLIX HeﬁpOHHBIX CeTeH. CJ]CI[yeT OTMECTUTB, 4YTO
XAPAKTCPUCTHUKHU PAa3HbBIX THUIIOB CBCPTOYHBIX HCﬁpOHHLIX CeTel OTJIMYAIOTCS
AO0CTATOYHO CHIJIBHO, ITOCKOJIBKY aJalITUPOBAHBI IIOA PA3HBIC YCIIOBUA IIPUMCHCHHA.
OcHOBBIBasICh Ha pe3yJibTaTax, OMNpENEJIeHO, UYTO MpH pa3paboTke HeHpoceTeBon
CUCTCMbI PACIIO3HABAHHUA HeHeCOO6paBHO HUCITIOJIB30BATDH HeﬁpOHHyIO CCTh THIIA
SqueezeNet.

B 3aximouenuu, MOXKHO clieiaTh BBIBOJ. 3aTpyAHEHHs pa3paOOTKU CPEACTB
paciio3HaBaHusA JJMYHOCTHU 110 KIIaBUATYPHOMY IMOYCPKY 3aKJII0Yar0TCA B
HGO6XOI{I/IMOCTI/I aHaJin3a 3alTyMJICHHBIX MHOTOMCPHBIX JaHHBbIX, KOTOPBIC
COOTHOCSITCS C NapamMeTpaMmH KIIaBHATYpHOIO IMOYepKa. 3allyMJIEHHOCTh JaHHBIX
OOBSCHSAETCS TIPEXKIEC BCETO 3aBUCUMOCTHIO 3HAYCHHWH YKa3aHHBIX MapamMeTpoOB OT
Cl)yHKI_[I/IOHaJIBHOFO u IICUXOOMOIIMOHAJIIBHOT'O COCTOAHUA II0JIb30BAaTCIIA.
HepCHGKTI/IBHLIM IIyTEM YCOBCPHICHCTBOBAHUA CPCACTB pPaCIIO3HABAHHUA JIMIOA II0
KIIaBHATYPHOMY IIOYCPKY ABJLACTCA BHCAPCHHC B HUX MOIOYJIAA aHaJIM3a I1apaMCTPOB
AUHAMHUKH KIAaBHATYPHOI'O ITOYCPKa HAa OCHOBC CBepTOqHOﬁ HeﬁpOHHOﬁ CCTHU THIIa
SqueezeNet.

CnucoKk MCTOYHUKOB

1. Killourhy, K. S., & Maxion, R. A. (2019). Comparing anomaly-detection
algorithms for keystroke dynamics. IEEE Transactions on Information Forensics and
Security, 4(2), 191-200.

2. Monrose, F., & Rubin, A. (2020). Keystroke dynamics as a biometric for
authentication. Future Generation Computer Systems, 16(4), 351-359.

3.Yang, J.,, Li, X,, & Yang, J. (2019). Keystroke dynamics-based user
authentication using deep belief networks. Neurocomputing, 137, 204 — 213.

4. Bhattacharya, P., & Chatterjee, S. (2018). Keystroke dynamics: A review of
recent advances and future directions. Journal of Biomedical Informatics, 46(2), 365-
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Crartpsa noctynuia B peaakiuto 20.04.2023; npunsra k myosnukaiuu 10.05.2023.

Nudpopmanus 00 apTopax

Cseucm O.B. - crynent xadenpsl Kb-1 «3ammra nunpopmanuny», HanpaBlieHUs
noaroroBku «10.05.03 — MudopmannonHas 0e30MacHOCTh aBTOMATU3UPOBAHHBIX
cucrtem» PTY «MUPDA».

Anmanu Axmeo Aounan Jlamugh - acnupant «TT'TY».

Cmapooybos K.B. - k.1.H., npenogaBarens Kadenpslt Kb-2 «lIpukiagnsie
uH(popmamonHbie TexHoJorum» PTY «MUPDA.

Briax aBTopoB

Csucm O.B.- unes, coop marepuaina, o0opaborka matepuaina (60%).

Anmanu Axmeo Aonan Jlamug - dactuaHoe Hanucanue crathu (20%).

Cmapooybos K.B. — HayuHOe penakTupoBaHue matepuaina (20%).

KoH(paukT uHTEpECOB OTCYTCTBYET.
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Annomayun. PaccMOTpeHbl OCOOCHHOCTH CHCTEMbI KOHTPOJIS YIPABICHUS
JIOCTYTIOM B 00111€00pa30BaTeNIbHBIX YUPEIKICHUSX.

Knwueswie cnrosa: cucteMa KOHTPOJIS YIIPABICHUS TOCTYyNa, KATETOPUPOBAHUE
HapYIIUTENEeH eTOCTHOCTU KOH(PUICHIIMATIbHON NHGOpMAIIHH.

Cucrema KOHTPOJISL YIpaBleHUS (U3MUECKUM JOCTYIIOM SIBISCTCS OJHUM H3
OCHOBHBIX  CITIOCOOOB  CHH3UTh BO3HHKHOBEHHE yIpo3 HE TOJNBKO IS
KOH(HIeHINaTbHON MHpOpMalK JI000H OpraHu3alvd, HO U Il 0€30IacHOCTU
COTPYIHUKOB B I[E€JOM. AKTYaJIbHOCTh JAHHOW MPOOJIEMBI COCTOMT B TOM, YTO B
HBIHEITHUX YCIOBUSX OE€30MaCHOCTh JIIOJIEH, a OCOOCHHO JeTeH, SBISETCS TJIaBHOU
3aj1aueit o01eo0pa3oBaTeIbHbIX YUPEKACHHM.

B xone ananu3a ganHO# nmpo0eMbl ObUIO YCTaHOBIIEHO, YTO CHCTEMa KOHTPOJIS
yIpaBJIeHUS TOCTyIa BO MHOTHX 00LI€00pa30BaTEIbHBIX YUPEKACHUIX TPAKTHUECKU
He peanu3oBaHa. OOpa3oBaTeNbHBIE YUPEXKICHUS SBISAIOTCA Haubojee ysS3BUMBIMU
JUISL 3I0YMBIIIJIEHHUKOB. B 3TOM KOHTekcTe MH(popMalnoHHAasi 6€30MaCHOCTh UMEET
BaXHOE 3HaU€HHE B 00PA30BATENbHBIX YUPEKACHUSIX IJI MPEIOTBPALICHUS aTak CO
CTOPOHBI TEPPOPUCTOB Ha yuuTesel U ydaumxcsa. Pucku 6e30macHOCTH MOTYT OBITh
yCTpaHEHbl IyTEM BBIABIEHUS YpPOBHS  OCBEIOMJIEGHHOCTH  yuuTenen 00
UHPOpPMaIMOHHO Oe3omacHocTH [1].

B mkone, kak U B J1000M Ipyroil opraHusanuu, €cTb KOH(PHUACHIIHAIbHAS
uHpopMarus. K Hell OTHOCSTCS: TIepCOHANIbHBIE TaHHBIE COTPYAHUKOB M YYCHHUKOB,
MPUKa3bl, MHCTPYKIIUU, HAJIOTOBAasi OTYETHOCTb.

Jlns obecnieueHus: MHPOPMAITMOHHON 0€30MaCHOCTU B 00I11e00pa30BaTEIbHBIX
YUPEXKICHUSIX TPEKIE BCETO HEOOXOAMMO OMPEISIUTh KAaKOro THUIA HAPYIIUTENN
MOTYT HECTH YTpo3bl KOH(MUACHIMATLHOCTA. XOTs JAHHBIE YUPEXKIACHUS Hambosee
3aBHCHMBI U HY)K/IalOTCS B HUX.

AOGCOJIFOTHO BO BCEX YUPEKIACHHIX 00111€00pa3oBaTeIbHOTO opMaTa uMeeTcs
OXpaHa, KOTOpas M BBINOJHSIET BECh KOHTPOJb 3a OrPaHUYEHHEM JIOCTyla Ha
TEPPUTOPHIO MIKOJIBI. Cama TEpPUTOPHUSI OTpaskeHa 3a00pOM C IBYMsI-TpPEeMs BXOJAaMHU
U BBIXOJIaMHU.

Hcxons u3 ananusa, odpasyercst psii 0COOEHHOCTEN, KOTOphIE CYIIECTBYIOT B
OOJILIIMHCTBE 00111€00pa30BaTENBHBIX YUPEIKICHHUHM, a UMEHHO:

" © Cenaxos K.A., Perro MLIO., 2023
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1. [lepconan oxpaHbl COCTOUT U3 2-3 NIOAEH, KOTOPBIE 3aMEHSIIOT APYT
Jpyra MOCMEHHO.

2. CoTpyaHUKH OXpaHbl OTHOCATCA K CHELUAIN3UPYEMON OpraHU3alkH.

3. Hannuue orpaxaeHus LIKOJIBHON TEPPUTOPUH.

4. OTCyTCTBHE TEXHMUYECKOTO 00O0PYAOBAaHUSA, KOTOPOE OJIOKHPYET BXOJ B

3JTaHU€ LIKOJIbI 3I0YMBIIUICHHUKY.

Jlenast BBIBOJ, M3 BBINICMIEPEUYHCICHHOIO, HampaiuBaeTrcs Borpoc: «Kak
YIYUYIIUTh JAHHYIO CUTYaIui0?»

B mepByro odepens moinKeH OBITh KBATH(DHUITUPOBAHHBIA MEPCOHAT OXPaHBbI,
KOTOPBIM OTHOCUTCS K CIICIIMAIM3UPOBAHHBIM OPTaHU3ALIHSIM.

Ho HecmoTps Ha 3T0, BCerja €CTh BEPOSITHOCTh HAPYIIEHUS PEXUMA KOHTPOJIS.
[TosToMy HEOOXOAMMO YCTAHOBUTH TYPHHUKETHI C CUCTEMOW JOCTYyMa OTpaHUYEHHBIX
i [2].

JItob6ast uHpOpMalMOHHAs CUCTEMa, BHeIpsieMas Ha OOBEKTEe, MOJDKHA OBITh
yTBEpKJIeHa MuHUCTEpCTBOM TMpocBenieHusi. [loaromy HE0OXOAMMO BBIJECIHUTD
rJIaBHbIE TPeOOBaHUSA K CHUCTEME KOHTPOJS yIpaBieHHUs (PU3MUECKUM JIOCTYIIOM CO
CTOPOHBI IIKOJIBI M OMNPEAEIUTh MOJHOTY HMX pPEalu3alid B YCTaHABIMBAEMOU
CUCTEME.

@u3NYEeCKUl KOHTPOJIb JIOCTyla JOCTUTAE€TCS 3a CYET OrpaHUYEHUs
BO3MOKHOCTH HECAaHKIIMOHUPOBAHHOTO MPOX0Jia Ha TeppuTopuio oobekTa. K camomy
pacupoCTpaHEHHOMY CIOCO0Y OTrpaHMYEHHS] OTHOCUTCA YCTAHOBKA TYPHUKETOB H
OrpaXkJIeHUI IPH BXOJ1€ — AJIS IIKOJI 3TO BECTUOIOJIb WU (POiie IEPBOro 3Taxka 31aHHus.
JInst  COOTBETCTBUSI CHUCTEMBbI KOHTPOJS YIpaBieHUS (HU3UYECKUM JIOCTYIIOM
TpedoBanusiM MYUC HeoOX0AMMO MPEeayCMOTPETh IPAMOTHOE (POPMUPOBAHUE 30HBI
pOX0/a, T.€. pa3MEUICHUE OrPAXKIECHUN M TYPHHUKETOB C COOJIIOJICHUEM YCIOBUUI
OecrnpensaTCTBEHHOM 3BAKYyallMH JIFOJIEH BO BpeMs Moxapa.

CpenHsisi CTOMMOCTH IMpEJIaraéMbIX Ha PBIHKE almnapaTHO-MPOrpaMMHBIX
KOMITJIEKCOB CHCTEMBbI KOHTPOJIS YIpaBiIeHUS (DU3NYECKUM JTOCTYIIOM JJIsl IIKOJI C
yuciaeHHOCThIO OT 1000 denoBek, BKIOYAONUMX | TYpHHUKET C MyJbTa YIPaBICHUS,
cocraBisier B cpeanem 70 000-170 000 py6. Ilpu »Tom, IieHa pemieHUs MOMKET
BApbUPOBATHCS B 3aBUCUMOCTH OT KQUe€CTBA U TPYTHOCTEN YCTAaHOBKH. J[J11 BHEIpEHUS
CUCTEMBI KOHTPOJISI YIpaBieHUs (PU3UUYECKHUM JOCTYIIOM B IIIKOJE€ MOTYT
UCITIOJIb30BATHCS Pa3HbIE UCTOUYHUKHN (PMHAHCUPOBAHUS: PA3JIMYHOTO YPOBHS OIOIKET;
JIEHbI'U POAUTENCH; JCHBI'M KOMITAHUHU-yCTaHOBIIHKA.

B xonie aHanuza naHHOW TeMbl OBLIO OOHAPYKEHO, UYTO 00Jiee YIKOHOMHBIN U
3 PeKTUBHBI BapuaHT CHUCTEMbl KOHTPOJS YyHOpaBieHUS (PU3NUECKUM JTOCTYIIOM
ABJIIETCSl MPONMYCKHAs CHUCTEMa, OCOOCHHO B IIKOJaX € OOJIBIION YHMCIEHHOCTBIO
y4yeHHKOB. HeoOxoaumo co3aarh Nponmycka, MOATBEPKIECHHbIE O(PUIUMATBHON
MeYaThl0 YUPEKICHHUS W TMOJNUCHI0 JupekTopa. OHU JOJDKHBI OTIMYATHCA U IO
MPOJIOJDKATEILHOCTH BPEMEHHU JIEHCTBHSI: TTOCTOSTHHBIC [T PAOOTHUKOB IIKOJBI H
YYEHUKOB, BPEMEHHBIE ISl Pa3JIUYHBIX KOMUCCUM, TPUTIIAIICHHBIX POJIUTENICH U T.1.

OCOOEHHOCTh JTaHHBIX YUYPEXKICHUA COCTOMT B TOM, YTO OHU HMEIOT
IEHTPAIM30BAaHHOE YMPABJICHHUE, a 3HAYUT JII000€ W3MEHEHHE JOJDKHO KacaThCs
KXo 1mikonbl. Mcxomst U3 3TOro ciemyeT, 4To JAaHHBIA METON HACHTU(UKAIUU
CJI0’KHO peajn30BaTh (UHAHCOBO U TEXHUYECKHU Ja)Ke B IPEEIax OJJHOTO rOpo/ia.
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B 3akirodeHre MOXXKHO CKa3aTh, YTO IJIsi 00ECTICUCHHs JTOHKHOTO KOHTPOJIS
dbusznueckuM J1ocTynma B 00Ie00pa30BaTENbHBIX  YUPEKACHUSIX HE0OXO0IUMO
BbIPA0OTaTh HYHYIO CUCTEMY KOHTPOJIsl, 00ECIEYUTh TEXHUUECKUMHU CPEJICTBAMH U
KBTU(PUIIUPOBAHHBIMU CIICIIUATIMCTAMHU.
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1. ApremoB, A. B. Mndopmarnmonnas O6e3omacHOCTh: Kypc Jiekiui / A. B.

AptemoB. —Open: MexpernonanbHas Axagemusi O€30MaCHOCTH M BBDKHWBAHUSA
(MABUB), 2014 — 256 c. —ISBN 2227-8397. — Tekct: SIeKTpOHHBIA //
OnekTpoHHO-OMOnMnoreunass  cucrema [PR BOOKS: [caiit] —  URL:

http://www.iprbookshop.ru/33430.html;

2. ABepuenkoB, B. U. Ayaut wunpopmannoHHON Oe30macHOCTH: ydeOHOe
nocobue s By3oB / B. M. ABepueHnkoB. — bpsiHCK: BpsiHCKMil rocygapCcTBEHHBIN
TeXHU4YecKkui yHupepcuret, 2012 — 268 ¢. — ISBN 978-89838-487-6. — Texkcr:
ANIEKTPOHHBIN // DnekTpoHHO-0nbanoTeuHas cuctema IPR BOOKS: [caiiTt]. — URL.:
http://www.iprbookshop.ru/6991.html.

Crartbsa noctynuia B peaakiuo 19.04.2023; npunsita k myoaukaruu 10.05.2023.


http://www.iprbookshop.ru/33430.html
http://www.iprbookshop.ru/6991.html

247

HayuHnas cratss
YK 004.056.53
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Annomayua. B craThe yKa3blBaeTCsd HEOOXOAMMOCTh M aKTYyalbHOCTh
HAJIe)KHOTO YAAJICHHS JaHHBIX ¢ HakonuTenen. [IpuBoauTces: cpaBHEHHE HAKOIIUTEIIECH
Ha KECTKMX MArHUTHBIX AMCKAX W TBEPAOTENBbHBIX HakomuTesneil. OmnuchiBaeTcs
IPUHIMIT XPAaHEHUsl JaHHBIX HA TBEPAOTENBHBIX Hakomurelsix. PaccmarpuBarorcs
CIEHHAIN3UPOBAHHBIE TEXHOJIOTUH, HCTIOJIb3yEMBIE TBEPAOTEIBHBIMU HAKONTUTEIISIMA
JUTSL OpraHU3allMy XpPaHEeHUsI U yAAJIEHUsS HHPOPMaLIUH.

Kniouegvie cnosa: wnHpopManMoHHas O€30MACHOCTb, YAAJCHHE JAHHBIX,
HAJIeKHOE yJaJeHUe, CTUPaHue MH()OpPMALMU, HAKOIIUTENIN JTaHHbBIX, TBEPAOTEIbHBINA
HaKOIIUTEb.

Heob6xonumocTh HalIe:)KHOTO yAaJIeHUsT HH(QOpMallU MOXET BO3HUKHYTH KaK
npu paboTe OpraHU3alMKM B IITATHOM PEXHUME, HAMpUMEp, MO HCTECYCHHIO CPOKa
XPaHEHHUs], TaK ¥ MPU HEIITATHBIX CUTYaIUSIX, HAIPUMEP BO M30ex)aHue e€ YTeUKH.

Ha ceropnsimianil 1eHb BBUAY pa3BUBIIECUCS TEXHOJIOTMU MPOU3BOJICTBA, U, KaK
CJICJICTBHE YJEIIEBICHUS, BCE OOJIBIIYIO TMOMYJSIPHOCTh OOPETalOT TBEPAOTEIbHBIC
Hakorutenu (Solid State Drive, SSD). MIx GeccrmopHbIMU IIPEUMYIIIECTBAMHU TIEPE]T
KJIACCUYECKUMH HAKOMTUTEISIMU Ha )KECTKMX MAarHUTHBIX TUCKaX (JKECTKUMU JTUCKAMH )
ABJISIFOTCS. CKOPOCTh YTCHUS Y 3aIIUCH TAHHBIX, KOMIIAKTHOCTh, OTCYTCTBUE IITyMa NP
paboTe ¥ CTOMKOCTH K BUOpaIusaM U yJaapHoi Harpy3ke. Hemocratkamu ke SIBASIOTCS
0oJiee BBICOKAsI CTOUMOCTh, YEM Y JKECTKUX JIMCKOB U OTPaHUYEHHBIH 00bEM 3amucu
JTAaHHBIX.

[Ipu knaccM4eCKOM YIAICHUW JAHHBIX CPEJICTBAMM OMNEPALMOHHON CUCTEMBI
nH(popMaIMs HE CTUPAETCS ¢ HAKOIMUTENS, a JIMIIbL MOMeUaeTcs Kak yaaneHHas. [Ipu
ATOM COXPaHSIETCS BO3MOXXHOCTh €€ BOCCTAHOBJICHHUSI, 3a4acTy10 0€3 MOBPEXKICHUI.

Oco0OeHHOCTH, XapaKTEePHBIC /I METOJIOB HAJIEKHOTO yAaleH!us HHGOpMAIIH
Ha JKECTKUX JHUCKaX, 0OYCJIOBJICHBI UX (PU3NUYECKUM MPUHIUNIOM AeiicTBus. [locie
CTUpPAaHUSl [aHHBIX Ha IIOBEPXHOCTM MATHUTHBIX IIJJACTHH BCE €HIE OCTAETCs
OCTaTOYHAsi HAMAarHHYEHHOCTh, TIO3BOJISIFOIIAs] BOCCTAHOBUTH HH(POPMAIIHIO.

Meronpl  ynanenuss uHGOOpPMAIMM HAa  TBEPAOTEIBHBIX  HAKOIMTEISX
3HAYMUTEIHLHO OTJIWYAIOTCA OT METOJOB, KOTOPHIE HCIIOJB3YIOTCS TMpU padoTe ¢
JKECTKMUMU JuckamMu. TeM He MeHee, clieNyeT YIIOMSIHYTh, YTO JaHHbIC, XPaHAIIUEC
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Ha SSD, MOXHO YHUYTOXHUTH BMECTE C CAMUM HAKOMUTEJIEM, TAK)KE, KaK U B CIIy4ae ¢
HKECTKUM AUCKOM. OCHOBHBIMU METO/IAMH B TAKOM CIIydae SIBJISIIOTCS MEXaHUYECKOE,
TEPMUYECKOE, XUMUUYECKOE YHUUTOKEHUE.

Jlist  ompezneneHus ONTUMANIbHBIX M Haubosnee 3(PGEKTUBHBIX METOOB
HAJSKHOTO ynaleHus MHGOpMaIMU Ha TBEPAOTEIHLHOM HAKOIMUTEIE, HEOOXOAMMO
MPOAHATM3UPOBATH MIPUHIUI XPAHEHHUS JAHHBIX HA HOCUTEIIAX TaKOTO TUIIA.

HanMenbmmen Jormyeckoil eaquHuIier gaHHbIXx Ha SSD sBasgeTcs T.H. sS4elka,
MIPEICTABIISIONTAs COO0M TPAH3UCTOP C TIABAIONIAM 3aTBOPOM, CITOCOOHBIM COXPAHSAThH
3apsHKEHHOE COCTOSIHUE MPU OTCYTCTBHH MHUTaHUS. TakuM 00pa3om sueiika criocoOHa
7100 UMETh 3apsifl, MPU ITOM SIBIISASACH JTBOWYHBIM OMTOM 1, MO0 HE WMETh €ro —
nBondHbIA OUT . Takoil THIT STYEHKH, CIIOCOOHBIN XPaHUTH JUIIH | OUT, HA3BIBACTCS
Single Level Cell (SLC). Ha cerogusmmHuii ACHb CYIIECTBYIOT TEXHOJIOTHH
M3TOTOBJICHHSI STYEEK, KOTOPhIE MOTYT XpaHUTh 2, 3 u naxe 4 outa — Multi Level Cell
(MLC), Triple Level Cell (TLC) u Quad Level Cell (QLC) cootBerctBerHo. C
YBEJIMYECHHUEM IIJIOTHOCTH XpaHeHUsI HHPOPMAIIUU B TUEHKE, CHUKACTCS PECypC CaMuX
A4€eK W BO3MOXKHO CHHKEHHE CKOPOCTH paboThl (umdii-namstu. Sdeilku moryt
dbusndecku pacnonararbes kak B oguH cioi (Planar NAND unu 2D NAND), Tak u B
Heckosbko (3D NAND wumu V-NAND). Bropoit croco6 Ha ceromaHsnIHui JIeHb
ropaszio 0ojiee pacnpoCTpaHEH BBUJY BO3MOXHOCTH 3HAYUTEIHHOTO YBEIUYEHUS
o0beMa MaMATH MHKPOCXEM O€3 CYIIEeCTBEHHOTO YBEIWYEHUs HUX (PU3MUECKHUX
pa3MepoB W BO3MOKHOCTH YMEHBIIICHUS KOJUYECTBA YHIIOB TAMSATH Ha OIHOM
HakonuTesne. COBOKYMHOCTh siueek 00pa3yeT coOoi cTpaHuIly oObeMoM OT 2 110 16
KOUT, COBOKYITHOCTh KOTOPBIX B CBOIO ouepeab 00pa3yer OJoK. biiok maMatu Moxer
comepxkatb ot 128 no 256 crpanuil, TakuMm 00pa3oM ero o0beM CocTaBisieT OT 256
KOuT 10 4 Mowr [4].

Jns aapecaruu GIdII-IaMATH UCTOJIB3YETCS aJTOPUTM, HA3bIBa€MbI CIIOH
dbmm-tpancnsiiuu (Flash Translation Layer, FTL). Ero nasnauenue 3akiatouaercs: B
TOM, 4TOOBI MPeoOpa3oBaTh JOTHYECKUE aJ[peca HAKOMHUTEN B (PU3MUECKHE aapeca
bmm-namaru. Kaxnomy anpecy noruueckoro OJloKa CTaBUTCS B COOTBETCTBHE
orpesieieHHas 00J1acTh PU3NUECKON MaMsITH U TaKuM 00pa3oM popmupyercs Tabauia
HomepoB Jormyeckux enunmil (Logical Unit Number Table, LUN table). He
CYIIIECTBYET €IMHOTO CTaHmapTuupoBaHHoro FTL, W mpousBoAMTENH peannu3yroT
pa3nuYHbIC MOXO/IbI K aJipecallii B 3aBUCUMOCTH OT TUIIA M HA3HAYEHUS HAKOTTUTEISI.
TeMm He MeHee, ecTh 2 OCHOBHBIX I0/1X0/a K peanu3anuu FTL — 610uHas v cTpaHuvHas
aapecanus. B mepBom ciiydae pa3Mep JIOTHYECKOTO OJI0Ka COOTBETCTBYET pa3Mepy
¢usuueckoro, a B LUN table 3anuceiBaercs anpec ¢Qusmyeckoro OJoka u
COOTBETCTBYIOIIMM €My ajpec Jorudeckoro Osioka. Takod momxon oOsamaer
HEJIOCTAaTKOM B BHJE OOJIBIIIOrO pa3mepa OJioka M B ciydae, Korjga HEoOXOAUMO
riepe3arnucaTb HeOOJBIIoN 00beM JaHHBIX, MPUICTCS Iepe3anucaTh Bech 0J0K. Taxke
32 CYET ITOTO CHUKACTCS CKOPOCTh TEPE3anucH JaHHBIX. TeM He MeHee, OjJouHas
aapecanus o0ianaeT NpeuMyIiecTBoM B Bujie Majnioro pazmepa LUN table u naxomut
CBOC NPHMEHEHHE B HAKOIUTENSAX, HMEIONUX HEOOIBIION 00bEeM OIepaTUBHOMN
namatu. B cioyudae cTpanmuHOW aapecanuu aHajorumdHbie 3amwicu B LUN table
co3aroTcs He Jis OJIOKOB, a Jiyis cTpanuil. Kak ciencreue, pacrer pazmep LUN table,
KOTOpas TpedyeT O6ombIero oobemMa onepaTuBHON namsatu. OaHAKO, TaKas aapecarus



249

MO3BOJISIET TOBBICUTH CKOPOCTh TIEPE3aluCH JNaHHBIX. Ha cerogHsmHui J1eHb
IPUMEHSIOTCS] THOPHUIHBIC aITOPUTMBI, KOTOPBIE COYETAIOT OJOYHYIO U CTPAaHUYHYIO
anpecaruio [3].

3amaya HAACKHOTO yAAJNCHUS JaHHBIX Ha TBEPIOTEIBHBIX HAKOMUTEIAX
3aTpyQHSETCS TEeM, 4YTO JlaHHbIe B XOJA€ pabOThl 3amlWCHIBAIOTCS HA HETO
HEpPaBHOMEPHO. B COBpEeMEHHBIX TBEPAOTEIBHBIX HAKOMHUTENSAX HCIIOJIb3YeTCs
TexHosorus, HazpiBaemas | RIM. Ona mo3BosiseT moaaepKuBaTh BHICOKHIA YPOBEHb
pou3BOAUTENHOCTH SSD myTeM NepHOIUYEecCKOTO CTHPAHHS HEHUCIOIb3YEMbIX
0J10K0OB aHHBIX. Peanu3arus 3Toil mporeayphl BO3MOXKHA TOJIEKO MPHU €€ MOICPIKKE
CO CTOPOHBI OINEPAIIMOHHOW CHCTEMBl. DTO TMPOUCXOIUT CICAYIOMUM 00pa3oMm:
CUCTEMa TIepe1aeT HaKOMMUTEII0 HHPOPMAITUIO O TOM, YTO KaKyl0-TO 00JIaCTh TAHHBIX
HEO0OXOMMO OYUCTUTH, KOHTPOJUIEP MOMEYAET ATy 00JaCTh KaK 00JIaCTh YIATsIEMbIX
TAHHBIX W TTPOU3BOIMT 3aITUCh B CBOOOIHBIC SYCHKN O€3 3aIepKKU HA YIAICHUE dTUX
JTAHHBIX. 3aTeM KOHTPOJUIEP BO BpeMs 0e31eUCTBUS WM MaJIO HAarpy3Ku B (JOHOBOM
peXUMEe HaYMHAET IMPOIIECC OYUCTKU paHee oTMeYeHHOU oOnactu. Takum oGpazom,
Jae MpPU OTCYTCTBUU B3aUMOJICUCTBHS MOJIb30BATENsl ¢ HAKOIMUTEJEM, MPOIeaypa
TRIM Oyner BeimosHATHCA. OMHAKO, JO TOTO, KaK SIMEHKM OUYMINAIOTCS, JJAHHBIC Ha
HUX COXPAHSIOTCS, U 3JI0YMBIIUICHHUK MOJKET MOMBITATHCS BOCIIOJIB30BATHCS ITHUM.
CymectByet 3 airoput™Ma paboThl KOHTPOJUIEPOB HAKOMUTENEH, OT KOTOPHIX 3aBUCUT
pe3ynbTaT BhIIconucanHoro aciicteus. Ilepsoiii u3 Hux — Non-deterministic TRIM.
B ciydae ucmoap30BaHusS KOHTPOJUIEPOM JTAaHHOTO aJITOPUTMA, OH MOXKET BBIIATh KakK
JAaHHBIC W3 JTHX SUYECK, TaK W CIy4YalHYI0 ITOCJIEI0BAaTCILHOCTh OHUT, TpHYEM
PE3YNIBTAT MOXKET OBITh PA3HBIM B Pa3HBIX MOIBITKAX. BTOPBIM alropuTMOM SIBIISIETCS
Deterministic TRIM (DRAT). B ciy4ae ero HCHOJBb30BaHHS KOHTPOJIICp OyaeT
JaBaTh OJJMHAKOBOE 3HAUYCHHE (BEPOATHEE BCETO HYIH) IS BCeX staeeK. CIeayrommii
anroput™ — Deterministic Read Zero after TRIM (DZAT), rapaHTHpOBaHHO IAOLITHIA
Hynu 17151 Beex siueek nociie TRIM. Ha cerogusiniauii aeHs Hanbosiee pacipoCcTpaHeHbI
KOHTPOJUIEPHI, HCIOIB3YIONIME BTOPONM W3 BBIMICONUCAHHBIX aJITOPUTMOB, a
UCTIONB3YIONIME MEPBbIN KpaiiHe peaku [2]. Hambosee mpocThiM, HO HEHAISHKHBIM
crocoOoM ypaaneHuss uH(OpPMAIMU C TBEPAOTEIHLHOTO HAKOMHUTENS SIBISETCS €ro
osicTpoe (opMaTtupoBaHHe. B 3TOM ciydae AMCKOBOE MpocTpaHCcTBO Ha SSD
MoMeYaeTcst Kak CBOOOAHOE JJIs 3alUCH, HO JIaHHbBIC, paHEee XPAaHUBIIUECS HA HEM, HE
yAAIAIOTCS. 3alUCh HOBBIX JIaHHBIX MJIET MPOCTO MOBEPX CTAPBIX T.K. OMEPAIMOHHOM
cucTeMe ObUIO COOOIIEHO, YTO HAKOMUTEIh WU pa3/iesl YUCT W TOTOB IS 3aIlHCH.
[Tocne Takoro ¢opMaTHpOBaHWS 3HAYUTEIBHYIO 4YacTh paHee XpaHUBIICHCS
nH(popMaIMi BO3MOXKHO BOCCTAHOBHTH, UYTO JeJIaeT ObICTpoe (opMaTUpOBAHUE
a0COJIFOTHO HEHAACKHBIM.

Taxke Mg TBEPAOTEIBHBIX HAKOIUTEICH CYIIECTBYET CIIOCOO HAIEKHOTO
ynanenus — Secure Erase. On 6b11 mpu3Han HartmonaneaeiM MHCTHTYTOM CTaHIapTOB
u Texnomormii CIHIA (NIST) xak »>¢dexkTuBHbII U 06e30macHBId  CIOCOO
YIOBJIETBOPEHUS IOPUAUYECKUX TpeOOBaHWUN K CaHAlMM JaHHBIX. Secure Erase
MIPOU3BOJIUT OUYMCTKY HAKOTUTENS HA allapaTHOM YPOBHE MyTeM COpAachIBaHMS BCEX
s4eeK B cOoCTOosHUE ABOMYHOrO (. DTOT METOH TO3BOJISIET HE TOJIBKO MPOBECTH
rapaHnTupoBaHHOe ynaneHue napopmaiuu Ha SSD, HO U caenarh 3T0 ¢ MUHUMAIBHO
BO3MOXKHBIM Jis Hero BpeaoM. Ounctka Secure Erase moskeT ObITh mpoBeaeHa Kak
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MPOrPaMMHBIMH ~ CPEACTBAMH, B TOM UHCIE BBIMYIIEHHBIMH  (pupmamu-
MIPOU3BOAMUTEINIIMUA HAKOIUTENEH, TaK U JI0 3arpy3Ku onepannoHHoi cuctemsl B UEFI,
€CJIU TaKOH (PYHKIIMOHAJ MPETyCMOTPEH MPOU3BOAUTEIIEM MAaTCPUHCKOM TIaTh [1].

Ha ceronnsiiauit 1eHp Bc€ Ooblnyto nonyiaspHocTh ooperator NVM Express
(NVMe) SSD, noakioyacMmble HAmpsMyl0 K MaTepUHCKOH IuiaTe B CIOT M.2 u
UCIOJIB3YIoIIHe BeIcOKocKopocTHYIo muHy PCI Express (PCle). biaaromaps sToMy oHH
UMEIOT 00JIe€ BBICOKYIO CKOPOCTh UTEHHUsI M 3alMCH JaHHBIX, yeM y SSD ¢opmara 2,5
JIoiMa, orpaHnYeHHOro ckopocThio uHTepdeiica SATA 3. Hakonurenu Takoro Tuma
HE TOJACPKUBAIOT KOMaH/bI, XapakTepHbie 11 SATA AHMCKOB, OJHAKO MOAIEPKKA
Secure Erase y HuX Takxe UMEETCS.

Onucannasi BbllIe Mpoleaypa Secure Erase sBusercs TydiiuM CHocoOoM
ynajgeHus: WHGOpMallMd C TBEPAOTEIBHOTO HAKOIMUTENS C COXPAHEHHEM €ro
paboTOCIOCOOHOCTH T.K. TAPAHTUPOBAHHO PEATTU3YET OYUCTKY BCEX SUECEK MaMITH Ha
anmnapaTHOM YpOBHE, I1OCJIE YETO BOCCTAHOBJIEHHE NHPOPMALIUU HEBO3MOKHO.

Cnmcoxk NCTOYHUKOB

1. Bugums nansaeie? Het. BoT 1 s He BHXKY, @ OHU €CTh. Y HHUTOXKAEM JIaHHBIS
Ha SSD-HakonuTensx, a eme W CKOPOCTh BOCCTaHaBNIWBaeM. bior kommaHuu
Kingston Technology. URL.:
https://habr.com/ru/companies/kingston_technology/articles/448624/

2. 3ameTaeM cieabl WM Kak 0€3BO3BpATHO YIAIWTh JaHHBIC. bior KoMImanum
Xelent. URL: https://www.xelent.ru/blog/zametaem-sledy-ili-kak-bezvozvratno-
udalit-dannye/

3. TBepaoTeNnbHBIE HAKOMHUTENW. BHYTpeHHEE YCTPOMCTBO M TPHUHITUIBI UX
noctpoenus.  bnor  kommanmuu ~ HIIIT  «udpossie  pemenusi».  URL:
https://habr.com/ru/companies/dsol/articles/504380/

4. SSD: ycTpoiicTBO, KOMIOHEHThI M mpuHIUNel padote. DTF. URL:
https://dtf.ru/hard/46510-ssd-ustroystvo-komponenty-i-principy-raboty

Cratbs noctynwia B pegakuuto 20.04.2023; npunsra k myonukanuu 10.05.2023.

Nudpopmanus 00 aBpropax

Ceoaues O.C. — cryaeHT kKadeapbel «Cuctembl WHOOPMAIMOHHON
O0e3zonacHocTW», HampasieHus noarotoBku «10.05.03 — HMuadpopmanronHas
0e30macHOCTh aBTOMATU3UPOBaHHBIX cucTeM» OI'BOY BO «bI'TY».

Jlvicos J].A. — crapmmii mpenoaBareiib Kadenpsl «CrucreMbl HHPOPMAIMOHHOM
oe3onacHoct»y OI'BOY BO «bI'TY».

Topnos A1l — x.T.H. poueHT Kadeapbl «CucteMbl HHPOPMALUOHHON
oezonacHoct»y ®I'BOY BO «BI'TY».

Bkiax aBTopoB

Ceoaues O.C. — unes, coop marepuaina, o0paboTka maTepuana, YaCTUIHOE
Hanucanue ctatbu (40%).

Jlvicog J[.A. — HaniMcaHWe CTaThU, HAyYHOE penakTupoBanue Tekcta (30%).

T'opnos A.Il. — nanvcanue ctaThy, HaydHOE penaktupoBanue Tekcta (30%).

KoudmukT nHTEpECcOB OTCYTCTBYET.



251

HayuHnas cratss
YK 004.056.53

AHaJIU3 BUI0B 00bEKTOB HH(pOpMATH3ALNH, KOTOPbIE NMOABEPralTCcs
COBpPeMEeHHbIM Kn0epaTtakam

Outer Cepreesuy Cenaues'™, Muxaua IOpnesnu PuiTop?

1. BpstHCKMI TOCYIapCTBEHHBIN TEXHMYIECKUM YHUBEpCUTET, Bpsiack, Poccns
lsedachev57@mail.ru™, https://orcid.org/0009-0004-7688-249X
2rmy@tu-bryansk.ru, https://ocrid.org/(orcid number)

Annomayua. B craThe yKa3blBaeTCsd HEOOXOAMMOCTh M aKTYyalbHOCTh
UCCIIEJOBaHUsI MOTHMBOB Hapymureneil O6ezonacHoctd uHpopmauuu. IIpuBoautcs
CTaTUCTUKA aTak Ha poccuiickue uHpopMannoHHble cuctemsl 3a 2022 ron.
PaccmarpuBaroTcss LenM W MOCHENCTBHS 3THUX arak. IIpoBoaurcs aHanu3 W
IPOrHO3UPOBAHKUE aTaK Ha MH(OPMAIMOHHBIE CUCTEMbI pacCMaTPUBAEMBIX cepax.
[TpuBOATCS MPUUMHBI AKTUBU3ALMH 3JI0YMBIIUIEHHUKOB B chepe nH(POpMalMOHHON
Ooe3zonacHocTH. PaccmaTpuBaeTcss  MOTMBAaLMsS — HapywuTened  0e30macHOCTH
uH(popManuu.

Kntoueevie  cnoea:  wHpOpManuoHHas  O€30MaCHOCTb,  HAPYLINUTENb
0e30macHOCTH MH(pOpMALIMU, MOTHBAIUS HAPYLIUTEIS.

Hapymenue 6e3omnacHocti HHPOpMAIUU MOXKET ObITh OCYILIECTBICHO JIUIIAMH
pa3IUuHOM KBaIM(UKAIMA W B PaA3IMUHBIX MEJSIX. AHaIU3 MOTEHUUAIBHBIX H
peaNbHBIX HApYyIIUTEIEH HHPOPMAIIMOHHOM 0€30MTaCHOCTH, UX HAaBBIKOB M MOTHBAIINH
MO3BOJISIET  MOCTPOUTH  Oosiee  d(PPEKTUBHYIO CHUCTEMYy  3alllUThl  O00BEKTa
uH(bOpMaTH3ALINY.

Cornacno meroanueckoMy aokymMeHty @CTOK Poccun «MeTonnka OUEHKH
yrpo3 6e3omnacHocT HHGOpMAIUNy, yTBepKaeHHOMY 5 peBpasiss 2021 1., OCHOBHBIMHU
criocobamMu peanu3anuu yrpo3 HHGOPMAIMOHHON 0€30MacHOCTH MOTYT SBIISITHCS
pa3InyHbIe ySI3BUMOCTH, BPEIOHOCHOE IPOrpaMMHOE obecrieueHue,
HEJICKJIApUPOBAHHBIC BO3MOXKHOCTU CUCTEMHOTO U npukiagHoro 1O u nporpammHo-
amnmapaTHbIX CPEJICTB U KOMIUJIEKCOB, Pa3JIMUHbIe MPOTPAMMHBIE WM MPOrpPaMMHO-
amnmapaTHbIe 3aKJIaJKHU, CKPBIThIE KaHAJbI NIepeayl JaHHBIX, PU3NMUECKUN TOCTYN K
KOH(HIEHINAaNbHONH HMHpOpMalUK, HapyluleHue O€30MaCHOCTH TpH IOCTaBKaX
MPOTPaMMHBIX, TMPOTPAMMHO-aNMapaTHLIX CPEJICTB W/WIW YCIYr MO YCTaHOBKE,
HAaCTpOMKe, WCHBITAaHUSAM, MYyCKOHAJNAJO04YHbIM paboTaM, a TakkKe OIIUOKH,
COBEpIIIaeMbIE TIPU CO3/IaHUU WH(DOPMAITMOHHBIX CUCTEM U CETEH.

Taxke B BBINIEYKa3aHHOM JOKYMEHTE TMPHUBOJSATCS OCHOBHBIC BHUJIBI
HapyImuTene 0e30macHOCTH WH(OpMAaIuu, K KOTOPHIM OTHOCSTCS CHEIUATbHBIC
CIy’)KObl MHOCTPAHHBIX TOCYIApCTB, TEPPOPUCTUUYECKUEC U  IKCTPEMUCTCKUE
TPYNIUPOBKY, KPUMHUHAIIBHBIE CTPYKTYPHBI, OTACIbHBIC (PU3NYECKHUE JIUIA (XaKEPHhI),
KOHKYPUPYIOIIUE OpTaHW3aIlMU, pPa3pabOTYMKU MPOTPAMMHBIX M TPOrPaMMHO-
amnmapaTHbIX  CpPEJCTB, JMIA, OOECMEeUMBAIOIIME TOCTaBKYy IMPOrPaMMHBIX,

© Cenaues O. C., PertoB M. 0., 2023
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IPOrpaMMHO-aIMAPATHBIX CPEJICTB U 00ECTIEUYNBAIOIINX CUCTEM, TOCTABIUKUA yCIyT
CBSI3U W BBIUMCIIUTEIBHBIX YCIIYT, JIULA, IPUBJIEKaEMbIe JUIsl YCTAHOBKH, HACTPOMKH,
UCIBITAaHUM, MYCKOHAIAJOYHbIX M HWHBIX BUIOB paboT, JMLa, oO0ecrneduBaroline
(YHKIIMOHUPOBAHUE CHUCTEM U CETeW WM O00eCleYMBAIOUIMX CHUCTEM OIlepaTopa
(amMuHHCTpAIUS, OXpaHa, YOOPIIMKH U T.II.), aBTOPU30BAHHBIE MTOJB30BATEIIN CUCTEM
U CeTel, CUCTEMHBIE a/IMUHUCTPATOPBI U aIMUHUCTPATOPBI O€30IIaCHOCTH, YBOJICHHBIE
padotHuku [3].

CormacHo cratucTHKe, coOpaHHoU kommanuen Positive Technologies, umcmo
MHIICHTOB nH(popMannoHHon OezonmacHoctd B Poccuu B 2022 rogy Bo3pocio Ha
20,8% no cpaBaenuto ¢ 2021. B 67% ciy4yaeB ycremHo MpoBEACHHbIE aTaKW UMEIN
1eJIeHanpaBIeHHbBIN XapakTep. B 2022 roay mpou301io 60IbI110€ KOJTMIECTBO YTEUEK
JaHHBIX, KOTOpbIE caMu M0 cebe SBISICh HapylleHHeM HH()OpMaMOHHON
0e30MacHOCTH, MOT'YT TIOBJIEYB 32 COO0I COBEpLIEHUE HOBBIX aTaK C UCIIOIb30BAHUEM
CKOMIIPOMETHPOBaHHONW HMH(OpMarmu. YUCIIO yCHENIHBIX aTak, HalpaBJICHHBIX Ha
BeO-pecypchl OpraHu3alui, yBelIuyuwioch Ha 56%. HauOosbliee uX KOJIMYECTBO
npunnioc Ha CMU, chepy Tpancnopra u rocyupexaenus [1].

[Ipu aTakax Ha pOCCHICKHE TOCYIapCTBEHHbBIE YUPEXKIECHUS B KaXkKI0M BTOPOM
cllydae HCIOJIb30BAJIOCh BPEJOHOCHOE IMPOrpaMMHOE OOECHeueHue, M3 KOTOPBIX
HauOOJIBIIYIO YAaCTh COCTAaBMWIM MIU(poBaNbIIUKU (56% cpean aTak ¢ MPUMEHEHUEM
BpenoHocHoro [10) u BpeJoHOCHBIE IPOTrpaMMBbl AJIsl YJAJI€HHOTo yipasieHus (29%).
Taxxke mpu arakax Ha POCCHUHCKHE TOCYAAPCTBEHHBIC YUPEKACHUS AaKTHBHO
UCIIONB30BAJINCh METOABl COLIMATBHOW HWHXEHEPUH, C TIOMOMIbIO KOTOPOM
37IOYMBIIUICHHUKH TPOU3BOJMIM 3apaXKeHHE KOMIBIOTEPOB BpeaoHOCHbIM [10 u
NOXUIIATKM KOHpHUACHIaIbHY0 uH(popmanuoo. Ciydad yCHEUTHOTO MPOBEACHUS
TaKUX aTaKk YacTO CTAaHOBWJIMCH MPUYMHOM YTEYKH 3HAYUTEIHLHOTO O00beMa
MEPCOHAIBHBIX JaHHBIX TpakaaH Poccuu. B nanpHelem yucio cinyyaes, KOra aTake
NOJIBEPTaloTCsl UH(POPMALIMOHHBIE CUCTEMBI TOCYJAapPCTBEHHBIX YUpEXJEHUM, Oyner
TOJILKO pacTH. AKTHUBHO pa3BuBaromasics B Poccun umdpoBuzauus yciyr as
HaceJsieHus1 0€3yCIOBHO CTAHET CTUMYJIOM ISl 3JI0YMBIIIJIEHHUKOB, KOTOPbIE CMOTYT
HE TOJBKO MOXUTUThH MEPCOHAJIbHbIE JaHHbIE, HO U MOBIHUATh HAa KU3Hb OTIEIBHOIO
rpakJIaHHA U 00IIIECTBA B 1IEJIOM.

Taxke atakaMm MmojaBepraroTCs MEIULIUHCKUE YupexaeHus. B Takux ciyudasx
JEHCTBUS 3J0YMBIIUIEHHUKOB HAIpPaBJIeHbl Ha KOMIIPOMETAIMIO MEPCOHAIbHBIX
JaHHBIX TIAIIMEHTOB, a TaKXK€ Ha BBI3OB COOEB B pabOTe OCTAHOBKY HOPMAaJHHOTO
(GYHKIIMOHUPOBaHUS MeAydpexkacHus. B Oymyiiem, BeposSTHO, MPOJOKATCS aTaKu
KaK C IeJbI0 TMOXHUIICHHUS KOH(UIEHIMAIbHON WH(OpMauu, Tak W C IEIbI0
OTpPaHUYCHUS OKa3aHUS YUPEKACHUSIMHA MEIUIIMHCKUX yCIYT.

Kpome 3TOTO, 3HAUMTETHHOMY YHCIY aTak MOJBEPTaloTCsS MPOMBIIICHHBIC
npeanpusatud. WX 1enbio  SBISIOTCS  BBI30OB cOOEB B paboTe, HapylIEHUs
TEXHOJOTMYECKHUX IPOLIECCOB, KOTOPhIE MOTYT IOBJEYh 32 COOOW BO3HHUKHOBEHHE
JOKAJIbHBIX ~ aBapUii M  OCTAaHOBKA  JEATENBHOCTH  MNpeAnpustus. Taxke
3JIOYMBILIUICHHUKH TOXUIIAIOT KOH(UIEHIMAIbHYI0 HH(OpPMAaIHIO, B YaCTHOCTHU
CBEICHMS, OTHOCSIINXCS K KOMMEpPUYECKON TaifHe. ATakaM MOJBEPraroTcs HE TOJIBKO
MeTaJTypruYecKre, MalIMHOCTPOUTENIbHBIE U TPOYHe OJ0OHbIE UM MPEANPHUITHS, HO
U TPEeInpUsTHs arpONpOMBINUIEHHON oTpaciu. llpuMepamu MOTYT TOCTY>KHUTh
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«Mupatopr», KOTOpbIii ObUT arakoBaH mmH(poBaibiiukoM BitLocker, BpemeHHO
OCTaHOBJIEHHBIN 3aBox «TaBp», u arpoxonguHr «CensiTHHO», B KOTOPOM
3JIOYMBIIIUICHHUKW  TOJYYWIM HECAaHKUMOHUPOBAHHBIA JIOCTYNl K CHCTEMaM,
OTBEYAIOIINM 32 TEMITEPATYPHBIN PEXKUM XpaHEHHS 3aMOPOKEHHOU MPOAYKIUH, ObLIa
MPEANPUHATA MONBITKA UCIOPTUTH NMpoaAyKiHio. KpaiiHe BbICOKa BEpOSITHOCTh TOTO,
YTO 11EJIbIO aTaKU MPOJAOKUT ObITh HE MOJTyYeHre PUHAHCOBOM BBITO/bl, @ HAPYIIICHHUE
NEeSATEIbHOCTH MPEINPUSATUH, OCTAHOBKA MPOM3BOACTBEHHBIX IMPOIIECCOB U BHI3OB
ABAPUMHBIX CUTYaLIUH.

Taxxe arakam MOABEpPrarOTCs OpraHU3allid, OTHOCSAIIUECS K (UHAHCOBOM
cdepe. Oqnako, yncao Takux atak B 2022 roxy yMEHbIIWIOCH HA 7% B CpaBHEHUU C
2021 r. B 47% ciy4aeB MCHOJB30BAIUCH METOJABI COLMAIBHON HHKEHEpUU, MpU
MOMOIIM KOTOPBIX MOXHINAjdach KOH(pHUAeHUManbHass uHPopMmanus. Kpome storo,
MOCJIEICTBUEM TaKWX aTaK 4YacTO CTAaHOBUTCS OCTAHOBKA OM3HEC-TIPOIIECCOB U B
MeHbIIIe Mepe (prHaHCOBBIE TOTEPH. B HacTosIIee Bpemsl CyIlecTBYET TEHACHIIUS Ha
CHIDKEHUE 4YMCla aTaK MPOU3BOAMMBIX B OTHOIIEHHWH (PMHAHCOBBIX YUPEKICHUH,
KOTOpasi BbI3BaHa YJIYYIIEHUEM CHUCTEMBbl 3alUThl MHPOpPMAUUd U COOCTBEHHOU
OTCJIE)KMBAEMON M KOHTPOJIMPYEMOH Ha BCEX 3Tamax pa3padOTKON MPOrpaMMHOIO
obecrnieueHus1. 3I0yMbIIUIEHHUKN 00Jiee CKIIOHHBI aTaKOBaTh KIMEHTOB (PMHAHCOBBIX
OpraHu3alMil U MOJIy4aTh OT HUX NEPCOHAIbHBIC JaHHbIC U (PMHAHCOBBIE CPEJNICTBA.
Tem He MeHee, B CBSI3U C T€M, UTO OaHKU CO3JAI0T U Pa3BUBAIOT CBOM 3KOCHCTEMBI,
BKJIIOYAIOIIME B C€€0s CUCTEMBl YMHBIM JOM, TOPrOBBI€ IUIOLIAIKHA, CEPBHUCHI
NOTpeOIeHUS] MEIUAKOHTEHTA U T.[., BBICOKA BEPOSITHOCTh TOTO, UTO OYyIyIlIHE aTaku
OyIyT HarpaBJi€eHbl IMEHHO Ha HUX.

Hayunble 1 oOpa3oBaTebHbIE YUPEKICHUS TAKKE HEPENIKO SIBISIIOTCS LIEJIBIO
3JI0YMBIIUIEHHUKOB. Kak mpaBuiio, nmoxuinaercs KOHPUACHIHAIbHAs UHPOpMaLus,
BKJIIOYaronass B ce0s mo OoJblleil yacTH mNepcoHalibHble naHHble. Kpome Toro,
3JI0YMBILUIEHHUKH JJOBOJIBHO YaCTO MCHOJB3YIOT MHU(POBAIBIINKY JUIsI MOJTYYEHUS
BbIKyNa 3a paciiu@poBKy HaHHBIX. B Oyayiem BeposTHO yBEJIWYEHHE 4YHCIIa
NOJOOHBIX aTaK KaK C LENbl0 MOXMILEHUS NEPCOHAIbHBIX JAHHBIX, TaK W JJIs
NOJly4YeHHUsl JOCTyNa K HOBEWIIMM Hay4HbIM pa3pa0OTKaM B pa3iIUYHbIX cdepax.
Taxxe crnegyeT oXuAaTh yBEIMUEHHUS YMCia aTak Ha HaOuparomue Bce OOJIBIIYIO
HOMYJIIPHOCTH CEPBHCHI OHJIAlH 00y4ueHus [2].

[TprunHOM MOBBILLIEHUS] AKTUBHOCTH 3JI0YMBIIUIEHHUKOB BO MHOTOM TTOCITYKHJI
yXOI W, KakK CIEICTBUE, HEXBaTKa KBAIU(UIIMPOBAHHBIX KaapoB B cdepe
MH(OPMAIMOHHOW 0€30MacHOCTH, a TaKXK€ YXOJl C POCCHUUMCKOTO pbhIHKA MHOTHMX
MHOCTPAHHBIX KOMITAHUM, MOCTABISAIOIINX CPEACTBA oOecrieueHns] HH(HOPMAIMOHHON
0e30MacHOCTH, B CBSI3U C MOJUTUYECKON oOcTaHOBKOM [2]. Kpome 3TOro, mpuunHon
YBEJIMYEHHS] 4YMCJIa aTaK Ha POCCHICKHME WH(OOPMAIMOHHBIE CHUCTEMBI SIBISIOTCS
ySI3BUMOCTH, OOHApy>KMBAaeMble B MPOrPaMMHOM OOECIIEUEHUU C OTKPBITHIM
UCXOJHBIM KOJOM, KOTOPOE€ HCIIOJIb3yEeTCsI BMECTO MPOAYKTOB YIIEAIIMX C
POCCHIICKOTO phIHKAa KOMITaHWHA. Tak:ke MMeeT MECTO MpeHeOpekeHrne paboOTHUKAMHU
YCTaHOBJICHHBIMU TIpaBUJIaMU TIPH 00paIieHnu ¢ KOHPpUASHIMaTEHON HH(hOpMAITHEH.
3a4acTylo COTPYAHUKH HCIIOJIb3YIOT I XpaHEHUsS U Mepeiavu Takol nHpopMaluu
oOnayHbple XpaHWIWIIA, COLMAJIbHBIE CETH M MecceHmxkepbl. Kpome sTtoro,
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CYLIECTBEHHONH MNpoOseMoil siBisiercs ciabas pa3BUTOCTh U Majas MOMYJISPHOCTh
OTE4YEeCTBEHHOT'O MPOTrPaMMHOTO 00eCTIeUeHUs] U MUKPOAJIEKTPOHUKH.

Taxke B CBSI3U CO CIOXKHBIIEHCS MOJUTUYECKON CUTYyaIllei BO3POCIIO YHCIIO
UHHUIIMATHBHBIX rpyII, COCTOSIIIINX u3 BBICOKOKBAJIN(DUITUPOBAHHBIX,
MOTHUBUPOBAaHHBIX M, BEPOSTHO, CIOHCUPYEMBIX HeIpyKeCTBeHHbIMU Poccun
rocyJaapcTBamu Juil. FIMEHHO OHU CTaBAT CBOEW IENIbIO aTakd, HANpaBJICHHbIC Ha
rocyqapcTBeHHble yupexkaenus, CMU, tpaHcmopT u JApyrue BaxHbIE JUIA
(GYHKIIMOHUPOBaHUS TocyaapcTBa cdepbl U oTpaciu [1]. JlomoanuHHO HEW3BECTHO,
SBISIIOTCA ~ OTH  JIIOAW  TOJUTUYECKH, HMJACOJOTMYECKd WIH  (DUHAHCOBO
3aMOTHUBUpPOBaHHBIMU. CyIIeCTBYET HEMaJiasi BEPOATHOCTh TOTO, YTO OHH COBEPIIAIOT
aTaku, coUYeTas BCE 3TH BHUJIbI MOTUBAIUH.

B Oynymem uucio atak Ha poccuiickue MH(OpPMAIMOHHBIE CUCTEMBI OyneT
pacTu, TaKke OyJeT pacTy M YUCIIO UCTIOIB3YEMBIX IMPU 3TOM CPEICTB U MEeTOI0B. [is
PEIOTBPALICHHS TOI0 HEOOXOIMMO pPa3BUTHE U MOAEPKKA OTEUECTBEHHBIX CPEJICTB
3alUThl UHGOPMAIUH, MPOrPAMMHOI0 OOECHEUYEHU U MHUKPOIIEKTPOHUKHU. Tarxke
HEOOXOJMMO  YBEIMYMTh  YHUCIO  KBAJU(UIUPOBAHHBIX  MOTHMBHPOBAHHBIX
CHELMATUCTOB B JaHHOM oOnactu. KpoMe 3TOro, Hy)KHO YCHWJINTb KOHTPOJIb 3a
COOJIIOZICHUEM  YCTAaHOBJIEHHBIX MpPAaBHJI  COXpPaHEHUS  KOHQUACHIMAIBLHOCTU
uH(pOpMaIlMU Ha BCEX YPOBHSIX.
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Annomayusn. B cratbe paccmaTpuBaeTcsi pa3paboTka NU(PPOBBIX CUTHAIBHBIX
MPOIIECCOPOB U MUKPOKOHTPOJUIEPOB. [IpUBOISATCS MX XapaKTEpUCTUKUA U CPENICTBA
OTJIAJKU.

Knrwueswie cnosa: CAIIP, mukpocxema, pa3zpaboTKa, MPOECKTUPOBAHUE.

B konre 70-x ronoB Ta xe ¢upma Intel BeimycTHiia nepBblii MUKPOKOHTPOJIIEP
(MK) — ognokpucrtanbayto Mukpo-OBM cemeiictBa MCS48, coaeprkalilyto Ha OJTHOM
KpUCTaJJIe TTOMHUMO MHUKPOIPOIECCOPHOTO OJioka 00paboTku uHbopManuu (s1pa)
O3V, mnporpammuoe I[I3Y, TakTOBBII TreHEPATOpP, TAWMEP-CYETYUK U TOPTHI
BBO/1a/BbIBOIa. MUKPOKOHTPOJIIIEPHI PA3IMUAIOTCS B TIEPBYIO OYEPE]Ib 110 Pa3PSTHOCTH
oOpabaTbiBaeMbIX JaHHBIX. Beimyckatorcs 4-, 8-, 16,- u 32-paspsgasie MK. Ectb
OCHOBAHMS OKUJIATh MOSIBJICHUS B OrpKaiiiieM OyayIiem s psijga IpuMeHEeHUH U 64-
paspsaaueix MK. Apxutektypa HexoTopeix MK oGecneunBaeT o0OpabOTKy JaHHBIX
NEPEeMEHHOM PAa3psIHOCTH, HANpUMeEp, CYyImecTBYIOT 4/8-paspsnubie unu  8/16-
paspsausie MK, cuctema KOMaH T KOTOPBIX BKJIFOYAET U 4acTh KOMaH]I 11 paboThI ¢ 8-
nin 16-paspsansiMu JaHHbiMU. Hanpumep, komnanueid Philips Semiconductor coznan
16-pa3psmabiit MK ¢ wmHIekcom S51XA, COBMECTUMBIH 1O HMCXOAHOMY KOOy C
nomysipabIME 8-paspsinabiMa MK cemerictea MCS51 [6].

CrpemieHue Ucnoiab30BaTh MUKpo-OBM mi1s uudpoBoit 00paboTKH CUTHAJIOB
OpUBEIO K CO3JAAHUIO0 CHEUUATU3UPOBAHHBIX HU3JEIUI — IU(GPOBBIX MPOLECCOPOB
o6pabotku curdanos (L{IIOC), onTUMU3UPOBAHHBIX JJIS PEIICHUS 3a1a4 ¢ OOJbIITUM
KOJINYECTBOM MATEMATUYECKUX BBIYMCICHUM, B mepByr ouepenp tuna "MAC" —
omepaluyu YMHOKEHUSI C HAKOIUIEHUEM pe3yibTara. Jlaxke caMmble MPOU3BOIUTEIIbHbBIC
3 00bruHbIX MK mmoxo chpaBisitoTcs ¢ momoOHbIME 3amadaMu. [lepBoit mogoOHOE
uznenue Beimyctuia simoHckas pupma NEC, 3a Helt mocnenoBanmu Texas Instruments,
AT&T, Motorola, Analog Devices u psan npyrux. [logoOHbIe crienraiv3upoOBaHHbBIE
MUKPOCXEMBbI W TIOJYYWJIM Ha3BaHUE "IHU(PPOBBICE CHUTHAJIBHBIC MPOIECCOPHI" WU
rdpoBkie mpoieccopsl 00padboTku curnanoB. [lo oopemam mponax yxe B 90-e Tosb
OHU CTaJI COTIOCTABUMBIMH C OOBIYHBIMU MUKPO-OBM [6].

© Cksopuosa T.B., Buxposa O.B., Octpenos B.A., Cxopkun 1.B., 2023
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B 3aBucumoctu ot ¢opmara nanueix H{IIOC nonpazgensaiorcs Ha ABa Kiacca:
HITOC ¢ nnapatomeit 3ansaroi; IITIOC ¢ pukcupoBanHO# 3anaTo.

B Hacrosimee Bpemsi 3HAUUTEIBHYIO 4YacTh pbIHKA npopax wuzaenuit L{ITOC
3aHUMAIOT 16 paspsiiHbIe CUCTEMBI ¢ (h)opMaTOM JAaHHBIX "pukcupoBanHas 3anstas'". B
CBSI3U C 3TUM YCHJIUS BEIYIIMX 3apyOeKHbIX (PUpPM HarlpaBieHbl Ha pa3paboTky u 16
paspsaaubix saep LIIIOC u cucreM paznuvHol KOH(DUTypallii Ha UX OCHOBE.

K uncny Takux ¢upm otHocsres: Texas Instruments, USA., 3anumaet okoio 45%
mupoBoro peiaka [IIIOC. Ha 06a3ze cBoero nuskomotpeOssromero siapa C20xLP
pazpaborana  cemeiictBo  C20X  HEJOPOTMX  CHTHAJIBHBIX  IPOLIECCOPOB,
MpEeIHA3HAYEHHBbIX JUISI MaccoOBOrO NPHUMEHEHHS, B TOM YHCIE [JIsI 3aMEHbI
MUKpPOKOHTPOJUIEPOB (8 THUIIOB MHUKpOCXeM mpousBoautTenabHocThio 20 MIPS u 40
MIPS) [6].

CewmerictBo C24x — BeicokouHTerpupoBanneie L{IIOC, onTuMusupoBaHHbIE IS
IU(PPOBBIX CUCTEM YIPABIECHUS CBA3HBIM O0OPYIOBAaHUEM, DJIEKTPOABUTATEISIMHU U T.
n. (12 tunoB MMC mnpousogutensHocthio 20 MIPS u 40 MIPS). BnoBb
pazpabotannbii  TMS320C2700 Taxke wunTerpupyer ¢yukuuu HIIOC wu
MHUKPOKOHTpOJUIEpPa Ha OJJTHOM KpPHUCTaJUIE U 00eCcTIeunBaeT MPOU3BOIUTENBHOCTH 10 100
MIPS [6].

Mentor Graphics Corp., pa3zpaboTaBiias COBMECTHMbIE C aHAJIOTMYHBIMU
wznenusimu ~ ¢upmbl  Texas  Instruments sgpa  M320C25 wu  M320C50
rpou3BoauTeENbHOCTBIO 20 MIPS 1 40 MIPS u crenensto unrerpanuu 25K BeHTHIIEH 1
40K BeHTHIJIEN COOTBETCTBEHHO.

HecMmoTps Ha JOCTUTHYTHIE BBICOKHE MoKa3aTesu
MIPOU3BOAUTENIBHOCT/CTOMMOCTh ~ CUTHAJIBHBIX IMPOLECCOPOB €  (DUKCUPOBAHHOM
3aMsITON, pelIeHre OMPEEICHHOro Kiacca 3ajad, TakKhuX, Hampumep, Kak oO0paboTka
uH(popmManuu B pajaapax, paclio3HaBaHUE O0Opa30B U MHOTHMX JIPYTUX CIEUUAIbHBIX
npuMeHeHusx Tpedyer npumerenus 32 paspsaaubix LIIOC ¢ dopmaTtom "miaBarorias
3amarag". Jlns JaHHBIX  MHKpPOCXeM  pa3paboTaHO  anmapaTHO-TIPOTrpaMHOE
oOecrnieueHre, BKIIOUaroliee B ceOsi ammapaTHblil OTIaJAYUK B PEKUME PEaIbHOTO
BPEMEHU U MIPOTPAMMHBIN MYJISTOP, HAKOIIJIEHA OMOIMOTEeKa TPOTrPaMM JIJIs PEIICHUS
TUIOBBIX 33/1a4 M UMEIOTCS CIIEUUATMCTHI sl pa3paOd0TKU yIPABISIOUIUMX TPOrPaMM.

Jlst pazpaboTku cuctem Ha ocHOBe BbilTyckaembix HUUDT uznenuit mist cepun
1830 u 1874 pa3paboranbl MporpaMMHO-arapaTHbie CpeacTBa oTiaaku [1, 2, 3, 4, 5].
AnmapatHyro otrnagky nporpamMm mig UMC 1867BM2 M0XHO NDPOBOJWTH Ha
npoueccopnoit are TMDS 3260026, Bemmonnennot Ha [[OC TMS320C26. UMC
TMS320C26 mnporpammHO u anmapatHo coBMectuma ¢ MMC TMS320C25, 3a
uckioueHueM oobema BHyTpeHHUX O3V u [13Y, 3Tu oTau4us Jerko oTCiIeKUBAIOTCS
nporpaMmMucToM. B komIuiekT noctaBku Bxoaut AccemOnep, Jlunkep n OTinaqyuk.
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OKb k BO3aeicTBUIO TSHKENBIX 3apspKeHHBIX yacTwil / 3ompHUKOB B.K., Makapenko
®.B., Kypasnesa WN.B., TlomoBa E.A., I'pumner FO.B., JlurBunoa [O.A. //
Mopenupopanue cucrem u npoiecco. 2021. T. 14. Ne 4. C. 35-42.
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2. [To6ena C.A. Coznanue noBenenyeckor moaenu LDMOS Ttpansucropa
Ha OCHOBe MCKyccTBeHHON MLP HelipoceTn u ee onucanue Ha si3bike VERILOG-A /
[To6ena C.A., Yepnsix M.I., Maxkapenko ®.B., 3onpaukoB K.B. // MoaenupoBanue
cucteM u nporeccon. 2021. T. 14. Ne 2. C. 28-34.

3. KosokoB A.E. Mertoabl obecriedeHusi CTOMKOCTH  DJICKTPOHHOM
KOMITOHEHTHOM 0a3bl K OJIMHOYHBIM COOBITHSIM IyTeM pe3epBupoBanusa / Ko3rokos
A.E., 3oapaukoB B.K., EBgokumoBa C.A., KBacoB O.H., SIkoBnes K.A., IlmaToHoB
A Jl. // MonenupoBanue cucteM u miporieccoB. 2021. T. 14. Ne 1. C. 10-16.

4, [TomyskToB A.B.MonenupoBanue KojaeOaTENbHBIX MPOIECCOB B MaKeTe
MVSTUDIUM / TIlonysktroB A.B., 3ombaukoB K.B., Aunmudepoa B.M. //
MonenupoBanue cuctem u nporeccoB. 2021. T. 14. Ne 4. C. 139-148.

S. 3onpaukoB B.K. IlpoextupoBanue wuHTEpdEicoB cOOCYCTOMYUBBIX
mukpocxeMm / 3onpHukoB B.K., Mo3srosoit H.B., I'peuansiii C.B., Cemotun M.H.,
Crpykos W.U. // MoaenupoBanue cuctem u npoiiecco. 2020. T. 13. Ne 1. C. 17-24.

6. Kprokos B.II. IIpoektrpoBanre 0a30BbIX JIEMEHTOB KOMILUIEMEHTAPHBIX

BUC nBoiiHOro HaszHayeHWs : AWCCEpTallvs ... KAHIUJATa TEXHUYECKUX HaAyK :
05.13.12. — Boponex, 2002.

Cratps noctynuiia B peaakuuio 24.04.2023; npunsita k myoaukaruu 10.05.2023.

HNudpopmanus 00 aBropax

Ckeopyosa T.B.-K.T.H., noueHT Kadeapbl «BBIUYUCIUTEILHON TEXHUKU U
uHpopmarmonHeix cuctem» O®I'BOY BO «BI'JITY».

Buxposa  O.B.-mpenopaBarens  CIIO  kadenpa  «MHPpOpMALIMOHHBIX
texHoJsioruin» @I'bOY BO «BI'JITY».

Ocmpeyoé B.A.- mnpenopaBarens CIIO kadenpa «MHPOpMALIMOHHBIX
texHonoruin» ®I'bOY BO «BI'JITY».

Ckopkun U.B.- acnupant @I'BOY BO «BI'JITY».

Briag aBTopoB

Ckeopyosa T.B. upaes, coop marepuana, oOpaboTka marepuaia, 4acCTUYHOE
HanucaHue ctatbh (25%), HaydyHOE pelaKTUPOBAHUE TEKCTA.

Buxposa O.B.- vactnunoe Hanucanue ctatbu (25%).

Ocmpeyog B.A. yacTuuHoe Hanucanue ctathu (25%).

Cropkun U.B.- vacTH4HOE HanmucaHue ctathi (25%).

KoH}uKT HHTEpEecOB OTCYTCTBYET.
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YK 004.832

AHaJIU3 MeTOJI0B ayTeHTUPUKAIUY U ABTOPU3ALUH U UX IPUMEHEHUe J1JIs1
3amuThl [1K 0T HeCAHKIIMOHMPOBAHHOIO 10CTYNA

Nanuun Auapeesnu Ckorapenko ' ™, Ilasen Mropesnu Kapaces 2, Xaiizap
Aoayasaxxad X.lamcyaaun 3

L2MUPDA - Poccuiickuii TeXHOIOTUYECKHH yHuBEpcHTET, Mocksa, Poccus
3OI'BOY BO «TT'TY» - TaMOOBCKMI rOCYIapCTBEHHBIM TEXHUYECKUN YHUBEPCUTET,
Tam60B, Poccus

! skotarenko.d.a2@edu.mirea.ru™, http://orcid.org/0009-0006-5945-4092
Zkarasev@mirea.ru, https://orcid.org/0009-0009-3628-6980

3 fit_tstu@mail.ru, https://orcid.org/0009-0006-4255-5874

Annomayun. B ctaThe MBI aHAIM3UPYEM pA3JIMYHBIE JIOCTYIHBIE METOJBI
ayTeHTU(UKALMK U aBTOPU3aLUU U 00CyKJaeM ux npuMmeHenue s 3amutel 1K ot
HECAHKIMOHUPOBAHHOTO JIOCTYIIA.

Kniouegvle cnosa. Meronbl aBTOpU3aLUM, WH(POpMaALMOHHAS OE30MACHOCT,
3ammra 11K OT HeCaHKIIMOHUPOBAHHOTO TOCTYIIA.

AyTteHTu(uUKalMsa 1 aBTOpU3aIs - JIBa OCHOBHBIX M€XaHU3Ma 0€30MacCHOCTH,
UCITIOJIb3yEMBIX JUTSI 3aILUTHI MEPCOHATIBHBIX KOMITBIOTEPOB oT
HECAaHKIIMOHUPOBAHHOTO J0CTyMNa. AyTeHTU(UKAIUs BKIOYAET B ce0s MPOBEPKY
JUYHOCTHU MOJIB30BATENS WM YCTPOMCTBA, B TO BPEMsI KaK aBTOPU3ALIMS ONPEIEISIET,
MMEET JI MOJIb30BaTEb WIH YCTPOMCTBO ITpaBa JOCTYIA K ONPEAEICHHOMY pecypcy
win uHpopmauuu. Vcnonb3oBaHuE HAIEKHBIX METOAOB ayTEHTU(DHUKAIMK U
aBTOpU3allMM  MMeEeT  pemawmee  3HadyeHne g 3amutel [IK ot
HECAaHKIIMOHUPOBAHHOTO  JIOCTyNa, KOTOPBIH MOXKET IPUBECTH K  IOTEPE
KOHGUACHIMATBbHOW HH(pOpMalnY, (UHAHCOBBIM MOTEPSIM U JIPYTUM HApYyLIECHUSM
0€30I1aCHOCTH.

[IporpamMmMHbIe METOJIbI ayTEHTU(PHUKALKUK BKIOYAIOT B ceOsl BBOJ JIOTMHA U
naposisi, HCIOJIb30BaHUE OMOMETPUYECKUX [JaHHBIX (HAampuMep, CKaHUPOBAHHE
OTIIEYATKOB MaJbIEB),  TAK)KE UCIIOJIB30BAHUE TOKEHOB JOCTYIA. JIOTMH U apoiib —
3TO HauboJiee paclIpoOCTPaHEHHBbI cnocod ayTreHTugukauuu. buomerpuyeckas
ayTeHTU(PUKalLUsI CTAaHOBUTCA Bce 0oJiee MOMYJSPHOM U MOXKET OBbITh peajn30oBaHa
4yepe3 CKaHep OTIEYaTKOB MaNbIEB WM KaMepy, PaclO3HAIONIIYIO JHIO. TOKEHBI
JOCTYyTIa, TAKHE KaK KapTouku JocTymna uiu USB-kitoun, MOTYT UCIIOJIB30BATHCS JUIS
JOTOJTHUTENBHON 3aILUTHI.

AnmnapaTHble METOJbl AyTEHTH(PHUKALMU BKIIOYAIOT B Ce0sl HCIOJIb30BAHUE
YCTPOMCTB, TAaKMX KaK CMapT-KapThl, TOKEHbl 0€30MaCHOCTU U JATUYUKHU OTIEYATKOB
NaJbLEB, BCTPOEHHBIX B KOMIBIOTEP WJIM MOAKIOYAEMBIX K HEMY. JTH YCTPOWCTBA
OOBIYHO SIBIISIIOTCS HAJAEKHBIMU M OOECHEUMBAIOT JOIMOJHUTENbHBIN YPOBEHb
0€30IaCHOCTH.

" © Ckorapenko JI. A., Kapaces I1. 1., lamcymmun Xaitnap A6aynsaxxa6 X., 2023
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KomMOunHanust mporpaMMHBIX W anmapaTHBIX METOJOB ayTeHTU(UKAITUTH MOXKET
oOecrieunTh HasexHyto 3amuty [IK. BaxHo BbIOpaTh Harboiee MOAXOASIIUNA METOT
JUIS KOHKPETHOM CUTyalllM, YYUTHIBask YPOBEHb PUCKA U YJ0OCTBO MCIOJIB30BAHMUS.
Bce metonpl ayreHTH(UKAIMM UMEIOT CBOU MPEUMYINECTBA M HEAOCTATKH, U
NPaBUJIBHBIN BEIOOP METOIa MOXKET 3HAUUTEIILHO MOBIUATH Ha Oe3onmacHocTh [1K [4].

Meroabl aBTOpU3AIMN BKIIOYAIOT CIIUCKU KOHTpouist gocTymna (Access Control
List), koHTpoab HOCTya Ha ocHoBe posei (Role-Based access control) u KoHTpOJIb
JOCTyIa Ha OCHOBe aTpuOyToB (Attribute-based access control). Crimcku KOHTPOJIS
noctyna (Access Control Lists, ACL) — 3To MeTOA, KOTOPbIi MO3BOJISIET YIIPABIIATH
JOCTYIIOM K pecypcaM Ha OCHOBE CIMCKA IOJIb30BATEJIEH W TPYII MOJIb30BATENEH,
UMEIIINX TpaBa goctyna. Kaxaplii pecypc MMeeT CBOM COOCTBEHHBIA CIHCOK
JOCTYIIa, KOTOPBIA ONPEAENSIET, KTO UMEET IIPABO HA YTEHUE, 3AMCh WU BBHIITOJHEHHE
Ha 3TOM pecypce.

Kontpoas noctyna na ocHose posteii (Role-Based Access Control, RBAC) —
3TO METOJI, KOTOPBIN ONPEAEIIAET JOCTYI K pECypcaM Ha OCHOBE POJIEH NI0JIb30BATENICH
B cucteme. Kaxxnas pojib UMEET CBOM MpaBa I0CTYIA, U MOJb30BATEIN HA3HAYAKOTCS B
pOJIM B 3aBUCUMOCTH OT MX (DYHKIHMI WM TOJHOMOYMU B opraHuzanuu. Hampumep,
poib "agMUHHCTPATOP" MOMXKET UMETh ITpaBa Ha U3MEHEHUE HACTPOEK CUCTEMBI, B TO
BpeMsI Kak poJjib ""TI0JIb30BaTEINb' MOKET UMETh TOJBKO MpaBa Ha YTCHUE.

Kontpons goctyna Ha ocHOBe aTpuOyToB (Attribute-Based Access Control,
ABAC) — 3T0 MeTO/1, KOTOPBII ONpEIeIsIeT TOCTYII K pecypcaM Ha OCHOBE aTprOyTOB
noyib3oBaTeNnst M pecypca. Hampumep, aTpuOyThl MOTryT BKJIIOYaTh YpPOBEHb
CEKpETHOCTH MH(OpManuu, 1aTy co3lanus pecypca u T.4. [lonb3oBaTenu momyqaror
JOCTYIl HAa OCHOBE COOTBETCTBHSI aTpuUOYTOB IMOJB30BATENsl U pecypca MpaBUIaM
JOCTYyTA.

Onnnm n3 npumepoB ABAC sBisieTcsi MHOTOYPOBHEBBIM KOHTPOJb JOCTYIIA
(Multilevel Security, MLS), KOTOpBIi HCIOJIB3YyEeTCS B CHCTEMax, Iie HEOOXOIMMO
o0OecreyuTh JOCTyH K HHPOpPMAIMM HA Pa3HBIX YPOBHAX CEKPETHOCTH.
[Tonb3oBaTeNsIM pa3perieHo A0CTYM TOJIBKO K HH(POPMAIMKA Ha YPOBHE CEKPETHOCTH,
HE BBIIIIC UX YPOBHS aBTOpU3aIuu [5].

[Ipumenenre mMeTo 0B ayTeHTU(UKAIMU U aBTopu3aruu juist 3amuthl [IK ot
HECAHKIIMOHUPOBAHHOTO JOCTYIA 3aBUCUT OT KOHKPETHOTO Cliy4asi UCIOJIb30BaHHUS.
Hanpumep, B kopriopatuBHO# cpeae RBAC MokeT UCIIOIb30BaThCs 1JIsI OTpaHUYCHUS
JocTyna K  KOHQUACHIHATIbHOM  WHGOpPMAIMUM  TOJBKO  YINOJHOMOYEHHBIM
coTpynHuKaM. B 31paBooxpaHeHMM OHOMeETpuYecKas ayTeHTU(PHUKAUUS MOXKET
UCIIOJIB30BAThCA JJIsi  OOECHedYeHus JOCTyla K 3alucsiM MalMeHTOB TOJIBKO
YIOJHOMOYEHHOT'O MEUIIMHCKOIO MEePCOHAlIa.

B 3akmiodenue cienyer OTMETHTb, YTO HCIIOJIb30BAHUE HAJIEKHBIX METOJIOB
ayTeHTU(PUKALUU ¥ aBTOPU3ALMKU UMEET pemiaroiee 3HaueHue it 3amuthl [IK ot
HECaHKIIMOHUPOBAHHOTO focTyta. [Taponu, Ouomerpudeckue qanHble, CMapT-KapThl U
MapKephl — BCE ATO JeiCTBeHHbIE MeTo bl ayTeHTudukanuu, a ACL, RBAC u ABAC
- abdexTuBHBIE METOMBI aBTOpU3alUU. [IprMEHEHHE STUX METOJOB 3aBUCUT OT
KOHKPETHOTO CJIy4as HCIOJb30BaHUS, HO WX HCIOJIH30BAHUE HEOOXOJMMO IS
noJ/Iep KaHusi  0€30MaCHOCTH TIEPCOHATBHBIX KOMIBIOTEPOB W TMPEJOTBPAIICHUS
HapyILIeHU O€30MacHOCTH.
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Cnmcoxk HCTOYHUKOB
4. lernoB A.IO. 3amura KOMIBIOTEPHON MH(POPMAIIMK OT HECAHKIIMOHUPOBAHHOTO
noctymna. - C.-I1., 2004. - 384 c.
5. Omudep B.I', Omudep H.A. Komnbrorepubie cetu. [IpuHIMIBI, TEXHOJOTHH,
nporokobsl: KOounelinoe nznanue — Cankrt-Ilerepoypr, 2023. - 799-933.

Cratps noctynuia B pegakuuto 20.04.2023; npunsta k myonukanuu 10.05.2023.

HNudpopmanus o0 aBTopax

Ckomapenxko J[.A.- ctynent kadeapel Kb-1 «3ammra undopmanuny,
HampaBiaeHuss moarotoBku  «10.05.03 — HadpopmanmonHas  6e30mMacHOCTb
aBTOMATU3UPOBAHHBIX cuctem» PTY «MHUPOAY.

Kapaces [1.U. - x.1.H., noueHT Kadenpsl Kb-1 «3ammura uadopmanun»y PTY
«MUPIA».

Hlamcynoun Xaiioap A60yneaxxa6 X. - actiupanT MHCTUTyTa aBTOMAaTUKHU U
uHpopMaIrmoHHbIX TeXHOIOTul « T TY».

Bkiax aBTopoB

Ckomapenko /[.A. - uaes, coop marepuaina, oopadotka marepuana (40%).
Kapaces 11.Y1. - Hancanue cTaThi, HAy4YHOE pefakTupoBanue Tekcta (30%).
Llamcynoun Xatioap A6oynsaxxad X. - vactuanoe Hanucanue ctaThi (30%).

KoH}UKT HHTEpEecOB OTCYTCTBYET.
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Annomayuna. B cratbe paccMaTpuBaeTcs MpodieMa OTCYTCTBHUS JETalIbHBIX
NPaKTUYECKUX PEKOMEHIALMK U ONMCAHUM ITPOLIECCOB, MPUBOJALIINX K JTOCTUKEHUIO
XOpOIIMX PE3YJIbTATOB B TIyOOKOM OOy4Ye€HUU. ABTOpP OTMEYAET, YTO JUISI 3TOrO
TpeOyeTcst 00JBIIOE KOJTMYECTBO BPEMEHH M IOCTPOEHUS THUIIOTE3, a TAKKE OTMEYAET
pa3pelB  MEXKIy pe3yJbTaTaMH »dKCIEPTOB M MEHee KBaIU(pUUMPOBAHHBIMU
IPaKTUKaMH, HCIHOJIb3YIOIIMMHU CXO0KHE€ METONbl. PaccMaTpuBarOTCS TUIIOTE3BI
OTHOCHUTEIBHO BBIOOpPA CTPYKTYPHI U NAPAMETPOB NCKYCCTBEHHBIX HEMPOHHBIX CETEH,
a TaKXKe MpeiaraloTcs PEKOMEHJAlUuu IO BbIOOPY HAYaJIbHOW KOH(UTrypauuu
Mozaenu. OCHOBHOE BHHMMaHHUE YJIEJIEHO BBIOOPY AapXUTEKTYpbl MOJEIU MU €€
rurnepnapaMerpoB. ABTOPbl pEKOMEHAYIOT UCIOJIb30BaTh 3apEKOMEHI0BaBIINE ce0s
apXUTEKTYpPhl, KOTOPbIE MOKHO MOBTOPHO HUCIIOJIb30BaTh, U B Cllyuae HEOOXOJUMOCTH
CO3aBaTh MOJIb30BATEIBCKYIO MOJENb. OHH TaK)KE€ PEKOMEHAYIOT HAXOAUTh Hay4YHbIE
CTaTbU, MAaKCUMaJIbHO MPUOIMIKEHHBIE K pelIaeMoil mpobiieMe, U UCIOJIb30BaTh UX
MOJIeIb B KQUE€CTBE OTIPABHOM TOUKH JIJIsl HAuaIbHOW KOH(UTYpaLHH.

Knwuesvie cnoea: HEHWPOHHBIE CETH, ONTHUMAJbHBIE 3HAYCHUS, TIyOOKOE
oOydeHue.

B macrosmee BpeMs A TOTO, YTOOBI 3aCTaBUTh TTYOOKHE HEHMPOHHBIC CETH
XOpouIo paboTaTh Ha MPAKTUKE, TPEOyeTCs 3aTpaTa OOJIBIIOTO KOJIMYECTBA 3aTpaT 1o
BPEMEHH M TOCTpOocHHUE rumnore3. Kpome Toro, peajabHbIe PEHENThl, KOTOPHIC JIFOIN
UCTIONB3YIOT I TIONyYeHHUs XOPOIIMX pe3ydbTaTOB C MOMOIIBI0 TIIyOOKOTO
oOy4YeHHS, PEIKO JOKYMEHTUPYIOTCS. B CTaThsIX HE OMHMCHIBACTCS MPOIIECC, KOTOPBIN
MIPUBEJ K X KOHEYHBIM PE3yJIbTaTaM, YTOOBI MPEJCTABUTH 0OJIEE YUCTYIO UCTOPHUIO, A
y HWHXCEHEPOB M0 MAalIMHHOMY OOYy4YeHHI0, pabOoTaroMMX HaJ KOMMEPYECKUMU
npoOiemMaMu, PeAKO €CTh BpeMsl CHAeNaTh Iar Ha3aa U 00O0OIIMTH CBOW MPOIECC.
Y4eOHUKM, Kak TpaBUiIo, HM30€raroT MPAKTHUYECKUX PEKOMEHAAIMN W OTHA0T
npuopuTeT GyHIAMEHTAIBHBIM TPUHIUIIAM, JaKe€ €CITU WX aBTOPhI 00JIagaroT
HEOOXOJMMBIM ONBITOM MPHUKIATHOW pabOTHI, 4TOOBI JaBaTh IMOJIE3HBIE COBETHL. B
HAyYHBIX MaTepHaliax Ha HACTOSIIIMA MOMEHT OTCYTCTBYIOT KaKOH-THOO TOTBITKH

© Crapony6os K.B., I'pomos 10.10., Kapaces I1.1., 2023
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OOBSICHUTD, KaK JOOUTHCS XOPOIIUX Pe3yIbTaTOB C MOMOUIBIO TITyOOKOr0o 00y4YeHUsI.
CymiecTByeT orpomMHasi IpoInacTb MEXKIY PE3yIbTaTaMH, JOCTUTHYTBIMU 3KCIIEPTAMHU
1o TiIy0OKOMy 00y4YEeHUIO, U MEHEee KBAIM(DUIIMPOBAHHbIE TPAKTUKH, HCTIOIB3YIOIINE
BHEIIIHE CXOXHE METOAbl. B TO k€ BpeMsl 3TH cambl€ 3KCIEPThl C TOTOBHOCTBIO
MPU3HAIOT, YTO HEKOTOPOE U3 TOTO, YTO OHM JEIAIOT, MOXKET ObITh HEOIPaBAaHHBIM.
[lo mepe pasButusi ri1yO0OKOro oOy4eHHs M €ro Bce OOJBIIEr0 BIUSHHUS Ha MHP
o01IecTBY TpedyeTcs 0oJIbIIe pecypCcoB, OXBATHIBAIOIIMX MOJIE3HBIE COBETHI, BKITIOUAs
BCE MPAKTHUYECKUE JETAIH, KOTOPbIE MOTrYT OBITh CTOJIb BaXKHbI IS IOJTYYEHUS
XOPOIIUX Pe3yabTaToB [1].

B xome anamu3a wmaTepua’ioB U JOKYMEHTOB ObUTH C(HOpPMYITHpPOBAHBI
CIIEYyIOIIME THUIOTE3bl, OTHOCSIIMECS K BBIOOPY CTPYKTYpbl W IapaMeTpOB
MCKYCCTBEHHOW HEUPOHHOU CETH.

[Ipu 3amycke HOBOTO MPOEKTa MOMNPOOYHTE MOBTOPHO HCIOIb30BATH MOJEID,
KOTOpasi yxe paboTaer.

* BrpiOepute  XOpomio  3apeKOMEHJIOBaBIIyI0  ce0si  MoJenb, 4acTo
UCIIOJIb3YEMYIO apXUTEKTYPY MOJEININ, YTOOBI CHavyasla MpUCTYNUTh K padore. Beerna
€CTb BO3MOXHOCTH I1035K€ CO3/1aTh II0JIb30BATEIBCKYIO MOJIEIb.

* ApXUTEKTypbl MojeJel OOBIYHO HUMEIOT pa3iMyYHble TUIEepHapaMeTpsbl,
KOTOpBIE OIpPEAEISIOT pa3Mep MOJAEIW U JApYyrue JeTanu (Harnpumep, KOJIUYECTBO
CJIOEB, LIUPHUHY CJIOS, TUIl (DYHKLIUU aKTUBALIUN).

* Takum oO0Opa3oM, BBIOOp apXUTEKTYpbl IEHCTBUTEIBLHO O3HA4YaeT BBIOOP
CEeMENCTBA Pa3IMYHbIX MoJiesiel (IT0 OTHOM JIJISl KaXK/10M HACTPOIKHY TUIleprapamMeTpoB
MOJISTIN).

* Ilo BO3MOKHOCTH HaTH HAYYHYIO CTaThIO, B KOTOPOM paccMaTpUBaETCs YTO-
TO, MAaKCUMAJIbHO ITPUOJMAKEHHOE K paccMaTpUBaeMoil mpodiaemMe, 1 BOCIPOU3BEAUTE
3Ty MOJIEJIb B KAYECTBE OTIPABHON TOUKH.

st BeIOOpa HayanbHOM KOHQPUTYpaIlid HEOOXOIMMO BOCHOJb30BAThCS
CJIEIYIOLIUMU TUIIOTE3aMU:

 Ilepen HauanoOM HaCTPOMKH TMIIEpIIapaMeTpa ONpeIeIUuTh OTIPABHYIO TOUKY.
OTo BKIIIOYAeT B ceOsl ykazaHuWe KOH(Urypanuum Mozenu (Hampumep, KOJIM4ecTBa
CJIOEB), THUIEpIIapaMeTPOB ONTUMHU3ATOpa (HAmpUMeEp, CKOpOCTH OOydeHHUs) U
KOJIMYECTBO 11aroB 00yUYEHUSI.

» Jlns ompeneneHus 3TOM HaYaIbHOW KOH(PUTYpAIUU MOTPEOYETCs] HECKOJIBKO
HAaCTPOEHHBIX BPYUYHYIO 00yUYaIOIIUX 3aIyCKOB U METOJ] TPOO U OIIMOOK.

* OCHOBHOM MPUHIMUIT 3aKJIOYAETCs B TOM, YTOObl HAaWTU MPOCTYIO,
OTHOCUTEIBHO OBICTPYIO, C OTHOCUTEIIbHO HHU3KHM TMOTPEOJEHUEM pPECypCoB
KOH(urypaimio, kotopasi ooecrneynuBaet "pa3yMHbId" pe3yabTar.

* «lIpocroTa» o3Hauaer, 4YTO MO BO3MOMXHOCTH CIIEIyEeT M30eratb CI0KHbBIX
KoH(purypauuii. Jlaxke eciau clokHble KOH(QUTYpaluuh OKaXyTCS MOJIE3HBIMH B
OynyimeM, no0aBiieHHEe WX B TMEPBOHAYAIBHYIO KOH(UTYpAIMIO YpeBaTO MOTepei
BPEMEHH Ha HACTPOMKY Oecrofie3HbIX (YHKIUHN 1/ UM HEHYKHBIMU YCIIOKHEHUSIMHU.

* Haumnate cremyeT ¢ TOCTOSHHOW CKOPOCTH OOydYeHHUS, TPEXKIAe YeM
100aBJIATh MPUYY/ITTUBBIE TPa(UKH 3aTyXaHHUS.
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* Boibop HauanpHOW KOH(pUrypanuu, KOTOpas SBISETCS OBICTpOH U
NOTpeOIsIeT MUHUMAIBHBIE PECYPCHI, ClIeTIaeT HACTPONKY TUIIepIIapaMeTPOB HAMHOTO
oosee 3(pheKTUBHOM.

* Hauunaiite ¢ MoienT MEHBIIIETO pa3Mepa.

* "PazyMHas" mpou3BOAUTEIILHOCTh 3aBUCUT OT MPOOJIEMbI, HO, KAK MUHUMYM,
O3HAYaeT, YTo 00ydeHHasi MOJieJb pad0oTaeT HAMHOTIO JIyYIlle, YEM CIIyHYalHbINA cy4yai
B HaOope MpPOBEPKU (XOTA ATO MOXKET ObITh JOCTATOYHO IJIOXO, YTOOBI HE CTOMJIO
pa3BepTHIBATH).

Bribop konmmdecTBa TPEHHUPOBOYHBIX IIATOB MPENAIoyiaraeT OalaHCUPOBKY
CJIEYIOIIETO HAIPSKEHUS:

 C onHO#l cTOpOHBI, O0y4YeHHE OOJbIIEMY KOJMYECTBY IIArOoB MOXKET
MOBBICHTBH IPOM3BOIUTEILHOCTD M YIIPOCTUTH HACTPOUKY THIIEpIIapaMeTpoB [2].

* C gpyroi CTOpOHBI, TPEHUPOBKA HA MEHBIIIEE KOJIMYECTBO IIArOB O3HAYAET,
4YTO KaXIbli TPEHUPOBOYHBIA MHPOTOH paboTaeT OBICTPEE W HUCHOJB3YET MEHbILE
pecypcoB, noBbIas 3 HEKTUBHOCTh HACTPONKH 3a CUET COKPAILLECHUS BPEMEHH MEKIY
LUKJIAMH ¥ TI03BOJISIsE IPOBOJUTH OO0JIbILIE SKCIIEPUMEHTOB MapajuiesbHo. bonee Toro,
€clii M3HadaJbHO BBIOpaH HEOIpaBAAHHO OOJBIION OOHKET IaroB, MOXET ObITh
TPYAHO U3MEHHUTH €T0 B JajJbHEMIIEM, HAIPUMEp, MOCIIE TOT0, Kak TpaduK CKOPOCTU
oOyueHus OyZeT HaCTPOEH Ha 3TO KOJIMYECTBO 1IAroB.

B 3akitoueHun MOXKHO OTMETHUTD, UTO TITyOOKOe 00ydeHHUE SIBISETCS MOLIHBIM
WHCTPYMEHTOM [IJIsl PEIICHUs CIOXKHBIX 3a7ad, HO JUIsl JOCTHXKCHHS XOPOIIHX
pe3ynbTaToOB TpeOyeTcs HE TOIBKO TEOPETHUECKUN 0a3uc, HO U MPAKTUIECKHUI OTIBIT.
Hcnonp3oBanue yxke CyMIECTBYIOMIMX MOJENEH M apXUTEKTyp MOKET 3HAYUTEIHHO
COKOHOMUTH BpeMsl M YIYYIIUTh pe3yiabTaTel. Kpome TOro, BaKHO HA4aTh C
ompeNiesieHus] OTIPABHOM TOYKM JIJIi BBIOOpa rurieprnapaMeTrpoB. B 1enom, Gosiee
MPAKTHUECKOE M KOHKpPETHOE OOyueHHE MOXKET MOMOYb B 3allOJIHEHUH TMPOMACTH
MEXIy OJKCIepTaMH M MEHEE KBATM(PUIIMPOBAHHBIMU TMPAKTUKAMH B 00JIacTH
rJIyOOKOro OOy4eHHs] U TOBBICUTH 3(D(PEKTUBHOCTH €ro MPUMEHEHHsSI B Pa3THMUHBIX
00JacTsX.

CnucoKk MCTOYHUKOB
1. Deep Learning Tuning Playbook URL: https://github.com/google-
research/tuning_playbook/blob/main/README.md (nata oopaienus: 20.04.23).
2. Measuring the Effects of Data Parallelism on Neural Network Training URL:
https://arxiv.org/abs/1811.03600 (narta ooparenus: 20.04.23).

Cratbsa noctynuia B pegakuuio 21.04.2023; npunsra k nyonukanuu 10.05.2023.

Nudpopmanus 00 aBropax

Cmapoodybos K.B. - k.T.H., nonieHT kadeapsl Kb-2 PTY MUPDA.

I'pomos FO.IO. — n.1.1H. ipodeccop, UHCTUTYT aBTOMATHKN 1 MTHGOPMAITHOHHBIX
texHonorun «TTTY».

Kapaces I[1.U. - x.1.H., noueHT kadenpsl Kb-1 «3anmmra uadopmanumn»y PTY
«MHUPIA».


https://github.com/google-research/tuning_playbook/blob/main/README.md
https://github.com/google-research/tuning_playbook/blob/main/README.md
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Bxuiaa aBTopoB

Cmapooybos K.B. - unes, coop matepuana, o0padoTka MaTepuasna, YaCTUIHOE
Hanucanue ctatbu (60%).

I'pomos FO.FO. — nomollb B aHanu3e MHGOpMAIMKU, HAYYHOE PEAaKTUPOBAHHE
tekcta (20%).

Kapacee I[I.M. — pekoMeHmanmuu 10 O(OPMICHUIO CTaThbHW, HAyYHOE
penaktupoBaHue Tekcra (20%).

KoH(]IUKT HHTEpECOB OTCYTCTBYET.
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HayuHnas cratss
YK 004.051

Pa3paborka cueHapueB co3nanusi npasuj koppeasiuun SIEM Ha ocHoBe
MO/IeJIM YTPO3 U NPOPMJIsi HAPYIUTE s HHPOPMAUOHHO 0€30IaCHOCTH

Koncrantun Baagumuposuu Crapoay6os'™, Bukrop Amnapeesnu 3aiinen?,
Buxrop Baagumuposuu Cymenkon® , Baagucaas Bagepnesnu Iapios*

123pTy MUPDA, Mocksa, Poccust

™starodubov@mirea.ru™, https://orcid.org/

2vit130800@yandex.ru, https://orcid.org/0009-0002-6311-9925
Ssumenkov.vitya2909@yandex.ru, https://orcid.org/0009-0007-2061-1115
“georhecitrulline@mail.ru, https://orcid.org/0009-0005-8386-2232

Annomayusn. B cratbe onuchiBaeTcs pazpaboTKa CLEHapUEB CO3JaHUs IIPaBUIl
KOppEJSIMM JUIsl cUCTeM Oe30MacHOCTH MH(pOpMAalUH, UCIIONIB3Ys MOJEIb YIpo3 U
npopuns Hapymurenas. OHa BKIOYAET OCHOBHBIE NMPHUHIMIMBI PabOThl ¢ CUCTEMOMU
0e3onacHOCTH WH(OpPMAIMU, ONUCAHUE MOJEIU YIrpo3 U Npoduias HAPYIIMTEN,
CLIEHApUHU UCIIOJIB30BaHUS NpaBui Koppensaunu SIEM B pa3nuuHbIX CUTyalMsIX, TAKUX
KaK OOHapyeHuWE BHYTPEHHHUX M BHEIIHUX aTaK, a TaKKe aTaK, OCHOBAHHBIX Ha
COLIMAJIBHOM WHXXEHEpPUH. Pe3ynbTarbl SKCIEPUMEHTOB, IMPOBEACHHBIX aBTOPAMH,
NOATBEPKAAI0T F(P(HEKTUBHOCTH UCIOJIb30BaHUS pa3pabOTaHHBIX HA OCHOBE MOJEINU
yIpo3 U IpoduiIsi HapyIIUTENsl CIIEHapUeB CO3MaHus npaBui koppessiuuu SIEM st
obecnieueHust 6€30MacHOCTH HH(OPMALIUH.

Knwuesvie cnosa: SIEM, nadpopmarimonHas 0€301MacHOCTh, MOJICIb, yIrpo3a,
IpaBuiia KOPPENSIUN, MOJEIb HAPYILIUTEIIS.

B Hacrosiiee BpeMss Bce OOJNBIIYIO TMOMYJISPHOCTH mpuodperaror SIEM-
CUCTEMBI, KOTOpbIE TO3BOJISIIOT pEIIaTh MHOXECTBO 3aJad, CBA3AHHBIX C
oOecrieueHueM Oe3zomacHocTH uHGopManuu. OHU TO3BOJSIOT COOHMpaTh U
HOPMAJIM30BaTh JIaHHbIE W3 Pa3JUYHbBIX HMCTOYHUKOB, KIACCUPUIUPOBATh U
KOPPEIUpPOBaTh COOBITHS, CO3/1aBATh MHUUEHTHI U MTPEAOCTABIISATh MHCTPYMEHTHI 1JIs1
UX paccienoBaHud. biaarogaps BO3SMOKHOCTH XpaHEHUs] HHPOPMALUA O COOBITUSIX U
WHIUJEHTaX Ha JUIMTENIbHbIA MEepruoja BPEMEHU M ObICTporo gocryna kK Heud, SIEM-
CUCTEMBbI CTAHOBSITCSI HE3aMEHUMbIM HHCTPYMEHTOM JIJIsi 0OecrneueHnst 0€301MacHOCTH
unpopmaruu. Taxxke SIEM Bxomutr B uyuciao oOs3atenbHblx cucreM Wb mo
HECKOJIbKUM CcTaHaapTaMm TpeboBanus peryistopos: @3-187, npukaz ®CTIK 21, 31,
['OCT P UCO/MBK 27002-2021,TOCT P 57580.1. Ha ocnoBanuu ®©3-187 Bce SIEM-
cucTeMbl 00s13aHbl ObITh noAkIoueHbl K 'ocCOITKA.

Lenp maHHOM CTAaThH 3aKIIIOYAETCS B pa3pabOTKe CIICHAPUEB CO3JaHUs MPaBUII
koppermsiiun  SIEM  Ha oOcCHOBE Mojenu yrpo3 W Tpowis HAPYIIUTENS
nH(popMaImoHHON Oe3omacHOCTH. B crarbe OymeT paccMoTpeHa MOJelb Yrpo3 U
npouiab HAPYIIUTENs, KOTOPBIM MPEICTaBIsieT HAaHOOJIbIIYIO yTrpo3y ISl CUCTEMBI
MH(OPMAIMOHHON 0€30MaCHOCTH, a TAKKE METO/IbI CO3/IaHUsI MPABUIT KOPPEIIALIUU Ha

© Crapony06os K. B., 3aiiieB B.A., Cymenkos B.B., [1anos B.B., 2023



266

uX OcHOBe. Pesynbrarom pabOThl CTaHYT TOTOBBIE CIEHAPUU CO3/JAaHUS MPABHII
KOPpEJSLUU, KOTOPhIE MOKHO OYJET UCIONIb30BaTh i oOecrieueHus: 0€30MacHOCTH
nHpopMaruu.

Mopens yrpo3 U Hapymurenss MH(OOpMAIMOHHONW O€30MacHOCTH TO3BOJISIET
UIECHTUGUIMPOBATH MOTEHIIMATIBHBIE YTPO3BI JJII CUCTEMBI U OLIEHUTh BO3MOKHOCTHU
¥ MOTHBBI HapyIIUTENS. DTO MO3BOJIAET ONPENETUTh, KAKHE TUIIBI aTaK MOTYT OBbITh
HaIlpaBJICHbl HA CHUCTEMY, KAaKHE YSI3BUMOCTU CIIEAYET 3allUTUTh WU Ha OCHOBE
MOJIYYCHHBIX JTAHHBIX CO3/1aTh TPEOyeMbIe TIPaBUIa KOPPEIISIIHH.

[IpaBuna koppensitun SIEM 1mo3BoIsIOT 00HAPYKUBATh U MPEAYNPEKIATH 00
aTakax W WHIMJCHTAaX WHOOPMAIMOHHOW O€30MaCHOCTH, HCIOJIb3Yys pPa3IHMYHbBIE
HMCTOYHUKHU JIAaHHBIX, HATIPUMED, KYpPHaJIbl COOBITHI, CHCTEMHBIEC U CETEBbBIC )KYPHAJIBI,
JaHHbIE O Tosib3oBarene u T.1. [IpaBwia koppensuuu SIEM MoryT ncmnosib30BaThbCst
JUIsi aBTOMAaTHUYECKOTO OOHApY’>KEHHs M pEearupoBaHUs HA pa3IMYHbIC BHUIbI aTaK,
OCHOBBIBASICh Ha CTIEHM(PUUECKUX MPABUIIAX, HAIIPUMED, TTOBTOPSIOIINECS HEYJauHbIe
MOTMBITKY BXOJIa B CUCTEMY, HEOOBIYHBIE 3aIIPOCHI WJIK TpapuK HA CETH U T.1I.

Takum o6paszom, npaBuia koppesiuiuu SIEM u monens yrpo3 u HapyHuTes
uH(OPMAIMOHHOW  O€30MAaCHOCTM  MOTYT  HCIOJb30BAThCSI  COBMECTHO  JJIA
OOHapy>KeHHUsI U TPEAOTBpAIICHUS PA3NIMUHBIX BHUJIOB aTaKk M HWHIUJECHTOB
uH(MOpPMAIMOHHONW 0Oe30macHOCTH. Mojenb yYrpo3 W HapyIIMTENs MOXET ObITh
WCITIOJIb30BAHA JIJIA ONpE/eNICHNUs, KaKue BUJbI aTak HauboJjee BEPOSTHBI, a MpaBHIia
koppesmsitud  SIEM  mMoryT ObITh HAacTpoeHbl i OOHapyKE€HHUsI 3ITHX aTaKk u
MpeOTBpAICHUS UX.

C ydyeTom Hanu4us mpaB JOCTYIA U BO3MOKHOCTEHN MO TOCTyNy K HH(OpMaIluu
U (WIM) K KOMIIOHEHTaM UH(OPMAIIMOHHONW CUCTEMbl HAPYIIUTEIN TOAPA3ACISIIOTCS
Ha JIBa THUIIA:

® BHCIIHME HAPYWIWTEIM — JIMIA, HE UWMEIOIME TpaBa JOCTyma K

UH(OPMAITMOHHOW CHUCTEME, €€ OTIEIbHBIM KOMIIOHEHTaM M pealu3yIoline

yTrpo3bl 0€30MaCHOCTH UHPOPMAIIUU U3-3a TPAHUI] MH()OPMAITMOHHON CUCTEMBI,

® BHYTPEHHHUE HAPYUIUTEIU — JIULA, UMEIOIINE ITPABO MNOCTOSIHHOTO WJIK PAa30BOTO

JOCTyNa K MHPOPMAITMOHHON CUCTEME, €€ OTJEIbHBIM KOMIIOHEHTaM.

JInst noCTKEHUS LIeJIeN TaHHOM CTaThU Mbl OCTAHOBUJIMCH HA aIMAHUCTPATOPE
Wb, Tak kak JaHHBIA BUJ HApYLIUTENS MPEACTABISCT HAMOOJBIIYIO Yrpo3y s
CUCTEeMbI HHPOPMAITMOHHOMN 0€30MaCHOCTH.

AnMuHUCTpaTOp O€30MaCHOCTH - BHYTPEHHUM HapyIIUTENIb C 0a30BBIMHU
BO3MOYKHOCTSIMHU, MOKET UMETh Pa3HbIM YPOBEHB MPaB JOCTYIA K HHHOPMAITMOHHBIM
pecypcaM U KOMIIOHEHTaM CUCTEM U CETEN.

HapymmuTens MOXKET UCMOJb30BaTh Pa3IMYHbIE METOAbl U UHCTPYMEHTHI IS
MOJIYYCHHUS] JOCTyNa K KOH(PUACHIHAIbHOW WH(OpMAllMd W HAHECEHHUs Bpeaa
KOMITBIOTEPHBIM cUcTeMaM u ceTsM. [losromy, pa3paboTka 3(PGEeKTHUBHBIX MeEp
0€30macHOCTH M 3alUThl UHGOPMAINH SBISETCS KPUTUUYECKH BXKHOW 3adadei s
10001 OpraHu3aIxH.

[IpuBeneHHble BbIIE YrpoO3bl MPUMEHUMBI s JroOoi |T-komnanum u
MO3BOJISIOT BHIOPATH CIAEAYIONINE CLIEHAPUH IO CO3/AHUIO IPABUII KOPPEIISIIUU:

1. Pannee npenynpexaeHne 0 CKAaHUPOBAHUU, PACITPOCTPAHEHUN CETEBBIX
yepBed u T.0. Tpurrep: Ilpenynpexnaenue o 15 wiam  Oosnee  COOBITHSX
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oTOpachIBaHUS/OTKIOHEHHsI/3ampeTa Opanamayspa ¢ onHoro IP-ampeca B Teuenue
OfHOW MuHYTBl. McTrouHuku coOblTuii: bpanamayspbl, MapHIpyTU3aTOpbl U
KOMMYTaTOpPBI

Pesynbrar:  IlpenoTBpailieHMe  pacHpOCTpPaHEHUS  CETEBBIX  4YEpBE B
KOPIIOPATUBHOM CETH.

2. OmnoBelieHue npu OOHApYKEHUHM BUpPYCa, IIMUOHCKOTO WM JAPYroro
BpenoHocHoro IO na xocte. Tpurrep: OnosenieHrne npu 0OHapYyKEHUU Ha OJHOM
y3ine wunaeHtudunupyemo dactu BpemoHocHoro I10  Hcrounmku COOBITHIA:
Antusupyc, HIPS, netexTopsl moBeaeHUECKUX aHOMAIUM CETH/CUCTEMBI.

Pesynpratr: IlpepgoTBpaimieHue pacnpoCTpaHEHHs BUpPYCa, LIMUOHCKOTO WM
npyroro BpenoHocHoro I10.

3. OnoseniaTth, KOrja KOHTPOJIUPYEMBIM UCTOYHHUK KypHaia HE OTIPABUII
coObITHE B TeueHue | yaca (BpeMs 3aBUCUT OT ycTpoiicTBa). Tpurrep: YcTpoiicTBo
coopa >KypHajla JOJDKHO NEpPUOAMYECKH CO3/1aBaTh COOBITHE, YTOOBI IOKAa3aTh,
CKOJIBKO COOBITUI OBUIO MOJIYYEHO, U YTO 3TO uncio 6obiie 0. McTounuku coObITHii:
YerpoiicTBo cOopa KypHaAIOB.

Pesynbrar: CBOEBpEMEHHOE MOJIyUYE€HUE COOBITUH.

B pesynbTaTe paboTsl ObUIH pa3pabOTaHbl TOTOBBIE CLICHAPUH CO3aHUs TPaBUl
koppersiiut - SIEM  Ha ocHOBe Mozenu yrpo3 M NpoQuiis HapyLIMTENs
UH(POPMAIIMOHHON 0€30IaCHOCTH, HAa UX OCHOBE ObUIM NIPEICTaBJIECHBI METOJbI
co3gaHus npaBuil Koppessauuu. [loaydeHHble clieHapul MOXKHO HUCTIONIb30BaTh JIS
oOecrieueHus: Oe3omacHOCTH MHPopMauuu. J[aHHas CTaThsl MOMOXKET MOBBICHTH
YPOBEHb 0€30MaCHOCTH UH(OPMAIIMU U CHU3UTh PUCKHU €€ YTEUKH WM KPaXHu.

CnucoKk HCTOYHUKOB

1. «The Common Attack Pattern Enumeration and Classification (CAPEC)».
Mexanusmbl ataku. URL: https://capec.mitre.org/data/definitions/1000.html (mara
obpamenus: 10.04.23)

2. ®denepanpHas choyk0a MO TEXHUYECKOMY M JKCIOPTHOMY KOHTPOJIIO.
MeTononorudyeckuii fToOKyMeHT. MeToKka OlleHKH yrpo3 0e30macHoCTH HHGOpMAIIHH
oT 5.02.21. URL: https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/2170-
metodicheskij-dokument-utverzhden-fstek-rossii-5-fevralya-2021-g (mata
obOpamenus: 10.04.23).

3. denepanbHas cliyxk0a MO TEXHUYECKOMY U SKCIOPTHOMY KOHTPOJIIO.
bank maHHBIX yrpo3 OesomacHoctd uHbopmanuu. URL: https://bdu.fstec.ru/ (nara
obOpamenus: 11.04.23).

4, Jmvutpunii Ky3nenoB. ['ocCOIIKA: yTo Takoe, 3aueM HyKHAa M Kak
yCTpOEHa. URL.: https://www.anti-
malware.ru/analytics/Technology Analysis/gossopka-what-is-it-how-it-works (mara
obpamenus: 17.04.23).

5. I'pomor O.IO., Crapony6o K.B., Kapaces IL.UM., 3aiiner B.A.,
CymenkoB B.B. Ucropus, tennenmuu pazsutus u poib SIEM-cucrem. URL:
https://elibrary.ru/item.asp?id=50143217 (nata oopamenwus: 17.04.23).
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Cratps noctynuia B pegakuuto 21.04.2023; npunsra k myoaukanuu 10.05.2023.
Nudopmanus 06 aBTopax

Cmapooybos K.B. - x.r1.H.,, poueHt kadeapsl Kb-2 «lIpukiagnsie
uHdopmalmonHsie TexHomorun» PTY MUPDA.
3atiyes B.A. — crygent xadenpet Kb-2 «Ilpuknanneie mHbOpMaIIOHHbIE

texHoJiorun», PTY « MUPDOA».

Cymenkos B.B. — crynent xkadeapsl Kb-2 «llpuknaansie nuHGopManmoHHbIe
texHoJiorun», PTY « MUPDA».

llasnose B.B. — wmaructp kadenpsl Kb-4 «VHTEmneKTyanbHbIE CHUCTEMBI
uHpopMaimoHHou 6e3onacHoctn», PTY « MUPDAy.

Bxuaa aBTopoB

Cmapooybos K.B. - uaes, coop matepuana, o0paboTka Mateprala, YaCTUIHOE
Hanucanue ctatbu (50%).

3aiiyes B.A. — noMonIs B aHanu3e MHPOpPMAIMU, HAYYHOE PEIAKTHUPOBAHUE
tekcta (20%).

Cymenkoe B.B.— pexomeHganuu 10 O(QOPMIICHUIO CTaTbU, HAy4YHOE
penaktupoBanue Tekcra (20%).

llasnos B.B. — pepakTupoBaHue TEKCTa, HATMCaHUE BbIBOOB 110 padoTte (10%).

KoH(]UKT HHTEpEeCcOB OTCYTCTBYET.
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O630pHas cTaThs
YK 004:056

Yrpo3sl 1 aTaku B 00J1acTH KHOEepOe30macHOCTH

Jlapbsi AnexceesHa Tepexosa ™
bpsiHCKMI rOCYTapCTBEHHBIN TEXHUYECKUM YHUBEPCUTET, bpstHCK, Poccus

daraterehova5@gmail.com™, http://orcid.org/0000-0002-0027-3442

Annomayua. Yrpo3bl W aTaku B HACTOSIIEE BpeMs SIBISIOTCS TJIABHOM
npobsieMoil B o0iactu KuOepOe30macHOCTH. 3MOYMBIIUICHHUKA MOCTOSHHO HIIYT
Cr0c00 3amoayYUTh HEOOXOUMbIC UM CBEJICHUS, UCIIOB3YS CaMble pa3HBIE METOIBI,
IpU 3TOM CO37]aBasi HOBbIE U COBEPIICHCTBYsA cTapble. UTOOBI ceOs 00e30macurh,
HE0OXO0AMMO 3HAaTh 00 UICTOYHUKAX, YrPO3axX U aTakax B 00JacTu kuOepbe30nacHOCTH
KaK MOKHO OOJIbIIIE.

Knwoueevie cnoea. xubepOGe3omnacHOCTb, yrpo3a, aTaka, BpPEIOHOCHOE
porpaMMHOE 00eCIeueHne, UICTOYHUK.

B coBpemenHoM Mmupe, rae OosbllIoe KOJUYECTBO MH(GOpPMAILMU XPAaHUTCS B
AJIGKTPOHHOM BHJI€ M TEPEAcTCsl MO CETsIM, KuOepOe30nacHOCTh CTaHOBUTCS BCE
Oonee BaxHOW. Kaxnplil 1€Hb KOMIIBIOTEPHBIE CUCTEMBI MOJBEPraloTCsi yrpo3aMm U
aTakaM, KOTOpble MOTYT MpPHUBECTH K yTeUKe KOH(UICHIMAIbHON HH(pOpManuu,
HapYLICHUIO paObOThl CUCTEMBI MIIH XK€ KpaXe JIEHEKHBIX CPE/ICTB.

PacnipocTpaHeHHbIE HCTOUHUKHN KUOEPYTpO3:

Bremnue HocuTenn HHPOpPMaLUH.

Xakepsl.

BpaxneOnbie rocyapcTaa.

Teppopuctrueckue OpraHu3aimu.

BpenonocHele uHcaiinepbl (COTPYAHUKH, KOTOpPbIE HMMEIOT 3aKOHHBIN
JOCTYI K aKTUBaM KOMITAHUH U 3JI0YTIOTPEOISIOT CBOMMH MPUBUIETUSAMU JJISI KPaKH
uHGOpPMaIlMU WM HOBPEXKACHUS KOMIBIOTEPHBIX CHUCTEM B IIEJIX 3KOHOMHYECKON
WUJIM JINYHOM BBITOJIBI).

Kubepb6eszonacHocth (6e30macHOCTh MH(DOPMAIMOHHBIX TEXHOJIOTHI) — 3TO
JEUCTBHS II0 3alIUTE KOMIIBIOTEPHBIX CHUCTEM, CETEH, YCTPOMCTB M JAaHHBIX OT
Kkubeparak, KHOepIpecTyIIEHUH U HECAaHKIIMOHUPOBAHHOTO JocTyna. OHa BKIIOYAET
B ce0s Mepbl 10 00eCeueHUI0 KOH(PUACHINAIbHOCTH, LEIOCTHOCTH U JOCTYITHOCTH
JAHHBIX, a TAKKe 3allUTy OT BPEAOHOCHBIX MPOrpamm, (PUILKMHra W IPYrUX BHUIIOB
KHOEpyrpo3.

Yrpo3a kubepOe30macHOCTH — H3TO MpeJAHaMEpeHHas MOMBITKA MOJYYUTh
JOCTYI K KaKUM-JIMOO CBEJACHUSIM. 3JIOYMBIIIEHHUKH TTOCTOSIHHO COBEPILIEHCTBYIOT
CBOM METOJbl arak (kubOeparak), 4ToObl OOOWTHM MHCTPYMEHTHI OOHApY>KEHUS U
MCITI0JIb30BaTh HOBBIE YSI3BUMOCTH, HO TAK)KE€ OHU MCHOJB3YIOT HEKOTOPbIE U3BECTHBIE
METO/bl, K KOTOPbIM MOKHO OBITh TOTOBbIM. Ha JaHHBII MOMEHT CYIIECTBYET
HECKOJIBKO TUIIOB YIpo3 KuOepOe30nacHOCTH:

agbrhwhE

© Tepexona /1. A., 2023
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1. BpenoHocHble mporpaMMebl (BUPYChI, TPOSIHBI, YEPBU U T.A.). JlaHHBIN THI
ABJISETCSl Hauboliee paclpOCTPAaHEHHBIM W3 M3BECTHBIX yrpo3.  BpeaoHocHoe
nporpammHoe obecnieuenue (BIIO) MoxkeT ObITh yCTaHOBIEHO Ha KOMIIbIOTEp 0e€3
corjacus nojib3oBaresiss. OHO MOXET UCHOIb30BATHCS JIJIsi cOOpa KOH(PUACHIIMATBHON
uH(popmaIuu, repexnara rnapoJiei Win Jaxke yJ1ajJeHHOTO YIIPaBICHUS KOMIIBIOTEPOM.
Yacto BIIO pacnpocTpaHsieTcsi yepe3 AJIEKTPOHHYIO MOYTY, COLMAIbHBIE CETH WM
BPEIOHOCHBIE CAMNTHI.

2. CommanbHasi MHXXEHEPHUs] — 3TO MPOLIECC MaHUITYJIHUPOBAHUS JIIOJbMHU,
YTOOBI OHU COBEPUINIIN OTIPEIeTICHHbIC AEUCTBUS, KOTOPhIE MOTYT MIPUBECTH K YTEUKE
KOH(UACHIIMATHFHOU HH()OPMALIUY UM HAPYIICHUIO O€30MaCHOCTH. DTO MOKET OBITh
UCIOJIb30BaHO IS TOJMyYEHHUsl JOCTYIa K MapoJisiM, JIMYHBIM JaHHBIM WJIH JPYrou
KOH(DHIeHIIATEHON MHGOPMAIIHH.

3. @OumuHr (MOIIEHHUYECTBO C HCIIOJIb30BAHUEM JIIEKTPOHHOW TIOYTHI,
COLIMANIBHBIX ceTe u T.1.). Llenpto QUIIMHTOBON aTaku SBISETCS MOJy4YEHUE
KoH(UIeHIIMaNbHON WHGOPMAIIMK, TaKOM KakK JIOTHMHBI, MapoJid WU JaHHbBIC
0aHKOBCKHX KapT. JJaHHBIN THUI yrpo3 3aKII04YaeTCsl B OTIPABKE dJIEKTPOHHBIX MTHUCEM
WIN COOOIEHUN, KOTOpBIE BBIMJSAST Kak oO(QUIMAbHBIE 3alpochl OT OaHKOB,
WHTEPHET-MarasuHoB WA JPYTUX OpTraHu3aIui.

4, [Iporpamma-manTaxkuct (BpemnoHOCHasi mporpamma mudpyer danbl,
OJIOKUPYSI TOCTYIN K HUM). 3JOYMBIIUIEHHUKH YacTO W3BJICKAIOT JAHHBIE BO BpeMs
aTaku TPOTPAMMBI-IIIAHTAXKUCTA U YTPOXKAIOT OIyOJIMKOBAaTh MX, €CIM HE TMOJydaT
BEIKYTI. B 0OMeH Ha K104 J71s1 pacuipOBKH KEPTBBI JOJKHBI 3aIIATUTH BBIKYII, KakK
paBwIIo, B KpunToBatoTe. He Bce kimroun pacmmdpoBKu paboTaioT, MOATOMY OIUIaTa
HE rapaHTUpPyeT, uyTo (ailsibl Oy IyT BOCCTAHOBJICHBI.

S. Kubepmmuonaxx  (nmosiyueHve  KOHQUAEHUMANbHOW  HMHPOpMaUuu
rOoCyAapCTBEHHBIMU UM KOPIOPATUBHBIMU IIMHUOHAMH).
6. Buyrtpennue yrposbl. [Ipu BHyTpEeHHEN yrpos3e JIOJH, YK€ UMEIOLINe

JOCTYTl K HEKOTOPHIM CHCTEMaM, CTAHOBSITCS MPUYMHON HapylIeHUs 0€30MacHOCTH
Wi (UHAHCOBBIX MOTEpb. MHOrAa 3TO MpoUCXOOUT HempeaHamepeHHo. OaHako
HEKOTOPBIE BHYTPEHHUE YTPO3bI SBISIOTCS HAMEPEHHBIMH.

7. [lenenamnpasnenHass ycronuumBas yrposa. I[Ipum yrpozax srtoro Ttuma
3JIOYMBIIUICHHUKH TOJIYy4aloT IOCTYIl K CUCTEMaM, HO OCTAalOTCsl HE3aMEUYEHHBIMU B
TEYEHUE JUIMTEIBHOIO IepuoAa BpEeMEHH. IIpEeCTYNHHMKM MCCIEIyIOT CHUCTEMBI
1[eJIEBOM KOMITAaHUU U MMOXUIIAIOT JaHHBIE, HE BhI3bIBAs HUKAKHUX 3aAIIUTHBIX KOHTPMEP
[6].

Urto kacaercs aTak kubepoe3zonacHocTH. K HUIM B OCHOBHOM OTHOCSITCSL:

ATtaka oTka3za B oociaykuBanuu (DDoS)
MexceteBbie ataku (MITM)

ATaku Ha cyiabble MapoJid U yYETHBIE 3aITUCH
B3nowm uepe3 ys3sumoctu B [10

@u3N4EeCKUN JOCTYN K yCTPOMCTBAM U CUCTEMAM
Artaku ot BIIO (Bupychl, uepBU, TPOSIHBI U T.I1.)

I[Jm 3alIUTHl OT KHOEPYTpo3 HEOOXOJMMO UCTIONb30BATh KOMIUIEKCHBIN MOIX O/,
KOTOpBI BKJIOYAaeT B CeOs HCMOJIb30BAHME AHTUBUPYCHOTO MPOTPAMMHOIO
o0ecrnedeHus, peryasipHoe OOHOBJIEHHWE MPOTPaAaMMHOIO OOECIeUYeHHs], yCTaHOBKY

ook wnE
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CIJIBHBIX TMapojiel U ABYyX(aKTOpHOM ayTeHTU(UKAIMH, a TaKXKe CIeI0BaHNe
MpaBUJIaM, KOTOPBIE MOIEPKUBAIOTCS IPABOOXPAHUTEIbHBIMA OPTaHAMU.

B nenom, kubepbe30nacHOCTh SBISETCS BAXKHOM MPoOIeMoii, koTopasi TpeOyeT
BHUMaHUS M JEHUCTBUI CO CTOPOHBI Ka)JOro IIOJIb30BATENSl KOMIIBIOTEpA H
OpraHu3anuu. YTpo3bl U aTaku B o0JacTu KuOepOe30macHOCTH MOTYT MPHUBECTH K
CEPbE3HBIM MOCIIEICTBUSAM, IOATOMY HEOOXOAUMO MPUHUMATH BCE MEPHI JJIs 3aIIUThI
cBOEi MH(GOPMALIMK U CUCTEM.
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Annomayus. B cratbe npeacTaBiieH 0030p cnenudukanuu crangapra WPS,
MpeIHa3HAaYeHHOTOo JJi1 HacTpoiku OecnpoBoaHbix Wi-Fi ceteil. PaccmaTpuBatorcs
aTaku Ha mnpotokon perucrpaunu WPS. IlpuBoasTcs pekomMeHIaluuMyd MO 3alluTe
OecrpOBOAHBIX CETEH OT PACCMOTPEHHBIX aTakK.

Knwueswie cnosa: ananus 3amntel, crangapt WPS, npoTtokout.

Wi-Fi — TexHOJIOTHS TIOCTPOCHUS OCCITPOBOJHBIX JIOKAIBHBIX CeTel Ha Oase
cemerictBa ctangaptoB IEEE 802.11. Cerogus Texnonoruto Wi-Fi moanepxuBarot
PAKTHYECKH BCE COBPEMEHHBIEC AJIEKTPOHHBIE YCTPOUCTBA, BKIIIOYAs MEPCOHATBHBIC
KOMIBIOTEPHI, UTPOBBIE KOHCOJH, CMapTQOHBI, IMU(PPOBbIE KaMepbl, IUIAHIIETHHIC
KOMIIBIOTEPHI, ayAuoIuieepsl U coBpeMeHHble npuHTepbl. Wi Fi mcmombsyercst He
TOJIKO B JJOMAIITHUX CETSIX, HO U B CETSIX MPEANPHUITHIA U TOCYUPEIKICHHI.

Tak kak oTcyTcTBHE (PU3MYECKOTO COCTUHEHUS JellaeT OECIpPOBOIHBIE CETU
Oonee ys3BUMbIMH 4eM poBoHbIe Ethernet cetu, To pazpadoTurkamu TexHosoru Wi-
Fi ObLI peAIoKEH psix Mep TS 3aIUTHI IIEpeIaBaeMbIX JaHHBIX [4].

Hecmotpst Ha TO, uTo cranmapt WPS Obin mpe3eHTOBaH Kak O€30MacHbI U
IPOCTON COCOO HACTPOMKM OEeCIIPOBOAHBIX CETEH, MpU ero pa3paboTKe, a TaKkKe BO
MHOTHUX peau3alusix ObLI JOIMYILEH PsAJl CYIIECTBEHHBIX HEIOCTATKOB, MO3BOJISIOLINX
3JIOYMBIIIUICHHUKY TIOJIYYUTh HECAHKIIMOHHPOBAHHBIN JIOCTYIl JaXXe€ K XOPOIIO
3anMIEHHON OecpoBoHOM ceTu [1].

B nanHoii pabGore Oyner mnpoBeaéH o0030p cranmapta WPS, paccmoTpeH
MIPOTOKOJI PETHCTPAIIH HOBOTO YCTPOMCTBA B O€CITPOBOAHOMN CETH C UCIIOJIb30BaHUEM
WPS, a takxe Oynert npeacTaBieH pa300p U3BECTHBIX aTaK Ha JaHHBIM MPOTOKOJ.

Cnemudukamuss  craggapra WPS  mpeaycmatpuBaeTr JBa  criocoba
pa3BepThIBAaHHS U HACTPONKH 3aIUIIICHHOW OeCTIPOBOIHOM ceTH [4]:

— mepBblii cocod «Out-of-Band» — mo3BossIeT NMpoOW3BECTH HACTPOUKY
napameTpoB OecnpoBogHoi cetu Wi-Fi mo cranmapram Ethernet/UPnP (Taxxke

© Xpymes H. C., 3aiigynnun A. P., bamkupos P. M., I'pomoB 0. FO., A6n Amu Xycceitn Hamxmu
A6x Amu 2023
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ctangapt WPS nipenycmaTpuBaeT BO3MOXKHOCTh ucnoib3oBanus NFC);

— BTOpOi crioco6 «In-Band» — mo3BossieT nmpon3BecTy HACTPOUKY MapaMeTpoB
oecnporoanoit cet Wi-Fi o ctangapram IEEE 802.11/EAP.

OcTaHoBUMCS Ha PAaCCMOTPEHUM BTOPOro Crocoba, Tak Kak MMEHHO OH
MPEICTABIACT HAUOONBIINA MHTEPEC CO CTOPOHBI 3JIOYMBINUICHHUKA, TaK KakK MpU
WCIIOJIb30BAaHUU JIAHHOTO Crocoba CyliecTByeT HAa0Op YsI3BUMOCTEH, HCHONb3YA
KOTOPBIC MOYKHO ITOJTyYUTh HECAHKIITMOHUPOBAHHBIM TOCTYI K OeCIpOBOIHOM ceTH [4].

BTtopoii cioco6 HacTpoWKHM mapamMeTpoB OECIIPOBOIHON CETH BKITIOYAET B CEOsI
TPH BapuaHTa J00aBJICHUS HOBOTO YCTPOKCTBA K OSCIpOBOIHOM ceTH [4]:

— BapHaHT C UCIOJIb30BaHUEM criennaibHON KHOTKH «Push Button Connecty;

— BapuaHT C HCIOJb30BAHMEM BHYTPEHHErO perucrparopa (perucrpanus
HOBOT'O YCTPOICTBAa HHUITUUPYETCSI TOUKOM JOCTYIIA);

— BapUaHT C MCIOJb30BaHUEM BHEIIHErO pErucrparopa (perucrpauus HOBOTO
YCTPONCTBA MHULIUUPYETCS MOKIII0YaEMbIM YCTPONCTBOM).

OcranoBuMcs Ha niporieaype npoBepku WPS PIN, coctosimuii u3 8 uudp, npu
ATOM MOCEAHSS IU(Ppa — KOHTPOJIbHAS CyMMa, BEIYHUCIIAeMasi HA OCHOBE MIPEIbLTYIITUX
nudp. Hamuure KOHTPOJIBHOM CyMMBI HEOOXOIUMO ISl TOTO, YTOOBI HM3BECTUTH
oJIb30BaTels 0 ToM, 4To PIN BBeIeH HEKOPPEKTEH 10 UCIIOJIH30BAHUS B IPOTOKOJIE.

1. ITocne BKIIIOYEHUS TOYKA AOCTYIIA pACCHIIAET MaKeThl «Beacony», B KOTOPBIX
coJlep KUTCS MHGOPMAIIMSI O HATUYUU MOAAEPKKU TexHosorun WPS.

2. IlogkioyaeMoe yCTPOMCTBO, MOJYYUB HH(POPMALIMIO O MOJAECPKKE TOUKON
nocryna texHosorun WPS, oTnpapisier Touke J0CTyIla CBOU UJICHTU(DHUKAMOHHBIE
JTAaHHBIE B 3alpOCE Ha YCTAHOBJICHHE 3alMIIEHHOTO coeauHenus «Probe request». B
otBeTe «Probe-response» TOYKa OCTyNa OTIPAaBISET CBOM MIACHTU(UKAIIMOHHbBIE
JIaHHBIE.

3. YV nonb3oBatens 3ampammBaercss PIN, HeoOXonumblil Uil yYCTaHOBKH
3aIMAIIEHHOTO COEINHEHHUS.

4. Mexay MOJIKIOYA€MbIM YCTPOMCTBOM YCTaHABJIMBAETCS COCIMHEHUE 10
npotokory 802.1X u BBIONHIETCS pacIMpsieMblil mpoToko ayTeHTrudukamu EAP.

5. Touka gocTyma U MOJKII0YaeMOe YCTPOMCTBO OOMEHUBAIOTCS COOOIIEHUSIMU
M1-MS8. Haznauenue u coaepkanue JaHHBIX COOOIIeHUH OyaeT mpeACTaBISHO HIKE.

6. Touka ocTyna v MOJAKIIOYAEMOE YCTPOUCTBO OOMEHUBAIOTCS] COOOIIEHUSIMU
«EAP-Done», «EAP-ACK», «EAP-Faily, o3Hauaronmmu 3aBeplieHHE CECCHH
MPOTOKOJIA PETUCTPALIUH.

7. KnueHTckoe yCTpOMCTBO MEPE-TIOAKIIOYAETCS K TOUKE JOCTYIA, UCIIOIb3Ys
JIJISl aBTOPHU3AIINY TaHHBIE U HACTPOUKH, IMOJTYUYCHHBIE B XO€ BHIMIOJHEHHS IPOTOKOJIA
peructpanuu [4].

[Iepen nauanom nporokona peructpauuu WPS PIN konBeptupyercs B 1a 128
OUTHBIX YKCIIa CIEAYIOIIUM 00pa3oMm:

— PSK1 — nepBbie 128 6ut ot HMACaythkey (iepBbie 4 udpsr WPS PIN);

— PSK2 — nepBrie 128 6ut ot HMA Cauthkey (BTOpBIE 4 1T ps1 WPS PIN).

[Toyuennsie 3nauenust PSK1 u PSK2 ucnonsiytores B R-Hash1 u R-Hash2 nns
JI0KAa3aTesIbCTBAa TOrO, YTO MOJKIFOYaEMOMY YCTPOMCTBY U3BECTEH KOPPEKTHBIA WPS
PIN Touku nocryma.

Jlanee moaki04aeMoe YyCTPOWCTBO reHepupyer Ae 128 OutHble ciyuaiiHbie
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nocnenoBareabHOCTH R-S1, R-S2 xoTopbie Takke UCHOIB3YIOTCS TPHU BBIYUCICHUU B
R Hashl u R-Hash?2. [Tocne momyuenust R-Hash1 u R-Hash2, a Takxe mmdpoBanHoro
3HaueHUsI ENCieywrapkey(R-S1), B coobmernn M4, Touka noctyna paciumdpoBbIBacT
3HadyeHue R-S1 u Berumciser R-Hashl'.

Jlanee Touka JO0cCTyna CpaBHHUBAaeT BblUMCIeHHOE 3HaueHue R-Hashl' u
3Hauenue R Hashl, nmonydyenHoe oT mokirouaeMoro yCTpomucTaa.

Ecnu 3HaueHus COBMANAIOT, TO 3TO O3HAYAET, YTO NEPBBIE YETHIPE CHUMBOJIA
WPS PIN Ob1111 BBEJIEHBI BEPHO.

AHaIOrMyHO OCYIIECTBIISIETCS MPOBEPKA MOCIEAHUX YEThIpEX CUMBOJIOB WPS
PIN mocie oTnpaBKu MOAKIIOYaEMbBIM YCTPOHCTBOM coo0IieHus M6.

Ecnu 06e wactu PIN Ob111 BBEI€HBI KOPPEKTHO, TO TOUKA JJOCTYIA OTIPABIISET
coobrmerre M7 B KOTOpOM coJiepKaTcsl HACTPONUKH OECITPOBOIHOM CETH, B TOM YHCIIC
UM OECIIPOBOJHOM CETH U €€ mapoib

B cnyuae, ecnu nporiecc WPS ayTeHTH(UKalMU HE BBIIOJHSAETCS HAa KAKOM-
anbo 1mare, To Toyka jgoctyna otnpasisier cooOuienue EAP-NACK, mocne dyero
COEJIMHEHHE C MOJKII0YAEMbIM YCTPOWCTBOM Pa3phIBAECTCS.

Ataka Ha WPS wuncnonb3yer ysS3BHUMOCTb, JOMYIICHHYIO IpU pa3padbOTKe
CTaHAapTa, KOTopas MO3BOJIAET arakyrouemy pasneaute WPS PIN Ha nBe wactu, n
pa3zenbHO Mody4yaTh MH(OpMaLMIO 0 KOppekTHocTH 3TUX uyactedl PIN u3 oTBeTOB
TOYKH jJocTyna [2].

JlaHHas aTaka O3BOJISET COKPATUTH KOJIMYECTBO BAPUAHTOB Kioua ¢ 108 mo 10
+ 10% Ho sT10 eme He Bce, Tak kKak nocneanss mudpa PIN — koHTponsHas cymma, TO
KOJIMYECTBO BApHMAHTOB BTOPOM uacTH cokpamaercs no 103, Tem cambiM oOmiee
Kon4ecTBo BapuanToB PIN cokpamaercsa mo 10° + 10,

Eme ogna araka Ha mpotokos WPS Oblna mpeioikeHa CHEUairucToOM IO
KOMIbIOTepHOU Oe3omacHoCcTH JlomuHukoM bonrapnoM. JlanHas ataka UCTOJB3YyeET
yS3BUMOCTH, JONYLIEHHbIE B peaju3alusX NPOTOKOJA PErucTpaluHd PSAIOM
IPOU3BOAUTENEH ceTeBOro o0opyaoBanus. [[is ocyiiecTBieHus: ataku He TpeOyeTcs
TIOCTOSTHHOTO MOKJTFOUCHHS 37I0YMBIIINICHHUKA K TOUKe jJocTymna [4].

VY SA3BUMOCTB, TO3BOJISIONIASl OCYIIECTBUTH JAHHYIO aTaky, 3aKJII04aeTcs B
redepanuu caydaiHbix uyucen (E-S1 u E-S2) na MHOTMX TOYKax jgoctyna.

Tak, ecnu arakyromuii cMOXkeT y3HaTh 3HaueHus E-S1 u E-S2 nocne nonyuenus
OT TOYKH JIOCTYyIa COO0IIeHNs M3, TO OH CMOXKET OeCIPEensITCTBEHHO 1Mo100path WPS
PIN nyrem nepe6opa 11 000 BO3BMOXHBIX BapUAHTOB.

Taxk, ecniu 06mMeH cooOuieHussMu M1 1 M3 poucXouT B OJIHY U TY K€ CEKYHY,
to E-S1 = E-S2 = N1. Eciiu B TeueHHne HECKOJBKUX CEKYH/I, TO 3aj1a4a nogoopa WPS
PIN cBoauTcs K ONpEnesICHUI0 HAYAIIbHOTO COCTOSIHUS T€HEpaTopa ICEBA0CITYYalHbIX
MOCJIE0OBATEIbHOCTEN Ha OCHOBE 3HaueHus N1.

Ncnons3oBanue texnosnoru WPS siBnisiercst Hebe30macHbIM, 3T0 00YCIOBIEHO
ySI3BUMOCTSIMU, JIOMYIIEHHBIMH KaK [P pa3pabOTKe CTaHAapTa, TaK U ySI3BUMOCTSIMH,
JIOTIYIIEHHBIMH  MIPOU3BOJUTENISIMA CETEBOI0 OOOpYNOBaHUS TMpU pean3aluu
cneuudukanun WPS B cBoux ycrpoiicTax.

Campiii BepHBIH croco0 3ammThl — oTkiIoueHne WPS B HacTpoiikax TOYKH
J0CTyMa J0 TOro, Kak Oy/eT BhIIyIlIeHa HoBas Bepcus cranfapta WPS, ycrpassomnias
CYIICCTBYIOIINE Ha TAHHBI MOMEHT ys3BUMOCTH [4].
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Annomauusn. B ctatbe paccMaTpUBAETCS CIIOCOO OLIEHKH CETEBBIX KOMILIEKCOB
OOPTOBBIX  PAJUOIJICKTPOHHBIX OOBCKTOB BO3AYIIHBIX CYIOB, C IOMOIIBIO
pa3pabaThIBAEMOT0 HAYYHOM POTOM BOKCK PaJMO3JICKTPOHHON OOPHOBI CIICIIUATLHBIM
WHTEJUICKTYaJIbHBIM IIPOIPAMMHBIM KOMILICKCOM «AHATUTHK.

Kniouegsvle cnosa: nporpaMMHBIN KOMIUICKC, YS3BUMOCTH, CKaHEP CCETCBOM
0Ee30I1aCHOCTH, aTaAKH.

C pa3ButueM HH(POPMAIMOHHBIX W BBIYUCIUTEIBHBIX CETEH YBEIMYUIIOCH
MOSIBJIEHUE YSI3BUMOCTEH, MPEJOCTABISIIONIMX BO3MOXKHOCTh KaK CIy4ailHOro, Tak u
MPEIHAMEPEHHOIO BMEIIATEIbCTBA B HMH(POPMALMOHHBIE CHCTEMbl. becnuioTHbIe
neratenbHble anmapathl (BIIJIA) mMoryT okaszaTbcsi 00BEKTOM HH(DOPMAIMOHHOIO
IPOTUBOOOPCTBA IPU OCYIIECTBICHUN HH(OPMAILITMOHHOTO BO3ACHCTBUS, pE3YIbTaTOM
KOTOporo Oyaer MoauduKalus ero CBOMCTB Kak WH(GOPMAIMOHHON cuctemsl [1].
3110yMBILUIEHHUKH, TTOJIYYUBIINE TOCTYM K padoTe 0opToBoM cuctembl BITJIA, moryt
HOJIyYUTh TOCTYI K COJIeprKalieiics B Hel MH(pOpMaluu U UCKa3UTh €€ JOCTOBEPHOCTh
[2].

Ha ocHoBe ananmza nH()OpPMAIMOHHBIX MOTOKOB, IUpKyupytonmx B BITJIA,
HaMOOJIBIINN UHTEPEC MPEACTABISAIOT CICAYIOIINe HHPOPMaIMOHHbIE 010KH [5]:

— KJTroueBas uHpopMaIus;

— koManabl ynpasienust BIUUIA u annapatypsi;

— naHHble no3urmonupoBanus BITJIA B mpocTpaHCTBE;

— crneuuaibHas WH(OpManus (IaHHbIE pa3BEAKW, KOMaH/Abl YIPaBICHUS B
paMkax 60eBoil HHPOPMALIMOHHON CHUCTEMBI);

— TelieMeTprudecKkas nHpopManus.

Vsazgumocth  uH(popMmarmonHoi — cuctembl  (MC) —  cBoiictBo  UC,
00yCJIOBIMBAIOIIEE BOZMOXKHOCTh peaInu3aliii yrpo3 0e30nacHOCTH 00padaThiBaeMoi
B HeMl uHpopMaIuu.

K norenmuansabiM ys3umocTsiM BITJIA moxHO oTHecTH [5]:

© Xpymes H. C., Omensuenko U. A., I'pumun U. C., larckux B. B., 2023
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— HEOOXOAMMOCTh TIOCTOSIHHOTO oOOMeHa wuHpopManueil ¢ Ha3eMHBIMU
MyHKTaMU yIPaBJICHUS,

— HCHOJIb30BAHME BHEIIHEHM cuCTeMbl mno3uuuoHupoBanus bBIIJIA B
IIPOCTPAHCTBE;

— OTKPBITBIE TIOTOKU TEIEMETPpUUECKON HH(DOpMAIUY;

— OTCYTCTBHE UJTU OTPAHUYEHHOE UCTIOIB30BaHUE CPENICTB KpUnTorpadhuyeckon
3amuThl uHpopmanuu (CK3N);

— BBICOKAsi BEPOATHOCTh KOMIIPOMETaluu KiroueBoi nHpopmarmu u CK3U.

CereBble  CKaHEpbl HANpaBIEHbl HA PEIICHHE CIEIYIOUX  3a]1ad:
uACHTUGUKANS W aHAIW3 YSI3BUMOCTEH, WHBEHTApU3aIlUsl PEeCcypcoB (TaKkWX Kak
OlepallMOHHAsl CHCTEMa, IPOrpaMMHOE OOECIeUYeHHEe U YCTPOWCTBA CETH) U
dbopMHpOBaHNE OTYETOB, KOTOPBIC COAEPKAT OMUCAHNE YI3BUMOCTEH M BapUAHTHI UX
ycTtpaneHus [3, 4].

BOABIIMHCTBO COBPEMEHHBIX CKAaHEPOB OE€30MaCHOCTH CeTH paboTaeT Io
HIDKETIEPEUNCIICHHBIM MMPUHIIUIAM:

— cOop uH(popmManUu O CeTH, UACHTU(PUKALUSI BCEX AKTUBHBIX YCTPOMCTB U
CEPBHUCOB, 3allyIICHHBIX HA HUX;

— oOHapy>KeHUE MOTEHIIUATBHBIX YSI3BUMOCTEH;

— TOJTBEPKICHUE BBHIOPAHHBIX YSA3BUMOCTEH, JUIsI YEro WCIHOJIb3YHOTCS
cnenupuIecKre METOIbl U MOACIIUPYIOTCS aTaKH,

— (hopMUPOBAHUE OTYETOB;

— aBTOMATHUYECKOE YCTPAHEHHUE YSI3BUMOCTEH.

B nanHOl paboTe s MOWCKAa YSI3BUMOCTEH YCTPOMCTB TMpeijiaraercs
UCIIOJB30BaTh  CHEHHUATBHBIM  MHTEJUICKTyaJdbHbIH  MPOTPAMMHBIM  KOMILIEKC
«Ananutuk». B oTiMuMe OT CYIIECTBYIOIIMX CKAaHEPOB CETEBOM OE€30MacHOCTH,
POrPaMMHBIA KOMITICKC UMEET CIACAYIOIINE MperumyIecTra [6]:

— BBICOKAsI CKOPOCTh IPOBEPKU JOCTYMTHOCTH U CKAHUPOBAHUE TIOPTOB;

— IPOTUBO/ICHCTBHE OOHAPYKEHUIO TPOIECCa CKAHUPOBAHUS;

— aBTOMAaTHU3UPOBAHHBIN MPOIECC cOOpa U aHATU3a PE3yJIbTaTOB CKAHUPOBAHUS;

— onpenesenre mecrononoxenus P20 1o pe3yibrataMm CKaHUPOBAHUS,

— OompeneNieHue YSA3BUMOCTEH MPOTrpaMMHOTO W ammapaTHOTO OOecreYeHUs
CKaHUPYEMOTro 00OBEKTa.

Kommieke « AHAIUTHK» UMEET MOJYJIbHYIO apXUTEKTYpy, KOTopas pasjelieHa
Ha HECKOJILKO TPYIIIT: MOYJIU aHaJK3a MMPOBOAHBIX U O€CIPOBOIHBIX CETEH YCTPOUCTB
(B3aMMOJCHCTBHUE C CEThIO), MOJYJIM OOHAPYKEHUS M IKCIUTyaTalluu YS3BUMOCTEH
MIPOTPaMMHOTr0 00eCTICUeHUSI U MOYJIU B3aUMOJICUCTBUSA ¢ 0a3aMu JaHHBIX.

PaccmoTpum 4dacTh pazpabaThiBaeMbIX MOJAYJIEH MPOrpaMMHOTO KOMILJIEKCA.
Mopaynb CKaHUpPOBAaHMS CETH  OCYHIECTBIISIET MPOIECC CKPBITOrO  IMOMCKa
PaIOdIEKTPOHHBIX O0BEKTOB. IlapaMeTpbl HACTPOMKM CKaHMPOBAHHS TO3BOJISIFOT
BBIOpATh JWama3oH cKaHupyeMbix [P-ampecoB, MeTon ocyiecTBieHuUs mpoiiecca
ckaHupoBaHus. B pesynbrare ObUT IPOCKAaHUPOBAH YYaCTOK CETH, T/I€ TPOU3BOIUIICS
orpoc 00BbekTOB yepe3 80 mopT, ¢ momortisio Meroga TCP SYN (puc. 1).
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Puc. 1. Pesynbrar pabotsl Moayis «CKaHep ceTu»

Monaynb CKaHUpPOBaHUSI MOPTOB MPEIHA3HAYEH JJII CKPBITHOTO BBISIBICHUS
paboThI CEPBUCOB U CIIYXkO0, 3aIyIIEHHBIX HA CKaHUpyeMoM ycTpoicTBe. [TapameTpsl
HAaCTPONKH CKaHUPOBAHUS IO3BOJISIIOT BHIOPATh METOJ| CKAHUPOBAHMS, TUANA30HbBI
CKAaHUPYEMBIX TOPTOB U aJPECOB PAJAUOIIECKTPOHHBIX OOBEKTOB B CETH, a TaK¥Ke
MPOTOKOJI TMepeayu JAaHHbIX. BbpUIO TPOU3BENEHO CKAHWPOBAHUE BBISIBICHHOIO
o0bekTa cetH, ¢ momoIbio Meroga SYN SCAN npotokosnioB TCP u UDP B ananasone
ot 0 10 2500 mopTa 1 B pe3ybTare yero ObLIN 0OHAPYKEHBI 3ayIICHHBIC CEPBUCHI U
ciyk0bI (puc. 2) [6].
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Puc. 2. Pe3ynbraT pabotsl Moayis «CkaHep YCTPOMCTB»

Pe3ynapraTel paboThl MOKAa3aHHBIX MOAYJIEH HCIONB3YIOTCS I OpraHu3aliu
CIIELHAIBHEIX IPOrPAMMHEIX BO3IEHCTBUM, XpaHsIUXCcsS B Oase ysa3BuMocTei. basa
YSA3BUMOCTEN COJIEP)KUT OIMCAHME YA3BMMOCTH Ha QHIVIMHACKOM S3BIKE, CIIMCOK
HOJBEPIKEHHOIO  OTOM  YA3BUMOCTH  IPOTPAMMHOIO  OOECIEUYECHHsS,  YCIOBHS
UCIIOJIb30BAHMUS U BPEIOHOCHBIN KOJI OKCIUTyaTaliy. Takke IMEETCs T€0JIOKAnOHHAsT
0a3a JaHHBIX, C TIOMOIIBIO KOTOPOHM MOJKHO OINpPEICIUTh TeorpaduuecKoe
MECTOITOJIOKEHHE BBeIeHHOro IP-afpeca u OHa Tak)Ke aBTOMAaTHUECKH (OPMUPYET H
oTOOpakaeT IepeueHb CTpaH, PErHOHOB, TOPOJOB M COOTBETCTBYIOIIUX MM
nuarna3oHoB IP-ampecos [6].

Takum 00pa3oM, MPOTPaMMHBIA KOMIUIEKC II03BOJISIET YCKOPHTH IIPOIECC
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aHaNM3a ysI3BUMOCTEH B MCIIOJIB3YEMOM allapaTHOM U MPOTPaAaMMHOM OOECIeUeHUHN
ceTeBo MH(GOPMAIIMOHHONW CHCTEeMBbl OopToBOoro obOopyaoBanus bBIIJIA, uto
OKa3bIBa€T  CYIECTBEHHOE  BJIMSHUE HAa  yOpaBieHHEe  UHOOPMAIMOHHOU
0€30MacHOCTHIO.

Cnncoxk HCTOYHUKOB

1. Manoitnno A.B. T'ocynapcTBeHHass wHGOpPMaIlMOHHAS MOJUTHKA B OCOOBIX
ycioBusix: MoHorpadus. M.: Uzg. MU®U, 2003. 306 c.

2. Kocesauyk B.B., CensBecrok H.U., 3610un E.1O., Xammatos P.P., Kapmnerko
C.C. Konnenmus obOecnieueHnss WHOOPMAITMOHHONW 0€30MacHOCTH  OOpPTOBOTO
o0opynoBaHus BO3AymHOTO cyaHa // Bompockr kubepoe3onacHoctr. 2018. Ne 4. C. 9—
20.

3. Weidman G. Penetration testing: a hands-on introduction to hacking // No
Starch Press. 2014. 531 c.

4. babun C.A. JIabopatopus xakepa. CII6.: BXB-IletepOypr, 2016. 240 c.

5. BunokypoB A.B. AHanu3 ysS3BUMOCTEH KOMIUIEKCOB C OECHMJIOTHBIMU
JIeTaTeIbHBIMU amnmnapaTaMy U KiaccupuKaius yrpo3 6€30MacHOCTH IIUPKYIUPYIOIIEH
B HUX uH(popmanuu // I-METHODS. —2016.-Ne 1. - T. 8. - C. 5-0.

6. Bepemarun /1. 0., CemucuactnoB A. E. Hayuynas pota B cpepe oGecrieueHus
nH(OPMAIMOHHONW 0e30MacHOCTH (Ha MpUMEpPEe MHTEIUIEKTYaJIbHOTO MPOTPAMMHOIO

komiutekca «bactnon») // TamOoBckue npaBoBbie YteHus uMvenn ®. H. [TieBako. —
Tam6o0B, 2021. — C. 344 — 350.

Cratpsa noctynuia B pegakuuio 20.04.2023; npunsra k nyonukanuu 10.05.2023.

Nudpopmanus 00 aBropax
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KoudmukT nHTEpECcOB OTCYTCTBYET.
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Annomayun. O60pOHHAS TPOMBIIIJICHHOCTh SIBJSIETCS OJHOM U3 BaXKHBIX cep
KMU. 3ammra npeanpusatuid 3TOro npopuias KPUTHYECKH Ba)KHA, ITOCKOJIBKY
o0OecrieyeHue  HENpepbIBHOTO  (QYHKUMOHUPOBAHUS  JAHHBIX  OOBEKTOB  —
CTpaTernyeckas 3ajaya.

Knwuesvie cnosa: xputuyeckas uHPOpMallMoHHas UHPPACTPYKTypa,
uH(popManmoHHas 6€30MacHOCTb, 00OOPOHHAS POMBIIIIIEHHOCTD.

Kputnueckas undopmarmonnas undpacrpykrypa (KMH) — nporpammuoe
o0ecrnieueHne, CUCTEMBI YIIPABIECHUS U CPEJICTBA CBS3U, KOTOPBIMU IOJIb3YIOTCS OaHKH,
TOCCTPYKTYpBI, TNPEANPUATUS TOIUTUBHO-3HEPTETUUECKOTO KOMIUIEKCa U Jpyrue
OpraHu3aliy, MOBPEXKICHUE CETEed KOTOPBIX MOYKET NPUBECTU K CEpPbE3HBIM
TOCJICICTBHUSAM TSI TPaXKIaH ¥ SKOHOMUKH [1].

IlepBeiM 53TamoM mnpu paszpadbotrke cucrtembl 3amuTel KWW - sBusercs
KaTeropupoBaHue 00bekTa B cooTBeTcTBUU ¢ [TocTtanoBnenuem IlpaButennctBa PO
Ne 127 [2].

B 3aBrcuMOCTH OT TOW WJIM UHOM KaTeropHuH, K OOBEKTY B JajdbHEHIIEM OyIyT
npenbsaBieHbl TpedoBanus (1o [Ipukazy Ne 239 O®CTIK) ¢ nenbro odecrieueHust ero
HEOOXOMMBIMU CPEJICTBAMHU M MEPAMU 3aIIHTHI.

Onnoit u3 chep KMU sBnsercst 060poHHAs MpOMBIIITIEHHOCTD. JlaHHas cdepa
uMeeT 0CcoOyI0 Ba)KHOCTh B CBSI3M CO CJIOKHUBIIEHCS OOIIEMHPOBON OOCTaHOBKOA.
OOOpOoHUTENbHBIE ~ OTpacid OTHOCSATCS K  OTpacisiM, MPOU3BOJICTBO  HIIU
pacnpezieieHue KOTOPBIX OCTAeTCsl MOCTOSHHBIM HE3aBHUCHUMO OT 3KOHOMHYECKHX
KoJieOaHWM, TpeoOJagalommMX B JKOHOMHUKE CTpPaHbBl, H3-32 OOOPOHHUTEIIHBHOTO
XapakTepa Takux MpoayKToB. [Ipu 3TOM cripoc Ha HUX HE CHUXKAETCsI JaKe B YCIOBUSX
peueccum.

KommiekcHas 3ammuTa TpeanpusTiii TaHHOTO TpOoQMIsl KPUTHUECKH Ba)KHA,
MIOCKOJIbKY 00OecredeHne HEMpEephIBHOTO (YHKIIMOHUPOBAHMS NaHHBIX OOBEKTOB —
CTpareruyeckas 3ajaya.

LenecooOpa3Ho pa3paboTaTh YETKUA ANTOPUTM KATErOPUPOBAHUS OOBEKTa
KN B chepe 000pOHHON MPOMBINUICHHOCTH, YYUTHIBAIOIINN OCOOCHHOCTH H
cnenuuKy JaHHOUM cepbl U OKa3aTh HA MPUMEPE MPUHLIUI PAOOTHI C HUM.

Ilpumep cumyayuu: Paxernelii meHTp oOecmeunBaeT 40% MpPOU3BOACTBEHHBIX

© Yuaumme E.E., Illanenckas A.M., 2023
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00BEMOB PAaKETHOW MPOMYKIMH CTpaHbl. Ha mnpeanpustuu uMeeTcs MTPOEKTHO-
KOHCTPYKTOpPCKasi CHCTeMa, KOTOpasi KOHTPOJUpPYET Impolecc COOpKH paKeTHOU
IPOJIYKIIMA B COOTBETCTBUU C MPOEKTOM. B ciyuyae aTaku Ha JaHHYIO CHUCTEMY,
0o0BeMBbI TMPOU3BOJACTBA MUHMMYM Ha 50% OT uyuciaa NPOU3BOJUMBIX 3aBOJOM
pakeTHbIX u3aenuid 1 MuHuMyM Ha 20% OT 001ero oobemMa pakeTHON MPOIYKIIUU
CTpaHBbI.

AJTOPUTM ISl KaTeropupoBaHUs B JaHHOM cdepe BBIMISIAUT CIETYIOIIUM
oOpazom:

1. OmnpeneneHne CHUCTEMBI, KOTOpash MOXET IOBIUATH Ha IPOU3BOICTBO
PAKETHOU MPOLYKIIHH.

2. OmnpeneneHre BO3MOXKHOW 1€MW U MOTHBA 3JOYMBIIIJICHHUKA (CHHKCHUE
0OOpPOHHOM MOIITHOCTH TOCYIapCTBa, TUCKPEIUTUPOBAHNE OPTAHU3AINH U T.1I.).

3. Onpenenenue  3HAYUMOCTHM  (QYHKIMM  cUCTEMBl B  MacmTabe
IPOU3BOAUTENLHON CITIOCOOHOCTH OOBEKTA.

4. OmpeneneHre ypoOBHS CHIDKEHHUS 0OBEMOB MPOAYKIMHU (paboT, ycnyr) B
3aJIaHHbIN TIEPUOJ] BpEMEHH (TPOIIEHTOB 3aJ]aHHOTO 00BheMa IPOIYKIIUH):

- Oonee 0, HO meHee wiu paBHO 10 (Oymer ompeneneHa 3 Kareropus
3HAYUMOCTH);

- Oonee 10, Ho MeHee wiu paBHO 15 (Oyzer ompeneneHa 2 Kareropus
3HAYUMOCTH);

- 0onee 15 (Oyner onpeneneHa 1 kareropusi 3HAUUMOCTH).

5. Onpenenenue kateropuu 3HauuMoctu oobexkta KNU.

Takum 00pa3oM, yUUTBIBAS YCIOBUS IPUMEPA, MOKEM CIIETATh BBIBOJ, UTO IS
cyorekta KWW — pakeTHbli LEHTP, KOTOPBIM HCHOJB3YET MPOEKTHO-
koHCTpykTOpckyto AC (ona xe o0bekT KHMHM), oTBerhl B pamkax pabOThl ¢
aIrOpUTMOM OyAYT UMETh BU/I;

1. IIpoekTHO-KOHCTpYKTOpCKast AC.

2. llenb: AUCKpEIUTUPOBAHUE OPTaHU3ALUU.

3. CucremMa KOHTpPOJMPYET TIpolecc COOpPKM pPaKEeTHOM MPOIYKIUUA B
COOTBETCTBHHU C IPOEKTOM.

4. B ciydae ataku Ha JIaHHYIO CUCTEMY, OOBEMBI MPOM3BOJICTBA MUHUMYM Ha
50% oT uncna mpoOU3BOJIUMBIX 3aBOJOM PAKETHBIX M3Jeaui U MUHMUMYM Ha 20% ot
o01iero o0beMa pakeTHON POYKIIMU CTPAHBI.

5. Ha ocHOBaHMM NaHHBIX, MPEJOCTABICHHBIX B OMHUCAHUM, MOXXHO CHEJIaTh
BBIBOJT O TOM, uTO g JaHHo AC 1enecooOpa3Ho omnpeneauth 1 KaTeropuro
3HAYUMOCTH.

Jns  oO0bexkTUBHOCTH oOneHKH 3amuiiéHHocty KWW  mocne mporueaypsl
KaTeropupoBaHusi 0OBEKTA PEKOMEHYETCS TPOU3BECTHU OLIEHKY IO JIBYM MapaMmeTpam
—  YpPOBEHb COOTBETCTBUS o0bekTa  TpeOOBaHUSIM, pEeAbIBISIEMbIM
3akoHOaTeIhCTBOM K 00BbekTaM KU (Us) u roTOBHOCTh CyOBEKTa K 0OHAPYKEHUIO
BO3MOXKHOI aTaku Ha 00beKT (Tj).

HroroBast omenka 3amumieHHoctd obbekta KWW (Zo) ompenensercss mo
dbopmyre:

Zo = {U; Ty}
BriBoa 00 uToroBoii onenku 3amuiieHHOCTH 00bekta KUY npousBoautes mo
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Tabnwue 1.
Taomuna 1
HUmocosas ouenka 3awuuennocmu obvexma KUU (Z )

YPpOBEHb COOTBETCTBUS

o0beKTa TPEOOBAHMSIM, ['oToBHOCTB CyOBEKTa K OOHAPYKEHUIO
MPEIbSABISEMbIM BO3MOXHOH aTaky Ha 00beKT (T)

3aKOHOJIaTEIbCTBOM K
oowexram KUU (Uy) Bricokas Cpennsist Huzkas
Bricokui Bricokas Cpennsis Huzkasa
Cpennuit Bricokas Cpennsis Huskas
Hwuszkui Cpennsis Hwuskas Huskas

[Ipu 3TOM IPUOPUTETHBIM B OINPEACIIEHUA UTOTOBOW OLIEHKHU 3allUIEHHOCTH
SIBJIIETCS [I0KA3aTeb TOTOBHOCTU CyOBEKTa K OOHapYXEHUIO BO3MOXHOW aTaku Ha
O00BEKT, HOCKOJBKY AK€ B ClIydyae OTCYTCTBUS IOJIHOTO COOTBETCTBUS TPEOOBAHUAM
3aKOHO/IATEIbCTBA TOpPa3/l0 Ba)KHEE CIOCOOHOCTh BOBpPEMs OOHAPYXHUTh IOMBITKY
aTak{ U IPUHATH COOTBETCTBYIOIIME MEPHI.

Takum oOpa3om, NpencTaBIEHHBIH aITOPUTM IMO3BOJUT OBICTPO M Hauboliee
TOYHO TPOBECTH MPOLEAYPY KaTerOpUpoBaHMsI OOBEKTa JaHHOM cdepbl U Ha
OCHOBAHUU OIPEJICIICHHON KaTEropuu 3HAYMMOCTH OLEHUTH 3amuinéHHocTts KUU,
YTO B CBOIO OY€peAb IO3BOJUT MHOCTPOUTH S(PPEKTUBHYIO CHUCTEMY 3aLIUTHI OT
KuOepaTax.
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Annomayusn. B cratbe paccMaTpUBAETCA PACYETHO-IKCIIEPUMEHTAIbHBIN
METOJI OLICHKH IOKa3aTeled CTOMKOCTH U HANECKHOCTA W METOJIMKA, C IMOMOIIBIO
KOTOpPOM OLIEHUBAETCSA CTOMKOCTh U HaJie:kHOCTh UC.

Knwuesvie cnosa: pacuyeTHO-IKCHEPUMEHTAIBHBIA METOJl, MHKPOCXEMa,
paauanusi.

[Ipn skcrmyaranuun MC B MOASX KOCMHYECKOTO W3IYYEHHUS, I KOTOPBIX
XapakTepHa Mayiasd MOIIHOCTb BO3JCHCTBHUS, HApsAy C IMPOLECCaMH JAerpajanuu
AJIIEKTPOINAPAMETPOB OT OOJYy4YEHUs, MPUCYTCTBYIOT MPOIIECCHl €CTECTBEHHOIO
CTapeHMusl. JTH MPOLECChl UMEIOT KOMIUIEKCHBIM XapakTep, WM, KPOME TOr0, Ha HHUX
OKa3bIBAIOT BIIMSIHUE TeMIIepaTypa cpebl u pexuM padbotsl MC [1]. Ouenka croikocTH
Y HAJIC)KHOCTH U3JICJINHN TyTEM MPSAMOTO SKCIIEPUMEHTA 3aHUMAET 3HAYUTEIBHOE BPEMS
(KOTOpO€ MOKET COCTaBUTh HECKOJbKO JieT). CreaoBaTeabHO, CTaBUTCS 3ajada
ONpPENECTCHUS]  CTOMKOCTA W HAAEKHOCTH  PACYETHBIMH  WJIM  PacCyYETHO-
dKCIIEpUMEHTATbHBIMU MeTomamu [1, 2, 3, 4, 5]. B manHoii paGoTe mpencraBiicH
pPacUEeTHO-’KCIEPUMEHTAIBHBIA METO OLIEHKHU MOKAa3aTeNIe CTOMKOCTH U HAIEKHOCTH
Y METOJIMKA, C TOMOIILI0 KOTOPOH OIEHUBAETCSI CTOUKOCTh U Hajies)kHOCTH NC.

CylmHOCTh METOJA 3aKJII04YaeTcsl B NPOBEACHUM WCHBITAHUNA HAa BBICOKOU
MOIIHOCTH W MEPECUYETE €€ K HU3KOM MOIIHOCTH C YYETOM TEMIIEPATYPHI CpeAbl U
pexuma padotel MC. TlporHo3upoBaHue MNPOU3BOIUTCA IO U3MEHEHHIO CPEIHHUX
3HAYECHHUN U CPETHEKBAJAPATUYHBIX OTKJIOHEHUW MapaMEeTPOB — KPUTEPUEB I'OJHOCTH
(ITKT). U3menenue TIKI ckmanpiBaeTcs M3 M3BMEHEHHS OT O0TyUYEHUS TIPU HOPMAJIbHOMN
TeMreparype (BTOpOW WICH ypaBHEHHMS), ydeTa TOBBIIMICHHOW TEMIIEPAaTyphl CPEIbI
(TpeTuil ujeH ypaBHEHMS), W3MEHEHMsI BCIEJICTBUE CTApEeHUs] TIPU Pa3IMYHOU
TeMreparype (4eTBEpThIM 4J€H YpaBHEHHUs). YUET B3aMMHOTO BIHUSHHS MPOIIECCOB
CTapeHUs U OOJYyUEHHUs OCYIIECTBIISICTCS MATHIM YJIeHOM ypaBHeHus. [Ipu akTHBHOM
pexume padbotsl IC Bce uiieHbl ypaBHEHUS OTJIWYHBI OT HYJIs. [Ipu maccuBHOM pexume
paboThl 4 1 5 wieHbl 0OpamarTcs B HYJIb [6].

Hpyrumu cioBamu, 1u1s kaxaoi UC onpenensroTces mapaMeTpbl anpoOKCUMALINH
MO/IEJIH, XapAKTEPUIYIOIIUE MOBEACHHE 3JIEKTPOIapaMeTpa BO BCEM AUAIIA30HE 103 WU

© SAroaxun A.C., Kocunos [1.9., ®ponos A.C., O3epos A.I., 2023
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BpEMEHHM HCIBITAaHUNA. TakuMm 00pa3oMm, Modydaercs CiaydalHbli HaOOp 3HAYEHUIA
napamMeTpoB anmpoKCUMAIIMK (BEKTOP apaMeTpoB), MPUBA3aHHBIX K KoHKpeTHOU MC.
Kaxxias 13 KOMIIOHEHT BEKTOpa MapaMeTpoB OT o0pasiia K 00pa3ily HOCUT CITy4alHbIX
XapakTep, MO3ITOMY OyAET OMUCHIBATHCS CTATUCTUUYECKUMHU CPEAHUM U CTaHIAPTHBIM
OTKJIOHEHHEM, KOTOpble HEOOXOAMMBI JUIsl pacuera IOoKa3aTesled CTOMKOCTH U
Haje)KHOCTH [6].

Jl1st pa3paboTKy JaHHOTO METO/1a OBLITU MPOBEECHBI KaK TEOpEeTUUECKHUE (aHAU3
JUTEPATYpPHBIX  JAHHBIX), TaK W JKCIEPUMEHTAJIbHbIE  HCCIEAOBAHMSL.
DKcrepuMeHTanbHbIe uccienoBanus nmpopoawiuck Ha MUC cepun 530 ¢ TecToBbIMU, a
taxxe Ha C cepuit 134, 106, 1838, 1804. Kpome Toro, ijis onpeaeneHus Aerpaiaiuu
ANEKTPOINAPAaMETPOB OT €CTECTBEHHOTO CTapE€HHsI MCIOJIb30BAHbI PE3YIbTAThI,
nonyueHHsie Ha HITO "Onextponuka" B Teuenue 6oiee yem 20 et paboThl, 6oiee uem
mo 50 TunoHomuHasam  Ounossipbix  MC  pa3nuyHOro  KOHCTPYKTHUBHO-
TEXHOJIOTUYECKOT0 UCTIOHEeHuUs [6].

B pe3ynbpTaTe npoBeAEHHBIX UCCIEI0BAHUM OBLJIO YCTAHOBJIEHO, UTO BCIIEJCTBHUE
BO3JICHCTBHS TaMMa-U3JIy4eHUSI MaJOW MOIIHOCTH B IOJIYIIPOBOJHUKOBOW CTPYKTYpE
HaOJr0JaeTCs:

a) YMEHBIICHHUE MOJABWKHOCTH U 3()(HEKTUBHOW KOHUEHTPALUU CBOOOIHBIX
HOCHUTEIIEH 3apsa;

0) yMEHbIIIEHUE BPEMEHH KM3HU HEOCHOBHBIX HOCUTEIIEH 3apsija;

B) HAKOIUJIEHUE OOBEMHBIX U TOBEPXHOCTHBIX 3aPs/I0B;

r) 00pa3oBaHUE HOBBIX LIEHTPOB PEKOMOMHAIMY U T.II.

JlaHHbIEe U3MEHEHHMS TPUBOAT K: @) YBEJIIMYEHUIO TOKa 0a3bl, a, CI€I0BATEIBHO,
M YMEHBIICHHIO KO3(P(ULUHUEHTOB YCWJIECHUSA, O) YBEIUYEHUIO TOKOB YTEUYKHU; B)
YMEHBUICHUIO  HampsbkeHus  npoOos. s mporHO3UpoBaHUs — JIerpajialvu
anektpornapamerpoB MC BceiencTtBue crapeHus 1e5ecooOpa3HO  MCIOJIb30BaTh
anIpPOKCUMALMOHHYIO 3aBUCUMOCTh AppPEHUYCa N3MEHEHUS [TapaMeTPa OT BPEMEHMU.

Ha ocHoBe mnpezacraBieHHOW Mojenu pa3paboTaHa MeETOAUKa Ui pacueTa
nokaszarened cTrohkoctTh W HagexHocTu MC, sKcIulyaTUpyeMbIX B AKTUBHOM U
NACCUBHOM PEXUMAaXx B MOJISAX FAaMMa—MU3ITy4eHUSI MAJIOH MOITHOCTH IIPU HOPMaJIbHOM
Y TOBBILICHHOM TeMIepaType OKpyskaroliei cpes [6].

AHanu3 3aBHCHUMOCTEN MOKa3bIBaeT, YTO CpeAHEE BpeMs HapabOTKU 0 OTKa3a
yMeHbIaeTcss npu oosnydenun. [Ipuyem, 310 yMeHbllieHHe OyneT TeM OOJIbIIe, YeM
0oJIbIlIe MOIIHOCTh HW3JIYYEHHUS, KOTJa cpeiaHee BpeMsi JTopabOTKHM Ha OTKa3 Oyler
OMPEIEIATHCS TOJIBLKO 00TyYeHHUEM.
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