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MNPEANUCJIOBHUE

JucrunmHa «MeToabl M CUCTEMBI 3aIuThl WHGOpMaIi, WHHOPMAIIMOHHAS
0€30MacHOCTh) HalpaBjeHAa Ha MOATOTOBKY K cJadye KaHAMIATCKOrO SK3aMEHa IIO0
CHeUaIbHOW JAUCHMIUIMHE N0 HAyYHOU crienuanbHOCTH 2.3.6. MeTombl U CUCTEMBI
3aIUThl HH(pOpMaluu, HHGOpMaAIMOHHAs 0€30MaCHOCTb.

1. LEJb U 3AJJAYM OCBOEHUS JUCLIUIIIAHBI

[{enp0 0OCBOCHUS AUCIUIUIMHBI SIBISIETCS MMOATOTOBKA aCIIMPAHTOB K C/1aye KaH-
JTUAATCKOTO 9K3aMEHa MO CHEIUaIbHOW JMCIMIUIMHE MO HAyYHOH CIEeUUaTbHOCTH
2.3.6. MeToap! ¥ cuCTEMBI 3aIUThHl HH(OpMaLUK, HHPOPMAITHOHHAs O€30MaCHOCTbD.

3anauu:

- OBJIAJICHUE TEOPETUUYECKUMHU, MPAKTHUECKUMHU U METOJUYECKUMU BOMPOCAMU
KJaccuukanuu yrpo3 uH(GOpPMaIMOHHBIM peECypcaM;

- 03HAKOMJICHHE C COBPEMEHHBIMU MpobiaeMaMH UH()OPMALIMOHHON O€301acHo-
CTH, OCHOBHBIMH KOHIICTITYaJIbHBIMH TTOJIOKCHUSIMHA CUCTEMBI 3aIIUTHl HH(POPMAIINH;

- U3yYE€HHE OCHOBHBIX HaIpaBlieHWH obOecreueHus MHPOPMaLUOHHON Oe3omac-
HOCTH, MEPbI 3aKOHOAATEIBbHOT0, aAMUHUCTPATUBHOTO, IPOLETYPHOIO U MPOTrpamMMm-
HO-TEXHMYECKOTO YpPOBHEW Mpu paboTe Ha BBIUMCIMTEIBLHOW TEXHUKE M B KaHajax
CBSI3H;

- IPHOOpPETEHNE TEOPETUUECKUX U MPAKTHUECKUX HABBIKOB MO MCIOJIB30BAHUIO
COBPEMEHHBIX METOOB 3alIUThl HH(OPMAIIMK B KOMIIBIOTEPHBIX CUCTEMAX;

- hopMHpOBaHNE MPAKTUYECKUX HABBIKOB U CIIOCOOHOCTEW OCYIIIECTBICHHS Me-
ponpUsATUi MO 0OecrieyeHnI0 HH(POPMAIIMOHHON 0€301acHOCTH (PYHKIIMOHUPOBAHUS
UH(POPMALIMOHHON CHUCTEMBI MPU B3aUMOJECUCTBUU ¢ MHPOPMAIIMOHHBIMH PHIHKaMHU
10 CETSIM WM C UCMOIb30BaHUEM MHBIX METOJIOB OOMEHA TaHHBIMHU.

2. MECTO JUCHOUIIJIMHBI B CTPYKTYPE IIPOI'PAMMBI
ACIIMPAHTYPbI
HucuunnuHa «MeToabl U CUCTeMbl 3allluThl MH(pOpMalUK, UH(pOpMaLMOHHAS
0€30MacHOCTh» OTHOCUTCS K 00pa30BaTeIbHOMY KOMIIOHEHTY MPOrpaMMbl aCUpPaH-
TypHI U peanusyeTcs Ha 3 Kypce B 1 cemecTpe.

3. INIAHUPYEMBIE PE3YJIBTATBI OCBOEHUS JTUCIHAIIJINHBbI

ITo oKOHYaHWIO OCBOCHUS TUCUMUILIUHBI ACIIUPAHT JOJDKEH IEMOHCTPUPOBATH
CIEAYIOLINE PE3YIIbTATHI:

3HATH:

— o01Ire HampaBJICHUS] HAYYHBIX UCCIIEIOBAHUI B 00IaCTH pa3BUTHS METOJIOB
U CPEACTB 3alIuThl UH(GOPMAIIUY U CUCTEM Ha uX 0ase;

— YHCJICHHBIE METOJIbl PEIICHUSI CUCTEM YpPaBHEHHUH; OCOOCHHOCTH MaTeMaTH-
YECKOTO MOJICTMPOBAHUSA PA3JIMYHBIX TI0 XAPAKTEpPY SBICHUW U MPOLECCOB CYIIE-
CTBYIOIIMX U BHOBb pa3paldaThIBa€MbIX CHUCTEM HH(POPMAIMOHHON OE30MacCHOCTH;
METO/IbI CTPYKTYPHOM M MTapaMETPUUECKON ONTUMU3ALINY;
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— 0COOEHHOCTH TPOBENEHUS 3KCIEPUMEHTAIBHBIX HCCIEIOBAHUNA OOBEKTOB
MH(POPMAILMOHHON 0€3011aCHOCTH; METO/Ibl IIJIAHUPOBAHUS HATYPHBIX U KOMIIBIOTEP-
HBIX 3KCIIEPUMEHTOB; METO/IbI O0OpaOOTKH PE3ysbTaTOB 3KCIEPUMEHTAIBHBIX U KOM-
IIBIOTEPHBIX UCCIIEIOBAHUM,

— 0COOEHHOCTHU MTOCTPOECHUS APXUTEKTYPbI CPEJICTB BEIUUCIUTENIBHON TEXHUKU
Y DJIIEKTPOHUKH;

yMeTh:

— 00OCHOBaHHO KPUTHUKOBATH CYIIECTBYIOIINE W BHOBH CO3/IaBaCMbIC TCXHHU-
YEeCKHEe PEIEHHUs; MPOTHO3UPOBATh HAIPABICHUSI Pa3BUTHSA B 00JaCTH COBEPIICH-
CTBOBAHHUS METOJIOB U CPEACTB 3alUThl HH(POpMAIUK;

— B COBEpIICHCTBE CO3/]aBaTh MaTeMaTHYECKHUE MOJIEIH pabOUHX MPOIIECCOB U
SBJICHWI CYIIECTBYIOIMX M BHOBBH pa3padaThIBAEMBIX CHCTEM HH(POPMAIMOHHOM
0€30IacHOCTH,

— IUIAaHUPOBATh TEXHUYECKUN HKCIEPUMEHT; 00pabaThiBaTh PE3yibTaThl TEX-
HUYECKOTO IKCIIEPUMEHTA; aJICKBATHO OLIEHUBATh PE3yJbTaThl TEXHUYECKOTO JKCIIe-
PUMEHTA; TUIAHUPOBATh KOMITBIOTEPHBIA SKCIEPUMEHT; 00padaThiBaTh pPE3yJbTaThI
KOMITBIOTEPHOT'O IKCIIEPUMEHTA; aJIEKBATHO OIICHUBATH PE3yJIbTaThl KOMIIBIOTEPHOTO
HKCIIEPUMEHTA,;

— BBICTPaMBATh JOTUYECKU YIOPSAOYEHHBIE aITOPUTMbI IPOTPAMMHON U arl-
MapaTHOM peann3alvu CPEeICTB 3aUThl HHPOpMAITTU

BJIA/IETh:

— METOJIWKaMH aHan3a 3PPEKTUBHOCTH TEXHUICCKUX PCIICHUH;

— HaBbIKAMH MAaTEMaTHYE€CKOTO MOJIETUPOBAHUS PabOYMX MPOIECCOB U SIBIIC-
HUW CYIIECTBYIOIIUX W BHOBb pa3padaThIBa€MbIX CHUCTEM HH(OpMaIMOHHOU Oe3-
OIMACHOCTH; HABBIKAMH aHAJIM3a PE3yJIbTATOB MAaTEMAaTHYECKOTO MOJICIUPOBAHUS pa-
OOUYMX TIPOIECCOB U SIBJICHUN CYIIECTBYIOIIUX M BHOBBH pa3padaThIBAEMbIX CHUCTEM
nH(pOpMaIIMOHHON 0€30MaCHOCTH;

— HaBBIKAMHU OPraHMU3alMM DKCIEPUMEHTAIBHBIX MCCJIEIOBAaHUN B 00JaCTH
nH(pOpMAIIMOHHON OE€30MacCHOCTH; HABbIKAMU OpraHU3alluu U MPOBEACHUS KOMIIbIO-
TEPHOTO PKCIIEPUMEHTA MPU UCCIEIOBAHUH MPOIECCOB 3aIUTHI HHPOPMAIINH;

— HaBBIKaMU MPUKIIATHON ¥ MPOrPaMMHON peanu3aliii alrfOPUTMOB, PeaIU3y-
€MBIX B MIPOIIECCaX 3alUThl HHPOPMAIIUH.

4. OBPBEM JUCIUIIJIMHBI U BUJABI YYEBHOU PABOTHI
OO0mast TpyT0eMKOCTh JUCIUILIMHBI COCTaBIsAeT 3 3a4eTHBIX eauHuIbl (108
aKaJeMUYeCKHUX Jaca). Pacripenenenne TpyJ0eMKOCTH JUCITUTUIMHBI TI0 BUAM y4eO-
HOU pabOTHI U ceMecTpaM MpeIcTaBIeHO B Tadwmile 1.

Tabmua 1 — Pacnipenenenue Tpy10eMKOCTH IMCHMILUTMHBI TI0 BUIaM Y4eOHOM pa-
OOTBI U ceMecTpam

Buabl yueOHoM padoThl B COOTBETCTBHH € Y4eOHBIM INIAHOM IPO- TpyroeMkocTs, yac.

rpaMMbl ACITHPAHTYPHI Bcero ‘ Cemectp
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1. KontakTHasi padoTa, B TOM 4HCI€: 36 36
1.1. Jlexuun 18 18
1.2. IlpakTnueckue 3aHATHS, 18 18
2. CamocTrosiTesbHasi pabora 72 72
O6mas TpynoemMkocThb (3.e. 108) 108 108

5 COAEPKAHME JINCIIUITJIMHBI

CprKTypa AUCHUILUIMHBI IIPCACTABIICHA B BUAC TCMATUYCCKOI'O IIJIaHA B Tab-

Tadonuma 2 — Tematndeckuii IUIaH JUCHATUINHBI

Conep:xkanue pasaena
(IuaaKTHYeCKHE eTUHHUIIbI)

[IpoGieMbl pa3BUTHS TEOPUH W TPAKTHKH OOeCrieueHUuss HHPOpP-
MallMOHHOM  0e30MacHOCTH. TepMHUHOJIOTHS, OIpEeaeIsIonas
HayYHYIO U TPEIMETHYIO OCHOBY U XapakTep AESITeNbHOCTU IO
obecrieueHr0 HHHOPMAITMOHHOW 0€30MacHOCTH. HHPOPMAITMOH-
HBbIC TIPOOJIEMBI COBPEMEHHOTO o0mmecTBa. COCTaBISIONINE WH-
(dhopMaImoHHOK 0€301aCHOCTH. HAIIMOHAJIbHBIE WHTEpechl PD B
uHpopmannoHHou chepe. [Ipodaembl 1 MePCHEKTUBLI MEXKAyHA-
ponHoro corpyauuuectsa B oonactu Ub. Tlonarue u cymHocTb
3amuTel wHPopMarwu. Llemu 3amuTel naGopmarmu. Konmenry-
anbHas Mozens MH(popManuonHoi Oe3omacHocTH. [Ipeamer 3a-
mUThl “HGOpMaIui. HHGOpMaIUs Kak 0OBEKT MpaBa COOCTBCH-
Hoctu. OOBeKT 3amuThl HWHGopManuu. CiydallHbIE YIPO3BI.
[IpennamepenHbie yrpo3bsl. Mozellb THIOTETUYECKOTO HAPYIIU-
Tenst uHGOpMaMOHHONW Oe30macHOCTH. OCHOBHBIC TPHHIIUIIBI
MIOCTPOCHUSI CHCTEMBI 3allUThl. METOJbI 3AIIUTHI MHGOPMAIUH.
Munumuzanus ymep6a, nyOiaupoBaHUE, MOBBIINICHUE HAJEKHO-
ctu. Co3aHue OTKa30yCTOMYMBBIX WH()OPMAIMOHHBIX CHCTEM.
Ontummzanus B3aumoiencTus. Metonbl u cpeactsa 31 ot tpa-
JTUIIMOHHOTO IIMUOHAXXa U TUBEPCHil. MeToAbI U Cpe/CTBa 3allu-
el 0T [IDMUH. 3ammra or HC/l. Monenu 3amutsl uHbopMa-
uuu. Kpunrorpapuueckue meronast 3U.

OHpeI[eJ'IeHI/I}I MaTeMaTH4YeCKOH MOACIN U MAaTEMATHYCCKOT'O MO-
ACJINPOBAHUA. Tpe60BaHI/I$[, NpEABABIACMBIC K MATCMAaTHUYCCKUM

5.1. CrpykTypa AUCHHIIMHBI
JIuIe 2.
Ne HaumenoBanue
n/n pasaesa JHCHHMILIHHBI
1 | Teopus u meTonoa0rUs
UH(POPMALIMOHHOH Oe3-
OIIACHOCTH
2 | MaremaTuueckoe MOJIeINu-
pOBaHHE MPOIIECCOB 3allIU-
Thl HHGOpMALIUU

MozensM. OOnacTd NPUMEHEHHS MaTEeMaTHYeCKUX MOJeNei.
Knaccudukanus maremMaTH4eCKUX MOJENEH IO THUIaM, CBOii-
CTBaAaM MW HA3HAYCHUIO. MCTOI[I)I MOACIIMPOBAHHA CIOXHBIX CH-
cteM. OOIIMe MPUHIUIIBI U CPEICTBA TIOCTPOCHUSI MaTeMaThude-
CKHMX MoJieNiel mporieccoB 3amuThl nHopmaiuu. CrnocoOsl 1o-
CTPOCHUA JACTCPMHUHHUPOBAHHBIX MAaTEMATUUYCCKHUX MOI[GJ'IGI\/JI.
AHalnUTHYECKWE W YHCJICHHBIE METOAbl DPELICHUS ypaBHEHHIl.
Busyanuzanus pe3yabTaToB MojeaupoBaHus. IloctpoeHne Mma-
TEMaTHYeCKUX MOJIeNiell Ha OCHOBE SKCIIEPUMEHTAIBHBIX aH-
HbIX. [IpUMeHEHHE KOPPEISIUOHHOTO, PErPECCHOHHOTO U JUC-
MEPCHOHHOTO aHAIW30B. YCJIOBUS NMPUMEHUMOCTH CTaTHCTHYE-
ckoro aHanm3a. OleHKa TOCTOBEPHOCTH U TOYHOCTH MaTeMaTH-
YJeCKUX MOJEJIEH.
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OpranuzanvoHHO-TIpaBOBast
3amuTa nHpopMauu

0O0630p HOpMaTUBHO-TIPaBOBOM 0a3bl P B obmactu obecnieyeHus
nHpopMaMOHHON 0a3bl. OOIas XapaKkTepUCTHKa OpraHU3aIu-
OHHBIX METOJIOB 3aIlUThl MHPOpManuu. TpedoBaHus K MOCTpoOe-
HUIO crcTeM Oe3omacHoCcTH mpeanpusatus. KoHunenryaiapHas Mo-
nenb nH(pOpMaMOHHON 0€30MmacHOCTH. BHUIBI 0OBEKTOB 3aIlUTHI.
Knaccudukanus yrpo3 nHpopMamoHHo# 0€30acHOCTH U BHIbI
KaHaIOB yTeukn wHH(popManuu Ha npeanpusitiu. OCHOBHBIC
HalpaBJIeHUs OpPraHU3alMOHHOHN 3alUThl HH(OpPMALMK Ha Ipe.-
npUATHU. XapaKTepUCTHKA 3aILUTHBIX JEHCTBUHA. pasriallleHue
3anmumaemMoi nHpopmanuu. CriocoObl mpeceueHus! pas3riiaieHus
3anumaemMoi nHpopmanuu. [IpotuBoneiicTBue HeCaHKIIMOHUPO-
BaHHOMY JOCTymy K wH(popmaruu. ['ocymapcTBeHHas TaiiHa U
MOPSOK OTHECEHUS K Hel mHpopMaruu. 3amuTa rocyaapcTBeH-
HOW TaiHbl. OpraHuszanus pekuma CeKpeTHOCTH, €r0 0COOEHHO-
CTU U conepxkanue. Kommepueckas TaliHa U NOPSAIOK €€ onpese-
nenus. OpraHuzanus paboT ¢ uH(OpMaluel, cocTaBifOLIeH
KOMMepuecKyro TaiHy. OpraHuzanuss U oOecledeHue 3allUuThl
KOMMEpYeCKOl TaifHbl Ha npeanpustud. OpraHu3anus HHXKe-
HEpHO-TEXHUYECKol Oe3omnacHocTH. Opranu3zanus 6€300acHOCTH
(GyHKIMOHMPOBaHUS WHGPOPMAIMOHHBIX cucTeM. [IpoBenenue
aHAJIMTUKO-Pa3BebIBaTeIbHOM  paboTel.  OpraHu3alvOHHAs
CTPYKTypa ciayxObl 6e3onmacHocTH. OpraHuzanus BHyTpUOOBEK-
TOBOTO PeXHMa Ha mpeanpusaTis. OpraHuzamnus oXpaHbl 00bEK-
TOB mpeanpusatua. OpraHuzanus U oOecredeHne 3alUThl KOM-
Mep4ecKor TaiHbl Ha mpennpuatud. OpraHuzanus WHXEHEPHO-
TEXHUYECKO# Oe3omacHocTH. Opranu3anus 6€30MacHOCTH (yHK-
LIMOHUPOBaHMsI MHPOPMALMOHHBIX cucTeM. [IpoBeneHue anamu-
THUKO-pa3Be/IbIBaTeIbHON paboThl. Llenmn u 3amaun mHDOpMAaIu-
OHHO-aHAJIUTHUYECKOW paboThl. HampaBieHus u MeTolbl aHAJIU-
TUYECKOM paboTbl. OTambl BHINOJIHEHUS HH(POPMALUOHHO-
AQHAJTMTHYECKUX HCCIICAOBAaHUI TPOU3BOJCTBEHHBIX CHTYAIIHM.
MeTtozb!l BBINOJHEHUS] aHATUTHUYECKUX HccienoBaHuil. OCHOBBI
KOHKypeHTHOH pa3Benku. [logbop m moaroToBka kaapos. IIpo-
BEepKa TMEepCcoHajia Ha OJaroHaJeKHOCTh. 3aKIIOYCHHE KOHTpakK-
TOB M COIJIAIIEHUH O cekpeTHOCTH. OCOOEHHOCTH YBOJIBHEHUS
COTPY/ZIHUKOB, BIAJCIONINX KOHQUACHIIMAIGHOW HH()OpMAIIUEH.
ITon6op u moaroroBka kaapos. [IpoBepka mepcoHana Ha Oiaro-
Ha/IeKHOCTh. 3aKJIIOYEHHE KOHTPAKTOB M COTJIALIEHUH O CeKpeT-
HOCTU. OCOOEHHOCTH YBOJBHEHMSI COTPYIHHKOB, BJaJICIOLIUX
KOHUIeHIMaIbHON nHpopMmanuei. IlpaBoBas ocHOBa cucTEMbI
JULEH3UpoBaHus U cepTudukanuu B PO. Jlunensupoanue nes-
TENbHOCTH MO 3amuTe HHpopmanuu. Ceprudukanus cpeacts
3aLIUThI HH()OPMALIHH.




NHXeHepHO-TeXHUYECKas
3amuTa nHpopmauu
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Buner yrpo3 6ezonacHocTd MHGOpPMAIUH, 3alIUIIAEMON TEXHU-
YECKUMH cpeficTBaMu. [IpuHIMIBI 100BIBaHUS U 00paOOTKH WH-
(dopmanuy TEXHUYECKUMHU cpeacTBaMu. OpraHsl 100bIBaHUS WH-
¢dopmanmu. I[lpuHnune! BeneHus pasBenku. TexHOJOrus 100bI-
BaHus mHpopmanuu. CriocoObl aocTyna K KOH(QUACHIUAILHON
nadopmanuu. JloOsiBanue nHpopManuu 6e3 GU3NIECKOro mpo-
HUKHOBEHHUSI B KOHTPOJMPYEMYIO 30HY. JloCTynm K MCTOYHHMKaM
uHpopManuu 6e3 HapyIIeHUs TOCYIapCTBEeHHOM rpanuisl. [1oka-
3arenu 3PQPEeKTUBHOCTH pa3zBenku. OCOOCHHOCTH YTEYKU WH-
¢dbopmManMy MO TEXHUYECKHM KaHajiaM. XapaKTepUCTUKU TEXHH-
YeCKMX KaHajloB yTeuku HHpopMmanuu. Onrudeckue KaHajbl
yTeuku uHpopManuu. PaanosnekTpoHHbIE KaHAIbl yTEYKH WH-
¢dopmanu. AKyCTHUECKHE KaHAJIbl yTeukd HHpopmanuu. Mare-
pHaIbHO-BEIECTBEHHbIE KaHaJlbl yTedyku HuHpopmauuu. Kowm-
IUIEKCHOE MCII0JIb30BaHME KaHaloB yTeuku uHpopmauuu. Oc-
HOBHBIE CIOCOOBI M TPHUHLUIBI PabOThl CPEACTB HAOIIOIACHUS
00BEKTOB, MOJCIYIINBAHKS U NepexBara cUrHanoB. CrocoObl u
cpeAcTBa HAOIIOEHUS: CIIOCOOBI U CpecTBA HAOMIOIEHHS B OIl-
TUYECKOM JHMara3oHe, CrocoObl U CpeicTBa HaONIOJEHUS B pa-
nuoaunana3zoHe. CrocoObl U cpeacTBa nepexsara curHainon. Cro-
co0bl U cpeacTBa nojaciayumuBanusa. CrocoObl U cpeacTBa J00bI-
BaHUS MH(POPMALIMU O PaJMOaKTUBHBIX BellecTBax. Bunapl u npu-
poJa KaHAJIOB yTEYKH MH(POPMALUU TMpH dKcIuTyatanuu DBM.
AHanu3 BO3MOXHOCTH yTeuku uHpopmanuu yepe3z [IIDMU. Cno-
co0bl obecnieuenus 31 ot yreuku uepe3 IIDMUH onacHbIX cur-
HAJIOB aKYyCTOJIEKTPUUYECKUX IpeoOpa3oBareiell; 3KpaHUpOBa-
HUE U KOMIIeHcalusi nHpopMaTuBHBIX moned. [logaBnenne wH-
(OpMATHUBHBIX CHUTHAJOB B IIEISAX 3a3€MJICHUS U DJIEKTPOIHUTA-
Hus. [lonaBieHne onacHbIX cUrHayioB. [IpvHIUMOBI 3aIIUTHI UH-
¢opmanuu. OCHOBHbIE METO/IbI 3aIUTHl HH(POPMALIUN TEXHUYE-
CKUMH CpEICTBAMH. CIIOCOOBI W MPHUHIUIBI PA0OTHI CPEICTB 3a-
mUTH UHGOpMAIMKA OT HAOIIOACHUS, MOACTYIINBAHUS H TIepe-
xBara. CriocoObl M cpelcTBa NMPOTUBOAEHCTBHS HAOJIOJCHUIO.
CriocoObl U cpeficTBa MPOTUBOACHCTBUS MoAcaymMBaHuto. Cro-
COOBI U CpeNCTBa MPEAOTBPALICHUS 3aIIUCH PEYU Ha JUKTOQOH.
Crioco0Obl U cpencTBa MPEJOTBPAILICHUS 3alTUCH PEeUd Yepe3 3a-
KJIaJIHble YCTpoicTBa. 3ammra MH(GOpPMAlMM B KaHajaxX CBS3H.
PazpaboTka MHXKEHEPHO-TEXHUYECKON CHCTEMBI 3aIlUThl HHOP-
Maruu 00bexTa. CHCTEMHBIH MMOIX0/] K HHKEHEPHO-TEXHUIECKOM
3amuTe MHpopManuu. OCHOBHbIE 3Tallbl MPOEKTUPOBAHUS CH-
CTE€MBI 3aIUThl HH(pOPMALUK TEXHUYECKUMHU cpenacTtBaM. [Tpun-
UMbl MOJICTUPOBAHUS OOBEKTOB 3AIUTHl U TEXHUYECKUX KaHa-
JIOB yTeuku nHpopmanmn. PekomeHanmum mno BeIOOPY METOIOB U
CPEACTB WH)XEHEPHO-TEXHWYECKOW 3ammThl nHpopmanuu. Cro-
COOBI OLIEHKH yrpo3 6e30macHOCTH MHPOPMALMU M Pacxo/loB Ha
texHuueckyto 3amury. CAIIP cuctem MHXKEHEPHO-TEXHUYECKOM
3amuThl  UHGQOpMaIMu. 3amauyd M MECTO  HHXKEHEPHO-
TEXHUYECKON OXpaHbl B CHCTeMe oOecrnedeHHs MHPOpPMaIMOH-
HoM Oe3omacHocTH. CTPYKTYpa CHUCTEMBI MHKEHEPHOM 3aIUThI U
TEXHUYECKOH oXxpaHbl 00bekTOB. CpelcTBa MHKEHEPHOH 3allu-
TBI. POJTb 1 MECTO TEXHWYECKHUX CPEICTB B OPTaHU3AIINH PEKIMa
oxpanbel. CoBpeMeHHasi KOHIICTIIUS 3alIUThl 00beKTOB. OCHOB-
Hble cocTaBisromue cucreM TCO: natunku, npudbopsl BU3yasb-
HOTO HaOMIOEHHs], CUCTEMBbI cOOpa U 00paboTKK MH(pOpPMAIHH,
Cpe/CTBa CBSI3H, MUTAHUS U TPEBOXKHO-BBI3BIBHON CHTHATU3AIIHH.
[IpakTnueckass peanmuzarus cucreM TCO: oxpaHa pPeXKUMHBIX
MOMEIICHUH, MPOEKT OXpaHbl 00beKTOB. COBpEMEHHBIE CHUCTEM
BUJIeOHAOMIOAEHUS: CTpyKTypa u ¢yHkuuu. HopmarusHo-
npaBoBasi 0a3a WHKCHEPHO-TEXHUUECKOW 3alIUThl HH(POPMAITUH.
OpraHM3alliOHHBIE W TEXHWYECKHE MeEpbl  HH)KEHEPHO-
TEXHUYECKOH 3aIuThl HHPOPMAIIUU B TOCYIapCTBEHHBIX U KOM-
MEpYECKHX CTPYKTypax. JIuneH3supoBaHue NesTeIbHOCTH U cep-
TU(UKALKS CPEJCTB 3allUThl MHPOpMAMU. ATTecTalus 00beK-
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[IporpammHo-anmaparHas
3amuTa nHpopManun

OcHOBHbIE MOHATHA: 00BEKT 3aUUTHl HUHPOPMAIIUHU, KOMITBIOTEP-
Has cuctema, 6ezonacHoctb nHpopmaruu B KC, cucrema 3amiu-
Tl HUH(OpMaLUU. Y I3BUMOCTh KOMITBIOTEPHBIX cucTeM. Hckyc-
CTBEHHBIE U €CTECTBEHHBIE yrpo3bl. Kanansl yreuku nadopma-
1uu. [lonuTrka 6€30MacHOCTH B KOMIIBIOTEPHBIX CUCTeMax. M3-
OupaTesbHas MOJIMTUKA OE30MMaCHOCTH. Y IIpaBlieHUue HHPOopMa-
LMOHHBIMU NIoTOKaMU. OlLieHKa 3aIIUIIEHHOCTH. MEXaHU3MBI 3a-
uuThl. Cuctema 1oKkyMeHTOB Poccun. OCHOBHBIE TOHATHUS U
koHuenuu. UaentTudukanus 1 ayTeHTuQUKAIUs M0JIb30BaTesl.
TumnoBsle cxemMbl ASHTHPHUKAINN U ayTEHTU(PUKAIIMH OJIH30Ba-
tesst. OcoOeHHOCTH MPUMEHEHHUS TapoJis AJs ayTeHTU(UKALUN
nonbp3oBarens. buomerpuueckas uaeHTuGUKanUsA U ayTeHTHPU-
Kalusl 1oJsib3oBarens. BzauMHuas npoBepka NOUIMHHOCTH I10J1b-
3oBaresned. [IpoTokossl naeHTHGUKAIUN ¢ HYJICBOU Iepeaavei
3HaHWW. YTIPOIICHHAs CXeMa UACHTH(HUKAIIUY C HYJIEBOH mepe-
navert 3nanuid. [lapamnenpHas cxema uaeHTU(GUKAIIUN C HYJIEBOK
nepenaveii 3HaHuH. Cxema uACHTU(GUKAITUN THILIOY-
KyHckyotepa. 3ammra nHpopmanuu B KC ot HeCaHKIIMOHUPO-
BaHHOTO jaocTyna. Cuctema pazrpaHudeHus 1ocTymna K uHpop-
manuu B KC. Ynpasnenue gocrynom. CoctaB CUCTEMBI pa3rpa-
HU4eHus nocryna. KoHuenus nocTpoeHus: CUCTEM pa3rpaHuye-
Hus nocryna. Opranuzanus nocrymna k pecypcam KC. OGecneue-
Hue nenoctHoctu nHpopmanuu B KC. [ToHOCTEIO KOHTPOIHPY-
eMble KOMIIBIOTEpHBIE cicTeMbl. [IporpaMMHas peanuzanus
¢ynkuuit KC. Anmaparnas peanuzanust pyakuuii KC. Yactuano
KOHTPOJIMPYEMbIE KOMIIbIOTEPHbIE CUCTEMbI. OCHOBHBIE JIEMEH-
ThI U CPEJICTBA 3AIIUTHI OT HECAHKIIMOHUPOBAHHOTO JOCTYTIA.
3amura uapopmanuu B [IDBM. Kateropuu cpencTs 3amuThi
uHpopmanuu. 3ammTa uadopmanuu, oopadarsiBaemoit [IIBM u
JIBC, OoT yTeuKH 10 CETH AIEKTPONHUTaHUs. Buasl Meponpusituii
o 3amute uHPpopmanuu. COBpeMEHHBIE CHCTEMBI 3aIUTHI
[I3BM oT HecaHKIIMOHUPOBAHHOT'O JI0CTYIa K HH(OPMAIIHH.
MeTtobl, 3aTpyJHSIONINE CUNThIBAHUE CKOITMPOBAHHOM HHDOP-
Maiuu. Meroabl, NpensTCTBYIOLIUE UCTIOIb30BaHUIO CKOIIUPO-
BaHHOU MH(pOpMaruu. OCHOBHBIE (YHKIIUU CPEACTB 3aIUTHI OT
KonupoBaHusa. OCHOBHbBIE METO/IbI 3AIIUTHI OT KOMUPOBAHUS.
Knaccudukanus cpeacts ucciaeioBaHus nporpaMm. MeTo sl
3alUTHI IPOrPaMM OT UCCIIEOBaHMs. AHAJIU3 IPOrpaMM Ha dTa-
e ux sKcrryaTau. O0mas xapakTepucTHKa 1 KiaccuuKamms
KOMIIBIOTEPHBIX BUpYcOB. OOI11as XapakTepucTHKa CPeICTB
HENTpanu3aluu KOMIbIOTEPHBIX BUpycoB. Kitaccudukauus me-
TOJIOB 3aLIUTHI OT KOMIIBIOTEPHBIX BUPYCOB.
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Kpunrorpaduueckas 3amu-
Ta nHpopmaIuu

Anrebpanyeckue mozenu mudpos. Moaens lllennona. [Tonstue
mmmdpBennyrHbl U mudpodoznadenus. Onopuslid mudp. Herep-
MUHUPOBAHHBIE H CTOXAaCTUYECKHE FEHEPATOPBI KIIFOUEBOTO 110-
Toka. BepositHocTHBIE MOstenu mmdpoB. Ludpsr ¢ orpanuydeH-
HBIM U HEOTPaHUUYEHHBIM KJIF0UOM. OTKpBIThIE COOOIEHMS. ATl
(baBuThl cooO1IeHNH. YacTOTHBIE XapaKTEPUCTUKU COOOIIEHUI.
N36pITouHOCTh. MaTeMaTHUeCKUE MOJIETH OTKPBITBIX TEKCTOB.
Kpurepuu pacnosnaBanus. llemn MapkoBa. DHTponus u n30bI-
TOYHOCTH A3bIKa. PaccrossHue equHCTBEHHOCTH. CTOMKOCTD
mmdpos. Teoperuueckas croiikocts mmppoB. [IpakTuueckas
croiikocTh muppoB. TeopeTrko-uHPOPMALMOHHBIN MOIXO0 K
OLIEHKE KPHUIITOCTOWKOCTH M(ppoB. HanexxHOCTh KiTtOUei U co-
obmmenuii. CoBepiieHnble mudpsl. be3ycaoBHO cTOWKHE U BBI-
YHUCIUTENbHO CTOMKME mHdpel. Pabouas xapakreprcTuka mud-
pa. Ci10:)XKHOCTB B3JI0Ma. ANIIapaTHbIE U TEPMOJMHAMUUYECKHE
orpanndeHus. Kuraickas norepesi. DKkBUBaJ€HTHAs yCTOMYH-
BOCTb K JJOOOBOMY BCKPBITHIO CHMMETPHYHBIX U aCCUMETPUYHBIX
xirouel. [IpuHIuIe! paccenBanus U nepememnBanus. FiMuro-
croiikocTh muppoB. Mmuranus u nogmena coodmenus. Crioco-
061 0OecrieueHusT IMUTOCTOMKOCTH. Ko/bl ayTeHTH (UK.
ITomexocTtoiikocts mmdpos. HIndpsel, He pacipocTpaHstomIe
HCKakeHUH Tuna "3ameHa 3HakoB". [ludpsl, HE pacnpocTpaHs-
IollME UCKa)XEHUH TuNa "mponyck-BcTaBka 3HakoB". [IpakTuye-
CKH€ BOIPOCHI OBBILICHUSI HaAeKHOCTH. [IpuHIMnbI nocrpoe-
HUs 0109HBIX M (ppoB. [IpuMeHseMbie MaTeMaTHIECKUE Pe0o-
pazoBanus (onepanun). JlasuanbIH dddexT, muddy3us u kody-
3us. Cetb Paiicrens. Marpuunsle npeoOpa3oBanus. CoBpeMeH-
HbIC OJIOYHBIC KPUNITOAITOPUTMBL. Pasmep O1oka, pazMep Kiroua,
KOJINYECTBO payHA0B. PesxuMbl UCTI0Ib30BaHUs OIOYHBIX U Q-
pOB.

[TpuHLIUIBI TOCTPOECHUS OTOYHBIX HIM(PPCUCTEM. YIIPABIAIOLINE
u mudpyromue 010ku. I'eHeparopsl KiroueBoro noroka. etun-
HO CllydaiiHble M TICEBJOCIIy4aiHble MocienoBaTebHOCTH. CHH-
XpOHM3aLUs MOTOYHBIXIIH(pcucTeM. Peructpsl cisura ¢ oopat-
HOMI cBs3br0. Anroput™m bepnenkemna-Meccu. Y cinoxHEHUe JU-
HEWHBIX PEKYPPEHTHBIX NocienoBaTenbHocTe. [Ipumepsr mo-
TOUHBIX mHUdpcucreM. Teopembl 00 OAHOHANpPaBIEHHON (YHK-
LMY U OJIHOHAIpaBiIeHHOHN (yHKIMHU ¢ nazelkoil. [lludpcucrema
RSA. Bompocsl npaktuueckoi peanusanuun RSA. BzanMocsssb
koMnoHeHToB RSA. Hludpcucrema Onp-I'amans. Bompockt
MpaKkTU4ecKor peanuzanuu mudpcucrems! Jnb-I'amand. Hudp-
CHCTEMBbl Ha OCHOBE Iomexoucnpasisromux konoB [Hudpcu-
cremMa Mak-Dnuca. llIudgpcuctemMbl Ha OCHOBE MAaCKUPOBKHU 33]a4
MMOJTMHOMHAJIBHON CIOKHOCTH. Prok3aunsie mudpcucremsl. Tpe-
O0oBaHHA K KpunrtorpapuueckuM X3um-QyHKIMsIM. brouHo-
uTepaloHHbIe U maroBble GyHKIMU. KitoueBble Xa1I-QyHKIUY,
KOJIbl ayTEHTUYHOCTH cOoo0IeHui. beckiitoueBble Xam-QpyHKIUY,
KOJbl OOHapy» eHHUsI omnO0K. CXeMbl IPUMEHEHHSI KITFOUEBBIX U
OeckitoueBbIX X31-QyHKIMH. CoBpeMeHHbIE allrOPUTMBI XEIIH-
poBanusi. CpaBHEHHE CBOMCTB COOCTBEHHOPYYHOH M LU(POBOIA
nonnucu. [udpoBbie moanucu Ha ocHOBe MIUPPCUCTEM C OT-
KpbIThiMU  KiTtouamu. Lludposas moamuce ®Puata - Illamwmpa.
Hudposas moanucey Dib-I"amanst. OgHopazoBsie TUGPOBBIE TTO-
nuck. CoBpeMeHHbIe allrOPUTMBI IIU(poBoi noanucu. [IpoToko-
Bl pacnpezenenus kiouei. Ilepenayda kiroueit ¢ UCIOIb30BaHU-
€M CUMMeTpu4Horo mudponanus. Ilepegaua kioueil ¢ ucmonb-
30BaHHEM acUMMeTpu4Horo mudposanusa. OTKpbITOE pacHpese-
nenue kmoueil. IlpenBapurenbHOe pacnpefesieHue KIouei.
CriocoObl ycTaHOBIIEHHS KITFOUeH a1t KoH(pepeHI-CBsi3u. CxeMbl
pasnenenus cekpera. JlokasaTenbCcTBa C HYJIEBBIM pasrialieHu-
em. [TonGpacbiBaHE MOHETHI 1O TeIePOHY. DIEKTPOHHBIE ACHbB-
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3amuTa NepCOHAIBHBIX
JTAHHBIX

OcHOBHbBIE HOPMAaTUBHO-TIPABOBBIE AKTHI B 00JIACTH 3aLIUTHI MEp-
COHAJIbHBIX NaHHbIX. TpebdoBanus ®3 «O mepcoHaNbHBIX IaH-
HbIX». [lonsTuitaeni anmapat. ObecrieueHrne KOH(DHUIACHIHATIBHO-
CTH TNEpPCOHAJBHBIX AaHHBIX. CrenuanabHble KaTE€ropuH IEepCo-
HaJIbHBIX JaHHBIX. [IpaBo cyObekTa MepcOHANbHBIX JAHHBIX HA
JOCTYI K CBOUM MEPCOHAIBHBIM AaHHBIM. [IpuHiuner 06paboTku
U XpaHEHUS MEPCOHAIBHBIX JAHHBIX. YCJIOBUS 00pabOTKH mep-
COHAJIBHBIX JIAHHBIX: COTJIacHe CyObheKTa Ha 00paboTKy, oOpada-
ThIBaeMble 0€3 yBeJIOMJICHHS NEpCOHAIbHBIX NaHHBIX. OcobeH-
HOCTH 00pabOTKH TEePCOHANBHBIX JAHHBIX B T'OCYJApCTBEHHBIX
WM MYHUIMNAIBHBIX MH(OPMALMOHHBIX CHCTEMaX IEePCOHAJIb-
HBIX 1aHHBIX. OCHOBHBIE HOPMATHBHO-TIPABOBHIE AKTHI B 00JIACTH
3alIUTHI IEPCOHATBHBIX JaHHBIX 32 pyOesxxom. Konsennus Cose-
ta EBponbl 0 3amuTe (pU3MUECKHUX JIMIl IPU aBTOMATHU3HPOBAH-
HOHM 00paboTke mepcoHanbHBIX JAaHHBIX OT 28.01.1981 EST Ne
108. denepanbHble OpraHbl, YIIOJTHOMOYEHHBIE B 00J1acTH 00ec-
nedeHus: Oe30MacCHOCTH TEPCOHAIBHBIX JAHHBIX— PETYISATOPBI.
Cdepa neqarenbHOCTH PETYISATOPOB..

[lonatne MHPOPMAITMOHHOW CHUCTEMBI MEPCOHAIBHBIX JIAHHBIX.
VYcnoBuil co3aaHusl M UCIOJIb30BAHUS MEPCOHAIBHBIX JAHHBIX:
COCTaB MEPCOHANBHBIX JAHHBIX U IIeJIb UX 00pabOTKH; TEXHOIO-
rust 00pabOTKH; CyOBEKTHI, CO3JAI0NINE M MOTPEOISIOIue mnep-
COHAJIbHBIX JaHHBIX; MPaBUJIa JOCTYIIA; UCIIOJIb3yeMble OOBEKTHI.
@opMbl NpEACTAaBIEHUS MEPCOHANBHBIX JaHHBIX: aKyCTUYecKas
(peueBas) nndopmanus; BugoBas uHGopmanus, nHGOpMALUS B
BUJIE CHUTHAIOB; HMH(OpPMAaLUig B BHUJIE JIOTUYECKUX CTPYKTYD.
Texnuueckass CTpykTypa HWH(POPMALMOHHON CHUCTEMBI II€pPCO-
HaJIbHBIX JIAHHBIX: TEXHUYECKHE CPEJCTBA, UCIIOIb3YEMbIE KaHa-
JBI CBSI3U, MPOTpaMMHbIE cpencTBa. MH(opMalMoOHHBIE TOTOKH,
LUPKYJIUPYIOLHME B MHPOPMALMOHHON CHUCTEME NEPCOHATbHBIX
naHHbIX. ['paHUYHOE TEIEKOMMYHHKAIMOHHOE O0OpYyIOBaHHE U
BUPTYaJbHbIE JIOKAJIBHBIE CETH. XapaKTEPUCTHK OE30MaCHOCTH
MIEPCOHANBHBIX JIaHHBIX: KOH(UIEHINAIBHOCTD, LIEIOCTHOCTh U
noctynHocTh. KnaccudukannoHHble NpU3HAKW YPOBHEH 3aiu-
mieHHocTd ucnaH: tun yrposel, konuuecTtBo cyobekTtoB [1/1H,
tun MC. Tabnauua ompexneneHus ypoBHed 3amuiieHHoctu MC-
[TIdu. Knaccuduxamus yrpo3 6€30mMacHOCTH MEPCOHATIBHBIX JIaH-
HBbIX. AHaJIM3 U XapaKTEPUCTUKU YIpo3 BO3MOXKHOW YTEUKH WH-
¢dbopmanMy Mo TEXHUYECKUM KaHajlaM. AHaIU3 U XapaKTepUCTH-
KM Yrpo3 HECAHKIMOHHPOBAHHOIO JOCTyna K MH(pOpMaluu B
MH(POPMAIIMOHHON CUCTeME MEePCOHAIBHBIX JIaHHBIX, BKJIOYas
XapaKTEPUCTUKU UCTOYHUKOB YTPO3 HECAHKIIMOHUPOBAHHOIO J10-
CTYIIa, XapaKTEPUCTUKHU yA3BUMOCTEW CUCTEMHOI0 U MPUKIIAIHO-
ro TIPOrpaMMHOrO OOEeCHeuYeHMs, XapaKTepUCTUKU Yyrpo3 Oe3-
OMACHOCTH MEPCOHANBHBIX JaHHBIX, PEATU3yEMbIX C HCIIOIb30-
BaHHEM IIPOTOKOJIOB MEKCETEBOIO B3aMMOJCHCTBUS U TpO-
IrPaMMHO-MaT€MaTU4YECKUX BO3JECHCTBUN, XapaKTEPUCTUKH He-
TPaJIMIUOHHBIX MH(MOPMAIIMOHHBIX KaHAJIOB U PE3yJIbTaTOB He-
CaHKLIMOHMPOBAHHOTO WJIM CIy4yallHOro goctyna. THIoBele Mo-
JIeNT yrpo3 0e30MacCHOCTH NMEePCOHANBHBIX JIaHHBIX, 00pabaThiBa-
€MbIX B HH(OPMAIIMOHHBIX cHCTeMax (aBTOMaTU3UPOBAHHBIX pa-
004MX MecTax, JIOKAJbHBIX M paClpeieleHHBIX MHPOPMALUOH-
HBIX CHCTeMax), He UMEIOUINX U MMEIOLIUX MOJKIYEeHHE K ce-
TSM CBSI3U OOIIETO TMOJB30BAHUS U (WIJIH) CETIM MEXIYHApPOIHO-
ro HTHPOPMALMOHHOr0 0OMEHa.
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VYipaBieHrue UHTEIUIEKTY-
JIBHOM COOCTBEHHOCTBIO

OcHOBHBIE TPUHIUITBI ABTOPCKOTO W MATEHTHOTO mpaBa. OObek-
Thl npaBa. MIMymiecTBeHHble U JU4HbIE mpaBa. CriocoObl rpax-
JAHCKO-TIpaBOoBOM  3amuThl. CpeAacTBa HHIMBHIyAIM3aLUU.
OxpaHa HETPAAWIIMOHHBIX OOBEKTOB. 3allUTa AaBTOPCKUX H
CMEKHBIX TpaB. 3allyuTa MPOMBIIIJICHHOW COOCTBEHHOCTH. 3alllu-
Ta nporpamMm uii OBM u 06a3 maHHBIX. 3amura CiayKeOHOH W
KOMMEpPYECKOW TaiHbl. 3amMra paluoHAIN3aTOPCKUX MPEIo-
KeHul. MexayHapo/iHas maTeHTHas cucrema. BeceMupHas opra-
HU3AIUsl UHTEJUIEKTYaJIbHOW COOCTBEHHOCTH.

5.2. Pa3aesbl AMCHUIIIMHLI U BUABI 3AHATHH

Pa3znensl IUCHMIUIMHBL U BUBI 3aHATHI Npe/icTaBiIeHa B Tabaule 3.

Tabmura 3 -Pa3aenbl AUCHUIUIMHBI U BUABI 3aHATHI

TpynoemkocTs, 4yac.
Ne | HaumeHoBaHuUe pa3zgeJia guc-
Bcero | Jlekuuu | [lpakTnueckue | CamocrosiTe/ibHasA
n/n IHUILJIMHBI
3aHATHS padora
1 Teopus u METO/I0NIOTUSA uHpop- 14 3 5 9
MalMOHHOI 0€30IacHOCTH
MaremaTruueckoe MOAEINpPOBa-
2. | HHE MPOLIECCOB 3aIUTH HHPOP- 14 3 2 9
MaIuu
3 OpranuzanoHHO-TIpaBOBas 3a- 14 5 3 9
1UTa HHQOpMaLUU
" - R
4 HXXEHEPHO-TEXHUYECKas 3alllu 14 5 3 9
Ta nHGOpMaUu
5 [IporpammHo-anmnapatHas 3aiiu- 13 5 5 9
Ta uHhOpMaluu
Kpunrorpadguueckas 3ammura
6. 13 2
uHdopManuu
7. 3amumra nepcoHaNbHbIX JAHHBIX 13 2
8 VYIpaBieHue UHTEIUIEKTYaJIbHON 13 5 5 9
COOCTBEHHOCTBIO
Bcero uacos 108 18 18 72
5.3. JIlekuuu

[lepedyeHp 3aHATHI JIEKIIMOHHOTO THIIA,

Ipe/CcTaBlIeHbI B TabnuLe 4.

Tabnuna 4 — TeMaTuka U coep’KaHue JEeKIHM

UX COJAEPKAHUE U TPYHOEMKOCTH

Ne Ne pazpena TemaTuka Jekuu TpynoemxocTb
n/n | TUCHHUILIAHBI (uac.)
1 1 Teopus u Mmerogonorusi ”HGOPMAITMOHHON O€30TacHO- 3
CTH
5 2 MatemaTuueckoe MOAEINPOBAHNUE MTPOLIECCOB 3aILUTHI 3
uHdopManuu
3 3 Opranu3allnoOHHO-TIPaBOBas 3alUuTa HHPOpMaLHK
NnxenepHo-TexHUUECKAs 3alliTa HHPOpMaAUU
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5 5 [TporpamMMHo-amnmapaTHasi 3amuTa HTHPOPMAIUU 2
6 6 Kpunrorpaduueckas 3amura nHpopmManuu 2
7 7 3amyTa nepcoHaNbHbIX JaHHBIX 2
8 8 VYnpasiieHue UHTEIUIEKTYalbHOW COOCTBEHHOCTHIO 2

Uroro 18

5.4. lIpakTnyeckune 3aHATHSA
[IpakTHueckue 3aHATHS MO TUCHUIUIMHE MPEAYCMOTPEHBI YYEOHBIM IJIAHOM
00pa30BaTeNbHOM MPOTPAMMBEI.
[lepeuenp MpakTUUECKUX 3aHATHH, WX COACpNKAHHE U TPYAOEMKOCTh TMpea-
CTaBJICHBI B Ta0IHULIE O.

Tabnuna 5 — TemaTnka u cofepKaHue NPaKTUIECKUX 3aHATUN

Ne Ne paznena TemaTuka Jekuui TpynoeMKocThb
n/n | AUCHMILIHHBI (4ac.)
1 1 Teopus u MeTomonorust HHPOPMAIMOHHOM O0€30TTACHOCTH 2
2 2 MareMaTHuecKoe MOJICIIMPOBAHUE MTPOIIECCOB 3AIIUTHI 2
nHpopmanuu
3 3 Opranu3allMOHHO-TIPaBOBas 3alUTa HHYOPMAIUU 3
4 4 NHxeHepHO-TeXHUYECKas 3aInuTa HHPOpMAIUU 3
5 5 [IporpammHO-anmapaTHas 3al1uTa UHPOPMALUU 2
6 6 Kpunrorpaduueckas 3amura nHpopMaIuu 2
7 7 3anura nepcoHAIBHBIX JTAHHBIX 2
8 8 YrpaiieHue UHTEIUICKTYaTbHOU COOCTBEHHOCTHIO 2
Uroro 18

5.5. CamocTosiTesibHAs pa00Ta aCIUPAHTA
Bunbl camocToaTensHO# paboThl acliipaHTa NpeCcTaBlIeHbl B Ta0IuUIE 6.
Tabnuia 6 — Buasl camocToaTensHoi paboTh

Ne
n/n

Ne paznena
AMCHMILINHBI

Buj camocTosiTeibHOM padoThI

3

Pabota ¢ iuTepaTypoi;

Pabota ¢ iuTepaTypoi;

Pabota c nurepaTypoii;

Pabota c nutepaTypoii;

Pabota c nutepaTypoii;

Pabota ¢ uTepaTypoi;

Pabota ¢ iuTepaTypoi;

OO OB |WINFIN

Pabota ¢ iuTepaTypoi;

O[NNI OB (WN -

i
o

[ToaroroBka K KaHIUJATCKOMY 3K3AMEHY

6.

OBPA3OBATEJIBHBIE TEXHOJIOI'MH

B X04€ OCBOCHUA JUCIHUIJIMHBI IPUMCHAIOTCA CIICAYIOIINC 06p2130BaTeJ'H>HI)Ie
TCXHOJIOI'MH IMPCACTABJICHHLIC B Ta6JII/II_[e 6.
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Tabnuna 6 — OOpa3oBaTelbHbIE TEXHOJIOTUH, IPUMEHSIEMbIE B XOJ€ MPENoIaBaHus
TV CLHUTUIAHBI

Buj yueOHoii padoThl Buabl 00pa3zoBaTeIbHBIX TEXHOJIOTHIA

Jlexknuu MynsTUMeAua-TEKIMS

[IpoGnemHuas aexius

Jlexums ¢ pa360pOM KOHKPETHBIX CUTYaIlHH
Jlexius-o0CyKacHHE

[IpakTrueckue 3aHATHS ['pynmoBeie TUCKyCCHH.

PemreHne npakTuyeckux 3aaau.

CamocrosTenpHas padbora NHnuBuayanbHbIe HCCIICIOBAHUS

TexHoJIOTHS WHANBUAYATH3AIMH 00YICHHUS

Texymuit KOHTPOJIb TexHOJIOTMS OICGHMBAHUSA KadecTBa 3HAHWM Ha OCHOBE
OayutbHOU OmeHKH. Onpoc Mo TEeMaTHYEeCKUM OJIOKaM JHC-
LIUIIAHEI.

7. PEAJIMBALIUS JUCIHUIIJIMHBI ITPU UCITOJIb30BAHUU TEXHOJIOT T
SJIEKTPOHHOI'O OBYUYEHMUSA Y (MJIN) JUCTAHIIMOHHBIX OBPA3OBATEJIBHBIX
TEXHOJIOTI'UH

B snextponHoii nnpopmMannoHHo-oopazoBatenbHoi cpeae bI'TY pasmeniaer-
Csl AJICKTPOHHBIN KypC AUCHUILIMHBI, BKIIOYAIOIIUMA B CEOs:

— CBeJIeHHs 00 aBTOpe Kypca;

— KpaTKO€ OINKCAHUE KypcCa;

— pabouyio MporpaMMmy JTUCIUILIAHBI;

— IIOJIHBIM [IEPEUYECHBb TEM JNUCLHUILINHBI;

— MPE3EHTALMOHHBIC MATEPUAIbI JJIsI POBEACHUS 3aHATUN JICKUUOHHOTO TH-
mna;

— JICKIMH/KPATKUH KOHCIIEKT JISKIUH 110 KaXXI0M TeMe;

— Marepuabl JJisl TEKYIIETO KOHTPOJIS yCIIEBAEMOCTH aCIIMPAHTOB.

8. YUEBHO-METOJUYECKOE M HWH®OPMALIMOHHOE OBECHEYEHHUE
JUCHUTINHBI

8.1. IlepeyeHb OCHOBHOM Y JONIOJHUTEJIbHOM Y4eOHOM JTUTEPATYPbI:

a) OCHOBHAs TUumepamypa

1. Acraitkua A.W. MeTozsl u cpecTBa 00ecreueHus MporpaMMHO-alnapaTHON
3alUThl MH(MOpMauu [DIEKTPOHHBIA pecypc]| : Hay4yHO-TEXHHYECKOE H3JaHue /
A.. ActalikuH [u 1p.]. — DJEKTpOH. TeKCTOBbIe naHHble. — CapoB: Pocculickuii
benepanpubiil saepHbiid eHTp — BHUUD®, 2015. — 224 ¢. — 978-5-9515-0305-3.
— Pexxum noctyma: http://www.iprbookshop.ru/60959.html

2. KoBanenko FO.M. Metoauka 3amuThl HHGOPMAIIMK B OPraHU3aUiX [DJIeK-
TpoHHBIN pecypc] : monorpadus / FO.W. Kosanenko, I'.1. MockButun, M.M. Tapac-
KUH. — DJIEKTPOH. TeKCTOBbIe AaHHble. — M. : Pycaitnc, 2016. — 162 ¢. — 978-5-
4365-0887-0. — Pexxum noctyna: http://www.iprbookshop.ru/61625.html

3. CunapeB H.A. MHCTpyMeHTanbHBI KOHTPOJb W 3aluTa HHPOpPMAIIUU
[DnexkTpoHHbI pecypce] : yueoHoe mocobdue / H.A. CBunapes [u ap.]. — DIEKTPOH.
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TEKCTOBBIE JaHHble. — BopoHex: BOpOHEXKCKHI TOCYyIapCTBEHHBIM YHUBEPCUTET
WH)XEeHEepHBIX TexHosiorui, 2013. — 192 ¢. — 978-5-00032-018-1. — Pexum nocry-
na: http://www.iprbookshop.ru/47422.html

0) OononumenvHas aumepamypa

1)  AsepuenkoB B.M. MeToabl u cpeicTBa HH)KEHEPHO-TEXHUYCCKOM 3all[u-
Thl MH(pOpMaLUU [DNEKTPOHHBINA pecypc] : yueOHoe nocobue / B.1. ABepueHkoB [u
ap.]. — DNEeKTpoH. TEKCTOBbIE JaHHble. — bpsHCk: BpsHCKUI rocyaapCTBEHHBIM
TeXHUYeCKUd yHuBepcutet, 2012. — 187 ¢. — 5-89838-357-3. — Pexxum gocryma:
http://www.iprbookshop.ru/7000.html

2) A. Jlxeticon 3ammra qaHHbIX. OT aBTOPU3aAIUH J0 ayanuTa. [ DIeKTPOHHBINA
pecypc] — CII6.: ITutep, 2021. — 272 c.: (Cepus «/lns npodeccrnonanony). ISBN
978-5-4461-1733-8. — Pexum J0CTyna:
https://lib.fbtuit.uz/assets/files/ pdf

3) IlapenTn, Tomac. Kubep6e30macHOCTh : YTO PYKOBOJUTENSM HY)KHO 3HATh
u nenats : / Tomac IlapenTu, Jxek Jomer. — 2-e uza.. — Mocksa : ManH, MIBaHOB 1
depbep, 2022. ISBN 978-5-00195-484-2 — Pexum JOCTyTaA:
https://humpty.ru/book/17547-kiberbezopasnost-chto-rukovoditeliam-nuzhno-znat-i-
delat

4) M. CarroH, A. I'punn Fuzzing : uccienoBaHue ysS3BUMOCTEH METOIOM
rpyooit cunel — Caunkt-Iletepoypr ; Mocksa, 2017. - 555 c¢. (High tech).; ISBN —
Pexxum  jmoctyma: 978-5-93286-147-9https://codeby.net/attachments/satton-m-
fuzzing-issledovanie-ujazvimostej-metodom-gruboj-sily-pdf.27608/

5) A. A. buprokoB MHpopMarimonHass 0€30aCHOCTE: 3alllUTa M HalaJcHHE, 2-
e m3ganue — Mocksa, 2017. - 474 ¢. ISBN 978-5-94074-647-8 — Pexum moctyma:
https://vk.com/wall-49131654 93473

6) OpraHu3alMOHHO-TIPABOBOE OOecreYeHne HH()OPMAIMOHHOW 0e30MacHo-
ctu [Tekcr] : monorpadus / A. B. Moposos, T. A. IlonsikoBa ; @eaepanbHoe roc.
OropKeTHOE 00pa3oBaTeIbHOE yUpekaeHue BhIcHI. Tpod. oOpazoBanus "Poccuiickas
npaBoBas akaq. M-Ba roctuiiuu Poccuiickoit ®@eneparuu". - Mocksa, 2017. — 273 c.,
ISBN  978-5-89172-544-7 Pexxum  gocryma: https://vk.com/wall-
43363264 525959

8.2. Ilepeuenb pecypcoB cetu «HTepHET», HEOOXOAMMBIX JJIsl M3YYEeHUsI

TUCUMILIUHBI:

1.Enunoe okHo aoctymna k uHpopmaimoHHbM pecypcam (http://window.edu.ru).

2. HarmonasnbHas snextpoHHas oudmmoteka (http:/www.elibrary.ru).

3. ®enepanbHoe xpaHwiie «EnuHas KoyuleKuus MUQPPOBBIX 00pa30BaTEIbHBIX
pecypcoBy (http://school-collection.edu.ru).

4. denepanbHbIA HNureprer-nopran «Poccuiickoe o0pazoBaHue»
(http://www.edu.ru).

5. DnexTpoHHO-OMOMoTeyHast cuctema «IPRbooksy (http://www.iprbookshop.ru).

6. DnexTpoHHO-OnbMoTeuHas cucrema «Jlauwy» (https://e.lanbook.com).

7. Caiit OI'BY ®@enepanbHblii HMHCTUTYT TPOMBIIIICHHOW COOCTBEHHOCTH
http://Aww1.fips.ru.



http://www.iprbookshop.ru/47422.html
https://lib.fbtuit.uz/assets/files/_________.pdf
https://vk.com/wall-49131654_93473
http://www1.fips.ru/
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9. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJINHBI

Jlist obecnieueHust oOydeHUsI UMEETCs Clelytolias MaTepralbHO-TEXHUUECKas
Oaza:

— ayUTOpUA JJIsl TPOBEACHUS JIEKIIMOHHBIX 3aHATUA U OPraHU3alMH 3aLIUThI
pedepaToB, 00opyAOBaHHas MEPCOHATBHBIMH KOMIBIOTEPAMHU, MYJIbTUMEIUUHBIM
KOMIIBIOTEPHBIM MTPOEKTOPOM, CPEJCTBA 3BYKOBOCIIPOU3BEICHUS (10 BO3MOXKHOCTH),
MPOEKIIMOHHBIM AKPAHOM, HAJIMYHEM JOCTyIlla B nH(OpMaITMOHHO-
KOMMYHHKAIIMOHHYIO CeTh IHTEepHET;

— yueOHasi ayuTOpHsi, OCHAIIIEHHAs] KOMIUIEKTOM MEOEIN U JOCKOM, ISl Mpo-
BEJICHUS KOHCYJIbTAlLlUM, 3a4€Ta U KAaHIAUIATCKOTO SK3aMEHa;

KOMITBIOTEPHBIE KJIACCHI C TIOCTOSIHHBIM JIOCTYNIOM K WH(GOpPMAaIMOHHO-
TEJIEKOMMYHUKAIIMOHHON ceTh «VIHTepHET», a TakK€ YHUTAIbHBIE 3aJIbl HAYYHOU
oubsmorexku BI'TY mis camocTosiTebHON pabOTHI aCIIUPAHTOB.

10. OCOBEHHOCTHU OPTAHU3AIIUU OBPA3OBATEJIBHOI'O
IMPOLECCA JJIs1 THBAJINJIOB U JIMI] C OI'PAHUYEHHBIMH
BO3MOKHOCTAMMU 310POBbA

N3yyeHne AUCUMIUIMHBI MHBAIMIAMH U JIMIIAMH C OTPAHUYEHHBIMH BO3MOXK-
HOCTSIMU 3/I0POBbSI OPTraHU3YETCA C YYETOM OCOOEHHOCTEN MCUXO(PU3NYECKOTro pas-
BUTHUSI, UHAUBUAYAJIbHBIX BO3MOKHOCTEW M COCTOSIHUS 3J0POBbS TaKUX 00YyYarolnX-
csl.

[Ipun nmpoBeaeHuM y4eOHBIX 3aHATHI oOecreurBaeTcsi COOJIOJIEHUE CIIEIyIO-
X TpeOOBaHMIA:

— y4eOHbIe 3aHATUS MPOBOJATCS ISl MHBAIMJIOB U JIML C OTPaHUYEHHBIMU
BO3MOXKHOCTSIMU 3[I0POBBSl B OJHOW ayJAUTOPUU COBMECTHO C OOYyYaroIIMMMCS, HE
MMEIOIIMMH OTPAaHUYEHHBIX BO3MOXHOCTEW 3/10pPOBbs, €CIU 3TO HE CO3AAET TPYIHO-
cTel Jyuist o0yJaromuxcs B X0/ie yUeOHbIX 3aHITUH;

— MNPUCYTCTBUE ACCUCTEHTA U3 uKciia padoTHUKOB BI'TY win npuBnedeHHbIX
JIML, OKa3bIBAIOMIETO OOYYAIOIIMMCSI HEOOXOAUMYIO TEXHUYECKYIO TOMOILb C YYETOM
UX UHAUBUAYAIBbHBIX OCOOEHHOCTEN (3aHATh paboyee MecTo, IepPeIBUTraThCs, MPOYH-
TaTh U OPOPMHUTH 33/I1aHKE, OOIIATHCS C MEJArOTHYECKUM PAOOTHUKOM U T. 11.);

— oOyyaronuecs C Y4eTOM MX HMHIAUBUAYAIbHBIX OCOOCHHOCTEW MOTYT IOJIb-
30BaThCsl HEOOXOAMMBIMU UM TEXHUUYECKHUMHU CPEICTBAMU;

— MaTepHaIbHO-TEXHUYECKHE YCJIOBUS JOJKHBI 00€CredyrMBaTh BO3MOXKHOCTD
OecnpensaTCTBEHHOr0 JOCTyNa OOy4arouIuxcsi B ayAUTOPUH, TyaJe€THbIE U JIpyrue
MOMEIICHHMS, a TAKXKE MX MPEObIBAaHUS B YKA3aHHBIX NMOMEUIECHUAX (HAJIMYUE MaHIY-
COB, IOPYYHEH, paCIIMPEHHBIX JIBEPHBIX MPOEMOB, TU(TOB, MPU OTCYTCTBUU JU(DTOB
ayJIMTOPHSI TOJKHA PACIONIaraThCs Ha MEPBOM ATa)eE; HAJIMUKE CIIEUATIbHBIX Kpecell
U APYTHUX MPUCTIOCOOJICHH).

YHUBEPCUTETOM CO31aHbl CIELUUATIbHBIE YCJIOBHS Ul IOJYYEHHUS! BBICILIETO
oOpazoBanus ooyuatomumucs ¢ OB3:

1) nyist M ¢ orpaHUYEHHBIMHA BO3MOKHOCTSIMU 3/10POBbSI IO 3pEHHUIO:

— HaJu4ue aJIbTePHATUBHON BepCHU O(ULIMATBHOTO caiiTa OpraHu3aliu B ce-
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v "NHTepHet" 11 cnaboBUASIINX;

— pa3MelieHe B JOCTYMHBIX JIJIsl 00y4YaroIMUXCs, SIBISIOMIMUXCS CIETNbIMUA WU
C1a00OBUIAIIMMHU, MECTaX M B aJanTHUPOBaHHOW (opme (C yuyeToM MX OCOOBIX TO-
TpeOHOCTEH) cripaBouyHON MHGOPMAIIMU O paCTIMCAaHUU YU4eOHBIX 3aHATUH (MHpOpMa-
IS TOJDKHA OBITH BBITIOJIHEHA KPYIMHBIM pelbe(PHO-KOHTPACTHBIM IpudTom (Ha Oe-
JIOM WJIH KeNToM (GoHe) U npoaydmupoBana mpudTom bpaiiis);

— MPUCYTCTBUE ACCHCTEHTA, OKA3bIBAIOIIETO OO0yYaromeMycsi HEOOXOAMMYIO
MTOMOIIIb;

— o0ecreyeHne BBITyCKa AIbTEPHATUBHBIX (DOPMATOB IMEYATHBIX MATEPHUATIOB
(kpynHBIN mpUdT WK ayarodais);

— ofecrneyeHue A0CTyna 00y4yaroIerocs, sIBISIOMErocs CIenbiM U HCIOIb3Y-
IOIIET0 CO0aKy-MPOBOTHUKA, K 3JaHUIO OPTaHU3AIINN;

2) 1S JTAIL ¢ OTPAaHUYCHHBIMEA BO3MOKHOCTSIMH 3/I0POBBSI TIO CITYXY:

— nyOJMpoBaHWE 3BYKOBOM CIPABOYHOW MH(POPMAIIUN O PACTIMCAHUH YIECOHBIX
3aHATHI BU3yaJIbHOM (YCTaHOBKA MOHUTOPOB C BO3MOKHOCTBIO TPAHCIISIIIUKN CyOTHUT-
POB (MOHUTOPHI, UX Pa3MePhl U KOJUYECTBO HEOOXOAUMO OIPEACIATh C YUETOM pa3-
MEpOB ITOMEILIECHHUS);

— of0ecrieyeHne HAJJISKAINIUMH 3BYKOBBIMH CPEJCTBAMU BOCIPOU3BEACHUS
uH(popManuu;

3) ns U ¢ OTPAaHMYCHHBIMU BO3MOYKHOCTSIMH 37I0POBbSI, IMEIOITUX HapyIIe-
HUS OMTOPHO-ABUTATEIILHOTO anmapara, MaTepruaibHO-TEXHUICCKUE YCIOBHUS JOJDKHBI
o0ecrnieunBaTh BO3MOKHOCTh OCCHPENSATCTBEHHOTO JOCTYIMa O0ydYaronuxcs B y4eo-
HBbIC TOMEIIEHHUS, CTOJIOBBIC, TyaJICTHBIE M JIPyrde TMOMEIICHUS YHUBEPCUTETA, a
Tak)ke TMPEOBIBaHKMS B YKa3aHHBIX IMOMEIICHHUSAX (HAJIMYWe TaHTyCOB, MOPYYHEH,
paCIIMPEHHBIX IBEPHBIX MPOEMOB, TU(PTOB, JTOKATHLHOE MMOHMKCHUE CTOCK-0aphepoB;
HAJIMYKE CTICIUANIBHBIX Kpecel U APYTUX MPUCTIOCOOICHUN).

11. METOTAYECKHAE PEKOMEHJIALIMA MO JUCIUTIIAHE

11.1. MeTroanyeckue peKOMeHIANH JIS1 penoaaBareJiei

IIpy uTeHUM JeKUUN NOJKHA pelIaThes 3ajadya JOCTYITHOTO HM3JI0KEHUSI BCEX
MaTepHaJioB 0 JaHHON AUCIUILIMHE COTJIACHO pabodeii mporpaMmme.

['maBHOM 3apauel KaXJIOW JIEKIMH W MPAKTUYECKOTO 3aHATHUSA SIBJISICTCS pac-
KPBITHE TEMATUKU U YBSI3Ka C TPAKTUUECKUM MPUMEHEHUEM.

[Ipy yTeHUM nEKUMA U MPOBEACHUM MPAKTUUYECKUX 3aHATUH LIEIeco00pa3Ho
MCIIOJIb30BaTh OMOPHBIE KOHCIEKTHI (CUCTEMY CIIalIOB C HAIISIAHBIMU HU300pasKeHU-
SIMU U T€3UCAMU JICKITUH ).

11.2. Metoau4yeckune peKOMeHIAUNH JIsI 00Y4AIOIIUXCS.

[ToaroToBky 1Mo aucruIuIMHe «METOABl U CUCTEMBI 3aIlUThl HHPOpPMAIIUY, UH-
dhopmManoHHas 0€30IaCHOCTE» MOYKHO pa30MTh Ha HECKOJIPKO ATAIOB:
e paboTa c IMTepaTypoi;
® TIOJTOTOBKA K KaHJAMIATCKOMY DK3aMEHY.
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12. ONEHOYHbBIE MATEPHUAJIBI 11O JUCIHHUTIJIMHE

12.1. OueHo4HbIe CPeACTBA IS TEKYIIEro KOHTPOJIS yCIeBaeMOCTH

Texymuii KOHTPOJIb MPOBOAUTCS C 1ENbIO0 00ecleueHnss CBOEBPEMEHHON 00-
paTHOM CBSI3M, JUISl KOPPEKIHMH OO0y4YeHHUS, aKTUBU3AIMH CAMOCTOSITEIBHOU PabOTHhI
oOy4aronuxcs. Pe3ynabTaThl TEKyIIEro KOHTPOJS SBISIIOTCS JOMYCKOM K MPOMEXKY-
TOYHOM aTTECTAIUU.

IxaJjia oneHUBaHUuA
YpoBeHb OCBOEHUSI ACIIUPAHTOM y4eOHOrO Marepualia ONpeessieTCs OLICHKa-
MH «OTIIAYHOY, «XOPOLIO», «YJAOBICTBOPUTEIBHOY, «HEYIOBICTBOPUTEIHLHO.

Iloka3zaTenn U KpUTEpHH OLEHUBAHNUS TEKYIIUX Pe3yJIbTATOB OCBOCHUS JHCLH-
TLUTHHBI

O1eHKY «OTJIMYHOY» 3aCiIy’>KMBaeT aclHUpaHT, OOHAPYKUBIINI BCECTOPOHHEE,
CUCTEMATHUYECKOE U TIIyOOKOE 3HAaHWE y4eOHOro Marepuaia, yMEeHHe CBOOOJHO BbI-
MOJIHATDH 33JIaHUA, TIPElyCMOTPEHHBIE Y4eOHON MPOTpaMMON, U3YUUBIIUN OCHOBHYIO
Y 3HAKOMBIH C JOIIOJHUTEIIBHON JIUTEPATYPOH.

O1eHKy «XOpOIIOY» 3aCTy>KUBAET aCHUPAHT, OOHAPYKUBIIMM MMOJTHOE 3HAHHUE
y4eOHOro Marepualia, yCHEIIHO BBIMOJHUBIIMNA MPEAyCMOTPEHHbIE y4eOHOM Mpo-
rpamMMOil 3aJ1aHNs], U3YYUBIINKA OCHOBHYIO JINTEPATYPY.

OLIeHKY «YJOBJIETBOPUTEIBLHO» 3aCIIyKUBACT aClUPAHT, OOHAPYKUBIIUN 3HA-
HHE OCHOBHOTO y4e€OHOro mMaTepuaja B MOJHOM O0beMe, HEOOXOAUMOM ISl TTOATO-
TOBKM K CHa4¥ KaHIUJATCKOTO SK3aMEHa, BBIMOJHUBIIUN MpPEeIyCMOTPEHHbBIE yueO-
HOW MMPOrpaMMOM 3aJ1aHus1, 3HAKOMBINA C OCHOBHOM JIUTEPATYypOH.

OLIEHKY «HEYIOBJIETBOPUTEILHO» 3aCIy’KUBAeT OOydarouiuics, oOHapYKUB-
Ui MpoOesibl B 3HAHUSIX OCHOBHOTO Y4€OHOTO Marepualia, JOMyCTUBIIUNA MPUHITU-
MUaJbHBIE OMIMOKHU TIPH BBHITIOJTHEHUH MPEyCMOTPEHHBIX ITPOTrpaMMoOil 3aaHui.

12.2. KOHTPO/IbHO-U3MEPUTEIbHbIE MATEPHAJBI IJI TEKYIIEr0 KOHTPOJIS
ycreBaeMoCTH

12.2.1. Bonnpochl /ISl TEKYIIEr0 KOHTPOJISI yCIIeBAeMOCTH

Pazoen «Teopusa u memooo102us unhopmayuonHHoi 6e30nacHocmu)

1. [Toustue wHOPMALMOHHONW O€30MaCHOCTH, OCHOBHBIE COCTABJISIOIIME HMH-
dhopmalMoHHON 0€30MacHOCTH.

2. Uctounuku yrpo3 mHpopmannoHHON Oe3omacHoctn PD un mx kmaccuduka-
IS

3. Onpenenenue 3amuThl HHPopMaIu, 6€30MacHOCTH UHPOPMAITTU

4. TlonmuTuka 6€30MaCHOCTH M aHAJIU3 PUCKOB;

5. CymHocTh nHGOpMAINN Kak 00beKTa paBa COOCTBEHHOCTH.

6. Packpoiite cylHOCTh 0ObEKTA 3aAIUTHI.

7. Kmaccudukamust yrpo3 nuHQOpMaIimoOHHOW 0€30MacHOCTH, OCHOBHBIE TPYTIIIHI
KJ1accu(ukaImu.
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8. Monens HapymuTens nHGopManoHHON 6€30MmacHOCTH?

9. OcHOBHBIE TPUHIIUIIBI TIOCTPOCHHUS CUCTEMBI 3aIIUTHI HHPOPMAIIUH.

10. OcHoBHBIE MOJEIH 3alIUTHI HHMOPMAIIMHU U UX OCOOCHHOCTH.

11. CyurHocTh METOJIOB 3aIUTHI OT CIIyYallHBIX YT PO3

12. Tlonsitus uaeHTU(GUKAIMU U ayTeHTHU(UKALIMKH, OCHOBHBIC BUIbI AyTECHTH-
buxanum.

13. IloBbIlieHrEe HAACKHOCTH U OTKA30yCTOMYMBOCTU HMH(POPMAIMOHHBIX CH-
CTEM.

14. OcoOGeHHOCTh MOCTPOCHUS 3aIIUTH OT HECAHKITMOHHUPOBAHHOTO JOCTYIa

Pazoen «Mamemamuueckoe mMooeauposanue npoueccos 3auiumasl UHGopma-
uuu»

15. OmnpeneneHust MaTeMaTHYECKOM MOJEIH U MaT€MAaTHYECKOTO MOJEIHPOBa-
HUSL.

16. TpebGoBanus, NpeAbIBISIEMbIE K MATEMATUYECKUM MOJIEIISIM.

17. O6nacTu NpUMEHEHUS] MATEMaTHUYECKUX MO/IEICH.

18. Kinaccudukanus maTeMaTHYECKUX MOJIeIel 10 TUIIaM, CBOMCTBaM M Ha3Ha-
YEHHUIO.

19. Cnoco06bl MOCTpOEHUs JETEPMUHUPOBAHHBIX MATEMATHYECKUX MO/IEIICH.

20. AHaJUTUYECKHE U YUCIICHHBIC METObI PEIICHUS YPaBHEHUM.

21. CymHOCTh METO/I0B MOJICIMPOBAHUS CJIOKHBIX CUCTEM.

22. OOmye TPWHIMIBI W CPEICTBA IMOCTPOCHHUS MAaTEMATHUYCCKHX MOJCIeh
MPOIIECCOB 3aIIUThl UHPOPMAIUH.

23. OCcOOEHHOCTH MOCTPOSHUS MATEMAaTHYCCKUX MOJEICH MPOIECCOB 3alTUThI
nH(OpPMAITMU Ha OCHOBE IKCIIEPUMEHTAILHBIX JaHHBIX.

24. TloHATHS KOPPETAIUOHHOTO, PETPECCHOHHOTO W JUCIICPCHOHHOTO aHaJIH-
30B. Y CJIOBHS IPUMEHUMOCTH CTaTUCTUYECKOTO aHAIN3a.

25. OreHka JOCTOBEPHOCTH M TOUHOCTH MaTEeMaTHYECKUX MOJICTICH.

26. Tlonstus neneBod (yHKIHUHU, ONTUMHU3UPYEMbBIX M (PUKCUPOBAHHBIX Tapa-
METPOB, OTPAaHUYEHUHN TTPU ONITUMU3AIUH.

27. Tlonsatue omHOMepHOHN omTuMHU3aIMu. ['J1oGadbHBIE W JOKAJbHBIE DKCTPE-
MyMBbI. Y ciaoBus ontumyMa quddepeHnupyemMoit pyHKIUU OJTHOM EePEeMEHHOM.

28. TloHsTe MHOTOMEpPHON 0€3yCIIOBHOW ONMTHUMHU3ALUU. Y CJIOBHUS ONTHUMYyMa
muddepennupyemMoit PyHKITUN HECKOIBKUX TIEPEMEHHBIX.

Pa3zoen «Opzanuzayuonno-npaeosasn 3auiuma ungpopmayuuy

29. OOmas xapakTEepUCTHKA OPraHU3alMOHHBIX METOJOB 3allWThl WH(MOpMa-
1107078

30. OcHOBHBIC MPUHITUIIBI OPTAHU3AINN CHCTEMBI Oe30macHOCTH 00BekTa. Mo-
JIeTh KOMIUTEKCHOW CHCTEMBI O€30ITaCHOCTH.

31. Knaccudukanus yrpo3 uHdopmMannonnon 6e3omnacHoctu. Bunst KYU.

32. OCHOBHBIC HAIIPABJICHHUS OPTAaHU3AIMOHHON 3aIUTHI WH(OpMAIUK Ha 00b-
eKTe.

33. Buasl kaHAJIOB HECAaHKIIMOHUPOBAHHOTO NOCTyma K mHpopmaruu. Mx xa-
pPaKTEepPUCTHUKA.

34. KonnentyansHas MOJAEIb HHPOPMAITMOHHOM 0€30MacCHOCTH.

35. TpeboBaHUs K MOCTPOCHUIO CHCTEM 0€30MIaCHOCTH TPEATIPUSATH.
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36. Llenu u 3aga4u CUCTEMEI OE30IMaCHOCTH 00beKTa. BUIBI 00BEKTOB 3aIUTHI.

37. XapaKTepHuCTUKA TUIIOBOUW CTPYKTYPHI CITY>KObI 6€301TaCHOCTH.

38. Cnydau paszriamieHue 3amuiiaeMon nHGopMaIuu.

39. OcHoOBHBIE 3a7a4M CITYKObI 0€30ITaCHOCTH 0OBEKTA.

40. XapakTtepucTuka GyHKIHHN CIIy»KObI 0€30IaCHOCTH 0OBEKTA.

41. IlpaBa, 00s3aHHOCTH W OTBETCTBEHHOCTb COTPYJIHHMKOB CIyKObI Oe3orac-
HOCTH.

42. Opranuzanus pexxuMa u oxpasbl Ha 00bekTe. OCHOBHBIE 33a4H.

43. Bwuapl MpomyCcKHBIX TOKYMEHTOB.

44. Tlopsaok opraHu3aluy MPOIMYCKHOTO PEXKUMA.

45. QOpranuzanus OXpaHbl CTAITMOHAPHBIX 0OHEKTOB.

46. OcHOBHBIE 33J]a4l OXpaHbl 00BEKTOB.

47. Bwuapl 0XpaHbl CTALIMOHAPHBIX OOBEKTOB.

48. XapakTepucTHUKa ACSITEIBHOCTU OT/ENa KaJIpoB O0OBEKTa C MO3ULIUU 0Oec-
NeYeHUS 3alUThl UHPOPMAIIUH.

49. CrnocoObl peceueHus pasriallieHus 3anuiaeMon nadopmauu.

50. Opranu3zanusi HHXEHEPHO-TEXHUYECKON 3aIUTh OOBEKTOB.

51. XapakTtepucThka OpraHU3aIlMOHHBIX, OPraHU3AIMOHHO-TEXHUYECKUX W
TEXHUYECKUX MEPOIPUATUH 3alUThl HHPOpMaIIUK HAa 00BEKTE.

52. OpraHu3zaius aTTecTaluy 3alUIIEeHHBIX TOMEIIEHUH.

53. Opranuzanms paboT mo 3amurte HHPopMaIuu oTAeNa 00eCIeUeHNs BHEIII-
Hell NeATeIbHOCTH.

54. TlepcoHan pupMBI U €ro pojib B yTeuKe HHPOPMALIIH.

55. OCHOBHbBIE MPUHLHUIIBI OpPraHU3aui MPOPECCHOHATIBHOIO 0TOOpa MepcoHa-
na.

56. OcHOBHBIC PEKOMEHIALIMN TIPU OPTaHU3AIMH TPOBEPKH U 0TOOpa KaHIUIa-
TOB Ha pabOTy B KOMMEPUYECKHE MPEITPUITHS.

57. XapakTtepucTuka Ipoiecca yBOJbHEHUS KaJIpOB U3 KOMMEPUYECKUX CTPYK-
TYp.

58. Oco0eHHOCTH YBOJIBHEHHS COTPYIHUKOB, BIAJICIOIINX KOH(PUACHIIUATHHON
uHdopmaIuei.

59. OcHoBHBIE 3TaMbl U OPOIEAYPHI TPodoTOOpa MepcoHaa Ha KOMMEPUYECKUE
MPEANPUATUS

60. IlonsTHE peXrMa CEKPETHOCTH, €TO COEP KaHNEe U OCOOCHHOCTH.

61. PCO, IIATK u uX MOIHOMOYHS.

62. Tlopsimok paOOThI ¢ CEKPETHBIMHU JOKYMEHTAMH M U3CITASIMH.

63. Opranuzanus I0MycKa JIUI] K CEKPETHBIM CBEICHHSM.

64. OpraHuzanus 3aCeKpeUYMBaHUS U PACCEKPEUNBAHUS CBEICHUIA.

65. Opranu3zanus paboTbl C CEKPETHBIMH JTOKYMEHTaMHU.

66. 3amurta rocyapCTBEHHOMN TalHBI.

67. Opranuzanus 3anuTsl HOOpPMAIUU B KaIpOBOM CITyK0e.

68. Opranuzanus npoBeaeHUs CITYyKEOHBIX pacciaeoBaHui 1o GaKkTaM yTpaThl
CEKPETHBIX JJOKyMEHTOB.

69. 3amuTa nHGOpPMANMK MPY TPOBEICHUN COBEIIAHUHN U TIEPETOBOPOB.

70. 3amuTa nHGOpMAIIK TPU PAOOTE C MOCETUTEISIMHU.



71,
72,
73.
74,
75.
76.
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XapaktepucTuka HHPOPMAIMOHHO-aHATUTUIECKONU PabOTHI.

OCHOBHBIE HAMPaBJICHUS AHATTUTHYECKON pabOThl Ha 00BEKTE 3aITUTHI.
Dtarbl BBINOJHEHUS aHATUTUYECKON padoTHhI.

OCHOBHBIE METO/Ibl AaHATTUTUYECKOMN pabOTHI.

OO01mumii MoAXo ] K KaTeropupoBaHUIO0 0ObEKTOB OXPAHBI.

Opranuzanust 3anmra UHPOPMAIMKU MPU IMYOJIMKATOPCKOM W pEeKIaMHON

JACATCIBHOCTH.

77.

OCHOBHBIE HAIpPAaBICHUS U METObl pabOTHI C MEPCOHATIOM, 00JIaAAI0IINUM

KOH(HIeHIIATEHON HHPOPMAITHEH.

78.

OcCHOBHBIC dTaIIbI IMOATOTOBKU U IIPOBCACHUA COBCI_HaHI/Iﬁ )51 3aCCI[aHI/Iﬁ 1o

KOH(I)I/II[CHLII/IEIJ'IBHBIM BOIIpOCaM.

79.
80.
81.
82.
83.

HY.

84.

THH.

85.

CTEM.

86.
87.
88.
89.
90.

Jlunen3zupoBanue u cepTudukanus B 001acTu 3ammThl nHGOpMaru B PO.
JInneH3upoBaHue AATEIHLHOCTH 10 3alUTe HHDOPMALIHH.

CepTudukanus cpeicTB 3alIUThl HHOOPMAITUU

Kommepueckast TaitHa 1 IOPSIAOK €€ ONpeIeTICHHUS.

Opranuzarust padot ¢ uHGopMalen, COCTaBISAIONIEH KOMMEPUYECKYIO Taii-

Opranuzaius u odecreueHre 3auThl KOMMEPUYECKOM TailHbI Ha MpeAnpUsi-
Opranuzanusi 6e30MacHOCTH (YHKIIMOHUPOBAHUS MHGOPMAIIMOHHBIX CH-

[IpoBeneHre aHATMTUKO-Pa3BeIbIBATEIbLHON padOTHI.

rocyJapCcTBEHHas TaiiHa ¥ MOPSAJOK OTHECEHUSI K HEW MH(POpPMALIHH.
XapakTepucTuKa IEUCTBHI MO 3a1uTe NHPOPMALIIH.

[IpotuBozaeiicrsue HCJI x undopmarmm.

Bunpl nepconanbHbix TaHHBIX B cOOTBEeTCTBUM ¢ @3 Ne 152 «O mepco-

HaJIBHBIX JaHHBIX»

91.

Ocuosuble 3Tanbl co3ganns C3I1/Ix Ha oObeKTe.

Pazoen «Huxcenepno-mexnuyeckan 3auiuma uH@opmayuu

92.
93.
94,
95.
96.
97.
98.

Knaccudukanusa nadopmariuu, 3amuniaeMoil TEXHUYECKUMHU CPEJICTBAMHU.
Knaccuduxkaius neMmackupyronmx npu3HaKkoB.

[TpuHIUTIBI 3aTTUCH ¥ ChbeMa HH(POPMAIIUKA C HOCUTEISL.

Nctounuku GyHKIIMOHATBHBIX CUTHAJIOB.

[To6ounble W3MyyeHust 1 HaBOAKU. OCHOBHBIE MOHATHUS U KJIaCCU(DUKALIUH.
XapakTepucTrKa OCHOBHBIX UCTOYHUKOB MH(OpMALIIH.

Knaccuduxkanus akyCTOAIEKTpUUECKUX TpeoOpa3oBaTee, CO3Aar0lIux

OITaCHBIC CUTHAJIBI.

99.

XapaKkTepuCTHKa OMACHBIX CUTHAJIOB.

100. McTounmKH MMOOOYHBIX BEICOKOYACTOTHBIX KOJICOAHHH.
101. Buabl mapa3uTHBIX CBS3EH.

102.[TpuHIUTIEI BOBHUKHOBEHHMS MTAPA3UTHBIX HABOJIOK.
103. Buast yrpo3 6e3omacHocTy HHOOpMAITUH.

104. XapakTepucTrka OpraHoB J0ObIBaHUSI HH(POPMAIIUH.
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105.3agaun opraHoB KomMMmepueckoil pasenku. Kiaccudukanusi BUIOB TEXHH-
YECKOU PA3BEIKHU.

106. XapakTepucTuka BUI0B areHTYPHON M TEXHUYECKON Pa3BEIKH.

107. IlpunIunsl 100b1BaHUs HHOOPMAIIUH.

108. Texnomorust no6siBanus nHGopManur. OCHOBHBIE TIOJIOKEHUS.

109. OcHoBHBIE COCTABIISAIOIIME TIpoliecca JOObIBaHUS HH(POpMAITIH.

110.3Tarmbl TexXHOJIOTHU JOOBIBaHUS HH(POpMAITIH.

111.Crioco6s1 gocTyna K KOH(pHUIEHIIUAIBHON HHPOPMAITIH.

112.Opranuzanus 106b61BaHus HHGOpMauu 6e3 PU3NIEeCKOro MPOHUKHOBEHUS
B KOHTPOJIUPYEMYIO 30HY.

113.Opranuszamusi AOCTyNa K UCTOYHUKaM HHQopMaIuu 0e3 HapylIIeHUs Tocy-
JapCTBEHHOM I'PAHULIBI.

114.0OcoGenHocty yTeukd WHGOPMAIMU MO TEXHUYECKUM KaHallaM TPHU SKC-
mryatanuu OBM.

115. XapakTepuCTUKH TEXHUYECKUX KaHAJIOB YTEUKH UHPOPMAIIUU.

116.CrpykTypa kKaHayia nepenadyd MHGOpMAIMKU. XapaKTePUCTUKA COCTABIISIO-
IIMX 3JIEMEHTOB.

117.Knaccudukanys TEXHUYECKUX KaHAJIOB YTEUKH UH(POPMAIIUH.

118. Xapakrepuctuka ontuyeckoro KYU.

119. Xapakrepuctuka pagauosnekrponHoro KYHU.

120.Knaccudukanus moMex B TEXHHUECKUX KaHAIaX yTCUKH.

121. Xapaktepuctuka akycruaeckoro KYHU.

122.MatepuanbHO-BEIIECTBCHHBIE KaHABI YTEYKH WH(OPMAITHH.

123.OcHOBHBIE METOIBI 3AITUTHI HH()OPMAITUY TEXHHYESCKUMU CPEICTBAMH.

124.Buapl COKpBITHS MHDOPMAIIHH.

125. Xapaktepuctika cnoco60B HHHOPMAITMOHHOTO COKPBITHSL.

126. lesundopmupoBanue. CrocoOwl. Xapakrepuctuka. OCHOBHbIE 0COOEHHO-
CTH.

127.2HepreTu4eckoe COKphITHE.

128.Cnoco6st u cpeactsa [1JITP.

129.Cnioco6b1 KOHTPOJIS TOMENIEHUI Ha OTCYTCTBUE 3aKJIaIHBIX YCTPOUCTB.

130. Texunueckue cpeicTBa oOecreueHrs OXpaHbl. TpeOoBaHUA, 3aJadu, CO-
CTaB.

131.CtpykTypa cucTeMbl OXpaHbl 0OBEKTOB.

132.Crioco06sl 3a1uThl ABEPEN U OKOH 3/IaHUI U MTOMEIICHUH.

133.ecTecTBeHHbIE W HMCKYCCTBEHHBIE MpPETpajibl, UCIOIb3yeMble ISl OXpaHbI
O0OBEKTOB.

134.0OcHaieHne aBTOMATHU3UPOBAHHBIX M ABTOMATUYECKUX KOHTPOJIBHO-
MPOITYCKHBIX ITYHKTOB.

135.Cnoco6s! 1 cpencTBa UIeHTU(DHUKAIIMN U ayTeHTU(PUKAIIUA COTPYTHUKOB.

136.mkads1, pabodrie CTOMBI ¢ 3aKPHIBAEMBIMH Ha KJIIOY SIIITUKaMU, ceHdbI U
XpaHWIUIA. BUbl, OCHOBHBIE XapaKTEPUCTHKHU.

137.Knaccudukamnuss 1 OCHOBHBIC 3JIEMEHTHI TEJIICBU3MOHHBIX CHCTEM HaOIIIO-
JICHHUSL.

138.KomnonenTs! u ycrpoiictea TCH.
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139. Anroputm Beibopa TCH a1t 00beKTa 3aIUTHI.
140.OcHoBHBIE 3377291, CIIOCOOBI U CPEJICTBA MHKEHEPHO-TEXHUIECKON 3aIUThI
nHpopMaruu.

Pa3zoen «Ilpozpammmuo-annapamnuasn 3auyuma ungopmayuuy

141.Tlonutrka 6€30MacHOCTH.

142.Martpuiia nocryma.

143.HenocTaTku ¥ TOCTOMHCTBA CXEMBI ITPOCTOM MapOIbHON ayTeHTU(DUKAIIUH.

144 buomeTtpudeckue METOAbl ACHTU(UKAIINY U ayTeHTU(UKALINN.

145.TIponeaypbl HTHUIMATU3AUUN 00BEKTa HHPOPMAIIMOHHOM 3aIlIUTHI.

146.11onaTusa uaeHTU(PUKAIIMHI U ayTEeHTU(DUKALIUH.

147.TIpOTOKOJBI ¥ AITOPUTMBI UACHTU(DUKAIIHH.

148.CpenctBa 610KMpOBaHUS HECAHKIIMOHUPOBAHHOTO WCCIEAOBAHHS U KOIH-
poBanus undopmanuu KC.

149.Matpu4Hoe yrnpaBJIeHUE JOCTYIIOM.

150. ®yHk1roHanbHbIE OJOKKM CHUCTEMBI pa3rpaHUuYEHUs JIOCTyna K HMHpopma-
1107078

151. dyHkIuu qucreryepa J0CTyTa.

152.T1onsiTue sigpa 6€30MacHOCTH.

153.ITpobnemsbl coznanust BeicokodhpextuBHOM 3amuThl o HC/I.

154.CpaBHUTENbHBIA aHAIM3 NPOrPAMMHBIX M allapaTHBIX KOMIUIEKCOB, pac-
CUMTAHHBIX Ha 3aIIUTy MEepPCOHaIbHBIX DBM 0T HeCaHKIIMOHHUPOBAHHOTO JOCTYyMa K
OBM, KOTOpBIE pa3rpaHUYUBAIOT AOCTYH K UH(popMaluu 1 ycrpoiicteam [19BM.

155.Metoabl U cpeacTBa 00ecieueHHs HEJOCTHOCTU U JOCTYITHOCTH MH(pOpMa-
1107078

156.ITpuHIMITBEI OpraHU3aMH 3AIUIIEHHBIX CHCTEM yTPaBICHHUS.

157.Metonpl 3amuThl [TK 0T HECaHKITMOHUPOBAHHOTO JIOCTYTIA.

158.'pynmsl METOJIOB 3aIUTHI OT YIPO3 HECAHKITMOHHUPOBAHHOTO KOMTUPOBAHUSI.

159. Hocurenu kimroueBoit HHGOOPMAIIUH.

160.IToHsiTHE KOHIIETIIINY UePAPXUU KITFOUCH.

161.Pacnipenenenne KIrO4ei.

162. MexaHu3MbI METOK BPEMEHH.

163.MeToapl TPOTUBOJEHCTBUS TU3aCCEMOIMPOBAHUIO.

164.MeToap! IPOTHUBOICHCTBUS TPACCUPOBKE MPOTPAMMBI.

165. Kakue kimacchl CpeicTB UCCISAOBAHMS IIPOTPAMMHOT0 00CCTICUCHHSI.

166. ®yHk1MK AOMHKEH BBITIOIHATH HHUIIMATN3aTOpa U IECTPYKTOpA.

167.Knaccudukamm KOMIIbIOTEPHBIX BUPYCOB.

168.'pynnbl aHTUBUPYCHOTO TPOTrPAMMHOTO OOECTIEYEHUSI.

169. TexHonornyeckas cxemMa 3aIUThl.

170.CoctaB nmporpaMMHOTO KOMITJIEKCA 3aIHUTHI.

Pazoen «Kpunmozpaguueckan 3auuma ungopmayuu

171.Ucropuueckue moaxo6l K 3amuTe nHPOpMaIMy IpH nepeaade — Ghusnde-
CKH€ METObI, CTeHOTpadus, Kpunrorpadus.

172.0OcHOBHbIE TIOHSITHS U ONIPEACIICHUS KpUNTorpadum.

173.Knaccudukamus mudpos.
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174. Xapaktep kpuntorpaduyeckoi 1esTeNbHOCTH.
175.9Bomronus mudpos. Ilpocteiimue mmudpsl U1 UX CBOMCTBA, KOMIIO3UIIUU

g poB, Kiaccuueckue mudpsol, Mudpbl raMMUPOBAHUS U KOJIOHHOW 3aMEHBI.

pOB.

176. AnreGpandeckue MoIeNI MK (POB.

177.BeposTHOCTHBIE MOJACIH MHU(POB.

178.MaremaTtuuecknue MOJIEIN OTKPBITHIX COOOIIEHUM.
179.Kpunrorpadgudeckas CTOMKOCTb MU(PPOB.

180. TeopeTtuko-uHPOPMAITMOHHBIA TMOAXOA K OIEHKE KPUIITOCTOMKOCTH TmH-

181.ITpakTrueckast CTOUKOCTH MU(POB.

182.mutocToiikocTh mu@poB. IMutanus u nogMeHa cCooOIIEeHH.
183.Crioco6s! oOecriedeHrnss UMUTOCTOHOCTH.

184.TToMexoCcTORKOCTh MG POB.

185.TIpakTrueckre BOMPOCH IOBBIIICHHS HAJIC)KHOCTH.

186.Buabl cumMerpuunbix mudpoB. OCOOEHHOCTH MPOTrpaMMHON U ammapar-

HOU pealln3alui.

187.ITpuHiun nocTpoeHus: 6JIOYHBIX MU(PPOB.

188. CoBpemMeHHbIE 0JIOUHBIE KPUTITOAITOPUTMBI.

189. [IpuHiun nocTpoeHUs: TOTOYHBIX HMIH(POB.

190. CoBpeMeHHbIE TOTOYHBIE KPUITTOAITOPUTMBI.

191. PesxuMbl UCTIOJTB30BAHUS TG POB.

192.MareMaTn4yecKne OCHOBBI aCCUMETPUIHONU KPHUIITOTpa(HH.
193.TIpumMepsl COBPEMEHHBIX aCCUMETPUYHBIX HTHU(POB.

194. Kpunrorpaduyeckue X3m-QyHKINH.

195.3amaun 1 0COOEHHOCTH IEKTPOHHO-IIU(PPOBO TOAMUCH.
196. Anroput™ @poBOIi MOANKCH.

197.Cummerpuunbie (0JHOPa30BbIC) TUMPOBBIEC MOITUCH.
198.I1poTokon pacnpeaeneHus KiIodeh.

199.11epenaua kiroueii ¢ UCMOJIL30BAaHUEM CUMMETPUYHOTO U aCCUMETPUYHOTO

mdpoBaHus.

200.OTkpbITOE U MIPEIBAPUTEIHHOE pacpeiesieHue KITFOUeH.
201.Cxembl pactipeiesieHus: CeKpeTa.
202.Metoasl mpuMeHeHns MUGPOBaHUS TaHHBIX B JIOKATBHBIX BBIUUCIUTEIb-

HBIX CCTAX.

203.06ecnieuenne CEKPETHOCTH JaHHBIX MPHU JAOITOCPOYHOM XPAaHEHUU
204.3amaun oOecnieueHs] CEKPETHOCTH U IEJIOCTHOCTH JAaHHBIX M KITFOYCH mpu

KpPaTKOCPOYHOM XPaHEHUU

205.0O0ecneueHre CeKpEeTHOCTH KITH0UYEH PH JOJITOCPOYHOM XPAHEHUH
206.3ammuTa OT aTak ¢ UCIOJIb30BaHUEM MMOOOYHBIX KaHAJIOB
207.21mMnTudecKre KpUBbIe

208.KBanroBas kpunrorpadus

Pazoen «3auwguma nepcoHaIbHplX OAHHBHIX)
209.EBporeiickasi KOHBEHITUS O 3aluTe (PU3NYECKUX JIUIl TIPU aBTOMATHU3UPO-

BaHHOW 00pabOTKe MePCOHANTBHBIX JTAHHBIX.
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210.MeTonuka onpeseneHus akTyanbHbIX yrpo3 6ezonacHoctu UCIIH.

211. D3 Ne 152 «O nepcoHaNbHBIX JaHHBIXY.

212.Mopens yrpo3s 6e3onacuoctu UCII/IH.

213.TloctranoBnenue Ne 1119 « OO0 yTBepkaeHuH nopsijka TpeOOBaHUH K 3aIlu-
T€ MEePCOHANBHBIX JAHHBIX MPU UX 00padOTKe B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCO-
HaJIBHBIX JAHHBIX).

214.Monenb HapyIIUTEIIs.

215.006ecneueHre KOHTPOJIS ¥ HAI30pa 3a BHITIOJHEHUEM TPEOOBAHMIM 110 3aIlH-
te [1/IH. Buael nmperyCMOTpEHHBIX 3aKOHOAATEIBCTBOM POBEPOK.

216.Omnpenenenus yposus 3amuiieHHocTa MCIIx

217. Tunbl nHGOPMAITMOHHBIX CUCTEM MEPCOHATBHBIX TaHHBIX

218.Bunel nporpammHo-anmapaTHbix cpeacts 3amutsl UCIIn (mpumepst).

219. .Ilopsinok ompeneiaeHusl Haduuus HEACKIapUPOBAHHBIX BO3MOXKHOCTEH B
CHUCTEMHOM U npukiiagHom I10

220.Tlepeuenb OpraHU3ANMOHHO-PACTIOPSAUTEIBHBIX JIOKYMEHTOB, pErjiaMeH-
tupyromux 3amuty [1JIx u UCI1Ix Ha oOBekTe.

221.Bunpl Texanueckux cpeacts 3amuthl UCIIH (mpumepsl).

222.TlepeueHb HOPMATHUBHO-TIPABOBBIX AaKTOB, PETJIAMEHTUPYIOIIHUX MOPSI0K
HaKa3aHUM 3a HapyIlIeHHUE MPaBuUil 00pabOTKH MEPCOHATBHBIX TaHHbBIX.

223.BpinonHeHne Mep Mo 3amuTe WHGOPMAIIMOHHBIX CHUCTEM MEPCOHAIBHBIX
JTaHHBIX B coOoTBeTCTBUM ¢ mpukazoM Ne 21 OCTIK «O06 yTBepx IaeHUU cocTaBa U
COJIEp>KaHMs OPTraHU3aALMOHHBIX U TEXHUYECKUX Mep M0 00eCreYeHNI0 OE3011aCHOCTH
NEPCOHANBHBIX JAHHBIX MPU UX 00pabOTKe B MH(POPMALMOHHBIX CHUCTEMax IepCco-
HaJIBHBIX JAHHBIX).

224 .Monens yrpo3 6e3omacuocta UCII/IH.

225.Tlepeuens mep mo 3ammrte [1J[H, oOpabaTbiBaeMbIX 0€3 HCITONIB30BAHUS
CPEACTB aBTOMATHU3aLIHNH.

Pazoen «Ynpaenenue unmeniekmyanvHoi cOOCHEEHHOCHbIO»

226.1loHaTHE «MHTEIUIEKTyalIbHasi COOCTBEHHOCThY

227.OCHOBHBIC UHCTUTYTHI MTPaBa MHTEIUICKTYaJIbHON COOCTBEHHOCTH;

228.00BEKTHI HHTEIICKTYaJIbHOM COOCTBEHHOCTH, aBTOPCKOE MTPaBO;

229.0Oco0eHHOCTH 3aIUTHI CIYKEOHOW U KOMMepUeCcKor nH(OpMaIuy;

230.006mue npu3Haku 00BEKTOB HHTEIUIEKTYaIbHONH COOCTBEHHOCTH;

231.1IpaBa aBTOpPOB M mMaTeHTOOOJamaTeNe WHTEUIEKTYaIbHONH COOCTBEHHO-
CTH;

232.CucteMa mpaBOBOI OXPaHbI HHTEJUICKTYATbHONH COOCTBEHHOCTH;

233.1IpaBoBas oxpaHa ciIy>keOHOM U KOMMEPYECKOM TailHbI;

234. VIHCTUTYT IIpaBa CpeJICTB UHIMBUIyaIU3allUN;

235.MexyHapoHasi maTeHTHas Kiaccudukarus, e€ CTpyKTypa;

236.OcHOBHBIC pa3ielibl HaTeHTHOTO 3akoHa Poccuiickoit deneparnuy;

237.BceMupHas opraHu3aiysi HHTEIJICKTYaIbHOW COOCTBEHHOCTH;

238.1"pak1aHCKO-TIPaBOBBIE CIIOCOOBI 3aIIMTHI MPAB aBTOPOB M MaTeHTOOOIa1a-
TeJe;
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239.MexnyHapoaHOE COTPYIHHUYECTBO B OOJACTH MPOMBINIJIEHHONH COOCTBEH-
HOCTH;
240.T1IpaBo mpexaenoIb30BaHus, IIpaBa MaTeHTo00Ia1aTeCH.
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