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MNPEANUCJIOBHUE

[TporpaMMa KaHAMIATCKOTO K3aMeHa MpeIHa3HaueHa ISl CJaud acHpaHTaMH
KaHIUAATCKOTO dK3aMeHa 10 CIEIUAThHON JUCIHUILTUHE «MEeTOabl U CUCTEMBI 3aIlH-
THI HHPOpMaIH, HHOOpMAIIMOHHAs OE30ITaCHOCTHY IO MPOrpPaMMe aCIIMPAHTYPHI TIO
Hay4YHOM crnenuanbHocT 2.3.6. MeToIbl M CUCTEeMBI 3allUuThl HHpOpMaIuu, uHdop-
MaIMOHHas1 O€30MaCHOCTb.

1. OEJb U 3AJJAYU NTPOBEJAEHUSA KAHANJTATCKOI'O DK3AMEHA

[lenp KaHAMIATCKOTO HSK3aMEHA — YCTAHOBUTH TIIyOMHY MTPO(EeCCHOHATBHBIX
3HAHUI aclupaHTa, ypPOBEHb IOATOTOBIEHHOCTH K CAMOCTOSITENIbHOW HaydHO-
UCCIIEI0BATENBCKOM paboTe.

3amaun:

- BBIIBUTH YPOBEHb TEOPETUYECKOW U MPO(ecCHOHATBbHON MOATOTOBKU AaCIH-
paHTa;

- OIICHUTH 3HAHMs B 00JIACTH aHAM3a U CHHTE3a COBPEMEHHBIX METOJAOB U CH-
CTEM 3aIUThl HH()OPMALIUN, TEOPUH U IPUHIIUIIOB UX MOCTPOCHUS.

2. MECTO KAHIAUJIATCKOI'O 9K3AMEHA B CTPYKTYPE
ITPOT'PAMMBI ACITMPAHTYPbI
Kangumarckuil 5K3aMeH MO CHENUAIBHOM TUCIUILIAHE SIBJISETCS MPOMEKYTOYU-
HOU arTecTanuel TUCIUIUIMHBI « MeTOAbl U CUCTEMBI 3alluThl HHGOpMaluu, HHMOP-
MallMOHHasi 0€30MacHOCTh» OTHOCHUTCS K 00pa3oBaTeIbHOMY KOMIIOHEHTY Hporpam-
MBI aCIIUPAHTYPBI U peain3yeTcs Ha 3 Kypce B 1 cemectpe.

3. OBFBEM KAH/IUJJATCKOI'O DK3AMEHA
OO01mmas TpyA0eMKOCTh KaHIUAATCKOTO AK3aMEHa 10 CIIeUaIbHON JUCIIAILTNHE
coctaBsieT 1 3aueTHas equHUIA (36 aKaIeMHUYECKUX Yaca).

4. COAEP/ KAHUE ITPOI'PAMMBI KAHINJATCKOI'O DK3AMEHA
4.1. Crpykrypa nporpaMmsl KaHIMJIATCKOI0 3K3aMeHa
CrpykTypa mporpamMmbl KaHIUAATCKOTO 3K3aMEHA IO CHEIUAJIbHOW JIUCLU-
IUTMHE MIPEJICTaBIeHa B BUJIE TEMAaTUYECKOTO IJ1aHa B Tabnuie 1.
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Tadbmuma 1 — Tematrudeckuii IJIaH KaHIUIATCKOTrO dK3aMEHa

Ne
n/n

HauMenoBanue
pa3jaesia THCHHUILITHHBI

Conep:xkanue pasaena
(IuaaKTHYeCKHE eTUHHIIbI)

Teopust 1 METOIOIOTHS
UH(POPMALIMOHHOH Oe3-
ONacCHOCTH

[Tpobnembl pa3BUTHS TEOPUU U MPAKTUKUA obecrieueHus: HHOp-
MaIMOHHOK 0€30MacHOCTH. TEepPMHHOIOTHS, ONpPEISISIFOIIast
Hay4YHYIO U IPEIMETHYIO OCHOBY U XapakTep AEsITeNbHOCTU IO
obecrieueHrI0 HHOOPMAITMOHHOW 0€30MacHOCTH. HHPOPMAITMOH-
HbIC TIPOOJIEMBI COBPEMEHHOTO oOmmecTBa. COCTaBISIONINE WH-
(dhopMaImoHHON 0€301aCHOCTU. HAIIMOHAJIbHBIE WHTEpechl PD B
nHpopmanmonHoit cdepe. [IpobdiaemMbr U IEPCHIEKTUBBI MEXKTYHA-
ponHoro corpyauuuectsa B oonactu Ub. Tlonarue u cymHocTb
3amuThel wHQopMarwu. Llenu 3amuTel naGopMmaru. Konmenry-
anbHas Mozenb MH(popManuonHoi Oe3omacHocTH. [Ipeamer 3a-
muThl “HGOpMaIui. HHGOpMAaIUs Kak 0OBEKT MpaBa COOCTBEH-
Hoctu. OOBekT 3anmuThl wHGopMaruu. ClydailHble YIPO3bI.
[IpennamepenHbie yrpo3bsl. Mozellb THIOTETUYECKOTO HAPYIIU-
Tenss MHPOpMauMoHHOW Oe3omacHOCTH. OCHOBHBIE NPHHIUIIBI
MIOCTPOCHHSI CHCTEMBI 3allUThl. METOJbI 3AIIUTHI MHGOPMAIUU.
Munumuzanus ymep6a, n1yOiaupoBaHUE, MOBBIINICHUE HAJEXKHO-
cru. Co3manue OTKa30yCTOMYMBBIX HH(OPMAIMOHHBIX CHCTEM.
Onrummzanus B3aumoencTus. Metonbl u cpeactsa 31 ot tpa-
JUIIMOHHOTO IIMUOHAXa U TUBEPCHil. MeToAbI U Cpe/cTBa 3allu-
el oT [IDMUH. 3ammra or HCJI. Moaenu 3amuTthl uHGpOpMa-
un. Kpunrorpaduueckue meroast 1.

MaremaTrnueckoe MOAEIH-
pOBaHUE MPOIIECCOB 3alllH-
ThI HTHGOPMALTH

OrnpeneneHnst MaTEMaTUYECKOM MOJEIN U MATEMaTH4YECKOr0 MO-
nenvpoBanus. TpeOoBaHMsI, TPEABABIAEMbIC K MATEMATHICCKIM
MozensM. OOnacTu NPUMEHEHHS MaTEeMaTHYeCKUX MOJeNei.
Knaccudukanuss mateMaTHYeCKUX MOJEJICH IO THUIIaM, CBOW-
CTBaM W Ha3HAYEHUIO0. METOJbI MOJCIMPOBAHMS CJIOKHBIX CH-
cteMm. OOIIMe MPUHIUIBI U CPEICTBA MOCTPOCHUSI MaTeMaThuye-
CKHMX MoJieNiel mporeccoB 3amuThl nHopmaiuu. CrocoOsl 1o-
CTPOEHHUSI JE€TEPMUHUPOBAHHBIX MATEMAaTUYECKUX MOJENEH.
AHaNUTUYECKHE M YHUCJIEHHBIE METOJbl PEUICHUS YpPaBHEHUM.
Buzyanmuzanus pesynbTaToB MonenupoBaHusi. [loctpoenue ma-
TEMaTUYECKUX MOJIeJIE Ha OCHOBE JKCIEPUMEHTAIbHBIX JlaH-
HbIX. [IpuMeHeHne KOppessiiMOHHOTO, PErPECCHOHHOTO W JIHC-
MEPCUOHHOTO AHAIU30B. Y CIOBUS MPUMEHUMOCTH CTaTHCTHYE-
ckoro aHanu3a. OleHKa JOCTOBEPHOCTH M TOYHOCTH MaTeMaTH-
YECKUX MOJICIICH.
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OpranuzanvoHHO-TIpaBOBast
3amuTa nHpopMauu

0O0630p HOpMaTUBHO-TIPaBOBOM 0a3bl P B obmactu obecnieyeHus
nHpopMaMOHHON 0a3bl. OOIast XapaKkTepUCTHKa OpraHU3aIu-
OHHBIX METOJIOB 3aIlUThl MHPOpManuu. TpedoBaHus K MOCTpoOe-
HUIO crcTeM Oe3omacHoCcTH mpeanpusatus. KoHunenryaiapHas Mo-
nenb nH(pOpMaMOHHON 0€30MmacHOCTH. BHUIBI 0OBEKTOB 3aIlUTHI.
Knaccudukanus yrpo3 nHpopMamoHHo# 0€30acHOCTH U BHIbI
KaHaIoOB yTeukn wuH(popManuu Ha mnpeanpusitau. OCHOBHBIC
HalpaBJIeHUs OpPraHU3alMOHHOHN 3alUThl HH(OpPMALMK Ha Ipe.-
npUATHU. XapaKTepUCTHKA 3aILUTHBIX JEHCTBUHA. pasriallleHue
3anmumaemMoi nHpopmanuu. CriocoObl mpeceueHus! pas3riiaieHus
3anumaemMoi nHpopmanuu. [IpotuBoneiicTBue HeCaHKIIMOHUPO-
BaHHOMY JOCTymy K wH(popmaruu. ['ocymapcTBeHHas TaiiHa U
MOPSOK OTHECEHUS K Hel mHpopMaruu. 3amuTa rocyaapcTBeH-
HOW TaiHbl. OpraHuszanus pekuma CeKpeTHOCTH, €r0 0COOEHHO-
CTU U conepxkanue. Kommepueckas TaliHa U NOPSAIOK €€ onpese-
nenus. OpraHuzanus paboT ¢ uH(OpMaLuel, cocTaBifOLICH
KOMMepuecKyro TaiHy. OpraHuzanuss U oOecledeHue 3allUuThl
KOMMEpYeCKOl TaifHbl Ha npeanpustud. OpraHu3anus HHXKe-
HEpHO-TEXHUYECKol Oe3omnacHocTH. Opranu3zanus 6€300acHOCTH
(GyHKIMOHMPOBaHUS WHGPOPMAIMOHHBIX cucTeM. [IpoBenenue
aHAJIMTUKO-Pa3BebIBaTeIbHOM  paboTbl.  OpraHu3anyoHHas
CTPYKTypa ciayxObl 6e3onmacHocTH. OpraHuzanus BHyTpUOOBEK-
TOBOTO PeXHMa Ha mpeanpusaTis. OpraHuzamnus oXpaHbl 00bEK-
TOB mpeanpusatua. OpraHuzanus U oOecredeHne 3alUThl KOM-
Mep4ecKor TaiHbl Ha mpennpuatud. OpraHuzanus WHXEHEPHO-
TEXHUYECKO# Oe3omacHocTH. Opranu3anus 6€30MacHOCTH (yHK-
LIMOHUPOBaHMsI MHPOPMALMOHHBIX cucTeM. [IpoBeneHue anamu-
THUKO-pa3Be/IbIBaTeIbHON paboThl. Llenmn u 3amaun mHDOpMAaIu-
OHHO-aHAJIUTHUYECKOW paboThl. HampaBieHus u MeTolbl aHAJIU-
TUYECKOM paboTbl. OTambl BHINOJIHEHUS HH(POPMALUOHHO-
AQHAJTMTHYECKUX HCCIICAOBAaHUI TPOU3BOJCTBEHHBIX CHTYAIIHH.
MeTtozb!l BBINOJHEHUS] aHATUTHUYECKUX HccienoBaHuil. OCHOBBI
KOHKypeHTHOH pa3Benku. [logbop m moaroToBka kaapos. IIpo-
BEepKa TMEepCcoHajia Ha OJaroHaJeKHOCTh. 3aKIIOYCHHE KOHTpakK-
TOB M COIJIAIIEHUH O cekpeTHOCTH. OCOOEHHOCTH YBOJIBHEHUS
COTPY/ZHUKOB, BIAJCIONINX KOHQUACHIIUAIBHOW HH()OpMAIUEH.
ITon6op u moaroroBka kaapos. [IpoBepka mepcoHana Ha Oiaro-
Ha/IeKHOCTh. 3aKJIIOYEHHE KOHTPAKTOB M COTJIALIEHUH O CeKpeT-
HOCTU. OCOOEHHOCTH YBOJBHEHMSI COTPYIHHKOB, BJaJICIOLIUX
KOHGUIeHIMaIbHON nHpopMmanuei. IlpaBoBas ocHOBa cucTEMbI
JULEH3UpoBaHus U cepTudukanuu B PO. Jlunensupoanue nes-
TENbHOCTH MO 3amuTe HHpopmanuu. Ceprudukanus cpeacts
3aLIUThI HH()OPMALIHH.




NHXeHepHO-TeXHUYECKas
3amuTa nHpopmauu
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Buner yrpo3 6ezonacHocTd MHGOpPMAIUH, 3alIUIIAEMON TEXHU-
YECKUMH cpeqicTBaMu. [IpuHIMIBI 100BIBaHUS U 00paOOTKH WH-
(dopmanuy TEXHUYECKUMHU cpeacTBaMu. OpraHsl 100bIBaHUS WH-
¢dopmanmu. I[lpuHnune! BeneHus pasBenku. TexHOJOrus 100bI-
BaHus mHpopmanuu. CriocoObl aocTyna K KOH(QUACHIUAILHON
nadopmanuu. JloOsiBanue nHpopManuu 6e3 GU3NIECKOro mpo-
HUKHOBEHHUSI B KOHTPOJMPYEMYIO 30HY. JlOoCTynm K MCTOYHHMKaM
uHpopManuu 6e3 HapyIIeHUs TOCYIapCTBEeHHOM rpanuisl. [1oka-
3arenu 3PQPEeKTUBHOCTH pa3zBenku. OCOOCHHOCTH YTEYKU WH-
¢dbopmManMy MO TEXHUYECKHM KaHajiaM. XapaKTepUCTUKU TEXHH-
YeCKMX KaHajloB yTeuku HHpopMmanuu. Onrudeckue KaHajbl
yTeukd uHpopManuu. PaanosnekTpoHHbIE KaHAIbl yTEYKH HH-
¢dopmanu. AKyCTHUECKHE KaHAJIbl yTeukd HHpopmanuu. Mare-
pHaIbHO-BEIECTBEHHbIE KaHaJlbl yTedyku HuHpopmauuu. Kowm-
IUIEKCHOE MCII0JIb30BaHME KaHaloB yTeuku uHpopmauuu. Oc-
HOBHBIE CIOCOOBI M TPHUHLUIBI PabOThl CPEACTB HAOIIOIACHUS
00BEKTOB, MOJCIYIINBAHKS U NepexBara cUrHanoB. CriocoObl u
cpeAcTBa HAOIIOEHUS: CIIOCOOBI U CpecTBA HAOMIOIEHHS B OIl-
TUYECKOM JHMara3oHe, CrocoObl U CpeicTBa HaONIOJEHUS B pa-
nuoaunana3zoHe. CrocoObl U cpeacTBa nepexsara curHainon. Cro-
co0bl U cpeacTBa nojaciayummBanusa. CrocoObl U cpeacTBa J00bI-
BaHUS MH(POPMALIMU O PaJMOaKTUBHBIX BellecTBax. Bunapl u npu-
poJa KaHAJIOB yTEYKH MH(POPMALUU TMpH dKcIuTyatanuu DBM.
AHanu3 BO3MOXHOCTH yTeuku uHpopmanuu yepe3z [IIDMU. Cno-
co0bl obecnieuenus 31 ot yreuku uepe3 IIDMUH onacHbIX cur-
HAJIOB aKYyCTOJIEKTPUUECKUX IpeoOpa3oBareiell; 3KpaHUpOBa-
HUE U KOMIIeHcalusi nHpopMaTuBHBIX moned. [logaBnenne wH-
(OpMATHUBHBIX CHUTHAJOB B IIEISAX 3a3€MJICHUS U DJIEKTPOIHUTA-
Hus. [lonaBieHne onacHbIX cUrHayioB. [IpvHIUMOBI 3aIIUTHI UH-
¢opmanuu. OCHOBHbIE METO/IbI 3aIUTHl HH(POPMALIUN TEXHUYE-
CKUMH CpEICTBAMH. CIIOCOOBI W MPHUHIUIBI Pa0OTHI CPEICTB 3a-
mUTH UHGOpMAIMKA OT HAOIIOACHUS, MOACTYIINBAHUS H TIepe-
xBara. CriocoObl M cpelcTBa NMPOTUBOAEHCTBHS HAOJIOJCHUIO.
CriocoObl U cpeficTBa MPOTUBOACHCTBUS MoAcaymMBaHuto. Cro-
coOBbI M CpeJICTBA MPEAOTBPAILEHUS 3aIUCH PEYU HA TUKTOQOH.
Crioco0Obl U cpencTBa MPEJOTBPAIICHUS 3allUCH PEeUd Yepe3 3a-
KJIaJIHble YCTpoicTBa. 3ammra MH(GOpPMAlMM B KaHajaxX CBS3H.
PazpaboTka MHXKEHEPHO-TEXHUYECKON CHCTEMBI 3aIlUThl HHOP-
Manuu o0bekTa. CUCTEMHBIN OAXO0/] K MH)KEHEPHO-TEXHUUECKOM
3amuTe MHpopManuu. OCHOBHBIE 3Tallbl MPOEKTUPOBAHUS CHU-
CTE€MBI 3aIUThl HH(pOPMALUK TEXHUYECKUMHU cpenacTtBaM. [Tpun-
UMbl MOJICTUPOBAHUS OOBEKTOB 3AIUTHl U TEXHUYECKUX KaHa-
JI0B yTeuku nHpopmanuu. Pexkomenaanum no BpI0Opy METOAOB U
CPEICTB MH)XKEHEPHO-TeXHUUYECKOH 3aumuTsl nHpopmanuu. Cro-
cOOBI OLIEHKH yrpo3 6e30macHOCTH MH(POPMALMU M pacxo/loB Ha
texHuueckyto 3amury. CAIIP cuctem MHXKEHEPHO-TEXHUYECKOM
3amuThl  UHGQOpMaIMu. 3amauyd M MECTO  HHXKEHEPHO-
TEXHUYECKON OXpaHbl B CHCTeMe oOecrnedeHHs MHPOpPMaIMOH-
HoM Oe3omacHocTH. CTPYKTYpa CHUCTEMBI MHKEHEPHOM 3aIUThI U
TEXHUYECKOH oXxpaHbl 00bekTOB. CpelcTBa MHKEHEPHOH 3allu-
Thl. POJIb 1 MECTO TEXHUYECKUX CPEICTB B OPraHU3alUU peXUMa
oxpanbl. CoBpeMeHHasi KOHUENIUs 3aluThl 00beKTOB. OCHOB-
Hble cocTaBisromue cucreM TCO: natunku, npudbopsl BU3yasb-
HOTO HaOMIOEHHs], CUCTEMBbI cOOpa U 00paboTKK MH(pOpPMAIHH,
Cpe/CTBa CBSI3H, MUTAHUS U TPEBOXKHO-BBI3BIBHON CHTHATU3AIIHH.
[IpakTnueckass peanmuzarus cucreM TCO: oxpaHa pPeXKUMHBIX
MOMEIICHUH, MPOEKT OXpaHbl 00beKTOB. COBpEMEHHBIE CHUCTEM
BUJIeOHAOMIOAEHUS: CTpyKTypa u ¢yHkuuu. HopmarusHo-
npaBoBasi 0a3a MHKEHEPHO-TEXHUYECKOM 3alMThl HHGOpMaIUK.
OpraHM3aniiOHHbIE W TEXHHYECKHE MeEpbl  HH)KEHEPHO-
TEXHUYECKOH 3aIuThl HHPOPMAIIUU B TOCYIapCTBEHHBIX U KOM-
MEpYECKHX CTPYKTypax. JIuneH3supoBaHue NesTeIbHOCTH U cep-
TU(UKALKS CPEJCTB 3allUThl MHPOpMAMU. ATTecTalus 00beK-
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[IporpammHo-anmaparHas
3amuTa nHpopManun

OcHOBHbIE MOHATHA: 00BEKT 3aUUTHl HUHPOPMAIIUHU, KOMITBIOTEP-
Has cuctema, 6esonacHoctb nHpopmaruu B KC, cucrema 3amiu-
Tl HUH(OpMaLUU. Y I3BUMOCTh KOMITBIOTEPHBIX cucTeM. Hckyc-
CTBEHHBIE U €CTECTBEHHBIE yrpo3bl. Kanansl yreuku nadopma-
1uu. [lonuTrka 6€30MacHOCTH B KOMIIBIOTEPHBIX CUCTeMax. M3-
OupaTesbHas MOJIMTUKA OE30MMaCHOCTH. Y IIpaBlieHue HHPopMa-
LMOHHBIMU NIoTOKaMU. OlLieHKa 3aIIUIIEHHOCTH. MEXaHU3MBI 3a-
uuThl. Cuctema 1oKkyMeHTOB Poccun. OCHOBHBIE TOHATHUS U
koHuenuu. UaentTudukanus 1 ayTeHTuQUKAIUs M0JIb30BaTesl.
TumnoBsle cxemMbl ASHTHPHUKAINN U ayTEHTU(PUKAIIMH OJIH30Ba-
tesst. OcoOeHHOCTH MPUMEHEHHUS TapoJis s ayTeHTU(UKALUN
nonbp3oBarens. buomerpuueckas uaeHTuGUKanUsA U ayTeHTHPU-
Kalusl 1oJsib3oBarens. BzauMHuas npoBepka NOUIMHHOCTH I10J1b-
3oBaresned. [IpoTokossl naeHTHGUKAIUN ¢ HYJICBOU Iepeaavei
3HaHWW. YTIPOIICHHAs CXeMa UACHTH(HUKAIIUY C HYJIEBOH mepe-
navet 3nanuid. [lapamnenpHas cxema uaeHTU(GUKAIIUN C HYJIEBON
nepenaveii 3HaHuH. Cxema uACHTU(GUKAITUN THILIOY-
KyHckyotepa. 3ammra nHpopmanuu B KC ot HeCaHKIIMOHUPO-
BaHHOTO jaocTyna. Cuctema pazrpaHudeHus 1ocTymna K uHpop-
manuu B KC. Ynpasnenue gocrynom. CoctaB CUCTEMBI pa3rpa-
HU4eHus noctyna. KoHuenus nocTpoeHus: CUCTEM pa3rpaHuye-
Hus nocryna. Opranuzanus nocrymna k pecypcam KC. OGecneue-
Hue nenoctHoctu nHpopmanuu B KC. [ToHOCTEIO KOHTPOIHPY-
eMble KOMIIBIOTEpHBIE cicTeMbl. [IporpaMMHas peanuzanus
¢ynkuuit KC. Anmaparnas peanuzanust pyakuuii KC. Yactuano
KOHTPOJHMPYEMbIE KOMIIbIOTEPHBIE cCUCTEMbl. OCHOBHBIE JIEMEH-
ThI U CPEJICTBA 3AIIUTHI OT HECAHKIIMOHUPOBAHHOTO JOCTYTIA.
3amura uapopmanuu B [IDBM. Kateropuu cpencTs 3amuThi
uHpopmanuu. 3ammTa uadopmanuu, oopadarsiBaemoit [IIBM u
JIBC, OoT yTeuKH 10 CEeTH AIEKTPONHUTaHUA. BUIpl MeponpusiTHii
o 3amute uHPpopmanuu. COBpeMEHHBIE CHCTEMBI 3aIUTHI
[I3BM oT HecaHKIIMOHUPOBAHHOT'O JI0CTYIa K HH(OPMAIIHH.
MeTtobl, 3aTpyJHSIONINE CUNThIBAHUE CKOITMPOBAHHOM HHDOP-
Maiuu. Meroabl, NpensTCTBYIOLIUE UCTIOIb30BaHUIO CKOIIUPO-
BaHHOU MH(pOpMaruu. OCHOBHBIE (YHKIIUU CPEACTB 3aIUTHI OT
KonupoBaHusa. OCHOBHbBIE METO/IbI 3AIIUTHI OT KOMUPOBAHUS.
Knaccudukanus cpeacts ucciaeioBaHus nporpaMm. MeTo sl
3alUTHI IPOrPaMM OT UCCIIEOBaHMs. AHAJIU3 IPOrpaMM Ha dTa-
e ux sKcrryaTau. O0mas xapakTepucTHKa 1 KiaccuuKamms
KOMIIBIOTEPHBIX BUpYCcOB. OOI1as XapakTepuCTHKa CPEICTB
HENTpanu3aluu KOMIbIOTEPHBIX BUpycoB. Kitaccudukauus me-
TOJIOB 3aLIUTHI OT KOMIIBIOTEPHBIX BUPYCOB.
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Kpunrorpaduueckas 3amu-
Ta nHpopmaIuu

Anrebpanyeckue mozenu mudpos. Moaens lllennona. [Tonstue
mmmdpBennyrHbl U mudpodoznadenus. Onopuslid mudp. Herep-
MUHUPOBAHHBIE H CTOXAaCTUYECKHE FEHEPATOPBI KIIFOUEBOTO 110-
Toka. BepositHocTHBIE MOstenu mmdpoB. Ludpsr ¢ orpanuydeH-
HBIM U HEOTPaHUUYEHHBIM KJIF0UOM. OTKpBIThIE COOOIEHMS. ATl
(baBuThl cooO1IeHNH. YacTOTHBIE XapaKTEPUCTUKU COOOIIEHUI.
N36pITouHOCTh. MaTeMaTH4eCKnue MOAETH OTKPBITHIX TEKCTOB.
Kpurepuu pacnosnaBanus. llemn MapkoBa. DHTponus u n30bI-
TOYHOCTH A3bIKa. PaccrossHue equHCTBEHHOCTH. CTOMKOCTD
mmdpos. Teoperuueckas croiikocts mmppoB. [IpakTuueckas
croiikocTh muppoB. TeopeTrko-uHPOPMALMOHHBIN MOIXO0 K
OLIEHKE KpHUIITOCTOWKOCTH MppoB. HanexxHOCTh KITt04ei U co-
obmmenuii. CoBepiieHnble mudpsl. be3ycaoBHO cTOWKHE U BBI-
YHUCIUTENbHO CTOMKME mHdpel. Pabouas xapakreprcTuka mud-
pa. Ci10:)XKHOCTB B3JI0Ma. ANIIapaTHbIE U TEPMOJMHAMUUYECKHE
orpanndeHus. Kuraickas norepesi. DKkBUBaJ€HTHAs yCTOMYH-
BOCTb K JJOOOBOMY BCKPBITHIO CHMMETPHYHBIX 1 aCCUMETPUYHBIX
xirouel. [IpuHIuIe! paccenBanus U nepememnBanus. FiMuro-
croiikocTh muppoB. Mmuranus u nogmena coodmenus. Crioco-
061 0OecrieueHusT IMUTOCTOMKOCTH. Ko/bl ayTeHTH (UK.
ITomexocTtoiikocts mmdpos. HIndpsel, He pacipocTpaHstomIe
HMCKakeHWH Tuna "3ameHa 3HakoB". [ludpsl, HE pacnpocTpaHs-
IollME UCKa)XEHUH TuNa "mponyck-BcTaBka 3HakoB". [IpakTuye-
CKH€ BOIPOCHI OBBILICHUSI HaAeKHOCTH. [IpuHIMnbI nocrpoe-
HUs 0109HBIX M (ppoB. [IpuMeHseMbie MaTeMaTHIECKUE Pe0o-
pazoBanus (onepanun). JlasuanbIH dddexT, muddy3us u kody-
3us. Cetb Paiicrens. Marpuunsle npeoOpa3oBanus. CoBpeMeH-
HbIC OJIOYHBIC KPUNITOAITOPUTMBL. Pasmep O1oka, pazMep Kiroua,
KOJINYECTBO payHA0B. PesxuMbl UCTI0Ib30BaHUs OIOYHBIX U Q-
pOB.

[TpuHLIUIBI TOCTPOECHUS OTOYHBIX HIM(PPCUCTEM. YIIPABIAIOLINE
u mudpyromue 010ku. I'eHeparopsl KiroueBoro noroka. etun-
HO CcllydaiiHble M IICEBJOCIIy4aiiHble MocienoBaTeabHOCTH. CUH-
XpOHM3aLUs MOTOYHBIXIIH(pcucTeM. Peructpsl cisura ¢ oopat-
HOMI cBs3br0. Anroput™m bepnenkemna-Meccu. Y cinoxHEHUe JU-
HEWHBIX PEKYPPEHTHBIX NocienoBaTenbHocTe. [Ipumepsr mo-
TOUHBIX mHUdpcucteM. Teopembl 00 OAHOHANpaBIeHHON (YHK-
LMY U OJIHOHAIpaBiIeHHOHN (yHKIMHU ¢ nazelkoil. [lludpcucrema
RSA. Bompocsl npaktuueckoi peanusanuun RSA. BzanMocsssb
koMnoHeHToB RSA. Hludpcucrema Onp-I'amans. Bompockt
MpaKkTU4ecKor peanuzanuu mudpcucrems! Jnb-I'amand. Hudp-
CHCTEMBbl Ha OCHOBE Iomexoucnpanisromux konoB [Hudpcu-
cremMa Mak-Dnuca. llIudgpcuctemMbl Ha OCHOBE MAaCKUPOBKHU 33]a4
MMOJTMHOMHAJIBHON CIOKHOCTH. Prok3aunsie mudpcucremsl. Tpe-
O0oBaHHA K KpunrtorpapuueckuM X3um-QyHKIMsIM. brouHo-
uTepaloHHbIe U maroBble GyHKIMU. KitoueBble Xa1I-QyHKIUY,
KOJIbl ayTEHTUYHOCTH cOoo0IeHu. beckioueBble Xam-QyHKIUY,
KOJbl OOHapy» eHHUsI omnO0K. CXeMbl IPUMEHEHHSI KITFOUEBBIX U
OeckitoueBbIX X31-QyHKIMH. CoBpeMeHHbIE allrOPUTMBI XEIIH-
poBanusi. CpaBHEHHE CBOMCTB COOCTBEHHOPYYHOH M LU(POBOIA
nonnucu. [udpoBbie moanucu Ha ocHOBe MIUPPCUCTEM C OT-
KpbIThiMU  KiTtouamu. Lludposas moamuce ®uata - Illamwmpa.
Hudposas moanucey Dib-I"amanst. OgHopazoBsie TUGPOBBIE TTO-
nuck. CoBpeMeHHbIe allrOPUTMBI IIU(poBoi noanucu. [IpoToko-
Bl pacnpezenenus kiouei. Ilepenayda kiroueit ¢ UCIOIb30BaHU-
€M CUMMeTpu4Horo mudponanus. Ilepegaua kioueil ¢ ucmonb-
30BaHHEM acUMMeTpU4HOro mudposanusa. OTKpbITOE pacHpese-
nenue kmoueil. IlpenBapurenbHOe pacnpefesieHue KIouei.
CriocoObl ycTaHOBIIEHHS KITFOUeH a1t KoH(pepeHI-CBsi3u. CxeMbl
pasnenenus cekpera. JlokasaTenbCcTBa C HYJIEBBIM pasrialieHu-
em. [TonGpacbiBaHE MOHETHI 1O TeIePOHY. DIEKTPOHHBIE ACHbB-

e A AT T AT I AATANA T YA Tr Ty v~ vrrrr Rt AT T Ty A~ N AT Y T TANT TR A
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3amuTa NepCOHAIBHBIX
JTAHHBIX

OcHOBHbBIE HOPMAaTUBHO-TIPABOBBIE AKTHI B 00JIACTH 3aLIUTHI MEp-
COHAJIbHBIX NaHHbIX. TpebdoBanus ®3 «O mepcoHaNbHBIX IaH-
HbIX». [lonsTuitaeni anmapat. ObecrieueHrne KOH(DHUIACHIHATIBHO-
CTH TNEpPCOHAJBHBIX AaHHBIX. CrenuanabHble KaTE€ropuH IEepCo-
HaJIbHBIX JaHHBIX. [IpaBo cyObekTa MepcOHANbHBIX IAHHBIX HA
JOCTYI K CBOUM MEPCOHAIBHBIM AaHHBIM. [IpuHiuner 06paboTku
U XpaHEHUS MEPCOHAIBHBIX JAHHBIX. YCJIOBUS 00pabOTKH mep-
COHAJIBHBIX JIAHHBIX: COTJIacHe CyObheKTa Ha 00paboTKy, oOpada-
ThIBaeMble 0€3 yBeJIOMJICHHS NEpCOHAIbHBIX NaHHBIX. OcobeH-
HOCTH 00pabOTKH TEePCOHANBHBIX JAaHHBIX B T'OCYJApCTBEHHBIX
WM MYHUIMNAIBHBIX MH(OPMALMOHHBIX CHCTEMaX IEePCOHAJIb-
HBIX 1aHHBIX. OCHOBHBIE HOPMATHBHO-TIPABOBHIE AKTHI B 00JIACTH
3alIUTHI IEPCOHATBHBIX JaHHBIX 32 pyOesxxom. Konsennus Cose-
ta EBponbl 0 3amuTe (pU3MUECKHUX JIMIl IPU aBTOMATHU3HPOBAH-
HOHM 00paboTke mepcoHanbHBIX JaHHBIX OT 28.01.1981 EST Ne
108. denepanbHble OpraHbl, YIIOJTHOMOYEHHBIE B 00J1acTH 00ec-
nedeHus: Oe30MacCHOCTH TEPCOHAIBHBIX JAHHBIX— PETYISATOPBI.
Cdepa neqarenbHOCTH PETYISATOPOB..

[lonatne MHPOPMAITMOHHOW CHUCTEMBI MEPCOHAIBHBIX JIAHHBIX.
VYcnoBuil co3aaHusl M UCIOJIb30BAHUS MEPCOHANIBHBIX JAHHBIX:
COCTaB MEPCOHANBHBIX JAHHBIX U IIeJIb UX 00pabOTKH; TEXHOIO-
rust 00pabOTKH; CyOBEKTHI, CO3JAI0NINE M MOTPEOISIOIue mnep-
COHAJIbHBIX JaHHBIX; MPaBUJIa JOCTYIIA; UCIIOJIb3yeMble OOBEKTHI.
@opMbl NpEACTAaBIEHUS MEPCOHANBHBIX JaHHBIX: aKyCTUYecKas
(peueBas) nHpopmanus; BugoBas uHGopmanus, nHGOpPMALUS B
BUJIE CHUTHAIOB; HMH(OpPMAaLUig B BHUJIE JIOTUYECKUX CTPYKTYD.
Texnuueckass CTpykTypa HWH(POPMALMOHHON CHUCTEMBI II€pPCO-
HaJIbHBIX JIAHHBIX: TEXHUYECKHE CPEJCTBA, UCIIOIb3YEMbIE KaHa-
JBl CBSI3U, MPOTpaMMHbIE cpencTBa. MH(popMalMoOHHbIE TOTOKH,
LUPKYJIUPYIOLHME B MHPOPMALMOHHON CHUCTEME NEPCOHATbHBIX
naHHbIX. ['paHUYHOE TEIEKOMMYHHKAIMOHHOE O0OpYyIOBaHHE U
BUPTYaJbHbIE JIOKAJIBHBIE CETH. XapaKTEPUCTHK OE30MaCHOCTH
MIEPCOHANBHBIX JIaHHBIX: KOH(UIEHINAIBHOCTD, LIEIOCTHOCTh U
noctynHocTh. KnaccudukannoHHble NpU3HAKU YPOBHEH 3aiiu-
mieHHocTd ucnaH: tun yrposel, konuuecTtBo cyobekTtoB [1/1H,
tun MC. Tabnauua ompexneneHus ypoBHed 3amuiieHHoctu MC-
[TIdu. Knaccuduxamus yrpo3 6€30mMacHOCTH MEPCOHATIBHBIX JIaH-
HBbIX. AHaJIM3 U XapaKTEPUCTUKU YIpo3 BO3MOXKHOW YTEUKH WH-
¢dbopmanMy Mo TEXHUYECKUM KaHajiaM. AHaIU3 U XapaKTepUCTH-
KM Yrpo3 HECAHKIMOHHPOBAHHOIO JOCTyna K MH(pOpMaluu B
MH(POPMAIIMOHHON CUCTeME MEePCOHAIBHBIX JIaHHBIX, BKJIOYas
XapaKTEPUCTUKU UCTOYHUKOB YTPO3 HECAHKIIMOHUPOBAHHOIO J10-
CTYIIa, XapaKTEPUCTUKHU yA3BUMOCTEW CUCTEMHOI0 U MPUKIIAIHO-
ro TIPOrpaMMHOr0 OOEeCHeUYeHMs, XapaKTepUCTUKU Yyrpo3 Oe3-
OMACHOCTH MEPCOHANBHBIX JaHHBIX, PEATU3yEMbIX C HCIIOIb30-
BaHHEM IIPOTOKOJIOB MEKCETEBOIO B3aMMOJCHCTBUS U TpO-
IrPaMMHO-MaT€MaTU4YECKUX BO3JECHCTBUN, XapaKTEPUCTUKH He-
TPaJIMIUOHHBIX MH(MOPMAIIMOHHBIX KaHAJIOB U PE3yJIbTaTOB He-
CaHKLIMOHMPOBAHHOTO WJIM CIy4yallHOro noctryna. THIloBele Mo-
JIeNT yrpo3 0e30MacCHOCTH NMEePCOHANBHBIX JIaHHBIX, 00pabaThiBa-
€MbIX B HH(OPMAIIMOHHBIX cHCTeMax (aBTOMaTU3UPOBAHHBIX pa-
004MX MecTax, JIOKAJbHBIX M paClpeieleHHBIX MHPOPMALUOH-
HBIX CHCTeMax), He UMEIOUINX U MMEIOLIUX MOJKIYEeHHE K ce-
TSM CBSI3U OOIIETO MOJH30BAHUS U (WIIH) CETIM MEXIYHAPOIHO-
ro HTHPOPMALMOHHOr0 0OMEHa.




10

OcHOBHBIE TPUHIUITBI ABTOPCKOTO W MATEHTHOTO mpaBa. OObek-
Thl npaBa. MIMymiecTBeHHble U JU4HbIE mpaBa. CriocoObl rpax-
JAHCKO-TIpaBoBOM  3amuThl. CpeAacTBa WHIMBHIyAIH3ALUU.
OxpaHa HETPAAWIIMOHHBIX OOBEKTOB. 3allUTa AaBTOPCKUX H
CMEKHBIX TpaB. 3allyuTa MPOMBIIIJICHHOW COOCTBEHHOCTH. 3alllu-
Ta nporpamMm uii OBM u 06a3 maHHBIX. 3amura CiayKeOHOH W
KOMMEpPYECKOW TaiHbl. 3amMra paluoHAIN3aTOPCKUX MPEIo-
KeHul. MexayHapo/iHas aTeHTHas cuctema. BeceMupHas opra-
HU3AIUsl UHTEJUIEKTYaJIbHOW COOCTBEHHOCTH.

8 VYipaBieHrue UHTEIUIEKTY-
JIBHOM COOCTBEHHOCTBIO

5. YYEBHO-METOJNYECKOE U UTH®OOPMAIIMOHHOE
OBECIIEYHEHUME KAHINJATCKOI'O 9K3AMEHA

5.1. IlepeyeHb OCHOBHOM M IONOJTHUTEJIbHON YUeOHOM JINTEPATyPbI

a) OCHOBHAs TUumepamypa

1. Acraitkua A.W. MeTozsl U cpencTBa 00ecreueHus: MporpaMMHO-aInapaTHON
3alUThl MHMoOpMauu [DIEKTPOHHBIA pecypc]| : HAay4YHO-TEXHUYECKOE H3JaHue /
A.. ActalikuH [u 1p.]. — DJEKTpOH. TeKCTOBbIe naHHble. — CapoB: Pocculickuii
dbenepanbhbiit sinepHblil nentp — BHUUD®, 2015, — 224 ¢. — 978-5-9515-0305-3.
— Pexxum noctyma: http:// www.iprbookshop.ru/60959.html

2. KoBanenko FO.M. Metoauka 3amuthl HHGOPMAIIMK B OpraHU3aluax [DJek-
TpoHHbIN pecypc] : monorpadus / FO.U. Kosanenko, .. MockButun, M.M. Tapac-
KUH. — DJEKTPOH. TEKCTOBbIE naHHble. — M. : Pycaitnc, 2016. — 162 ¢. — 978-5-
4365-0887-0. — Pexxum noctyna: http://www.iprbookshop.ru/61625.html

3. Ceunapes H.A. MHcTpyMeHTanbHBI KOHTPOJIb M 3alluTa HHPOPMAIUH
[DnexTpoHHBIN pecypce] : yueOHoe nocodue / H.A. CBunapeB [u zip.]. — DJIEKTPOH.
TEKCTOBBbIE JaHHblE. — BopoHex: BopoHEkCKui rocynapCTBEHHBIM YHHBEPCUTET
WHXEHEPHBIX TexHojorui, 2013. — 192 ¢. — 978-5-00032-018-1. — Pexxum mocty-
na: http://www.iprbookshop.ru/47422.htmi

0) OonoHumenvHasn aumepamypa

1)  AsepuenkoB B.M. MeTo/bl U cpe/icTBa HHKEHEPHO-TEXHHUUECKOM 3alllu-
Thl HH(pOpMaUU [DNEKTPOHHBINA pecypc] : yueOHoe nocodbue / B.U. ABepueHkoB [u
Ip.]. — DNEKTpOH. TEKCTOBbIE AaHHblE. — bpsHck: BpsiHCKUIT rocyaapcTBEHHbBIN
TexHu4yeckui yausepcuret, 2012. — 187 ¢. — 5-89838-357-3. — Pexum pocrymna:
http://www.iprbookshop.ru/7000.html

2) A. Jlxeticon 3ammra gaHaeix. OT aBTOpU3alUU 10 ayaAuTa. [ DIeKTPOHHBIH
pecypc] — CI16.: ITutep, 2021. — 272 c.: (Cepus «/lna npodeccuonanon»). ISBN
978-5-4461-1733-8. — Pexxum J0cTyna:
https://lib.fbtuit.uz/assets/files/ pdf

3) IlapenTn, Tomac. KubepOe30macHOCTD : YTO PyKOBOAMTEISIM HY)KHO 3HATh
u nenats : / Tomac Ilapentu, xek omer. — 2-e uzn.. — Mocksa : ManH, MIBaHOB 1
depbep, 2022. ISBN 978-5-00195-484-2 — Pexum JOCTYTIA:
https://humpty.ru/book/17547-kiberbezopasnost-chto-rukovoditeliam-nuzhno-znat-i-
delat

4) M. CarroH, A. I'punn Fuzzing : uccriemoBanue ysI3BUMOCTEH METOIAOM
rpyooii cunbl — Cankt-IletepOypr ; Mocksa, 2017. - 555 c¢. (High tech).; ISBN —
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Pexxum  jmoctyma: 978-5-93286-147-9https://codeby.net/attachments/satton-m-
fuzzing-issledovanie-ujazvimostej-metodom-gruboj-sily-pdf.27608/

5) A. A. buprokos MHpopMaronHas 0€30MacHOCTb: 3all[UTa U HalaJCHUE, 2-
¢ uznanue — Mocksa, 2017. - 474 c. ISBN 978-5-94074-647-8 — Pexxum goctymna:
https://vk.com/wall-49131654 93473

6) OpraHu3alMOHHO-TIPABOBOE OOeCIeYeHnEe HH()OPMAIMOHHOW 0e30IMacHO-
ctu [Tekct] : moHorpadus / A. B. Mopo3os, T. A. [lonskosa ; denepanbHoe TocC.
OrO)KETHOE 00pa3oBaTENbHOE yUpeXkaAeHHe BbIcII. Tpod. oOpa3zoBanus "Poccuiickas
npaBoBas akaa. M-Ba roctuumu Poccuiickoit @enepamun’. - Mocksa, 2017. — 273 c.,
ISBN 978-5-89172-544-7 Pexxum  mocryma: https://vk.com/wall-
43363264 _525959

5.2. llepeuennb pecypcoB cetu «AHTEepHET», HEOOXOAUMBIX /ISl MOATOTOBKH

K c/1adye KAaHIUIATCKOI0 IK3aMeHa!

1. EnuiHOE OKHO JtocTya K HH(popMamoHHbIM pecypcam (http://window.edu.ru).

2. HattmonanbHas anexktpoHHas oubnuoteka (http://www.elibrary.ru).

3. ®enepanbHoe XpaHwuile «EauHas KOUIEKIMs UPPOBBIX 00pa30BaTEIbHBIX
pecypcoBy (http://school-collection.edu.ru).

4. denepanbHbIi HNuTtepHer-nioprain «Poccurickoe o0pazoBaHue»
(http://Amww.edu.ru).

5. DnexkrponHo-6nbMoTeuHas cucrema «IPRbooksy (http:/www.iprbookshop.ru).

6. DnexkTpoHHO-0MOIMoTeuHas cuctema «Jlanby (https://e.lanbook.com).

7. Caiit OI'BY ®enepanbHblii MHCTUTYT NPOMBIILUIEHHOW COOCTBEHHOCTH
http:/Mmww1 fips.ru.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JIJIS1 TPOBEIE-
HUA KAHANJATCKOI'O OK3AMEHA

Jiis obecrieueHust MpOBECHNUS KaHIUAaTCKOTO SK3aMeHa HMEETCs CIeAyIomas
MaTepHalbHO-TEXHUYECKas Oa3a:

— ydeOHas ayJIUTOpHsi, OCHAIIICHHAs] KOMILJIEKTOM MeOeu U TOCKOM, /Jisl Ipo-
BEJICHUS KOHCYJIbTAIMI M KaHAUJIATCKOTO K3aMEHa;

— KOMIThIOTEPHBIC KJIACCHI C TOCTOSHHBIM JOCTYIIOM K HWH(OPMAIIMOHHO-
TEJICKOMMYHUKAIIMOHHON ceTn «WHTepHEeT», a TakKe YWTalIbHBIC 3ajbl HAYYHOU
oubnuotexu BI'TY ninst camocTosiTenbHOM pabOThI aCTIUPAHTOB.

7. OCOBEHHOCTHU OPTAHU3ALMUU NPOBEJIEHUSA KAHANJAATCKOI'O
9K3AMEHA JIJIS1 UTHBAJINIOB U JINL] C OTPAHUYEHHBIMUA
BO3MOXHOCTSAMMU 310POBbsL

[IpoBeaeHre KaHIUAATCKOTO HSK3aMEHAa Uil aCHUPAHTOB C OrPaHUYEHHBIMU
BO3MOYKHOCTSIMU 3710POBbSI IPOBOAUTCS C YYETOM OCOOEHHOCTEH MCUXOPU3NYECKOro
pPa3BUTHS, MHIUBUAYaIbHBIX BOBMOXXHOCTEN M COCTOSIHUS 3IOPOBBSI.


https://vk.com/wall-49131654_93473
http://www1.fips.ru/
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[Ipu mpoBeaeHUH MPOMEKYTOYHOM aTTECTAllMU 00ECIIEYMBACTCS COONIOIEHNE
CIIEAYIOMINX TPeOOBaHUIA:

- JUTSL aCTIMPAHTOB M3 YKCIIA JIUI] C OTPaHUYEHHBIMU BO3MOXXHOCTSIMH 3710POBBS
IPOMEKYTOYHAsl aTTECTAIMS IPOBOJUTCS C YIETOM OCOOCHHOCTEN MCUXO(PU3NIECKO-
ro pa3BUTHS, UHIAWBUAYAIBHBIX BO3MOXKHOCTEH M COCTOSIHUS 3/I0pOBBSI Takux 00y-
YaoIuXxcs (J1anee - UHAUBUIYaIbHbIE OCOOCHHOCTH);

- IPOBEJIEHNE MEPONPHUATHIA 110 MPOMEKYTOYHOM aTTeCTAI[K AJIS JIUI] C OTpa-
HUYEHHBIMU BO3MOYXKHOCTSIMU 3JIOPOBBSI B OJTHOM ayJUTOPUH COBMECTHO C acCIHpaH-
TaMH, He UMEIONIMMH OTPAaHHMYEHHBIX BO3MOXKHOCTEH 3JIOPOBbSI, JTOIYCKACTCS, €CIH
3TO HE CO3/1aeT TPYTHOCTEH IS ACTTHPAHTOB;

- TIPUCYTCTBUE B AyJAWTOPUU ACCUCTEHTA, OKA3BIBAIOIIETO ACIHPAHTaM HE0O0-
XOJMMYIO TEXHHYECKYIO TIOMOIIb C YI€TOM WX HMHIUBUAYAIHLHBIX 0COOCHHOCTEH (3a-
HATH pabodee MecTo, IOHATh M OOPMHUTD 3aJJaHHe, OOIIATHCS C TPENOIaBATEIIEM );

- IPEIOCTaBIICHUE aCUPAHTaM IPH HEOOXOIUMOCTH YCIYTH C UCIIOIB30BaHH-
€M PYCCKOTO ’KECTOBOTO SI3bIKa, BKIIIOUAsi 00ECTIeYeHHE JI0Mycka Ha OOBEKT CypIorie-
peBoaurKa, TH(]IONEepeBOAUNKA (B OPraHU3allUH JJOJDKEH OBITh TAKOW CIICHUANIUCT B
mrate (€ciu 3T0 BOCTpeOOBaHHAs YCIyTa) WU JOTOBOP C OpPraHU3alMsIMUA CHCTEMBI
COIMAJIEHOW 3alUTHI MO MPEIOCTABICHUIO TAKUX YCIYT B CIy4ae HEOOX0AUMOCTH);

- IPEIOCTABIICHUE aCITUPaHTaM MpaBa BbIOOpa MOCIEI0BATEILHOCTH BBIIOJIHE-
HUS 3aJlaHds U YBEJIIMYCHHE BPEMEHHU BBITIOJHEHUS 3aJaHusi (110 COTJIACOBAHUIO C
npenojaBaTeieM);

- 110 KEJIAaHHIO aCTIMPAHTA YCTHBIA OTBET MPH KOHTPOJIEC 3HAHUN MOXKET MPOBO-
JUTHCS B TUCBMEHHOU (hOpMe MK HA000POT, MUCEMEHHBIN OTBET 3aMEHEH YCTHBIM.

8. OHEHOYHBIE CPEJICTBA JJI1 IPOMEXYTOUYHOU ATTECTALIUU
ACIIUPAHTOB

Craya acnupaHTOM KaHAMAATCKOIO 3K3aMEHa MO CHEHUAIBHON JUCLUILIMHE
«MeTtoapl ¥ cUCTEMBI 3alUThl MH(DOpMaUKU, HH(POpMaMOHHAsT 0€30MaCHOCThY» OT-
HOCHUTCS K OLIEHKE PE3yJIbTaTOB OCBOCHHUSI AUCLUIIINHBI «METOIBI M CHCTEMBI 3aLU-
Tbl MH(pOpManuu, MHpOpMaMOHHAs OE€30MaCHOCTh», OCYLIECTBISIEMON B paMKax
MIPOMEKYTOUYHOM aTTeCTALMH.

JUtst npremMa KaHIMJaTCKOro 3K3aMeHa MO CHEUaNIbHON IUCLIUIIIIMHE CO3/1aeT-
Csl PK3aMEHAllMOHHAas Komuccus. PermaMeHT paboThl SK3aMEHAMOHHON KOMHCCHH
onpenensiercs: [lonoxenneM 00 SK3aMEHALIMOHHOW KOMHUCCHM U TOpSAJKE IpHeMa
KaHIUIATCKUX dK3amMeHOB B BI TVY.

Ikajaa oneHUBaHUA
YpOBEHb 3HAHUI ACTIMPAHTA OMPEACISAETCS OLIEHKAMU «OTJIMYHO», «XOPOILIO»,
«YJIOBJIETBOPUTEIIBHOY, «HEYIOBJICTBOPUTEIBHOY.

IHoka3zaTenn U KpUTEPpUU OLICHUBAHMS MPOMEKYTOYHOM ATTECTALUH

OneHka «OTIMYHO» - ACMHPAHT JAeT MOJIHBIE, UCUEPIIBIBAIOIINE U apTyMEHTH-
POBAaHHBIE OTBETHI; TPAMOTHO HCIIOJIb3YET HAYYHYH0 TEPMHUHOJIOTHIO; YMEET CBA3bI-
BaTh TEOPUIO C MIPAKTUKOMW, BBICKA3bIBATh U OOOCHOBBIBATH CBOM CYyKJeHUs. Bo Bpe-
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Ms 9K3aMEHA aCIUPAHT JOJDKEH MOIPOOHO OTBETUTH HA TPU BOIIPOCA DK3aMEHAITMOH-
HOTro Oujera.

OI11eHKY «XOpOIIIOY» - aCIUPAHT JaeT JOCTATOYHO IOJIHBIC M apTyMEHTHPOBaH-
HBIC OTBETHI; MPUMEHSACT HAYYHYIO TEPMHUHOJIOTHS, HO TIPH 3TOM JOITYCKAET OIIHOKY
VI HETOYHOCTh B OINPEACIICHHUSAX, MOHATHIX;, YMEET CBSA3BIBATH TCOPHIO C MPAKTH-
KOH, BBICKa3bIBaTh M1 OOOCHOBBIBATH CBOM CYKJICHHS. Bo Bpems 3K3aMeHa acCIHpPaHT
JOJDKEH T0JIpoOHO OTBETHTH HA TPH BOMPOCA IK3aMEHAIMOHHOTO OmieTa. [lomycka-
I0TCSI HE3HAUYNTEIbHBIC HEAOYEThI M1 HETOYHOCTH, KOTOPHIC aCIMPAHT MCIIPABIISACT Ca-
MOCTOSITEIIEHO B TIpoliecce Oecebl ¢ IK3aMEHAITMOHHOW KOMHCCHEH.

Or11eHKY «yIOBJICTBOPUTEIHHOY» - ACIIUPAHT JAET HEMOJIHBIC U CI1ad0 apTryMeH-
TUPOBAHHBIC OTBETHI; JIOMYCKAET CYIIECTBEHHBIC TEPMHUHOJIOTHUECKHE HETOYHOCTH;
YaCTUYHO apTyMEHTHUPYET COOCTBEHHYIO TIO3HUITMIO WM TOYKY 3peHus. Bo Bpems 2k-
3aMeHa aCIHUPAHT JOJDKEH MOAPOOHO OTBETUTH HA OJWH BOIMPOC IK3aMEHAITMOHHOTO
OwJieTa M YaCTHYHO Ha JIBa JIPYTUX BOMpOCa.

OlIEHKY «HEYJIOBJIETBOPUTEIBLHO» - OTMEYAETCS OTCYTCTBUE 3HAHUS TEPMHUHO-
JIOTUM, HAyYHBIX OCHOBAHHWM, NMPHU3HAKOB, XapaKTEPHCTUK paccMaTpPUBAEMOM IIPO-
0JIeMBbI;, HE MpeIcTaBlIeHa COOCTBEHHAs TOYKA 3PEHHMS 110 TaHHOMY Bompocy. Bo Bpe-
Ms 9K3aMeHa aclIUPaHT YaCTUYHO OTBEYAET Ha BOIIPOCHI.

8.1. KoHTpoJIbHO-U3MepHUTeIbHbIE MATEPHUAJIBI IJI IPOMEKYTOYHOM aTTecTa-
MU (caavya KaHAUJATCKOT0 IK3aMeHAa) aCIMPAHTOB

8.1.1. Bonpocel AJis1 MPOMEKYTOYHOM aTTeCTANNH

Pazoen «Teopus u memooonocus uHGOpMayuoHHOU 6e30naACHOCHUY

1. [Tonsatre wHDOPMALMOHHONW O€30MaCHOCTH, OCHOBHBIE COCTABJISIOIIME HWH-
dhopmalMoHHON 0€30MacHOCTH.

2. Uctounuku yrpo3 mHpopmannoHHoN Oe3omacHoctn PD un mx kmaccuduka-
IS

3. Onpenencnuie 3amyThl HHOOpPMAIHU, 0€30IMaCHOCTH HH(OPMAITIH

4. TlonmuTuka 06€30MaCHOCTH U aHAJIU3 PUCKOB;

5. CymHocThs nHbOpMAaINN Kak 00bEKTa paBa COOCTBEHHOCTH.

6. Packpoiite cymHoOCTh 00bEKTa 3aIUTHI.

7. Knaccudukamus yrpo3 uHPOpMauOHHON 0€301MacHOCTH, OCHOBHBIE TPYIIIIBI
KJ1accu(uKaIuu.

8. Mogenp HapymuTens nHGOpMaIMOHHONM 0€30MaCHOCTH?

9. OCHOBHBIC TIPUHITUIIBI TOCTPOCHUS CHCTEMBI 3aIIUTHI HHPOPMAITHH.

10. OcHOBHbIE MOJIENU 3alUTHl UHPOPMALIUU U UX OCOOCHHOCTH.

11. CymHOCTh METOAOB 3aIUTHI OT CIIyYalHBIX YT PO3

12. TlonsTust naeHTU(UKAIMU U ayTeHTU(PUKALIMK, OCHOBHbIE BHJIbI ayTEHTHU-
bukarmm.

13. TloBbIlIeHHE HAAECKHOCTH U OTKA30yCTOMYMBOCTH WH(OPMAIIMOHHBIX CH-
CTEM.

14. OcoOGeHHOCTh MOCTPOCHUS 3aIIUTH OT HECAHKITMOHUPOBAHHOTO JOCTYIa
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Pazoen «Mamemamuueckoe moodenuposanue npoyeccos 3auiumsl UHpopma-
yuuy»

15. Omnpenenenus MaTeMaTHYECKON MOJENIN U MaTeMaTHYECKOTO MOJEINPOBa-
HUSL.

16. TpeboBanus, npeabsABIsIEMbIE K MATEMATHUECKUM MOJIETISIM.

17. Ob6nactu mpUMEHEHUS MAaTEMAaTUUECKUX MOJICIICH.

18. Knaccudukanus MaTeMaTHUECKUX MOJIETIEH O TUIIaM, CBOMCTBAM U Ha3Ha-
YEHUIO.

19. Cnoco6sl MOCTPOCHUS JETEPMUHUPOBAHHBIX MATEMAaTUYECKUX MOJICITICH.

20. AHanUTHYECKHE U YHCICHHBIE METOBI PEIICHUS YPaBHEHUIA.

21. CymHOCTh METOJOB MOJICIIMPOBAHUS CJIOKHBIX CHCTEM.

22. O0muMe TPUHLHUIBI U CPEACTBA MOCTPOSHUS MAaTeMaTUYECKUX MOJETeH
MIPOIIECCOB 3aIUTH HHGOPMATIHH.

23. OcoOEHHOCTH MOCTPOEHUSI MATEMAaTUYECKUX MOJEJIEN MPOLIECCOB 3allUThI
uH(pOpPMaIlMU Ha OCHOBE SKCIIEPUMEHTAIIbHBIX TaHHBIX.

24. TloHATHS KOPPENALMOHHOIO, PETPECCHOHHOIO M JUCIEPCHOHHOTO aHAJU-
30B. Y CJIOBHS NPUMEHUMOCTH CTaTUCTUYECKOTO aHAIU3A.

25. OueHka JOCTOBEPHOCTH U TOUHOCTH MAaTEMaTHUYECKUX MOJIEIIEH.

26. IlonsaTus ueneBoil (QyHKIUHU, ONTUMHU3UPYEMBIX U (PUKCUPOBAHHBIX Mapa-
METPOB, OIPaHUYEHUI IIPU ONITUMHU3ALUY.

27. TloHsTHEe OAHOMEPHON ONTUMHU3ALWHU. | T00aNbHBIE W JIOKAJIBHBIE YKCTpe-
MyMBIL. Y ca0BuUs onTuMyMa JuddepeHunpyemMoil yHKIUU OJJTHON NepEMEHHOM.

28. IlonsTre MHOTOMEpPHOHN O€3YyCIOBHON ONTHUMHU3ALMHU. Y CIOBHUS ONTUMYyMa
mupdepeHurpyemMoit PyHKIIMU HECKOIBKUX TIEPEMEHHBIX.

Pa3zoen «Opzanuzayuonno-npaeosasn 3auiuma ungpopmayuuy

29. OOmas xapakTEepUCTUKA OPraHU3allMOHHBIX METOJOB 3allUThl WH(MOpMa-
ITUH.

30. OcHOBHBIEC IPHUHIIUIIBI OPTaHU3ALMUA CUCTEMBI Oe30macHOCTH 00bekTa. Mo-
JIeJIb KOMITJIEKCHOM CUCTEMBbI O€301MaCHOCTH.

31. Knaccudukamus yrpo3 uapopmaimonHoit 6ezomacHoctu. Bunst KYU.

32. OCHOBHBIC HAIIPABJICHHS OPTaHU3AIMOHHON 3alIUTHI MH(OpMAIUU Ha 00b-
eKTe.

33. Bunbl kaHanoB HECaHKIMOHUPOBAHHOTO AOCTyma K mHpopmaruu. Ux xa-
paKTEepUCTHKA.

34. KonnentyanpHas MOACITb HHPOPMAITMOHHON 0€30MMacHOCTH.

35. TpebGoBaHUS K TOCTPOCHHUIO CUCTEM 0€30MaCHOCTH MPEIPUSTHS.

36. llemm u 3amaum cUCTEMBI 0€30IMaCHOCTH 00BEKTa. BHabI 00HEKTOB 3aIITUTHI.

37. XapakTepucTHKa TUIIOBOU CTPYKTYpPHI CIIy>KObI O€30MacHOCTH.

38. Ciyyau pasriaiieHue 3anuiiaeMon nHPopMaIluu.

39. OcHoBHBIE 33J]a41 CITYKObI 0€30MaCHOCTH 0OBEKTA.

40. XapakrepucTtuka GyHKIMHA CITy>KO0bI 0€30MacHOCTH 00BEKTAa.

41. TlpaBa, 005S3aHHOCTH W OTBETCTBEHHOCTH COTPYIHUKOB CIy>KObI Oe3omac-
HOCTH.

42. QOpranuzanus pexuMa 1 oXpaHsl Ha 00bekTe. OCHOBHBIC 3a/1a4H.
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43. Bwuapl NpomyCKHBIX TOKYMEHTOB.

44. Tlopsiaok opraHU3aldU MPOIYCKHOTO PeXUMa.

45. Opranuzaiys OXpaHbl CTAIIMOHAPHBIX OOBEKTOB.

46. OcHOBHBIE 337241 OXPaHbl OOBEKTOB.

47. Buapl 0XpaHbl CTAIIMOHAPHBIX OOBEKTOB.

48. XapakTepucTHUKa ACSITEIBHOCTU OT/ENa KaJIpoB O0OBEKTa C MO3ULIUU 0Oec-
NeYeHUs 3alUThl HHPOPMAIIUH.

49. CnocoObl mpecevyeHns pasriialieH s 3aluiaeMoi nHpopMaluu.

50. Opranuzanus HHXEHEPHO-TEXHUUECKON 3aIUTH O0BEKTOB.

51. XapakTepucThKa OpraHU3AIMOHHBIX, OPraHU3AMMOHHO-TEXHUYECKUX W
TEXHUYECKUX MEPOIPUATHH 3alTUThl HHPOpMAIK Ha 00BEKTE.

52. Opranuzanus aTTeCTANH 3aUIICHHBIX TOMEIIEHUH.

53. Opranuzanus paboT mo 3amurte WHPOpMAIUU OTAea 00CCTICUCHHs BHEIII-
HEel JAesTeIbHOCTH.

54. Tlepconan GpupMbI U €ro pojib B yTeuke HHPOPMAIIHIH.

55. OcCHOBHBIE MPUHIIUIIBI OpPTaHU3AIH TPOPECCHOHATIEHOTO 0TOOpa MepcoHa-
ja.

56. OcHOBHBIE pEKOMEHIAlIUK MPU OPTaHU3alMU MPOBEPKU U 0TOOpa KaHIuAa-
TOB Ha pabOTy B KOMMEPUYECKHE MPEITPUITHS.

57. XapakTtepucTuka Ipoiiecca yBOJbHEHUS KaJIpOB U3 KOMMEPUYECKUX CTPYK-
Typ.

58. Oco0eHHOCTH YBOJIBHEHHS COTPYAHUKOB, BIIAICIOMNX KOHPUACHITNATBHON
uH(popmanuen.

59. OcHoBHBIE 3Tambl ¥ MPOIeAypHI TPodoTOOpa mepcoHana Ha KOMMEPUECKHe
TIPEAPUSTHS

60. IlonsTHE peknMMa CEKPETHOCTH, €TO COIePKaHNE U OCOOCHHOCTH.

61. PCO, IIATK u ux nmoaHoMo4ws.

62. Tlopsimok paOOThI C CEKPETHBIMU TOKYMEHTAMH U U3JICTHSAMH.

63. Opranu3zainus I0MycKa JIUI] K CEKPETHBIM CBEJICHHSIM.

64. Opranuzainms 3aceKpeYuBaHUs U PACCEKPEUNBAHUS CBEICHUM.

65. Opranuzaius paboThl C CEKPETHBIMH JIOKYMEHTaAMHU.

66. 3amuTa rocy1apCTBEHHON TalHBI.

67. Opranuzanus 3anuTsl HHOOpPMAIUU B KaJIpOBOM CTyK0e.

68. Opranuzanys MpoBeneHUs CIyKEOHBIX pacciieJOBaHHi 1O (hakTaM yTpaThl
CEKPETHBIX JOKYMEHTOB.

69. 3amwra nHGOPMAIMH PU MPOBEACHUN COBEIIAHUHN 1 IEPETOBOPOB.

70. 3amura uHGOPMAIUH PU padOTE C MOCETUTEIISIMH.

71. Xapakrtepuctuka MHGOPMALIMOHHO-aHATUTUYECKOU PabOTHI.

72. OCHOBHbBIE HaIlPaBJIECHUS AHATUTHYECKON pabOThI HA OOBEKTE 3AIUTHI.

73. Drambl BRITOJIHEHNS aHATUTHICCKON PabOTHI.

74. OCHOBHBIC METOJIbI aHATUTHICCKOU PAOOTHI.

75. OOmuii MoAX0/ K KATErOPUPOBAHUIO 0O BEKTOB OXPAHBI.

76. Opranuzanus 3ammTa UHPOPMAIUA TPHU MyOJMKATOPCKOW W PEKIAMHOU
NEeSATeTLHOCTH.
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77. OCHOBHBIC HAMPABJICHUSI U METOJLI PaOOTHI C MEPCOHAIOM, 00JIaTAIOIINM
KOH(UIEHIIUATILHON UH(pOpMaITUeH.

78. OcHOBHBIE 3Tallbl MOJTOTOBKM M MPOBEJICHUS COBEIIAHUN U 3acCeIaHHi 1O
KOH(HIEHIIUATIBHBIM BOIIPOCaM.

79. JlunensupoBaHue u cepTudukanus B 06acTu 3anuThl nHGopManuu B PO.

80. JluueHsupoBaHue NEATEILHOCTH MO 3alUTE HH(OPMAIUH.

81. Ceptudukanus cpeacTB 3alUThl THHOPMALUH

82. Kommepueckas TaitHa ¥ OPSZIOK €€ ONpeACIICHHUS.

83. Opranuzanus padbot ¢ nHpopMaImen, COCTABIAIONIECH KOMMEPUYECKYIO Taii-
HY.

84. Opranuzamnus 1 o0ecreueHne 3amnuThl KOMMEPYECKON TaitHbI Ha PEAIPHsI-
THUH.

85. Opranuzanus Oe3omacHOCTH (YHKIIMOHUPOBAHUS HH()OPMAILIMOHHBIX CH-
CTEM.

86. IlpoBeneHue aHATUTUKO-Pa3BEbIBATEIHLHON PAOOTHI.

87. rocynapcTBeHHas TailHa U MOPSAJIOK OTHECEHUS K Hel nHpopmaIuu.

88. Xapakrepuctuka AeMCTBUM 10 3alIUTE UHPOPMAIIUH.

89. IIpotusoaeiicteue HCJI k uadopmanum.

90. Bujapl mepcoHANBbHBIX JaHHBIX B cOOTBETCTBUH ¢ D3 Ne 152 «O mepco-
HaJIbHBIX JAHHBIX»

91. Ocuosable 3Tansl co3mpanus C3I1/IH Ha 00BEKTE.

Pa3zoen «Huicenepno-mexuuueckan 3auyuma uHGopmayuuy

92. Knaccudukamnus nHGOPMAIHH, 3AIUIIACMON TEXHHYSCKIMHU CPEICTBAMH.

93. Knaccudukanus AeMacKUpYIOIINX MPU3HAKOB.

94. TlpuHIMIBI 3aTTUCH B CheMa HHPOPMAIIH C HOCUTETIS.

95. HMcrounuku QPyHKIIMOHAIBHBIX CUTHAJIOB.

96. IloGounble n3myueHus u HaBOJKU. OCHOBHBIE TIOHSTHS U KIaCCU(PUKAIINH.

97. XapakTepucThKka OCHOBHBIX HCTOYHHUKOB MH(POPMAIIUH.

98. Knaccudukamms akyCTOdIEKTPUUYECKUX IMpeoOpa3oBarTesneii, CO3ar0IINX
OTTaCHBIE CUTHAJIBI.

99. XapakTepucTHKa OIMaCHBIX CUTHAJIOB.

100. Uctounrky moOOYHBIX BEICOKOYACTOTHBIX KOJICOAHUH.

101.Buapl mapa3uTHBIX CBA3CH.

102.ITpuHIUTIEI BOSHUKHOBEHHMS MTAPAa3UTHBIX HABOJIOK.

103.Bunst yrpo3 6e3onacHOCTH HHGOPMAITUH.

104. XapakTepucTika OpraHoB J00bIBaHUS WH(OPMAIIUH.

105.3amaun opraHoB KOMMepUeckol pasBeaku. Knaccudukaius BUAOB TEXHU-
YECKOU PA3BEIKMU.

106. XapakTepucTrka BUJI0B areHTYPHON M TEXHUYECKON Pa3BEIKH.

107.[Tpuntumel 1oObIBaHMsS HHGOPMAIIHH.

108. Texnomorus no6piBanus uHGopmaiuu. OCHOBHBIE TIOJIOKECHHUSI.

109.OcHOBHBIE COCTABIAIONINE MPOIecca T00bIBaHUS HHGOPMAITHH.

110.Dranbl TeXHOTOTHUU JOOBIBAaHUS HH(DOPMAITUH.

111.Cnoco6s1 nocTymna K KOHPUASHIHAIBHON HH(OPMAITHH.
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112.Opranu3anus 100b1BaHus HHGOpMaluu 6e3 PU3NIEeCKOro MPOHUKHOBEHUS
B KOHTPOJIUPYEMYIO 30HY.

113.Opranusanus J0CcTyla K UCTOYHUKaM MHGopManuu 0e3 HapylIeHus: rocy-
JAPCTBEHHOM TPaHUIIbI.

114.0cobeHHocTd yTeuykd WHGOpPMAIMU [0 TEXHUYECKMM KaHajlaM IpU DKC-
mryatanuu OBM.

115. XapakTepruCTUKH TEXHUYECKUX KaHAJIOB YTEYKU UH(POPMAITUH.

116.CrpykTypa KaHaia nepenadu mHpopManuu. XapaKTepUCTHKa COCTABIISAIO-
IIMX AJIEMEHTOB.

117.Knaccudukaiusi TeXHUYECKIX KaHaJIOB yTeUKH HH(OpMaIHH.

118. Xapakrepuctuka ontudeckoro KYU.

119. Xapakrepuctuka paaunosiektponHoro KYU.

120.Knaccudukaius moMex B TEXHUUECKUX KaHaTaX yTEeUKH.

121. Xapakrepuctuka akycrudeckoro KYH.

122.MatepuanbHO-BEIIECTBEHHbIE KaHAJBI YTEUKU UH(MOpMAITUH.

123.OcHOBHBIE METO/IbI 3aITUTHI MH(POPMAITUU TEXHUUYECKUMU CPEJICTBAMH.

124.Bunpl COKpbITUS HH(DOpMAITUH.

125. Xapakrepuctuka crnoco060B HHPOPMAITMOHHOTO COKPBITHSI.

126. lezundopmupoBanue. CrocoOsl. Xapakrepuctuka. OCHOBHbIE 0COOEHHO-
CTH.

127.3HepreTuaeckoe COKPHITHE.

128.Cnoco6sr u cpeactsa [1JITP.

129.Crioco6bI KOHTPOJIS TOMEMICHUI Ha OTCYTCTBUE 3aKJIaTHBIX YCTPOUCTB.

130. Texauaeckue cpenactBa obOecriedeHUs OXpaHbl. TpeOoBaHWA, 3ama4yH, CO-
CTaB.

131.CtpykTypa cucTeMbl OXpaHbl 0OBEKTOB.

132.Croco0bl 3auThI ABEPEH U OKOH 3[JaHUN U TTOMEIIICHUH.

133.ecTecTBeHHBIE M MCKYCCTBEHHBIC TPETPajibl, UCIOJIb3YEMbIE IJIsI OXPaHbI
OOBEKTOB.

134.OcHarnieHre aBTOMATHU3MPOBAHHBIX W aBTOMAaTHYECKHUX KOHTPOJIBHO-
MPOITYCKHBIX MMYHKTOB.

135.Cnoco6bl u cpencTBa UICHTU(DHUKAIIMN U ayTeHTU(PUKALIUUA COTPYIHUKOB.

136.mkads1, paboyre CTONBI ¢ 3aKPHIBAEMBIMH Ha KJIIOY SIIITUKAMH, CEU(BI U
XpaHuwinia. Buapl, OCHOBHBIE XapaKTEPUCTUKH.

137.Knaccudukaiuss 1 OCHOBHBIC AJIEMEHTHI TEJICBU3MOHHBIX CHCTEM HAOIIIO-
TICHHUSL.

138.KomnonenTs! u ycrporictea TCH.

139. Anroputm Beibopa TCH aJis 00beKTa 3a1UThI.

140.OcHoBHBIE 3a7a4M, CIOCOOBI U CPE/ICTBA MHKEHEPHO-TEXHUUECKOUN 3aIUThI
uHpOopMaIuu.

Pazoen «llpozpammno-annapamuasn 3auguma un@opmayuuy

141.TTonutrka 6€30MacHOCTH.

142.Martpwuna nocrymna.

143.HenocTaTku U JOCTOMHCTBA CXEMbI ITPOCTON MapOIbHON ayTeHTU(DUKAIUY.
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144. buometpudeckue METOAbI UACHTU(UKAIINY U ayTeHTU(UKALIUN.

145.TIpouenypsl UHUITUATU3AIMH 00bEKTa HHPOPMAITMOHHOM 3aIlUTHI.

146.TlonsTus uaeHTUUKAIUN U ayTeHTU(PUKAITIH.

147.TIpOTOKOJIBI ¥ AITOPUTMBI UACHTUDHUKALINH.

148.CpenctBa 0J1I0KUpOBaHUSI HECAHKIIMOHUPOBAHHOTO MCCIIEAOBAHUS U KOIU-
poBanus undopmanuu KC.

149. MaTpudHO€ yrpaBiIieHUE JIOCTYIIOM.

150. ®yHkunoHaNbHbIE OJOKH CHUCTEMBl pa3rpaHUYCHHUs JOCTyNa K HHQOpMa-
1107078

151. ®yukuuu qucnerdepa J0CTyma.

152.Tlonsatue sigpa 6€30MacCHOCTH.

153.1Ipobnembr co3manmst BeicokodhpextnBHOM 3amuThl oT HC/I.

154.CpaBHUTENBHBIA aHAIM3 NPOrPAMMHBIX M allapaTHBIX KOMIUIEKCOB, pac-
CUMTAHHBIX Ha 3alIUTY MepCOHAIbHBIX IBM OT HECaHKIIMOHUPOBAHHOTO JOCTYyIA K
OBM, koTOpBIEC pa3rpaHUYUBAIOT AOCTYN K HH(OpMaluu u ycrpoiicteam [19BM.

155.MeTonpl U cpeacTBa oOecreueHus 1eTOCTHOCTH B JOCTYITHOCTH UH(pOpMa-
1107078

156. [TpuHIUIIBI OpraHU3aIMH 3aITUIIICHHBIX CUCTEM YTIPABIICHUS.

157.Metoapl 3amuThl [1IK 0T HECAHKITMOHUPOBAHHOTO JTOCTYIIA.

158.'pynmel METOJIOB 3alTUTHI OT YTPO3 HECAHKITMOHUPOBAHHOTO KOIMUPOBAHUSI.

159.Hocurenu kitoueBoi HHPOPMAITIH.

160.1ToHATHE KOHIIETIIIMH UEPAPXUH KITIOUCH.

161.Pacnipenenenne KITFOUCH.

162.MexaHu3MBbl METOK BPEMEHHU.

163.MeToap! TPOTUBOJAEHCTBUS TN3aCCEMOITMPOBAHUIO.

164.MeToap! IPOTHUBOICHCTBUS TPACCUPOBKE MPOTPAMMBI.

165.Kakue kiaccol CpeCTB UCCIICIOBAHUS ITPOTPAMMHOT0 00€CTICUCHUS.

166. dyHKIIMM OKEH BBITOIHIATH HHULMAIM3ATOPa U IECTPYKTOPA.

167.Knaccudukanuu KOMIIbIOTEPHBIX BUPYCOB.

168.'pynmel aHTUBUPYCHOTO TPOTPAMMHOTO OOECTIeYEHUSI.

169. TexHomoruyeckasi cxema 3aliuThl.

170.CocTtaB nporpaMMHOTO KOMILIEKCA 3aIUTHI.

Pazoen «Kpunmozpaguueckan 3auuma ungopmayuu

171.VicTopuueckre MOAXObI K 3amuTe uHGopMaIuy npu nepeaade — pusnue-
CKH€ METObI, cTeHOrpadus, Kpunrorpadus.

172.0OcHOBHBIE TIOHATHUS U OMPEEICHHS KPUTITOTpapu.

173.Knaccudukanus mmdpos.

174.Xapaktep kpuntorpaduyeckoi AesITeIbHOCTH.

175.9Bomonust mudpos. Ilpocteiimue mudpsl ¥ UX CBOMCTBA, KOMITO3UIIMU
mudpoB, Kaccuueckue mudpel, mudpbl TaMMHUPOBAHUS U KOJIOHHOW 3aMEHBI.

176. AnreGpandeckre MoIeNH MU (POB.

177.BeposTHOCTHBIC MOJACIH MH(POB.

178.MareMaTtrnueckre MOJEIH OTKPBITHIX COOOIIICHHIA.

179.Kpunrorpadudeckasi CTOMKOCTh MHUQPPOB.
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180. TeopeTuko-nHGOPMAITMOHHBIA TOAXOA K OIEHKE KPUIITOCTOUKOCTH IIU(-

181.TIpakTrueckasi CTOWKOCTh MIH(POB.

182. ImuTocToitkocTh mudpo. MmuTtanus 1 moaMeHa cooOIeHUM.
183.Crioco6n1 obecrieueHnss HUMUTOCTOMOCTH.

184.TTomMeX0CTOMKOCTh MIH(POB.

185.TIpakTrueckue BOMPOCH MOBBIICHHS HAICKHOCTH.

186.Buasl cummeTpuyHbix muppoB. OcoO0eHHOCTH MPOrpPaMMHOM M ammapart-

HOM peaJIM3aLnH.

187.1TpuHuumn nocTpoeHus: 6JIOUYHBIX HIH(POB.

188. CoBpemenHble OJI0YHBIE KPUITOAITOPUTMBI.
189.11IpuHIUI TOCTPOEHUS TOTOYHBIX HIH(POB.

190. CoBpeMeHHbIE TOTOYHBIE KPUTITOATTOPUTMBI.

191. PexxuMBbl UCTIONB30BaHUS MIU(POB.

192. MaTemMaTuuecKkrue OCHOBBI aCCHMETPUYHON KpUNTOrpadum.
193.IIpumMepsl COBpEMEHHBIX ACCUMETPUYHBIX MIU(POB.
194.Kpunrorpaduueckue Xa-GyHKIUH.

195.3amaun 1 0COOCHHOCTH JIEKTPOHHO-IIM(POBOM TOMKCH.
196. Anroput™m 111G POBOIA MOAIHCH.

197. Cummerpuunbie (0JHOpa30BbI€) UMPOBBIEC MOITUCH.
198.1IpoTokon pacmpeneneHus KIode.

199.Tlepenaua ki04eil ¢ UCTIOIB30BAHUEM CUMMETPHUYHOTO U ACCUMETPUIHOTO

muppoBaHUs.

200. OTKpBITOE U MIPEIBAPUTENBHOE PACTIPEICICHNUE KITIOUCH.
201.CxembI pactipeiesieHUsT CeKpeTa.
202.MeToapl mpUMEHEHUs MHU(POBAHUS JAHHBIX B JIOKAIBHBIX BBIUYUCIHTEIh-

HBIX CCTAX.

203.0O0ecneuenre CeKpEeTHOCTH JAHHBIX MPU JOJITOCPOYHOM XPAHCHUH
204.3amaun obecrieueHns] CEKPETHOCTH M IIEJIOCTHOCTH JIAHHBIX M KITIOUCH Mpu

KPaTKOCPOYHOM XpaHEHUU

205.0O0ecneueHre CeKpEeTHOCTH KITIOUYEH TIPH TOJITOCPOYHOM XPAHEHHUH
206.3ammmTa oT aTak ¢ UCIHOJIb30BaHUEM OOOYHBIX KaHAJIOB
207.2nmMnTuyeckre KpuBbie

208.KBanToBas kpuntorpadus

Pazoen «3auwuma nepcoHaIbHBIX OAHHBHIX)
209.EBporielickasi KOHBEHIUS O 3amuTe (PU3HUECKUX JUI] MIPU aBTOMATHU3HPO-

BaHHON 00pabOTKe MEepCOHANbHBIX TAHHbIX.

210.Metoauka onpeneneHus akTyainbHbIX yrpo3 6e3onacHoctu UCITH.

211. D3 Ne 152 «O mepcoHaIbHBIX JaHHBIXY.

212.Monens yrpo3 6e3onacuocta UCIIH.

213.TloctanoBnenue Ne 1119 « O6 yTBepkaeHnn nmopsika TpeOOBaHM K 3aIlu-

T€ MEPCOHANBHBIX JAHHBIX MPU X 00pab0oTKe B MH(POPMAITMOHHBIX CUCTEMAaX MEePCO-
HaJIBHBIX JAHHBIX).

214 . Monenb HapyIIUTEIIs.
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215.006ecnieuenne KOHTPOJIA U HAJ30pa 3a BBHITOJIHEHUEM TpeOOBaHUII MO 3allu-
te [1/1H. Buasl npeaycMOTpeHHBIX 3aKOHOAATENHCTBOM MPOBEPOK.

216.Onpenenenus ypoBHs 3ammuiieHHoctd UCITIa

217. Tunbl ”HOOPMALIMOHHBIX CUCTEM MEPCOHATIBHBIX JaHHBIX

218.Busl nporpamMmMHo-annapatHbix cpeacTB 3amuThl UCIT Il (mpumepsr).

219. Ilopsigok omnpezesneHusl HAIMYUSL HEACKIapUPOBAHHBIX BO3MOXXHOCTEU B
CHUCTEMHOU U npukiiagHom 10

220.1lepeuenp OpraHu3allMOHHO-PACTIOPSAUTEIBHBIX JTOKYMEHTOB, perjiaMeH-
tupytouux 3amuty [1/1n u UCIT[In Ha oObekTe.

221.Bunst Texandeckux cpenacts 3amutbl UCIT/{x (mpumepsr).

222.1lepedyeHb HOPMATUBHO-TIPABOBBIX AKTOB, PETIAMEHTHPYIOIIHUX MOPSIAOK
HaKa3aHWH 32 HapyIICHHUE MPaBU 00pabOTKH MEPCOHATHHBIX TAHHBIX.

223.BpimonHeHue Mep MO 3amuTe WHOOPMALMOHHBIX CHUCTEM IEPCOHATBHBIX
JTAHHBIX B cOOTBETCTBUU ¢ mpukazoM Ne 21 OCTIK «OO0 yTBepk)ACHUHM COCTaBa U
COJIEpKaHUSl OPraHU3AIMOHHBIX U TEXHUYECKUX MEp M0 00ECeueHu 0 0€30MacHOCTH
MEPCOHANIBHBIX JIAHHBIX MPU WX 00paboTke B MHGOPMAIIMOHHBIX CHCTEMaXx Iepco-
HaJIbHBIX JAHHBIX).

224 Mopensb yrpo3s 6ezonacuoctu UCII/IH.

225.Tlepeuens mep mno 3amurte [1J[H, oOpabaTbiBaeMbIX 0€3 HCIIOIH30BAHUS
CPEICTB aBTOMAaTU3aLIUU.

Pa3zoen «Ynpasnenue unmennekmyanvHoi co0CmMeEeHHOCHbIO)

226.1loHsITHE «MHTEIUICKTYaIbHas! COOCTBEHHOCTHY

227.0OcHOBHBIC HHCTUTYTHI ITPaBa MHTEJUICKTYAIbHON COOCTBEHHOCTH;

228.O0BeKTHI HHTEIUICKTYaTbHON COOCTBEHHOCTH, aBTOPCKOE MPaBo;

229.0c00eHHOCTH 3alIUThI CIyKeOHON 1 KOMMepUecKor HHPOpMaIInu;

230.O01ue mpu3Haku 00bEKTOB HHTEICKTYalbHONH COOCTBEHHOCTH;

231.TIpaBa aBTOPOB W MaTeHTOOOJAMaTENCH HHTEIIEKTYalIbHOM COOCTBEHHO-
CTH;

232.CucreMa mpaBOBOM OXpaHbl HHTEIEKTYaIbHON COOCTBEHHOCTH;

233.1IpaBoBas oxpaHa ciIy>keOHON U KOMMEPYECKOM TailHbI;

234.VIHCTHUTYT TIpaBa CPeJICTB MHIUBHIyaTU3aIUH;

235.MexyHapoHast maTeHTHas Kiaccudukaus, e€ CTpyKTypa;

236.OcHOBHBIC pa3/enbl MaTEHTHOTO 3akoHa Poccuiickoit denepanmm;

237.BceMupHas opraHu3anusi HHTEIJICKTYaIbHOW COOCTBEHHOCTH;

238.'paxmaHcKo-TIpaBOBBIE CITOCOOBI 3aIIMTHI ITPaB aBTOPOB U MATEHTOO00 A 1a-
TeJe;

239.MexyHapOoHOE COTPYJHUYECTBO B OOJACTH MPOMBIIUICHHOW COOCTBEH-
HOCTH;

240.TIpaBo mpexIenoap30BaHusl, MpaBa MaTeHTo00 IanaTemNeH.
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